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-Djavax.net.ssl.keyStore=new_client.p12

-Djavax.net.ssl.keyStorePassword=pass pass 

-Djavax.net.ssl.keyStoreType=pkcs12



<soap:address 

location="https://10.0.0.101:9443/CommandCenterWebSer

vices/AuthenticationAndAuthorizationServicePort"/>

 

public static void set_service_end_point( Service service, 

BindingProvider port )

{

    Pattern pattern = Pattern.compile( "CC_SG_" );

    Matcher matcher = 

pattern.matcher( service.getServiceName().getLocalPar

t() );

    String service_name = matcher.replaceFirst( "" );

    String ccsg_port = "9443";

    String ccsg_address = "10.0.0.101";

    port.getRequestContext().put(

        BindingProvider.ENDPOINT_ADDRESS_PROPERTY,

        "https://" + ccsg_address + ":" + ccsg_port +

        "/CommandCenterWebServices/" +

        service_name + "Port?wsdl" );

}

CCSGAuthenticationAndAuthorizationService service = new 

CCSGAuthenticationAndAuthorizationService();



AuthenticationAndAuthorizationService service_port = 

service.getAuthenticationAndAuthorizationServicePort(

);

set_service_end_point( service, 

(BindingProvider)service_port );



/*

 * RCSfile: ...

 * Revision: ...

 * Date: ...

 *

 * This source code is owned by Raritan, Inc. and is 

confidential 

 * and proprietary information distributed solely pursuant 

to a

 * confidentiality agreement or other confidentiality 

obligation.

 * It is intended for informational purposes only and is 

distributed

 * "as is" with no support and no warranty of any kind.

 *

 * Copyright (c) 2009 Raritan, Inc. All rights reserved.

 * Reproduction of any element without the prior written 

consent of

 * Raritan, Inc. is expressly forbidden.

 */

import 

security.service.webservice.bl.cc.raritan.com.Authent

icationAndAuthorizationService;

import 

security.service.webservice.bl.cc.raritan.com.CCSGAut

henticationAndAuthorizationService;

import 

security.service.webservice.bl.cc.raritan.com.types.*

;

import 

node.service.webservice.bl.cc.raritan.com.NodeManagem

entService;

import 

node.service.webservice.bl.cc.raritan.com.CCSGNodeMan

agementService;

import 

node.service.webservice.bl.cc.raritan.com.types.*;

// change server address

import javax.xml.ws.Service;



import javax.xml.ws.BindingProvider;

import java.util.regex.Pattern;

import java.util.regex.Matcher;

// user input

import java.io.*;

public class SampleClient

{

  public static String ccsg_address = "10.0.0.101", 

ccsg_port = "9443";

  static void 

auth_exception_handler( security.service.webservice.b

l.cc.raritan.com.AuthenticationAndAuthorizationExcept

ion ex,

 String name )

  {

    

System.out.println( "AuthenticationAndAuthorizationEx

ception: " + ex.getFaultInfo().getMessage() );

    System.out.println( "\t" + 

ex.getFaultInfo().getCode() );

//    ex.printStackTrace();

  }

  public static void set_service_end_point( Service 

service, BindingProvider port )

  {

    Pattern pattern = Pattern.compile( "CC_SG_" );

    Matcher matcher = 

pattern.matcher( service.getServiceName().getLocalPar

t() );

    String service_name = matcher.replaceFirst( "" );

    if( ccsg_port.length() < 1 )

      ccsg_port = "9443";

    if( ccsg_address.length() > 0 )

    {



      port.getRequestContext().put(

 BindingProvider.ENDPOINT_ADDRESS_PROPERTY,

 "https://" + ccsg_address + ":" + ccsg_port +

 "/CommandCenterWebServices/" +

 service_name + "Port?wsdl" );

    }

  }

  static String get_input( String message )

  {

    System.out.println(message);

    BufferedReader reader = new BufferedReader(new 

InputStreamReader(System.in));

    String name = null;

    try {

      name = reader.readLine();

    } catch (IOException ioe)

    {

      System.err.println("Could not read input.");

      return null;

    }

    if( name.equals("") )

      return null;

    return name;

  }

  public static void main (String[] args)

  {

    String user = "gregor";

    String password = "pass123";

    String session = "";

    String current_name, new_name;

    CCSGAuthenticationAndAuthorizationService service = 

new CCSGAuthenticationAndAuthorizationService();



    AuthenticationAndAuthorizationService port =

 service.getAuthenticationAndAuthorizationServic

ePort();

    set_service_end_point( service, 

(BindingProvider)port );

    CCSGNodeManagementService node_service = new 

CCSGNodeManagementService();

    NodeManagementService node_service_port = 

node_service.getNodeManagementServicePort();

    set_service_end_point( node_service, 

(BindingProvider)node_service_port );

    try

    {

      session = port.signOn( user, password );

    } catch 

( security.service.webservice.bl.cc.raritan.com.Authe

nticationAndAuthorizationException ex )

    {

      auth_exception_handler( ex, "signOn()" );

      System.exit(1);

    }

    current_name = get_input( "Enter the name of the node 

to change: " );

    new_name = get_input( "Enter the new name: " );

    if( current_name != null && new_name != null )

    {

      try

      {

 if( node_service_port.renameNode( session, 

current_name, new_name ) )

   System.out.println( "Node name successfully 

changed to " + new_name );

 else

   System.err.println( "renameNode() failed without 

an exception." );



      } 

catch( node.service.webservice.bl.cc.raritan.com.Node

ManagementException ex )

      {

 System.out.println( "NodeManagementException: " + 

ex.getFaultInfo().getMessage() );

 System.out.println( "\t" + 

ex.getFaultInfo().getCode() );

// ex.printStackTrace();

      }

    }

    else

      System.err.println( "Could not change node name 

without the current and new names." );

    try

    {

      port.signOff( user, session );

    } catch 

( security.service.webservice.bl.cc.raritan.com.Authe

nticationAndAuthorizationException ex )

    {

      auth_exception_handler( ex, "signOff()" );

    }

  }

}



 

 

 

 

 

 

 

 

 

 

 

 

 



 

ServicePointManager.ServerCertificateValidationCall

back =

 delegate(Object obj, X509Certificate certificate, 

X509Chain chain, SslPolicyErrors errors)

 {

  X509Certificate server_certificate =

  

 X509Certificate.CreateFromCertFile(@"C:\cc_cert

ificate.cer");

  return 

server_certificate.Equals(certificate);

 };

 

 

auth_service.ClientCredentials.ClientCertificate.Se

tCertificate(

 StoreLocation.CurrentUser,

 StoreName.My,

 X509FindType.FindBySubjectName,

 "10.0.0.150");

 

 

 

 

using System;

using System.Collections.Generic;

using System.Linq;



using System.Text;

using System.Security.Cryptography.X509Certificates;

using System.Net;

using System.Net.Security;

using System.ServiceModel;

namespace CCWSClient_WCF

{

    class Program

    {

        static string cc_address = "10.0.0.101";

        static string user = "gregor";

        static string password = "pass123";

        static string session_id;

        static void quit(CCAuthentication.AuthenticationAndAuthorizationServiceClient auth_service)

        {

            if (auth_service != null)

            {

                try

                {

                    CCAuthentication.signOff sign_off = new CCAuthentication.signOff();

                    sign_off.String_1 = user;

                    sign_off.String_2 = session_id;

                    CCAuthentication.signOffResponse response = auth_service.signOff(sign_off);

                    Console.WriteLine("signOff Response: " + response.result);

                }

                catch (Exception exception)

                {

                    Console.WriteLine(exception.ToString());

                }

            }

            Console.WriteLine("Press a key to exit.");

            Console.ReadKey(true);

            Environment.Exit(0);

        }

        static void Main(string[] args)

        {

            ServicePointManager.ServerCertificateValidationCallback =

                delegate(Object obj, X509Certificate certificate, X509Chain chain, SslPolicyErrors errors)

                {

                    X509Certificate server_certificate = 

X509Certificate.CreateFromCertFile(@"C:\cc_certificate.cer");

                    return server_certificate.Equals(certificate);

                };

            CCAuthentication.AuthenticationAndAuthorizationServiceClient auth_service =

                new CCAuthentication.AuthenticationAndAuthorizationServiceClient();

            auth_service.ClientCredentials.ClientCertificate.SetCertificate(

                StoreLocation.CurrentUser,

                StoreName.My,

                X509FindType.FindBySubjectName,

                "10.0.0.150");

            // service parameters

            CCAuthentication.signOn sign_on = new CCAuthentication.signOn();

            sign_on.String_1 = user;

            sign_on.String_2 = password;

            // access the service

            Console.WriteLine("Connecting to: " + cc_address);

            try

            {



                auth_service.Open();

                CCAuthentication.signOnResponse response = auth_service.signOn(sign_on);

                session_id = response.result;

                Console.WriteLine("signOn response: " + response.result);

            }

            catch (Exception exception)

            {

                Console.WriteLine(exception.ToString());

                quit(null);

            }

            // renameNode service

            CCNode.NodeManagementServiceClient node_service = new CCNode.NodeManagementServiceClient();

            node_service.ClientCredentials.ClientCertificate.SetCertificate(

                StoreLocation.CurrentUser,

                StoreName.My,

                X509FindType.FindBySubjectName,

                "10.0.0.150");

            CCNode.renameNode rename = new CCNode.renameNode();

            rename.String_1 = session_id;

            Console.Write("Name of node to change: ");

            rename.String_2 = Console.ReadLine();

            Console.Write("New node name: ");

            rename.String_3 = Console.ReadLine();

            try

            {

                CCNode.renameNodeResponse response = node_service.renameNode(rename);

                Console.WriteLine("renameNode response: " + response.result);

            }

            catch (Exception exception)

            {

                Console.WriteLine(exception.ToString());

                quit(auth_service);

            }

            quit(auth_service);

        }

    }

}



/*

 * This source code is owned by Raritan, Inc. and is confidential

 * and proprietary information distributed solely pursuant to a

 * confidentiality agreement or other confidentiality obligation.

 * It is intended for informational purposes only and is distributed

 * "as is" with no support and no warranty of any kind.

 *

 * Copyright (c) 2012 Raritan Computer, Inc. All rights reserved.

 * Reproduction of any element without the prior written consent of

 * Raritan, Inc. is expressly forbidden.

 */

#include <stdio.h>

#include <axiom.h>

#include <axis2_util.h>

#include <axiom_soap.h>

#include <axis2_client.h>

#include <axis2_svc_client.h>

#define TRUE 1

#define FALSE 0

#define CC_ADDRESS "10.0.0.102"

#define CCWS_URL "https://" CC_ADDRESS ":9443/CommandCenterWebServices/"

#define CCWS_URL_AUTH CCWS_URL "AuthenticationAndAuthorizationServicePort"

#define CCWS_NS_AUTH "http://com.raritan.cc.bl.webservice.service.security/types"

#define CC_WS_SIGNON "signOn"

#define CC_WS_SIGNOFF "signOff"

#define CC_WS_RESULT "result"

#define CCWS_URL_NODE CCWS_URL "NodeManagementServicePort"

#define CCWS_NS_NODE "http://com.raritan.cc.bl.webservice.service.node/types"

#define GET_CC_APPLET_URL "getCCSGAppletURL"

char g_debug_enable = FALSE;

char*

my_strcpy_alloc(

 const char *source

 )

{

  int len = strlen( source ) + 1;

  char *dest = malloc( len );

  snprintf( dest, len, "%s", source );

  return dest;

}

void



set_service_destination(

 const axutil_env_t * env,

 axis2_svc_client_t *client,

 const char *destination

 )

{

    axis2_options_t *options = axis2_svc_client_get_options( client, env );

    axis2_endpoint_ref_t *endpoint_ref = axis2_endpoint_ref_create( env, destination );

    axis2_options_set_to( options, env, endpoint_ref );

}

axiom_node_t *

send_message(

 const axutil_env_t * env,

 axis2_svc_client_t *client,

 axiom_node_t *message

 )

{

    axiom_node_t *response;

    axis2_char_t *temp = NULL;

    if( g_debug_enable &&

 (temp = axiom_node_to_string(message, env)) )

    {

        printf("\nSending message:\n%s\n", temp);

        AXIS2_FREE(env->allocator, temp);

    }

    response = axis2_svc_client_send_receive( client, env, message );

    if( response )

    {

      if( g_debug_enable )

      {

        temp = axiom_node_to_string(response, env);

        if (temp)

            printf("\nResponse message:\n%s\n", temp);

        AXIS2_FREE(env->allocator, temp);

      }

    }

    else

    {

        AXIS2_LOG_ERROR(env->log, AXIS2_LOG_SI,

                        "Stub invoke FAILED: Error code:" " %d :: %s",

                        env->error->error_number,

                        AXIS2_ERROR_GET_MESSAGE(env->error));

        printf("No response!\n");

    }

    return response;

}

axiom_node_t *

signOnOff(

 const axutil_env_t * env,

 axis2_svc_client_t *client,

 char is_signOn,

 const char *user,

 const char *second_parameter

 )

{

    axiom_node_t *node = NULL;

    axiom_element_t *echo_om_ele = NULL;



    axiom_node_t *text_om_node = NULL;

    axiom_element_t *text_om_ele = NULL;

    axiom_namespace_t *ns = NULL;

    set_service_destination( env, client, CCWS_URL_AUTH );

    ns = axiom_namespace_create(env, CCWS_NS_AUTH, "ns2");

    echo_om_ele = axiom_element_create(env, NULL, (is_signOn ? CC_WS_SIGNON : CC_WS_SIGNOFF ), ns, &node);

    text_om_ele = axiom_element_create(env, node, "String_1", NULL, &text_om_node);

    axiom_element_set_text(text_om_ele, env, user, text_om_node);

    text_om_ele = axiom_element_create(env, node, "String_2", NULL, &text_om_node);

    axiom_element_set_text(text_om_ele, env, second_parameter, text_om_node);

    return send_message( env, client, node );

}

char* // session

signOn(

 const axutil_env_t * env,

 axis2_svc_client_t *client,

 const char *user,

 const char *password

 )

{

    printf( CC_WS_SIGNON "()\n" );

    axiom_element_t *response_element;

    axiom_node_t *session_node;

    axiom_element_t *session_element;

    axiom_node_t *response_node = signOnOff( env, client, TRUE, user, password );

    axis2_char_t *session;

    if( !response_node )

    {

 printf( "signOn FAILED!\n" );

 return NULL;

    }

    response_element = (axiom_element_t *) axiom_node_get_data_element( response_node, env );

    if( axutil_strcmp( axiom_element_get_localname( response_element, env ), CC_WS_SIGNON "Response" ) != 0 )

    {

 printf( "signOn FAILED: Invalid response.\n" );

 return NULL;

    }

    session_node = axiom_node_get_first_element( response_node, env );

    if( !session_node )

    {

 printf( "signOn FAILED: No session node.\n" );

 return NULL;

    }

    session_element = (axiom_element_t *) axiom_node_get_data_element( session_node, env );

    if( axutil_strcmp( axiom_element_get_localname( session_element, env ), CC_WS_RESULT ) != 0 )

    {

 printf( "signOn FAILED: No result in response.\n" );

 return NULL;

    }

    session = axiom_element_get_text( session_element, env, session_node );

    printf( "\tSession ID: %s\n", session );

    return my_strcpy_alloc( session );



}

void

signOff(

 const axutil_env_t * env,

 axis2_svc_client_t *client,

 const char *user,

 const char *session

 )

{

    printf( CC_WS_SIGNOFF "()\n" );

    signOnOff( env, client, FALSE, user, session );

}

void

getCCSGAppletURL(

 const axutil_env_t * env,

 axis2_svc_client_t *client,

 const char *session

 )

{

    axiom_node_t *node = NULL;

    axiom_element_t *echo_om_ele = NULL;

    axiom_node_t *text_om_node = NULL;

    axiom_element_t *text_om_ele = NULL;

    axiom_namespace_t *ns = NULL;

    axiom_element_t *response_element;

    axiom_node_t *child_node;

    axiom_element_t *temp_element;

    axiom_node_t *response_node;

    axis2_char_t *temp;

    char *path = NULL;

    char *port = NULL;

    char *protocol = NULL;

    char *tokenKey = NULL;

    char *tokenValue = NULL;

    printf( GET_CC_APPLET_URL "()\n" );

 // create request

    set_service_destination( env, client, CCWS_URL_NODE );

    ns = axiom_namespace_create(env, CCWS_NS_NODE, "ns2");

    echo_om_ele = axiom_element_create(env, NULL, GET_CC_APPLET_URL, ns, &node);

    text_om_ele = axiom_element_create(env, node, "String_1", NULL, &text_om_node);

    axiom_element_set_text(text_om_ele, env, session, text_om_node);

    response_node = send_message( env, client, node );

 //  extract URL from response

    if( !response_node )

    {

 printf( "FAILED!\n" );

 return;

    }

    response_element = (axiom_element_t *) axiom_node_get_data_element( response_node, env );

    if( axutil_strcmp( axiom_element_get_localname( response_element, env ), GET_CC_APPLET_URL "Response" ) != 

0 )



    {

 printf( "FAILED: Invalid response.\n" );

 return;

    }

 // result node

    child_node = axiom_node_get_first_child(response_node, env);

    if( !child_node )

    {

 printf( "FAILED: No result node.\n" );

 return;

    }

    temp_element = (axiom_element_t *) axiom_node_get_data_element( child_node, env );

    if( axutil_strcmp( axiom_element_get_localname( temp_element, env ), CC_WS_RESULT ) != 0 )

    {

 printf( "FAILED: No result in response.\n" );

 return;

    }

 // URL components within result

    child_node = axiom_node_get_first_child(child_node, env);

    while (axiom_node_is_complete(response_node, env) && child_node)

    {

 temp_element = (axiom_element_t *) axiom_node_get_data_element( child_node, env );

 char *name = axiom_element_get_localname( temp_element, env );

 char *text;

 text = axiom_element_get_text( temp_element, env, child_node );

 if( axutil_strcmp( name, "path" ) == 0 )

     path = text;

 else if( axutil_strcmp( name, "port" ) == 0 )

     port = text;

 else if( axutil_strcmp( name, "protocol" ) == 0 )

     protocol = text;

 else if( axutil_strcmp( name, "tokenKey" ) == 0 )

     tokenKey = text;

 else if( axutil_strcmp( name, "tokenValue" ) == 0 )

     tokenValue = text;

 else

     printf( "\tMissed data: %s (%s)\n", name, text );

        child_node = axiom_node_get_next_sibling(child_node, env);

    }

    printf( "\t%s://%s:%s%s?%s=%s\n", protocol, CC_ADDRESS, port, path, tokenKey, tokenValue );

}

int

main(

 int argc,

 char **argv)

{

    const axutil_env_t *env = NULL;

    axis2_options_t *options = NULL;

    axis2_svc_client_t *client = NULL;

    char user[] = "gregor";

    char password[] = "pass123";

    char *session;

    env = axutil_env_create_all("ccwstest.log", AXIS2_LOG_LEVEL_TRACE);

    options = axis2_options_create(env);

    client = axis2_svc_client_create(env, "/usr/lib/axis2/");



    if (!client)

    {

        printf( "client creation failed.\n" );

        AXIS2_LOG_ERROR(env->log, AXIS2_LOG_SI,

                        "Client creation failed: Error code:" " %d :: %s",

                        env->error->error_number,

                        AXIS2_ERROR_GET_MESSAGE(env->error));

        return -1;

    }

    axis2_svc_client_set_options(client, env, options);

 // CC uses SOAP 1.1

    axis2_options_set_soap_version( options, env, AXIOM_SOAP11 );

    axis2_svc_client_engage_module( client, env, AXIS2_MODULE_ADDRESSING );

 // CC services

    session = signOn( env, client, user, password );

    getCCSGAppletURL( env, client, session );

 // Note: Do not signOff() until the applet session is complete.

    if( session )

 signOff( env, client, user, session );

    if (client)

    {

        axis2_svc_client_free(client, env);

        client = NULL;

    }

    if (env)

    {

        axutil_env_free((axutil_env_t *) env);

        env = NULL;

    }

    return 0;

}
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