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against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. Operation of this equipment in a residential
environment may cause harmful interference.
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Raritan is not responsible for damage to this product resulting from accident, disaster, misuse, abuse,
non-Raritan modification of the product, or other events outside of Raritan's reasonable control or not
arising under normal operating conditions.

If a power cable is included with this product, it must be used exclusively for this product.
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LISTED

In Raritan products that require Rack Mounting, please follow these precautions:

9 Operation temperature in a closed rack environment may be greater than room temperature. Do
not exceed the rated maximum ambient temperature of the appliances. See Specifications (on
page 197) in online help.

Ensure sufficient airflow through the rack environment.
Mount equipment in the rack carefully to avoid uneven mechanical loading.
Connect equipment to the supply circuit carefully to avoid overloading circuits.

=A =4 =4 =4

Ground all equipment properly, especially supply connections, such as power strips (other than
direct connections), to the branch circuit.
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Chapter 1 KX 11-101-V2 Overview

Thank you for purchasing the Dominion KX 11-101-V2. The KX [I-101-V2
provides a single keyboard, video, and mouse (KVM) port for connection
to a target server, and a single IP port for connection to an IP network.
Within the KX 11-101-V2 device, KVM signals from your server are
converted to IP format and compressed for transmission over an IP
network.

The KX 11-101-V2 dongle form-factor makes it easy to install near the
target server, and each individual KX 11-101-V2 device has its own IP
address. Each device is powered via an external AC-DC power pack.

The KX 11-101-V2 can operate as a standalone appliance or integrated
into a single logical solution, along with other Raritan access products,
using Raritan's CommandCenter Secure Gateway (CC-SG) 5.4 or later
management unit.

=& Raritan. '



Chapter 1: KX [1-101-V2 Overview

Diagram key
KX 11-101-V2

LAN

Windows®, Linux® and Sun® servers

TCP/IP

LAN

Remote (network) access

Mobile access via iPhone® and iPad® using CC-SG

OOOOOOO

In This Chapter

(oo = o T O 0] 1 (=7 o)
KX T1-101-V2 HEIP ettt e e
[od (010 U103 B =d 010 (o 1NN
ProdUCE FEATUIES ... et e e e e e e e e

Package Contents

Each KX 11-101-V2 device ships with:

1- KX 11-101-V2 KVM over IP

1- KVM cable

1 - Power adapter (AC/DC 5VDC with universal adapter)
1 - Mounting bracket kit

1 - Quick Setup Guide

1 - Release notes (if applicable)

= =4 -4 —Aa -—a -1
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Chapter 1: KX [I-101-V2 Overview

KX 11-101-V2 Help

See the KX [I-101-V2 Release Notes for important information on the
current release before you begin using the KX 11-101-V2.

KVM Client help is provided as part of KX [I-101-V2 online help.

Online help is accompanied by the KX [I-101-V2 Quick Setup Guide,
which is included with your KX [1-101-V2 and can be found on the
Raritan Support page of Raritan's website
(http://www.raritan.com/support/firmware-and-documentation).

Note: To use online help, Active Content must be enabled in your
browser.

Product Photos

KX 11-101-V2


http://www.raritan.com/support/firmware-and-documentation

Chapter 1: KX [1-101-V2 Overview

Product Features

Interfaces
1 Integrated PS/2 KVM connection
9 USB connection for control and virtual media

91 Serial Admin port for initial device configuration and diagnostics, as
well as use with an external modem access and Raritan power strip
control

1 Local port for monitor connection
1 Ethernet LAN port supporting 10/100-base-T autosensing, full duplex

Network Configuration
 DHCP or static IP device address

System Management Features
1 Firmware upgradable over Ethernet
1 Failsafe firmware upgrade capability

1 Clock that can be set manually or via synchronization with Network
Time Protocol (NTP/SNTP)

1 Local, timestamped, administrator activity log SNMP V2 agent that
can be disabled by the administrator

1  Support for RADIUS and LDAP/LDAPS authentication protocols

]
i
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Chapter 1: KX [I-101-V2 Overview

Administration Features
1 Web-based management

1 LDAP, Active Directory®, RADIUS, or internal authentication and
authorization

1 DHCP or fixed IP addressing

9 Integration with Raritan's CommandCenter Secure Gateway (CC-SG)
management unit

1 Mobile access from iPad® and iPhone® to servers connected to a KX
11-101-V2 being managed by CC-SG

Support for FIPS 140-2

Support for a login security banner

SNMPv3 support

Ability to upload your own SSL certificate to the KX 11-101-V2
Configurable TCP/IP port numbers (Stealth Mode)

Support for IPv4 and IPv6 in a dual stack environment
Disconnecting users from ports

= =4 -4 4 -—Aa -—a -8 -9

Forced user log off

User Features
1 Web-based access through common browsers
1 Intuitive graphical user interface (GUI)

PC Share mode, which enables more than one remote user to
connect to the target

TCP communication

=

English, Japanese, Traditional Chinese and Simplified Chinese user
interface and help

Virtual media access
Absolute Mouse Synchronization®
Plug-and-play

= -4 -4 -2

256-bit encryption of complete KVM signal, including video and
virtual media

Power
1 Powered by an external AC/DC adapter

Video Resolution
1 Upto 1920x1080 at up to 60 Hz and wide screen video resolutions
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Mounting
1 Rack mounting bracket

=i=Raritan.



Chapter 2

Installation and Configuration

In This Chapter

OVEBIVIEBW ..., 7
Factory Default Login INformation ...........ccceeeeviiiiiiiiriee e 7
Getting StArtEd ..o 8
AIOW POP-UPS ...ttt ettt a e e e e e e e e e e nnanees 26
Security Warnings and Validation MeSSages ..........cccvvvveveeeeeviiivvvnnnenenn. 26
Installing @ CertifiCate ..........uuvviieeiiiiceee e 28
Converting a Binary Certificate to a Base64-Encoded DER Certificate

(OPLIONA ..t 32

Overview

This section provides a brief overview of the installation process. Each
step is further detailed in the remaining sections of this chapter.

Before installing the KX 11-101-V2 device, configure the target server you
want to access via KX 11-101-V2 so you ensure optimum performance.

Factory Default Login Information

;

Raritan.

The KX 11-101-V2 device is shipped from the factory with the following
default settings built in:

1 Username = admin

All lowercase.

This user has administrative privileges.
1 Password = raritan

All lowercase.
M IP address =192.168.0.192

Important: For backup and business continuity purposes, it is strongly
recommended you create a backup administrator username and
password, and keep that information in a secure location.




Chapter 2: Installation and Configuration

Getting Started

KX 11-101-V2 users with Microsoft® Internet Explorer® version 6 or
Windows 2000® must upgrade to Service Pack 4 (SP4) or higher.

The KX 11-101-V2 ships with a static default IP address. On a network
without a DHCP server, you must configure a new static IP address, net
mask, and gateway address using either the KX 11-101-V2 serial admin
console or the KX 11-101-V2 Remote Console.

See Assigning an IP Address for information on assigning an IP address
to the KX 11-101-V2 using the Remote Console.

See Configure the KX [I-101-V2 Using a Terminal Emulation
Program (Optional) (on page 23) for information on setting an IP
address using the Serial Admin Console.

Note that the following configuration requirements apply only to the
target server, not to the computers that you remotely access the KX
[1-101-V2.

Step 1: Configure the Target Server

Target Server Video Resolutions

For optimal bandwidth efficiency and video performance, a target server
running a graphical user interface such as Windows, X-Windows, Solaris,
and KDE should be configured with desktop backgrounds set to a
predominantly solid, light-colored graphic.

Backgrounds featuring photos or complex gradients should be avoided.

Ensure that the server's video resolution and refresh rate are supported
by the KX 11-101-V2, and that the signal is non-interlaced.

See KX 1I-101-V2 Online Help for a list of support target server
resolutions.

]
i
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Chapter 2: Installation and Configuration

Mouse Modes

The KX 11-101-V2 operates in several mouse modes: Absolute Mouse
Synchronization®, Intelligent Mouse mode and Standard Mouse mode.

Note: Do not use an animated mouse while using Intelligent Mouse
mode.

Mouse parameters do not have to be altered for Absolute Mouse
Synchronization.

For both the Standard and Intelligent Mouse modes, mouse parameters
must be set to specific values, which are described in this section.

Mouse configurations will vary on different target operating systems.
Consult your OS documentation for additional details.

Following are the mouse settings for various operating systems.

These settings are configured on your target operating system unless
otherwise indicated.

See the KX 11-101-V2 Online Help for details on configuring these mouse
settings.

Windows 7 and Windows Vista Mouse Settings

P> Configure these mouse settings in Windows 7° and Windows
Vista®™

Configure the motion settings:

1 Set the mouse motion speed setting to exactly the middle speed
1 Disable the "Enhanced pointer precision" option

Disable animation and fade effects:

Animate controls and elements inside windows
Animate windows when minimizing and maximizing
Fade or slide menus into view

Fade or slide ToolTips into view

= =4 -4 —a -

Fade out menu items after clicking
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Windows XP, Windows 2003, Windows 2008 Mouse Settings

> Configure these mouse settings in Windows XP®, Windows
2003® and Windows 2008°:

Configure the Motion settings:

1 Set the mouse motion speed setting to exactly the middle speed

1 Disable the "Enhance pointer precision” option

1 Disable the Snap To option

Disable transition effects:

1 Deselect the "Use the following transition effect for menus and
tooltips" option

Windows 2000 Mouse Settings

> Configure these Windows 2000° mouse settings:
Configure the Motion settings:

1 Setthe acceleration to None

1 Set the mouse motion speed setting to exactly the middle speed

Disable transition effects:

1 Deselect the "Use the following transition effect for menus and
tooltips" option

Apple Mac Mouse Settings

Absolute Mouse Synchronization is required for proper mouse
synchronization on KVM target servers running a Mac® operating system.

P> To enter Absolute Mouse Synchronization:
1 Choose Mouse > Absolute in the KVM client.

Linux Mouse Settings

> Configure these Linux® mouse settings:

(Standard Mouse Mode only) Set the mouse acceleration to exactly
1 and set the threshold to exactly 1. Enter the following command:
xsetmouse 11 . This should be set for execution upon login.

ERaritan.
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Sun Solaris Mouse Settings

P> Configure these Sun® Solaris® mouse settings:

Set the mouse acceleration value to exactly 1 and the threshold to
exactly 1

1 Ensure that your video card is set to a supported resolution and that
its output is VGA, not composite sync

IBM AIX Mouse Settings

> Configure these IBM AIX® mouse settings:

1 Go to the Style Manager, click on Mouse Settings and set Mouse
Acceleration to 1.0 and Threshold to 3.0

Step 2: Configure Network Firewall Settings

TCP Port 5000

Enable remote access to KX 11-101-V2 by allowing network and firewall
communication on TCP Port 5000.

Alternatively, configure KX 11-101-V2 to use a different TCP port, and
allow that port network and firewall communication.

TCP Port 443

Allow access to TCP Port 443 (Standard HTTPS) so you can access KX
11-101-V2 via a web browser.

TCP Port 80

Allow access to TCP Port 80 (Standard HTTP) to enable automatic
redirection of HTTP requests to HTTPS.

11
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Step 3: Connect the Equipment

Power

The KX 11-101-V2 is powered by a 100-240V AC input and 5VDC output
power adaptor that is included with the device.

For standard AC power, plug the included AC power adaptor into the
Power port and plug the other end into a nearby AC power outlet.

Power
<« ol -

Admin S5VDC LAN

Network

Connect a standard Ethernet cable from the network port labeled LAN to
an Ethernet switch, hub or router.

The LAN LEDs that appear above the Ethernet connection indicate
Ethernet activity.

The yellow one blinks while the KX [I-101-V2 is in use, indicating IP
traffic at 10 Mbps.

The green light indicates a 100 Mbps connection speed.

=i=Raritan.
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Target Server

Use either the PS/2 or USB to connect to the target.

Before connecting, configure your target server's video to a supported
resolution.

Use the USB connection if you are using virtual media or Absolute
Mouse Mode.

The following items are in each of the connection diagrams that follow:
o - KX 11-101-V2

@ - Target server

0 - Local monitor Optional

Q - Local mouse and keyboard Optional

USB Configuration

Note: If you are using virtual media, you must use the USB connection.

> To configure the KX II-101-V2 for use with a USB target server:

Use the attached video cable to connect the KX 11-101-V2 to the
target video port.

2. Connect the USB connector of the KVM cable to the KX 11-101-V2
and to a USB port on the target server.

13
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3. Connect a monitor to the KX 11-101-V2 Local User Port if you need to
use the local video. Optional

4. Connect the USB keyboard and mouse directly to the target.
Optional

PS/2 Configuration

Note: If you are using virtual media, you must use the USB connection.

> To configure the KX 1I-101-V2 for use with a PS/2 target server:

Use the attached video cable to connect the KX 11-101-V2 to the
target video port.

2. Connect the PS/2 connector of the KVM cable to a PS/2 port on the
target.

3. Connect a monitor to the KX 11-101-V2 Local User Port if you need to
use the local video. Optional

If you have a PS/2 keyboard and mouse, use a PS/2 to USB adapter (not
included) to connect to the USB port of the target directly. Optional

¥ ==Raritan.
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Admin Port

Use the Admin port to do the following:

1 Configure and manage the device with a terminal emulation such as
HyperTerminal program on your PC.

1 Configure and manage a power strip (requires an adapter, not
included).

 Connect an external modem to dial into the device.

Use one DB9M to DBYF straight serial cable to connect from the KX
11-101-V2 to the serial port on your PC or laptop.

The serial port communication settings should be configured as follows:
115,200 Baud

8 data bits

1 stop bit

No parity

= =4 -4 —a -

No flow control

Local User Port

The Local User port serves as a pass-through to the target server video
so that it connects directly to the monitor.

The local keyboard and mouse must be connected to target server
directly.

For USB configurations, only the local video connects to the target server
at the Local User port.

The keyboard and mouse connect directly to the target server using USB
ports.

15
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Step 4: Configure the KX 11-101-V2

Note: You must use a crossover cable between the KX 11-101-V2 and
client if you are configuring the KX 11-101-V2 through a web browser.

For the following steps, you must change the default password and
assign the KX 11-101-V2 its IP address at the Local Console.

All other steps can be performed either from the Local Console, or the
KX 11-101-V2 Remote Console via a supported web browser using the
KX 11-101-V2's default IP address.

Jave® 1.7 is required to use the Java-based Java-based KX II-101-V2
Virtual KVM Client and Multi-Platform Client (MPC).. Java 1.8.0_40 is
required to use the VKCS.

You can also use a terminal emulation program to configure the KX
[1-101-V2. See Configure the KX 1I-101-V2 Using a Terminal
Emulation Program (Optional) (on page 23).

Change the Default Password

The first time you start the KX 11-101-V2 device, you are required to
change the default password.

1. Once the unit has booted, enter the default username admin and
password raritan

2. Click Login.
3. Enter the old password raritan , then enter and reenter a new
password.

4. Passwords can be up to 64 characters in length consisting of English
alphanumeric characters and special characters.

5. Click Apply.
6. Click OK on the Confirmation page.

]
i
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Assign the KX 11-101-V2 a Device Name

Open the Device Network Settings page in the KX 11-101-V2 Remote
client

Basic Network Settings

Device Hame *

Dominion$1.220 (1)

[~ IPv4 Address

I_P Address _SUI:net Mask
|192.168.61.13 285.255.285.0

Default Gateway Preferred DHCP Host Name
192.166.61.126

IP Auto Configuration

DHCP ¥
None
DHCP

1. Specify a meaningful Device Name for your KX 11-101-V2 device.

Up to 32 alphanumeric and valid special characters, no spaces
between characters.

Next, configure the IP address and DNS settings.

Configure the IPv4 Settings

In the IPv4 section, enter or select the appropriate IPv4-specific network
settings.

Note that the same IP addresses cannot be applied to LAN1 and LAN2.

Basic Network Settings

Device Name *
Dominion51-220

—IPv4 Address
IP Address _ Subnet Mask )
(D—p-rs2 012 | [essessasse j——(2)
Default Gateway Preferred DHCP Host Name

|192.168.61.126

IP Auto Configuration ‘—@

_IIOI’! v

1. Enter the IP Address, if needed.

The default IP address is 192.168.0.192.
2. Enter the Subnet Mask.

The default subnet mask is 255.255.255.0.

17
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3. Set up your IP Auto Configuration by selecting - None or DHCP

Basic Network Settings

Device Hame *
Dominion51-220

[~ IPv4 Address

IP Address Subnet Mask
|192.188.0.192 255.255.255.0 |
Default Gateway Preferred DHCP Host Name

|152.168.61.126 <t |

IP Auto Configuration
Mone ¥ <_®

1 None - for a static IP.
Default selection and recommended option.

If None is selected, you must manually specify the network
parameters by entering the Default Gateway.

Leaving the selection set to None -

A Lets you set the network parameters since KX 11-101-V2 is part of
your network infrastructure and you most likely do not want its IP
address to change frequently.

A Ensure redundant failover capabilities should the primary
Ethernet port or the switch/router to which it is connected fail.

If a failure occurs, KX 11-101-V2 fails over to the secondary
network port with the same IP address so there is no interruption.

Basic Network Settings
Device Name *
Dominion51-220

[~ IPv4 Address
IP Address Subnet Mask
| |255.255.255.0
Default Gateway Preferred DHCP Host Name
.192'165'51'125 .192'163'5”3 -ﬂ_

IP Auto Configuration
DHCP ¥

i DHCP - Dynamic Host Configuration Protocol is used by networked
computers (clients) to obtain unique IP addresses and other
parameters from a DHCP server. This means the IP address is
automatically assigned by a DHCP server and you do not need to
provide a subnet mask or default gateway.

Enter the Preferred DHCP Host Name if DHCP is selected from the
IP Auto Configuration drop-down.

Up to 63 characters.

=i=Raritan.
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Next -

A Configure the IPv6 Settings (on page 19)
A Configure the DNS Settings (on page 20)

Configure the IPv6 Settings

If using IPv6, enter or select the appropriate IPv6-specific network
settings in the IPv6 section.

r @ IPthddress—‘-@

GlobalilUnique IP Address Prefix Length
!

Gateway IP Address

Link-Local IP Address Zone ID
Nis 1
IP Auto Configuration

None u o

None
— Router Discovery

1. Select the IPv6 checkbox to activate the fields in the section and
enable IPv6 on the device.

2. Select an IP Auto Configuration option - None or Router Discovery.

r IPvG Address |
Global/Unique IP Address * Prefix Length
i -
Gateway IP Address
-
Link-Local IP Address Zone ID
NiA %1
IP Auto Configuration
None
A

Router Discovery

a. None - for a static IP. Default selection. Recommended option.

If None is selected, you must manually specify -

19
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A Global/Unique IP Address - this is the IP address assigned to
KX 11-101-V2

A Prefix Length - this is the number of bits used in the IPv6
address

A Gateway IP Address

See IPv4 for details on leaving the selection set to None.

— |« |IPvE Address

_GIU ballUnique IP Address _ Prefix L_en gth
fd07:2fa:6cff:2032:200:5dff.fe00:250 | ; 64

Gateway IP Address
|fe80::20:2811.fed3:dad2

Link-Local iP Address Zone ID

1e80:20d:5dff:fe00:25b %1
IP Auto Configuration
| Router Discovery

b. Router Discovery - Select this option to locate a Global or
Unique IPv6 address instead of a Link-Local subnet.

Once located, the address is automatically applied.
The following additional, read-only information appears in this section -

9 Link-Local IP Address

This address is automatically assigned to the device. The address is
used for neighbor discovery or when no routers are present.
Read-Only

f ZonelID

Identifies the device the address is associated with. Read-OnlyNext -
Configure the DNS Settings (on page 20)

Configure the DNS Settings

@ Obtain DNS Server Address Automatically
¥) Use the Following DNS Server Addresses

Primary DNS Server IP Address
192.168.61.207

Secondary DNS Server IP Address

1. Do one of the following to configure DNS -
A "Obtain DNS Server Address Automatically"

20 =i=Raritan.
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A "Use the Following DNS Server Addresses"

i@ Obtain DNS Server Address Automatically
, Use the Following DNS Server Addresses

Primary DNS Server IP Address
192.168.61.207 < (: )

Secondary DNS Server IP Address

a. Select "Obtain DNS Server Address Automatically” if DHCP is
selected.
The DNS information is then provided by the DHCP server that is
used.

When finished, click OK. Your KX 11-101-V2 device is now
network accessible.

, Obtain DNS Server Address Automatically

@ Use the Following DNS Server Addresses o
Primary DNS Server IP Address

192.168.61.207 -

Secondary DNS Server IP Address

192.168.61.209 -

b. Enter the following information if the "Use the Following DNS
Server Addresses" is selected -

A Primary DNS Server IP Address
A Secondary DNS Server IP Address

These secondary DNS address is used if the primary DNS server
connection is lost due to an outage.

Even if DHCP is selected in the IPv4 section, enter the primary
and secondary addresses since these addresses are used to
connect to the DNS server.

When finished, click OK.

Connect to a Switch

Once KX 1I-101-V2 is network accessible, remove the crossover cable
and connect the KX 11-101-V2 to the switch using a Cat5 cable.

: 21
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Configure Date/Time Settings

The date and time settings impact SSL certificate validation if LDAPS is
enabled. Configuring the date and time also ensures your audit logs will
be timestamped correctly.

There are two ways to do this:

1 Manually set the date and time.

Port Access | Power | User Management | Devige Seffings|| Security | Maintenance | Diagnostics | Help

ome = Cavics Satinge = Dat2Time Sekngs

Date/Time Seitings

Time Zone

[T 25-00) US Eastem v]

[ Adjust for daylight savings time

[C] User Specified Time

Date (Month, Day. Year] ‘
Time (Hour, Minute)
: E: (hh:mm:ss]

o] Synchronize with NTP Server

Primary Time Server

Secondary Time Server

[5K] [FesetTobeaus] (el

1 Synchronize the date and time with a Network Time Protocol (NTP)
server.

Port Access | Power Llser!.lanagem-znt Security | Maintenance | Diagnostics | Help

fFiome - Davkz S2tings >~ DateTime S2tings

Date/Time Settings

Time Zone
{GMT -05:00} US Eastern [}

Adjust for daylight savings time
ol
O User Specified Time

Date {Month, Day, Year)
June 15 .|2015
Time [Hour, Minuts)
10 53 o lzz (hh:mm:ss)

@ Synchronize with NTP Server

PI'iITIE Tme SEI'VEI' h
| L
Seeonda? Time Server

[OK] (ResetTobetauts] [Ganeel

1. Choose Device Settings > Date/Time to open the Date/Time Settings
page.

2. Choose your time zone from the Time Zone drop-down list.

22
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Adjust for daylight savings time by checking the "Adjust for daylight
savings time" checkbox.
Choose the method to use to set the date and time:

A User Specified Time - use this option to input the date and time
manually. For the User Specified Time option, enter the date and
time. For the time, use the hh:mm format (using a 24-hour clock).

A Synchronize with NTP Server - use this option to synchronize the
date and time with the Network Time Protocol (NTP) Server.

For the Synchronize with NTP Server option:
A Enter the IP address of the Primary Time server.

A Enter the IP address of the Secondary Time server. Optional

Note: If DHCP is selected for the Network Settings on the Network
page, the NTP server IP address is automatically retrieved from the
DHCP server by default. Manually enter the NTP server IP address
by selecting the Override DHCP checkbox.

Click OK.

Configure the KX 11-101-V2 Using a Terminal Emulation Program (Optional)

You can use the Admin serial console with a terminal emulation program
like HyperTerminal to set the following configuration parameters for the

KX 11-101-V2:

M IP address

1 Subnet mask address
1 Gateway address

9 IP autoconfiguration
1 LAN speed

1

LAN interface mode

To use a terminal emulation program with the KX [1-101-V2, you must
first connect the included RS-232 serial cable from the Admin port on the
KX 11-101-V2 to a COM port on your PC.

For demonstration purposes, the terminal emulation program described
in this section is HyperTerminal. You can use any terminal emulation

program.

> To use aterminal emulation program to configure the KX
[1-101-V2:

1. Connect to the Admin port on the KX 11-101-V2 and the COML1 port
on the PC.

2. Launch the terminal emulation program you want to use to configure

the KX 11-101-V2.
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3. Set the following port settings in the terminal emulation program:
Bits per second - 115200
Data bits - 8

Stop bits - 1

A
A
A Parity - None
A
A Flow control - None

4. Connect to the KX [I-101-V2. The login page opens.

Type the administrator username and press Enter. You are prompted
to enter your password.

6. Type the default administrator name admin and press Enter. You are
promoted to enter your password.

At the Admin Port > prompt, type config and press Enter.
8. At the Config > prompt, type network and press Enter.

To configure new network settings, at the Network prompt, type
interface followed by one of the following commands and its
appropriate argument (option), then press Enter.

Command Argument Options

ipauto none|dhcp none - Enables you to
manually specify an IP
address for the device.
You must follow this option
with the ip command and
the IP address, as shown
in the following example:

interfaceipautonone
ip 192.168.50.12

dhcp - Automatically
assign an IP address to
the device on startup.

interfaceipautodhcp

ip IP address The IP address to assign
to the device. To manually
set an IP address for the
first time, this command
must be used with the
ipauto command and the
none option. See ipauto
for information. After you
have manually assigned
an IP address once, you
can use the ip command

—— 8
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Command Argument

mask subnet mask
gw IP address
mode mode

Chapter 2: Installation and Configurati

Options
alone to change the IP
address.

Command column should
be "interface"

interface | ip | ...

interface | mask | The
subnet mask IP address

interface | gw | The
gateway IP address

interface | mode

| ...
The gateway IP address

The Ethernet mode. You
have the following choices:

A auto - Automatically

sets speed and
interface mode based
on the network.

10hdx - 10 MB/s, half
duplex.

10fdx - 10 MB/s, full
duplex

100hdx - 100 MBY/s,
half duplex

100fdx - 100 MB/s, full
duplex

A

When you have successfully changed a setting, you see a confirmation

message like the following:

Admin Port > config

Admin Port > Config > network

Admin Port > Config > Network > interface ipauto none

ip 192.168.50.126

Network interface configuration successful.

When you are finished configuring the KX 11-101-V2, type logout at the
command prompt and press Enter. You are logged out of the command

line interface.

on
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Allow Pop-Ups

Regardless of the browser you are using, you must allow pop-ups in
order to launch the KX 11-101-V2 Remote Console.

Security Warnings and Validation Messages
When logging in to KX 11-101-V2, security warnings and application
validation message may appear.
These include -

1 Java® security warnings and requests to validate KX 11-101-V2

See Java Validation and Access Warning (on page 27) and
Installing a Certificate (on page 28)

1 Additional security warnings based on your browser and security
settings

See Additional Security Warnings (on page 27)

uj
i
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Java Validation and Access Warning

When logging in to KX 11-101-V2, Jave® 1.7 prompts you to validate KX
[1-101-V2, and to allow access to the application.

Raritan recommends installing an SSL certificate in each KX 11-101-V2
device in order to reduce Java warnings, and enhance security.

See SSL Certificates (on page 165)

Do you want to run this application?

Name: Raritan Favorite Devices Applet

(ffa

2 Publisher: Raritan Americas, Inc.

Location:  https:/f192.168.60. 137

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

@again for apps from the muiwa@
6 More Information
A

Security Warning l 23 J

Do you want to Continue?
The connection to this website is untrusted.

/ ! Website: https://192. 168.60. 137:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.

More Information

Additional Security Warnings

Even after an SSL certificate is installed in the KX 11-101-V2, depending
on your browser and security settings, additional security warnings may
be displayed when you log in to KX 11-101-V2.

It is necessary to accept these warnings to launch the KX 11-101-V2
Remote Console.

Reduce the number of warning messages during subsequent log ins by
checking the following options on the security and certificate warning
messages:

9 Inthe future, do not show this warning
1 Always trust content from this publisher
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Installing a Certificate

You may be prompted by the browser to accept and validate the KX
11-101-V2's SSL certificate.

Depending on your browser and security settings, additional security
warnings may be displayed when you log in to KX 1I-101-V2.

It is necessary to accept these warnings to launch the KX 11-101-V2
Remote Console. For more information, see Security Warnings and
Validation Messages (on page 26).

Two sample methods on how to install an SSL Certificate in the browser
are provided here, both using Microsoft Internet Explorer 8° and
Windows 7°.

Specific methods and steps depend on your browser and operating
system. See your browser and operating system help for details.

Example 1: Import the Certificate into the Browser

In this example, you import the Certificate into the browser.

[PortAteess| Power | Virtual Media | User Management | Device Settings | Security | Maintenance | Disgnost
bonbo s e L i

Dominion® ! . 4

Time & Session: | iy The certficate used to identfy the website is not trusted. The reasons
December 16, 2013 07.08:47 | PortAccess are listed below,
Proceed at your own risk.

The certificate Autharity that issued ths certficate is not trusted.

) ‘ Do you want to Continue?
The connection to this website is untrusted. f

The application is being downloaded from a site other than the one

i 'j spedified by the security certficate.

| - Downioading from "192.168.61.20"
| fiie Website: httos://192.168.61.20:443 x - Expecting Raritan KVM"

" ety

Note: The certik dentity of this webste. = —
 of ths mebste. ‘,—»\wwvﬁupkbﬂ
This spplication wil be blodked n & futire Java seaity updste MR fie marufest does not
attrbute. e t

contain th - 6 Inormotion Note to the Publisher: Secunty features to prevent

of your Java will cause this }
r | applcation to be blocked in the future, See curent Java

[ conme | I[_comxs ]l d about JAR Mansfest antries for the changes that
need to be made.

7 Ports: down

8 Ports: idle [ o Note to users: For any questions, please contact the Publsher

’ who provided you with this applcation,

Connected Users:
admin (182.168 51.75)
43 min die

Vit Java.com for more detals [ cose |

.

1. Open an IE browser, then log in to KX [1-101-V2.

Click More Information on the first Java® security warning.

3. Click View Certificate Details on the More Information dialog. You
are prompted to install the certificate. Follow the wizard steps.

=i=Raritan.
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Note: If you are not prompted by the browser, manually select Tools >
Internet Options to open the Internet Options dialog.

Certiticate lmport Wirad . — - Tt |
Welcome to the Certificate Import
Wizard
" Tom e helos you copy certhcanes, cermicate vunt
‘ Iﬂ‘ﬂmmhﬁﬂmwﬂh
¢ o carvhicate o
¥ Awmm ol by & m-m.- [
G | i Content | Comnectond e A e s e S s re
cerdicates are
Content To contirue, ok Nest.
9\ Ratrgs heb you contral the Intermet co
viewed o the computer
Certéicates
Use certficates for encrypted connectol
R
| L I Certhcates. =
i ot ) [ Conce
Auteompiete.
ok Acod pove Pr— ]
I 2 o veboagesand sgests s [[Cosicareimpont Wand T ———
Yoo paskemaedensidilit B —— =
1
e the Certificate Im)
|
77| Feeds and Web Skces provide updated Wizard
55 content from websites that can be.
“oed s ket Exphores s oser » The certcate w be imported after you ik Frish.
[ programs. /*
f — wmmﬁhm
[RITRRPRPINN] Aomancaly detemredy t
Cortert Cortficate
e N € \omars perrverr \Decktop o
~—
| - o :
N—
Cersficate Impoct Wawd et
o The import was succestivd |
— Q—-@ =

1. Click the Content tab.
2. Click Certificates.

The Certificate Import Wizard opens and walks you through each
step.

A File to Import - Browse to locate the Certificate

A Certificate Store - Select the location to store the Certificate
3. Click Finish on the last step of the Wizard.

The Certificate is imported. Close the success message.

4. Click OK on the Internet Options dialog to apply the changes, then
close and reopen the browser.

)

=& Raritan.
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Example 2: Add the KX 1I-101-V2 to Trusted Sites and Import the
Certificate

In this example, the KX 11-101-V2's URL is added as a Trusted Site, and
the Self Signed Certificate is added as part of the process.

poosle W et e A e sa——
Vv goaghecom. > 8|4
File & R Help
Delete Browsing History... Cerl+Shifts Del &) Customize Links (3 SourceImages £ dcTrack 30 251
InPrivate Browsing Cerle ShiftsP n-E

Dugnoe Connection Frodlem:
Reopen Last Browsing Sessicn
InPrecate Fitering

InPrivate Fitering Settings
Pop-up Blocker

SeartScreen Filtes

Manage Add-ons

Trusted stes
Compatibiiity View f T zone contans webstes
V' mustinet 1o damage your
your fles.

Comg y e Seitiogs Tou have websaes i s 2. Trusted sites (55
Subscabe to this Feed Security level for Tus 20ne. r
Fred Discovery # You can add and remove mebstes from B xone. Al webstes o |

,,4,,,,‘.“ Somnen W P e il e e 200wt secunty settngs.
Cum?
" iones! To change e settngs, dck Custom level.
Toume setargs, ok Oafadt levet
Developer Tock 244 945 webste 1 the zoee: 6 |
! hitps 33455667
Send o Btoth Do 0—> ” .
OneNote Linked Notes Custom v, . Oufodt evel ‘| \iebates:
1o OneNote Reset oh zorws  defnst el febise

- | o | Cancel e ||
L e = °=’ Requre server verficaton (htion:) for of stes n S xore

1. Open an IE browser, then select Tools > Internet Options to open the
Internet Options dialog

Click the Security tab.
Click on Trusted Sites.

Disable Protected Mode, and accept any warnings.
Click Sites to open the Trusted Sites dialog.

Enter the KX [I-101-V2 URL, then click Add.

Deselect server verification for the zone (if applicable).
Click Close.

Click OK on the Internet Options dialog to apply the changes, then
close and reopen the browser.

© ©® N o g M~ wDN
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Chapter 2: Installation and Configuration

Next, import the Certificate.

1. Open an IE browser, then log in to KX [1-101-V2.
Click More Information on the first Java® security warning.

3. Click View Certificate Details on the More Information dialog. You
are prompted to install the certificate. Follow the wizard steps.

For details see, Example 1: Import the Certificate into the
Browser (on page 28).
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