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Chapter 1

Introduction

The Dominion KX Ill is an enterprise-class, secure, KVM-over-IP switch
that provides multiple users with remote BI0S-level control of 8 to 64
servers.

KX IIl comes with standard features such as DVI/HDMI/DisplayPort
digital and analog video, audio, virtual media, smart card/CAC, blade
server support, and mobile access.

Deploy KX Il individually, or with Raritan’s CommandCenter Secure
Gateway (CC-SG).

In This Chapter

OVEIVIBW ettt e et e e e e e et e e e e e e aaaeaae e s
Package ConteNtS ..o e
KX 11l Device Photos and Features ........cccooeeooeieeeee e
KX Il Remote/Local Console Interfaces and User Station.........c..ccoeevee....
KX I KVM Client AppliCationS ....coiueiiiiieiie e
KX 11l Online Help

Overview
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The Dominion KX Ill is an enterprise-class, secure, KVM-over-IP switch
that provides multiple users with remote BIOS-level control of 8 to 64
servers.

KX 1Il comes with standard features such as DVI/HDMI/DisplayPort
digital and analog video, audio, virtual media, smart card/CAC, blade
server support, and mobile access.

Deploy KX Il individually, or with Raritan’s CommandCenter Secure
Gateway (CC-SG).
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Package Contents

Each KX Il ships as a fully-configured stand-alone product in a standard
1U (2U for KX3-864) 19" rackmount chassis. Each KX Il device ships with
the following contents:

1 - KXl device

1 - KX Il Quick Setup Guide

1 - Rackmount kit

2 - AC power cords

1 - Set of 4 rubber feet (for desktop use)
1 - Application note

1 - Warranty card

KX |ll Device Photos and Features

Hardware

Integrated KVM-over-IP remote access
1U or 2U rack-mountable (brackets included)

Dual power supplies with failover; autoswitching power supply with
power failure warning

Support for the following CIMs:

= Forvirtual media and Absolute Mouse Synchronization, use one
of the following CIMs:

= D2CIM-VUSB

= D2CIM-DVUSB

= D2CIM-DVUSB-DVI

= D2CIM-DVUSB-HDMI

= D2CIM-DVUSB-DP
= Required for PS2 connection:

= DCIM-PS2
DVI monitor support from the DVI local port
= VGA support via a DVl to VGA converter
= DVl support via a standard DVI cable
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Remote access and power management from an iPhone® or iPad®

Support for tiering in which a base KX Il device is used to access
multiple other tiered devices

Multiple user capacity (1/2/4/8 remote users; 1 local user)
UTP (Catb/5e/6) server cabling

Dual Ethernet ports (10/100/1000 LAN) with failover or isolation
mode support

Field upgradable
Local USB User port for in-rack access
= USB Keyboard/mouse ports, or connect to a cellular modem

= One front and three back panel USB ports for supported USB
devices

= Fully concurrent local and remote user access

= Local graphical user interface (GUI) for administration
Serial port to connect to an external telephone modem
Centralized access security

Integrated power control

LED indicators for dual power status, network activity, and remote
user status

Hardware Reset button

Software

Virtual media support in Windows®, Mac® and Linux® environments*
Absolute Mouse Synchronization*

*Note: Virtual media and Absolute Mouse Synchronization require
use of a D2CIM-VUSB, D2CIM-DVUSB, D2CIM-DVUSB-DVI,
D2CIM-DVUSB-HDM/ or D2CIM-DVUSB-DP CIM.
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e Support for digital audio over USB

e Port scanning and thumbnail view of up to 32 targets within a
configurable scan set

e Web-based access and management
e Intuitive graphical user interface (GUI)
e Support for dual port video output

e 256-bit encryption of complete KVM signal, including video and
virtual media

e LDAP, Active Directory®, RADIUS, or internal authentication and
authorization

e DHCP or fixed IP addressing

e Smart card/CAC authentication

e SNMP, SNMPv3, SMTP, and Syslog management

e |Pv4 and IPv6 support

e Power control associated directly with servers to prevent mistakes

e Integration with Raritan's CommandCenter Secure Gateway (CC-SG)
management unit

e CC Unmanage feature to remove device from CC-SG control
e Support of Raritan PDUs

e Support for remote IP access from the new Dominion KX Il User
Station

e Support for access to serial targets using the Dominion Serial
Access Module (DSAM])
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Dominion KX3-832

KX3-832 Photos

KX3-832 Features

Diagram key
o Dual Power AC 100V/240V

e Dual 10/100/1000 Ethernet access

e Local USB ports
0 DVI-D port

Raritan

A brand of Olegrand



Chapter 1: Introduction

Diagram key
e 32 KVM ports for UTP Cabling (Cat5/5e/é)

o Tier port for tiering devices

o Modem port for external modems

Dominion KX3-864

KX3-864 Photos
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Diagram key
o Dual Power AC 100V/240V
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Diagram key
Dual 10/100/1000 Ethernet access
Local USB ports
DVI-D port
64 KVM ports for UTP Cabling (Cat5/5e/6)
Tier port for optional tiering devices

Modem port for optional external modems

000O060

Supported Number of Ports and Remote Users per Model

Model Ports Remote users
KX3-864 b4

KX3-832 32 8
KX3-808 8 8
KX3-464 b4 4
KX3-432 32 4
KX3-416 16 4
KX3-232 32 2
KX3-216 16 2
KX3-132 32 1
KX3-116 16 1
KX3-108 8 1
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KX Il Remote/Local Console Interfaces and User Station

Use the Remote Console interface to configure and manage the KX Il
over a network connection.

Use the Local Console interface to access the KX Il while at the rack.

See KX /Il Remote Console Interface (on page 20), KX /// Local Console
- KX Ill Administration Functions (see "KX I/l Local Console -
Administration Functions" on page 221) and KX /// Local Console
Interface (on page 30), respectively.

The Dominion User Station provides an alternative interface for IP
access to the KX lll's target servers. See Dominion KX I/l User Station
(on page 360).

KX Il KVM Client Applications
KX Il works with -

Active KVM Client (AKC) - Default client, Windows only.

Microsoft .NET® 4.0 (or later]) is required to use KX Il with the
Microsoft Windows®-based Active KVM Client (AKC). See Active KVM
Client [AKC)] Help (on page 301)

Virtual KVM Client (VKC] -Java™ 1.7 is required to use the Java-based
Virtual KVM Client (VKC). Java 1.8.0_40 is required to use the VKCS.
Also available in a Standalone version for the Chrome browser. Java
is required. See Virtual KVM Client [VKC] Help (see " Virtual KVYM
Client [VKC and VKCs] Help" on page 256)

HTML KVM Client (HKC) - Runs on Linux, Mac, and Windows

without .NET, in IE, Edge, Firefox, Chrome and Safari. No Java. Basic
KVM features are supported. See HTML KVM Client [HKC] Help (on
page 305).

Mobile KVM Client (MKC) - Mobile access is provided through Mobile
Access Client, which requires the use of CommandCenter Secure
Gateway (CC-SG). See Mobile KVM Client [MKC] Help (on page 364)
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KX Il Online Help

Raritan
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KX Il online help is considered your primary help resource.
KVM Client help is provided as part of KX Il online help.

Online help is accompanied by the KX [l Quick Setup Guide, which is
included with your KX lll and can be found on the Support page of
Raritan’s website
(http://www.raritan.com/support/firmware-and-documentation).

The Support page also contains a PDF version of the end user help
sections of online help, and a PDF containing the KX Ill administrator
help sections.

See the KX Il Release Notes for important information on the current
release before you begin using the KX III.

To use online help, Active Content must be enabled in your browser.


http://www.raritan.com/support/firmware-and-documentation

Chapter 2

Get Started Using KX IlI

This section walks you through high-level tasks to start using KX 111.

In This Chapter

Install and Configure KX T ... 10
Factory Default Login Information ..o 10
ALLOW PO U PS ittt 10
Security Warnings and Validation Messages.......ccccooveiiiiniieiiiccnicee "
Installing @ Certificate ..o 12
Converting a Binary Certificate to a Baseb64-Encoded DER Certificate

(071 4Te] o =1 IR 16
Logging N t0 KX T e 18

Install and Configure KX III

If you have not already done so, install and configure KX III.

See the KX Il Quick Setup Guide that came with the KX Il device or
download it from the Raritan Support website
http://www.raritan.com/support.

Factory Default Login Information

The KX Il device is shipped from the factory with the following default
settings built in:

e Username =admin

All lowercase.

This user has administrative privileges.
e Password = raritan

All lowercase.
e |Paddress=192.168.0.192

Important: For backup and business continuity purposes, it is
strongly recommended you create a backup administrator username
and password, and keep that information in a secure location.

Allow Pop-Ups

Raritan

A brand of Olegrand

Regardless of the browser you are using, you must allow pop-ups in
order to launch the KX Il Remote Console.

10
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Security Warnings and Validation Messages
When logging in to KX lll using RSC, security warnings and application
validation message may appear.
These include -
e Java" security warnings and requests to validate KX IlI

See Java Validation and Access Warning (on page 11) and
Installing a Certificate (on page 12)

e Additional security warnings based on your browser and security
settings

See Additional Security Warnings (on page 12)

Java Validation and Access Warning

When logging in to KX IlI, Java™ 1.7 prompts you to validate KX IIl, and to
allow access to the application.

Raritan recommends installing an SSL certificate in each KX Il device in
order to reduce Java warnings, and enhance security.

See SSL Certificates (see "SSL and TLS Certificates" on page 200)

x
Do you want to run this application?
Name: Raritan Favorite Devices Applet
—74 Publisher: Raritan Americas, Inc.

Location: https:ff192.168.60. 137

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

@again for apps from the publisher@
6 More Information

A A

Security Warning | 28 J

Do you want to Continue?
The connection to this website is untrusted.

Website: https://192. 168.60.137:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.

More Information
@D Cancel ]

Raritan "
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Additional Security Warnings

Even after an SSL certificate is installed in the KX IIl, depending on your
browser and security settings, additional security warnings may be
displayed when you log in to KX III.

It is necessary to accept these warnings to launch the KX Il Remote
Console.

Reduce the number of warning messages during subsequent log ins by
checking the following options on the security and certificate warning
messages:

e Inthe future, do not show this warning

e Always trust content from this publisher

Installing a Certificate

‘Security Warning

You may be prompted by the browser to accept and validate the KX llI's
SSL certificate.

Depending on your browser and security settings, additional security
warnings may be displayed when you log in to KX II1.

It is necessary to accept these warnings to launch the KX Il Remote
Console. For more information, see Security Warnings and Validation
Messages (on page 11).

Two sample methods on how to install an SSL Certificate in the browser
are provided here, both using Microsoft Internet Explorer 8® and
Windows 7°.

Specific methods and steps depend on your browser and operating
system. See your browser and operating system help for details.

Example 1: Import the Certificate into the Browser

In this example, you import the Certificate into the browser.

o

{1y The certificate used to identfy the website s not trusted. The reasons
are bsted below
Proceed at your own risk. |

T Mate Information

| Do you want to Continue?
The connection to this webste s untrusted.

! 5 Website:  htts://192. 168.61.20:443
Note:

The certificate Authority that ssued ths certficate is not trusted.

The appkcation i beng downloaded from a ste ofhier fan the ane
spedfied by the seaunity cerbificate.
[ - Dewrioadng fram "192, 168.61.20°

= Expecting Raritan KiM"

contain the Permissons atirbuie. Please cantact e |

! The sopkcation il be Hoded n & future Java seaurity Lpdate 34 e marifest does rot
e i Publsher . Hore Informatan

y of this mebste,

Mote to the Publisher: Security features to prevent
unauthorized redistribution of your Java application wil cause this
appication to be biodked n the futire. See cuent Java
documentatian sbout JAR Marsfest entries for the changes that
need to be made,

ey

Jil_ e

Note to users: For any questons, please contact the Publsher
wha provided you with this applcation,

Visit Java.com for more detals

Raritan
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Open an |E browser, then log in to KX 111
Click More Information on the first Java™ security warning.

Click View Certificate Details on the More Information dialog. You are
prompted to install the certificate. Follow the wizard steps.

Note: If you are not prompted by the browser, manually select Tools >
Internet Options to open the Internet Options dialog.

Raritan
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Cotifcate Import Wesard . )
Welcome to the Certificats Import
Wizard
&p!
Internet Opticens = |
Generai | e Cortent. | Connaction
Contert
Q\ Ratirgs heip you sontral the Interret o
vaveed on the computer. ’
Certcates
Lt cor thcates for encryoted corvnectio
R
| I ﬂe"P e coticoms | .
I = e
AuCoengiete
; rore— N
I 2 o vebguges and mag9esss e | Ceritme impon W — ——
o : =
s S Completing the Certificate Import
| 7= Feedsandweb Sices provide updated Wizard
t ¥ content fom webates: that can be
| ::w'EWWnM - T bhicate sl b gt e yous cick Frih.
l = Yo P moecited the Eoloming settrge:
o e e e [P pw——
ot Corbicats
PinHama C: Unerr et ekt
g e o
Certficate bmport Wiwed et
0 The impart wies fuc cesehel

Click the Content tab.

Click Certificates.

The Certificate Import Wizard opens and walks you through each
step.

= File to Import - Browse to locate the Certificate

= Certificate Store - Select the location to store the Certificate
Click Finish on the last step of the Wizard.

The Certificate is imported. Close the success message.

Click OK on the Internet Options dialog to apply the changes, then
close and reopen the browser.

13
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Example 2: Add the KX lIl to Trusted Sites and Import the Certificate

In this example, the KX llI's URL is added as a Trusted Site, and the Self
Signed Certificate is added as part of the process.

P = T — — — —
ﬁ__ugle w’mjhmmw Yy —— e W S
4 /v gonghe.com > | %
q = T S —,
il Delete Browsing History. Ctil+Shift+Del  Jects 8| Customize Links (5, Source images 45 d<Track 3.0 251

InPrivate Browsing Ctrfe Shift+P Ll

Duagnzse Connectien Problems
Reopen Last Browwsing Sessen
InPricate Fitesing

InPrivate Fitering Settings
Pop-up Blocker

SmartScreen Filter

Manage Add-ors

Camp stibility Voew
oy e Tt webanes i e e Trusted sites vt
? e tn this Feed Securty level for i none [ 1
' Tou can add and remove webates from S sone. Al ebates

Custom W T nne e e 2o secunty settngs. |

Window Updite Curiom pefings. v o |
recomemerces! |

Developar Took: Rt l ; Add s webaie 15 the Tone: |
hitgs 123 345 56 61 i |

Send 1o Buetcoth Device... T 2ol

OneMote Linked Notes

Fred Discovery

i =

I |
L | =
| o | [ cacnt e
| ! 2 = R server vericaten (rign:) for ol wies n S e

1. Open an IE browser, then select Tools > Internet Options to open the
Internet Options dialog

Click the Security tab.
Click on Trusted Sites.
Disable Protected Mode, and accept any warnings.

emet Opticns

Click Sites to open the Trusted Sites dialog.

Enter the KX IIl URL, then click Add.

Deselect server verification for the zone (if applicable).
Click Close.

Click OK on the Internet Options dialog to apply the changes, then
close and reopen the browser.

Y 0 N kWD
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Next, import the Certificate.

['Mare Information )

[l The certificate used to iantfy the website & not trusted. The reasons
are listed below,

T

Chapter 2: Get Started Using KX |11

I Do you want to Continue?
The connection to this website ks wnbrusted.

Note: The certificate i not valkd nd cannot be uted to verify e identity of thes webste,

Thes spplicason wil be biocked in & Sibre Jovs secunity update b8 fle manfest does not
conitzun fhe Permissons aitrbute. Please contact the Fublsher More Informabon
[ome ]

Procesd at your awn risk. ]

The certificate Authonity that issued the certificate is not trusted.

The application = beng downloaded from a site ather than the one
madfied by the seouity cerficate.
Dowricadng from "192, 168.61.20°

:w Raritan KvM®
e_pa;;a;aﬁ:; o]

Note to the Publisher: Securty features to prevent
unauthorized redistribution of your Java appleation wil cause this
applcation to be Boded in the future. See current lava
documenitation about JAR Marsfest entries for the changes that

need ko be made. |

Hote to users: For any queshons, please contact the Publisher
b prenadied wou with this appleation,

Visit Java.com for more detads

1. Open an |IE browser, then log in to KX III.

Click More Information on the first Java™ security warning.

Click View Certificate Details on the More Information dialog. You
prompted to install the certificate. Follow the wizard steps.

For details see, Example 1: Import the Certificate into the

Browser (on page 12).

Raritan
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Converting a Binary Certificate to a Baseé4-Encoded DER Certificate
(Optional)

KX Il requires an SSL certificate in either Baseb64-Encoded DER format
or PEM format.

If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.

v3

Oce7eles 17d8 45 fe 8fe5 ... r
shalRsA

shal

DigiCert Assured ID Root CA, ...
Thursday, November 09, 2006...
Sunday, November 09, 2031 7...
Diniert A A TN Rnnt C4

[ Edtpropertes... | [ copytoFie... |
Learn more about certificate detais

Lo ]

1. Locate the DEGHKVMO0OO1.cer binary file on your Windows machine.
Double-click on the DEGHKVMO0O001.cer file to open its Certificate
dialog.

2. Click the Detail tab.

16 Raritan
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3. Click "Copy to File...".

Welcome to the Certificate Export
Wizard
This wizard helps you copy certificates, certificate trust

lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Mext.

Export File Format
Certificates can be exported in a variety of fie formats.

Select the format you want to use:

() DER encoded binary X. 509 (.CER)
() Cryptographic Message Syntax Standard - PKCS =7 Certificates (.F7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)
Induyde al certificates in the certification path if possible
Delate the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your KX III.

Raritan 17
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Logging In to KX III

Log in to your KX Ill Remote Console from any workstation with network
connectivity. Java™ 1.7 is required to use the Java-based Virtual KVM
Client (VKC). Java 1.8.0_40 is required to use the VKCS. Alternatively,
Microsoft .NET® 4.0 (or later] is required to use KX Il with the Microsoft
Windows®-based Active KVM Client (AKC).

Logging in and using KX Il requires you to allow pop-ups.

For information on security warnings and validation messages, and steps
to reduce or eliminate them, see Security Warnings and Validation
Messages (on page 11).

If using a Dominion User Station, you must add the KX Il switches you
intend to access, including user credentials (login/password], on the
User Station for KX Il authentication.

P Tologintothe KX IIl via Remote Console:

1. Launch a supported web browser, and enter the IP address assigned
to the KX III.

2. A default client is launched based on your pc and browser settings.
See KX /Il KVYM Clients on page 255). You can also choose a client
by entering the URL directly. See KX /Il KVM Client Launching (on
page 255).

3. Enter your username and password, then click Login.
Accept the user agreement (if applicable).

If security warnings appear, click to accept.

» To add the KX Ill switches and user credentials to the User
Station:

Power on and log in to the User Station.

Click Main Menu > User Station Configuration > New.
Enter and save the following information.

=  KXIII's IP address or host name

= User credentials for logging in to the KX Il

Important: If you are not the user who added KX IlI's to the User

Station, you MUST click the |£| button for the added KX Ill's to save
your user credentials for KX Il authentication.

Raritan
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Chapter 3

KX Il Interface and Navigation

The KX IIl Remote Console and the KX Il Local Console are web-based
graphical user interfaces.

Use the Remote Console interface to configure and manage the KX
over a network connection.

Use the Local Console interface to access the KX Ill while at the rack.

Access targets from either the Remote or Local console from one of the
supported KVM clients.

If you have the Dominion User Station, you can also use it to access
targets. See Dominion KX IIl User Station (on page 360).

Alternatively, access targets from your mobile device. See Mobile KVYM
Client [MKC] Help (on page 364).

In This Chapter

OVEIVIBW oot e e e e e et e e e e e e eeaeeas 19
KX 11l Remote Console INterface ....ooueeeeeiieeeiiiiieec e 20
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OVEIVIBW et e e e e e e e e aeaaaeens 30
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The KX IIl Remote Console and the KX Il Local Console interfaces
provide a web-based interface for device configuration and
administration, as well as target server list and selection.

19



20

Chapter 3: KX Il Interface and Navigation

KX Ill Remote Console Interface

The KX Il Remote Console is a browser-based graphical user interface
that allows you to log in to KVM target servers and serial targets
connected to the KX Ill and to remotely administer the KX III.

The KX IIl Remote Console provides a digital connection to your
connected KVM target servers. When you log into a KVM target server
using the KX Il Remote Console, a Virtual KVM Client window opens.

There are many similarities among the KX Il Local Console and the KX 11l
Remote Console graphical user interfaces, and where there are
differences, they are noted in the user manual. The following options are
available in the KX Il Remote Console but not the KX Il Local Console:

e Virtual Media

e Favorites

e Backup/Restore

e Firmware Upgrade

e SSL Certificates

e Audio

Raritan
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Port Access Page (Remote Console Display)

After a successful login, the Port Access page opens listing all ports
along with their status and availability.

Ports connected to KVM target servers (blades and standard servers) are
displayed in blue. Right-click on any of these ports to open the Port
Action menu. For more information, see Port Action Menu (on page 24).

If a KX Il port has no CIM connected or is connected to a CIM with no
name, a default port name of Dominion_Dominion-KX3_Port# is
assigned to the port. Dominion_KX3 is the device model and Port# is the
number of the KX Ill physical port.

Raritan.

PSS ——

G o Vit e | UserWanagemer | Bevic Seings | Securty | Mamisnanc | Gagrostis | ]

JHnrrE:Poﬂs

Dominion™ KX 11l

Port Access
Time & Session " L :
January 23, 2018 19:02:02 Click on the individual port name to see allowable operations.
0/ 1 Remote KVM channels currently in use,
User admin
State: 60 min idie
Your IP: 192 168 32 61 1 4 |
Last Logm Jan 16, 2015 115708 I  View By Group | View By search | set Scan
& No. Name Type Status Availability
Device Information: 1 Target -RSAI-SLIMLINE Dualy up e
Lieviee hame: ey s1-16 2 SYSTEMTEST-OPTIPLEX Dual- v up e
1P Address:
152,168 61.16 3 Deminion_KX3_Pori3 Not Available dovm e
152,168 60.53
BEMT 2032 200 5T 1R00-257 4 Dominion_KX3_Pon4 Mot Avaliable aowm L]
2031200 5100260 5 Dominicn_KX3_Porls Nol Avaitable dowm idie
T 5 1952
Device Model DKX3-132 3 Dominion_X3_Pors ol Available down e
Network: LANT LANZ
Powednt. on 7 Dominion_KX3_PortT Mot Available dom e
Fouwerin. off & Dominion_KX3_Bortd ot Available dowm tie
] Dominion_KX3_Portd Not Aailable down inie
Port States: Inion [ A A
R Rorts 10 Deminion_KX3_Foriid Nol Available dovm iie
30 Ports: down 1 Dominion_KX3_Port1 Not Available down e
32 Ponts! idle
12 Deminion_KX3_Pori12 Not Available dowm idte
13 Dominion_KX3_Pori13 Mot Auaiiabie down idie
Connected Users: - .
aomin (192 168.3261) 1 Dominion_KX3_Port1d Not Available dowm e
60 min idle J 15 Dominion_KX3_Port1s ot Avaiianie aoem e
| 16 Dominion_KX3_Port16 Not Available down idie
Ofn 17 Dominion_KX3_Porti7 Not Available down e

Four tabs are provided on the page allowing you to view by port, view by
group, view by search and scan ports. A fifth tab, View by Serial, is
available when an optional DSAM is connected.

You can sort by Port Number, Port Name, Status (Up and Down), and
Availability (Idle, Connected, Busy, Unavailable, and Connecting) by
clicking on the column heading.

Use the Set Scan tab to scan for up to 32 targets that are connected to
the KX Ill. See Scanning Ports - Remote Console (on page 375)

Tiered Devices - Port Access Page

If you are using a tiered configuration in which a base KX Ill device is
used to access multiple other tiered devices, the tiered devices are
viewed on the Port Access page by clicking on the Expand Arrow icon ®
to the left of the tier device name.

Raritan 21
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Blade Chassis - Port Access Page

The blade chassis is displayed in an expandable, hierarchical list on the
Port Access page, with the blade chassis at the root of the hierarchy and
the individual blades labeled and displayed below the root. Use the
Expand Arrow icon ™ next to the root chassis to display the individual
blades.

Note: To view the blade chassis in a hierarchal order, blade-chassis
subtypes must be configured for the blade server chassis.

Dual Port Video Groups - Port Access Page

Dual video port groups appear on the Port Access page as Dual Port
types.

The primary and secondary ports that are a part of the port group appear
on the Port Access page as Dual Port(P) and Dual Port(S], respectively.
For example, if the CIM type is DCIM, "DCIM Dual Port (P)" is displayed.

When you access a dual port video group from the remote client, you
connect to the primary port, which opens a KVM connection window to
both the primary and secondary ports of the dual port group.

Note: The dual video primary port is defined when the port group is
created.

Note: You cannot remotely connect to the dual video port group by
clicking on a primary port unless two KVM channels are available. If two
channels are not available, the Connect link is not displayed.

Note: The Action menu is not displayed when you click on a secondary
portin a dual video port group.

Note: You cannot connect to the primary port and secondary port at the
same time from the Local Port.
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View by Group Tab

The View by Group tab displays blade chassis, ‘standard’ port groups,

and dual video port groups. Click the Expand Arrow icon ® nextto a

group to view the ports assigned to the port group.
TEEREETSER Y

r——

Port Access

Cifick on the indhvidual port name to see allowable operations.
0/ 2 Remote KVM channels currently in use,

Jneallabitiy
] Dhaal Vidoo Pont Group (
2 Docal VM Dl FPort [F) e
[ DVMLDW| Dual Part [5) w ™ ! .
2 Deal Vison Pert Grup {'
i T Rowper —.v_s—_//
..... B S ;r - / N o o B B O IO R o S S

View by Search Tab

The View by Search tab allows you to search by port name. The search
feature supports the use of an asterisk (*) as a wildcard, and full and
partial names.

View by Serial Tab

The View By Serial tab is visible when a Dominion Serial Access Module
(DSAM] is connected by USB. Up to 4 serial targets can be connected to
the DSAM by USB.

m Virtual Media | User Management | Device Settings m

Home = Ports

Port Access

Click on the individual port name to see allowable operations.
0/1 Remote KVM channels currently in use.

View By Port |}

|| view By Group | View By Search

Availability
4 v DsAM4 Front DSAM up
4.1 DSAM4 Port 1 DCE up idle
42 DSAM4 Port 2 AUTO down idle
4.3 DSAM4 Port 3 AUTO down idle
4.4 DSANM4 Port 4 AUTO down idle

32 |R0ws per Page
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Set Scan Tab

The port scanning feature is accessed from the Set Scan tab on the Port
Access page. The feature allows you to define a set of targets to be
scanned. Thumbnail views of the scanned targets are also available.
Select a thumbnail to open that target in its Virtual KVM Client window.

See Scanning Ports - Remote Console (on page 375) for more
information.

Port Action Menu
When you click a Port Name in the Port Access list, the Port Action menu
appears.

Choose the desired menu option for that port to execute it. Note that only
currently available options, depending on the port's status and
availability, are listed in the Port Action menu.

Home = Ports

Port Access

b
Click on the individual port name to see allowable operations. f
0/ 4 Remote KVM channels currently in use. r

Wiew By Part|| View By Group | Viiew By Search | Set Scan

M

1 HOMI Target
2 = _Port2
3 Mﬁ, [PO20540016] ﬁ
= Windows XP SP3
L

1l & I e e g

Connect

e Connect - Creates a new connection to the target server
For the KX IIl Remote Console, a new Virtual KVM Client page
appears.

For the KX Il Local Console, the display switches to the target server,
and switches away from the local user interface.

On the local port, the KX Il Local Console interface must be visible in
order to perform the switch.

Hot key switching is also available from the local port.
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Note: This option is not available from the KX I/l Remote Console for
an available port if all connections are busy.

Switch From
Switch From - Switches from an existing connection to the selected

port (KVM target server)
This menu item is available only for KVM targets, and only when a

Virtual KVM Client is opened.

Note: This menu item is not available on the KX I/l Local Console.

Home = Ports

f W N

Port Access

in

Click on the individual port name to see allowable operations.
1./ 4 Remote KVM channels currently in use. ;
{

Wiew By Part|| View By Group | View By Search | Set Scan

Switch From HDMI Target y
Connect |

3 Low Cost DVM [PO20540018] -
e —
P e Y P

Disconnect
Disconnect - Disconnects this port and closes the Virtual KVM Client

page for this target server
This menu item is available only when the port status is up and

connected, or up and busy.

25
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Note: This menu item is not available on the KX /Il Local Console.
The only way to disconnect from the switched target in the Local
Console is to use the hot key.

Home > Ports

Port Access

1
o
Click on the individual port name to see allowable operat:‘ans.f
1/ 4 Remote K\VM channels currently in use. '

r

View By Group | View By Search | Set Scan

e
2 Dominion-KX2_Port? P,

PP TN T T UMPRROSAE] e petn ot

Power On

e Power On - Powers on the target server through the associated
outlet

This option is visible only when there are one or more power
associations to the target, and when the user has permission to
operate this service.

Provided you have privileges to do so, you can manage power from
the Virtual KVM Client (VKC) and Active KVM Client (AKC] as well. See
Remote Power Management via Virtual KVM Client (VKC] or
Active KVM Client [AKC] (see “Power Control Using VKC, VKCS,
and AKC" on page 300)

Power Off

e Power Off - Powers off the target server through the associated
outlets

This option is visible only when there are one or more power
associations to the target, when the target power is on (port status is
upl), and when user has permission to operate this service.

Provided you have privileges to do so, you can manage power from
the Virtual KVM Client (VKC) and Active KVM Client (AKC) as well. See
Remote Power Management via Virtual KVM Client (VKC] or
Active KVM Client [AKC] (see " Power Control Using VKC, VKCS,
and AKC" on page 300)
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Power Cycle

Power Cycle - Power cycles the target server through the associated
outlets

This option is visible only when there are one or more power
associations to the target, and when the user has permission to
operate this service.

Provided you have privileges to do so, you can manage power from
the Virtual KVM Client (VKC) and Active KVM Client (AKC) as well. See
Remote Power Management via Virtual KVM Client (VKC] or
Active KVM Client [AKC] (see " Power Control Using VKC, VKCS,
and AKC' on page 300)

DKX3-808 Fast Switching

DKX3-808 maintains the video connections to the servers, enabling
faster connections to servers and faster switching between channels.

Some Video Settings do not apply to DKX3-808 targets:

Automatic Color Calibration
Video Sensing: Best possible video mode/Quick sense video mode
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Left Panel

The left panel of the KX lll interface contains the following information.

Note that some information is conditional - meaning it is displayed based
on your role, features being used and so on. Conditional information is

noted here.

Information

Time & Session

User

State

Your IP

Last Login

Under CC-SG
Management

Device Information

Device Name

IP Address

Firmware

Device Model

Serial number

Description

The date and time the
current session started

Username

The current state of the
application, either idle or
active. If idle, the
application tracks and
displays the time the
session has been idle.

The IP address used to
access the KX Il

The last login date and
time

The IP address of the
CC-SG device managing
the KX 1l

Information specific to
the KX Il you are using

Name assigned to the
device

The IP address of the KX
[l

Current version of
firmware

Model of the KX Il

Serial number of the KX
[

When displayed?
Always

Always

Always

Always
Always

When the KX Il is
being managed by
CC-SG
Always
Always
Always

Always

Always

Always
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Information

Network

PowerlIn1

Powerin2

Configured As Base
or Configured As
Tiered

Port States

Connect Users

Online Help

Favorite Devices

FIPS Mode
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Description

The name assigned to the
current network

Status of the power 1
outlet connection. Either
on or off, or Auto-detect
off

Status of the power 2
outlet connection. Either
on or off, or Auto-detect
off

If you are using a tiering
configuration, this
indicates if the KX Il you
are accessing is the base
device or a tiered device.

The statuses of the ports
being used by the KX IlI

The users, identified by
their username and IP
address, who are
currently connected to
the KX 1II

Links to online help

See Managing Favorites
(on page 381)

FIPS Mode: EnabledSSL
Certificate: FIPS Mode
Compliant

When displayed?
Always

Always

Always

When the KX IIl' is
part of a tiered
configuration

Always

Always

Always
When enabled

When FIPS is
enabled
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KX Il Local Console Interface

There are many similarities among the KX Il Local Console and the KX 11|
Remote Console graphical user interfaces. Where there are differences,
they are noted in the help.

For details on using the Local Console see KX /// Local Console (on page
385).

Overview

Administrator Help contains information specific to KX lll functions
typically performed by KX Il application administrators, such as
installing and configuring KX Ill, managing user groups and users,
managing security, and so on.

Administrator functions are typically performed in the KX Ill Remote
Console and/or from the Local Console.

Functions typically performed by end users using the Virtual KVM Client
or Active KVM Client, and some functions performed from the Remote
Console or Local Console are described in their own sections of help.

These functions include using virtual media, configuring mouse settings,
using the scan port feature, configuring video options and so on.

KX Il Installation and Configuration

See the KX Ill Quick Setup Guide that came with your device or
download it from Raritan’'s Support website for a quick reference to the
basic, bear minimum setup steps.

Additional information and optional steps included here but not in the
QSG include:

o Additional Supported Mouse Settings (on page 33)

e LED Statuses During KX /Il Boot Up (on page 36)

e Connect to a VGA Monitor [Optional] (on page 38)

e Step é: Configuring the Keyboard Language [(Optional] (on page
50)
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Rack Mounting

The KX Il can be mounted in 1U (1.75", 4.4 cm) of vertical space in a
standard 19" equipment rack.

Note: The Raritan device depicted in the rack mounting diagrams is for
example purposes only and may not depict your device. The mounting
instructions are specific to your device.

Forward Mount

The steps correspond to the numbers shown in the front rackmount
diagrams.

1. Secure the cable-support bar to the back end of the side brackets
using two of the included screws.

2. Slide the KX Il between the side brackets, with its rear panel facing
the cable-support bar, until its front panel is flush with the “ears” of
the side brackets.

3. Secure the KX Il to the side brackets using the remaining included
screws (three on each side).

4. Mount the entire assembly in your rack, and secure the side
brackets' ears to the rack’s front rails with your own screws, bolts,
cage nuts, and so on.

5. When connecting cables to the rear panel of the KX lIl, drape them
over the cable-support bar.

Rear Mount
The steps correspond to the numbers shown in the rear rackmount
diagrams.

1. Secure the cable-support bar to the front end of the side brackets,
near the side brackets’ “ears,” using two of the included screws.

2. Slide the KX Il between the side brackets, with its rear panel facing
the cable-support bar, until its front panel is flush with the back
edges of the side brackets.
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3. Secure the KX Il to the side brackets using the remaining included

screws (three on each side).

4. Mount the entire assembly in your rack and secure the side

brackets' ears to the rack’s front rails with your own screws, bolts,
cage nuts, and so on.

5. When connecting cables to the rear panel of the user station or

switch, drape them over the cable-support bar.

RO OV

-@-.m -..._X-:—-@.
7 N0}

Factory Default Login Information

The KX Il device is shipped from the factory with the following default
settings built in:

e Username =admin

All lowercase.

This user has administrative privileges.
e Password = raritan

All lowercase.
e |Paddress=192.168.0.192

Important: For backup and business continuity purposes, it is
strongly recommended you create a backup administrator username
and password, and keep that information in a secure location.

Step 1: Configuring Network Firewall Settings

TCP Port 5000

Enable remote access to KX Il by allowing network and firewall
communication on TCP Port 5000.

Alternatively, configure KX Il to use a different TCP port, and allow that
port network and firewall communication.
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TCP Port 443

Allow access to TCP Port 443 (Standard HTTPS) so you can access KX IlI
via a web browser.

TCP Port 80

Allow access to TCP Port 80 (Standard HTTP) to enable automatic
redirection of HTTP requests to HTTPS.

Step 2: Configuring KVM Target Servers

Target Server Video Resolutions

For a list of supported target video server resolutions, see KX Il
Supported Target Server Video Resolutions (on page 419) in Online
Help.

Mouse Settings

Raritan recommends using Absolute Mouse Synchronization to minimize
mouse settings on target servers. Additional Supported Mouse
Settings (on page 33).

In this mode, absolute coordinates are used to keep the client and target
cursors in synch, even when the target mouse is set to a different
acceleration or speed.

This mode is supported on servers with USB ports and is the default
mode for virtual media CIMs.

Absolute Mouse Synchronization requires the use of a virtual media CIM

e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-HDMI
e D2CIM-DVUSB-DP

Additional Supported Mouse Settings

These settings are configured on your target operating system unless
otherwise indicated.
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Windows 7 and Windows Vista Mouse Settings

P Configure these mouse settings in Windows 7® and Windows
Vistae:

Configure the motion settings:

e Set the mouse motion speed setting to exactly the middle speed
e Disable the "Enhanced pointer precision” option

Disable animation and fade effects:

e Animate controls and elements inside windows

e Animate windows when minimizing and maximizing
e Fade or slide menus into view

e Fade or slide ToolTips into view

e Fade out menu items after clicking

Windows XP, Windows 2003, Windows 2008 Mouse Settings

> Configure these mouse settings in Windows XP®, Windows 2003®
and Windows 2008e:

Configure the Motion settings:

e Set the mouse motion speed setting to exactly the middle speed

e Disable the "Enhance pointer precision” option

e Disable the Snap To option

Disable transition effects:

e Deselect the "Use the following transition effect for menus and
tooltips” option

Windows 2000 Mouse Settings

P Configure these Windows 2000® mouse settings:
Configure the Motion settings:

e Set the acceleration to None
e Set the mouse motion speed setting to exactly the middle speed

Disable transition effects:

e Deselect the "Use the following transition effect for menus and
tooltips” option
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Apple Mac Mouse Settings

> Configure these Apple Mac® mouse settings:

Absolute Mouse Synchronization is required for proper mouse
synchronization on KVM target servers running a Mac® operating system.

In order for Absolute Mouse Synchronization to work, a virtual media CIM
is required. For a list of supported CIMs, see Supported Computer
Interface Module (CIMs] Specifications (on page 421).

Once you have completed your KX Il installation, set the Mac USB profile.
If you do not set this profile, the mouse does synch in 0S X.
To do this, do one of the following:
1. Connect to the Mac target from the Raritan KVM Client.
2. Select USB Profile > Other Profiles > Mac 0S-X (10.4.9 and later).
Or

3. In KXII, select Device Settings > Port Configuration, then click on
the target name to open the Port page.
. Expand 'Select USB Profiles for Port’ section.
5. Select ‘Mac 05-X (10.4.9) and later’ from the Available box, then click
Add to add it to the Selected box.
6. Click on '"Mac 0S-X (10.4.9) and later' in the Selected box. This
automatically adds it to the Preferred Profile drop-down.

7. Select '‘Mac 05-X (10.4.9) and later’ from the Preferred Profile
drop-down, then check the checkbox under 'Set Active Profile As
Preferred Profile’.

e Click OK to apply.

Linux Mouse Settings

P Configure these Linux® mouse settings:

e (Standard Mouse Mode only) Set the mouse acceleration to exactly 1
and set the threshold to exactly 1. Enter the following command:
xset mouse 1 1. This should be set for execution upon login.

Sun Solaris Mouse Settings

P Configure these Sun® Solaris™ mouse settings:

e Set the mouse acceleration value to exactly 1 and the threshold to
exactly 1

e Ensure that your video card is set to a supported resolution and that
its output is VGA, not composite sync
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IBM AIX Mouse Settings

> Configure these IBM AIX® mouse settings:
e Go to the Style Manager, click on Mouse Settings and set Mouse
Acceleration to 1.0 and Threshold to 3.0

Step 3: Connecting the Equipment

L2

L
-]

LG L GG

T 10 hil Fil Fal Fid

A: AC Power

1. Use the power cords that came with KX Ill. Use both cords with AC
power outlets for dual-power failover protection.

Optional For details on enabling power supply autodetection from the
Remote Console, see Specify Power Supply Autodetection in online help.
LED Statuses During KX Ill Boot Up
When you boot up the KX IlI, the LED lights behave as follows:
e When first powered up:

= All Channel LEDs are on
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=  The Power LED is off
e Atthe boot phase:
= All Channel LEDs are off
= |f both power supplies are on, the Power LED is Blue

= |f one power supply is on, the Power LED is Red

B. Network Ports

Two network ports are provided to allow for both failover and isolation
modes.

Connect a standard Ethernet cable from the LAN1 network port on the
KX Il to an Ethernet switch, hub, or router.

If you will use failover or isolation modes, connect a standard Ethernet
cable from the LAN2 network port on the KX Il to an Ethernet switch,
hub, or router.

See Choose Failover or Isolation Mode (on page 39) for more details.

C: Local User Port (Local Console)

> To connect the keyboard and mouse:

e Connect a USB keyboard and mouse to the respective Local User
port on the back of KX II.

Use the KX Il Local User port for administrative and target device access
at the rack. The Local User port is required for installation and setup, but
is optional for subsequent use.

D. Local DVI-D Port

A single link DVI cable is used to connect to a local DVI monitor or
keyboard tray (not included with the KX Il1).

Connect to the DVI port on Raritan’s T1700-LED or T1900-LED keyboard
tray.

Use a required DVI-D to VGA converter to connect to VGA monitors.

Connect to a DVl Monitor
The local monitor must support a minimum 1024x768 resolution.

1. Connect a USB keyboard and mouse to the respective Local User
ports on the back of KX III.

2. Connect a DVI cable from the DVI-D port on the back of KX Il to the
DVI monitor.

37



38

Chapter 3: KX Il Interface and Navigation

Connect to a VGA Monitor [Optional]

> To connect to a VGA monitor:

1. Connect a USB keyboard and mouse to the respective Local User
ports on the back of the KX III.

2. Plug the DVI-D to VGA converter in to the DVI-D port on the back of
the KX IIl, and secure it by turning the screws on each side
clockwise.

3. Connect a VGA cable to the DVI-D to VGA converter, connect the

other end to your VGA monitor and secure it by tightening the
screws.

Note: The DVI-D to VGA converter is not included with the KX Ill. Some
converters require a power supply. Contact Raritan Sales for
information.

E. Connect Target Servers to KX Il

1. Connect the keyboard, mouse and video plugs on the CIM to the
corresponding ports on the target server.

2. Connect the CIM to an available target server port on the back of the
KX Il via a Cat5/5e/6 cable.

F. Tiering (Optional)
See Configuring and Enabling Tiering on page 145)

G. Connect the Modem (Optional)
See Configuring Modem Settings (on page 156).

Step 4: Configuring the KX I

For the following steps, you must change the default password and
assign the KX IIl its IP address at the Local Console.

All other steps can be performed either from the Local Console, or the
KX 1ll Remote Console via a supported web browser using the KX llI's
default IP address.

Java™ 1.7 is required to use the Java-based Virtual KVM Client (VKC).
Java 1.8.0_40 is required to use the VKCS.

Microsoft .NET® 4.0 (or later] is required to use KX Il with the Microsoft
Windows®-based Active KVM Client (AKC).
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Change the Default Password
The first time you start the KX Ill device, you are required to change the
default password.

1. Once the unit has booted, enter the default username admin and
password raritan.

Click Login.

Enter the old password raritan, then enter and reenter a new
password.

4. Passwords can be up to 64 characters in length consisting of English
alphanumeric characters and special characters.

Click Apply.
Click OK on the Confirmation page.

Assign the KX Il a Device Name

Open the Device Network Settings page in the KX IIl Remote client

Device Hame *

Dominions1-220 4—@

—IPv4 Address
IP Address Subnet Mask
192.168.61.12 255.255.255.0
Default Gateway Preferred DHCP Host Name
192.168.61.126

IP Auto Configuration
[oHeP *
L DHEP |y

1. Specify a meaningful Device Name for your KX Il device.

Up to 32 alphanumeric and valid special characters, no spaces
between characters.

Next, configure the IP address and DNS settings.

Choose Failover or Isolation Mode

Configure KX Ill for Dual LAN Failover Mode (on page 40)
Configure KX Ill for Dual LAN Isolation Mode (on page 41)
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Configure KX Ill for Dual LAN Failover Mode

LANT and LAN2 share the same IP address to support automatic
failover.

LANT1 is the primary port. If LAN1 fails, LAN2 is used to access KX III.

1.

7.

Select Device Settings > Network to open the Device Network
Settings page.

Set the IP Auto Configuration to NMone in the IPv4 section.

Select the "Enable Automatic Failover” checkbox under LAN
Interface Settings to enable failover.

Manually specify the network parameters by entering the Default

Gateway.

Enter the IPv4 IP Address, if needed. The default IP address is
192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is

255.255.255.0.

The LAN1 settings are applied to LAN2 if failover occurs.

Basic Network Settings LAN Interface Settings
Device Name * Note: For reliable network communication, col

r

f}- IPv4 Address

Dominicn

IP Address

Subnet Mask

192.168.60.137 255.255.255.0
Default Gateway IP Auto Configuration
182.168.60.126 |None

Dominion and LAN Switch to the same

Speed and Duplex. For example, configure boi
Dominion and LAN Switch to Autodetect

or ser both 10 a fixed speed/duplex such as 10
Current LAN Interface Parameters:

autonegotiation on, 100 Mbps, full duplex, link ok
LAN Interface Speed & Duplex

Autodetect

Current LAN2 Interface Parameters:

- [ IPv6 Address

Global/Unique IP Address
Gateway IP Address

Link-Local IP Address
NiA

IP Auto Configuration
None

Prefix Length
i

Zone ID
%1

[~ LAN2 IPv4 Address

IP Address Subnet Mask
255.255.255.0

Default Gateway IP Auto Configuration

182.168.61.126 |Ncne -

— LANZ2 IPvE Address
Global/Unique IP Address Prefix Length
i

Gateway IP Address

Link-Local IP Address Zone ID

NiA %1

IP Auto Configuration

None

Preferred DHCP Host Name
SB0-137

8.
9.

autor ion on, 1000 Mbps, full duplex, link ok

LAN2 Interface Speed & Duplex
Autodetect i

Enable Automatic Failover «ffmm—

Complete the IPvé sections, if applicable.

Select the IP Auto Configuration.
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If Noneis selected, you must manually specify -

= Global/Unique IP Address - this is the IP address assigned to
KX 1.

=  Prefix Length - this is the number of bits used in the IPvé
address.

= (Gateway IP Address.

Select Router Discoveryto locate a Global or Unique IPvé address
instead of a Link-Local subnet. Once located, the address is
automatically applied.

Note that the following additional, read-only information appears in
this section -

= Link-Local IP Address - this address is automatically assigned to
the device. It is used for neighbor discovery or when no routers
are present.

= Zone ID - |dentifies the device the address is associated with.
Read-Only

Next, select "Use the Following DNS Server Addresses” and enter
the Primary DNS Server |IP Address and Secondary DNS Server IP
Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: “Obtain DNS Server Address Automatically” and “Preferred
DHCP Host Name " are only enabled when KX Ill is configured in
DHCP mode

Preferred DHCP Host Name
S 60-137

Obtain DN5 Server Address Automatically

(@) Use the Following DN3 Server Addresses

Primary DN§ Server IP Address

Secondary DNS Server IP Address

| Reset To Defaults | | Cancel |

11. When finished, click OK. Your KX Il device is now network

accessible.

Configure KX Ill for Dual LAN Isolation Mode

Isolation mode allows you to access each LAN port independently using
different IP addresses.

Failover is not supported in this mode.

Select Device Settings > Network to open the Device Network
Settings page.
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Set the IP Auto Configuration to NMone in the IPv4 section.

Ensure the "Enable Automatic Failover” checkbox is not selected.

Current LAN Interface Parameters:
autonegotiation on, 100 Mbps, full duplex, link ok

LAN Interface Speed & Duplex
Autadetect

Current LAN2 Interface Parameters:
autonegeotiation on, 1000 Mbps, full duplex, link ok

LAN2 Interface Speed & Duplex
Iﬁutndetﬁ:t i
[[] Enable Automatic Failover — ffm—
4. If needed, manually specify the network parameters by entering the
Default Gateway and then complete the steps that follow.

Alternatively, if you do not want to set a static IP, see Disable or
Enable DHCP in KX 111,

5. Enterthe IP address you want to use to connect to the KX Il LANT.
The default IP address is 192.168.0.192.

6. Enter the IPv4 Subnet Mask. The default subnet mask is
255.255.255.0.

In the LAN2 IPv4 section, set the IP Auto Configuration to None.
Enter the IP address you want to use to connect to the KX Il LAN2.

Enter the LAN2 IPv4 Default Gateway and Subnet Mask.

Device Name *

1Pvd Address

IF Address Subnet Mask
[z 7es 80137 | ECELELT]

Dofault Gateway 1P Auto Configuration
192.188.80.128 Feane |~
— (] IPYE Add

GlobalUnique IP Address Prefix Length
]

Gateway IP Address

Link-Local IP Address Zeone 1D

NA %1

IP Auto Canfiguration

=3 [+

LANZ 1Pvd Address ———————————
1P Address 5

IP Auto Configuration

L | = =T

r~ [] LAKZ iPvE Add

GlobalUnique IP Address Prefix Length
Gateway IP Address
Link-Local IP Address Zone 1D

NA w1
IP Auto Configuration

10. Complete the IPvé sections, if applicable.
11. Select the IP Auto Configuration.
If Noneis selected, you must manually specify -
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= Global/Unique IP Address - this is the IP address assigned to
KX 111

= Prefix Length - this is the number of bits used in the IPvé
address.

= Gateway IP Address.

Select Router Discoveryto locate a Global or Unique IPvé6 address
instead of a Link-Local subnet. Once located, the address is
automatically applied.

Note that the following additional, read-only information appears in
this section -

= Link-Local IP Address - this address is automatically assigned to
the device. It is used for neighbor discovery or when no routers
are present.

= Zone ID - Identifies the device the address is associated with.
Read-Only
12. Select "Use the Following DNS Server Addresses” and enter the
Primary DNS Server IP Address and Secondary DNS Server [P

Address. The secondary addresse is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically” and “Preferred
DHCP Host Name " are only enabled when KX Ill is configured in
DHCP mode

L7 LANZ Py Add

Global Unigue P Address Prefix Length
Gateway IP Address

Link-Locsl 1P Address Zone 10
febl ebn:bcttienl b4 Lt

IP Auin Comfiguration

Fouter Dmcovery =

Preforrod DHCP Host Name
Sa2-80-137

in DHE Server Address Automal
@) Use the Following DM 3 Server Addresses.

Primary DS Server P Address

Secondary DNS Server P Address

OK| | Reset To Defaoits | | Cance:

13. When finished, click OK.

Your KX Il device is now accessible via the LAN1 IP address and the
LAN2 IP address.
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Name Your Target Servers

Connect all of the target servers if you have not already done so.

Select Device Settings > Port Configuration, then click the Port Name of
the target server you want to name.

Type: Sub Type: @ Stsndard KVM Port
DuakVM :

Elade Chassis

KVM Switch

Name: :
1. Enter a name for the server up to 32 alphanumeric and special
characters. Click OK.

Specify Power Supply Autodetection

KX Il provides dual power supplies.

When both power supplies are used, KX Il automatically detects them
and notifies you of their status. Additionally, both the Powerln1 and
Powerln2 Auto Detect checkboxes are automatically selected on the
Power Supply Setup page.

If you are using only one power supply, you can enable automatic
detection for only the power supply in use.

When only one power input is connected, the Power LED on the front of
the KX Il device is Red when the checkbox is selected for an
unconnected power supply, and Blue when the checkbox is not selected
for an unconnected power supply.

P To enable automatic detection for the power supply in use:

Home > Device Settings > Power Supply Setup Page

Power Supply Setup Page
[7] Powerini Auto Detect ﬂ—@

| Powerin2 Auto Detect

0K | Reset To Defaults I Cancel I

1. Select Device Settings > Power Supply Setup.
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= Select the Powerln1 Auto Detect option if you are plugging power
input into power supply number one.

(The left-most power supply at the back of the device when you
are facing rear of the device.)

Or

Home > Device Settings > Power Supply Setup Page

Power Supply Setup Page

__ Powerini Auto Detect

[¥] Powerin2 Auto Detect

0K I Reset To Defaults Cancel

= Select the Powerln2 Auto Detect option if you are plugging power
input into power supply number two.

(The right-most power supply at the back of the device when you
are facing rear of the device.)

Click OK.
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Configure Date/Time Settings

The date and time settings impact SSL certificate validation if LDAPS is

enabled. Configuring the date and time also ensures your audit logs will
be timestamped correctly.

There are two ways to do this:

e Manually set the date and time.

Security | Maintenance | Diagnostic:

jome = Davics Satinge = DateMime Setings

Date/Time Settings

Time Zone

[T 25-00) US Eastem ~]

A Adjust for daylight savings time

[C] User Specified Time
Date (Month, Day, Yaar]
Time [Hour, Minute)
: lEl: (hh:mm:ss]

o] Synchronize with NTP Server

e

Primary Time Senver

Secondary Time Server

e Synchronize the date and time with a Network Time Protocol (NTP)

server.

Security | Maintenance | Diagnostics | Help

fFome = Deviz S2tinge = DateTime Saings

Date/Time Settings

Time Zone

[T 0%:00) US Ezstern ]

[ Adjust for daylight savings time

o User Specified Time

Date (Month, Day, Year)
June 15 .|2015

Time [Hour, Minute)
10 : |53 o2 (hh:mm:ss)

® Synchronize with NTP Server

Primary Time Server b
I —

Seconda? Time Server

1. Choose Device Settings > Date/Time to open the Date/Time Settings
page.

2. Choose your time zone from the Time Zone drop-down list.
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3. Adjust for daylight savings time by checking the "Adjust for daylight
savings time" checkbox.

4. Choose the method to use to set the date and time:

= User Specified Time - use this option to input the date and time
manually. For the User Specified Time option, enter the date and
time. For the time, use the hh:mm format (using a 24-hour
clock).

= Synchronize with NTP Server - use this option to synchronize the
date and time with the Network Time Protocol (NTP) Server.

For the Synchronize with NTP Server option:
=  Enter the IP address of the Primary Time server.

= Enter the IP address of the Secondary Time server. Optional

Note: If DHCP is selected for the Network Settings on the Network
page, the NTP server IP address is automatically retrieved from the
DHCP server by default. Manually enter the NTP server IP address
by selecting the Override DHCP checkbox.

5. Click OK.

Create User Groups and Users
Note to CC-5G Users

When the KX Il is controlled by CommandCenter Secure Gateway, CC-SG
authenticates users and groups, except for local users requiring Local
port access.

When CC-SG is controlling the KX III, local port users will be
authenticated against the local user database or the remote
authentication server (LDAP/LDAPS or RADIUS) configured on the KX III.
They will not be authenticated against the CC-SG user database.

For additional information about CC-SG authentication, see the
CommandCenter Secure Gateway User Guide, Administrator Guide,
or Deployment Guide, which can be downloaded from the Support
section of the Raritan website http.//www.raritan.com.

Supported Protocols

To simplify management of usernames and passwords, the KX Il
provides the ability to forward authentication requests to an external
authentication server. Two external authentication protocols are
supported: LDAP/LDAPS and RADIUS.

47


http://www.raritan.com/

Chapter 3: KX Il Interface and Navigation

Note on Microsoft Active Directory

Microsoft® Active Directory® uses the LDAP/LDAPS protocol natively, and
can function as an LDAP/LDAPS server and authentication source for the
KX III. If it has the IAS (Internet Authorization Server) component, a
Microsoft Active Directory server can also serve as a RADIUS
authentication source.

Step 5: Launching the KX IIl Remote Console

1. Launch a supported web browser, and enter the IP address assigned
to the KX III.

2. Adefault client is launched based on your pc and browser settings.
See KX Il KYM Clients (on page 255). You can also choose a client
by entering the URL directly. See KX /// KVM Client Launching (on
page 255).

3. Enter your username and password, then click Login.
4. Accept the user agreement (if applicable).

5. If security warnings appear, click to accept.

Tip: If you have a Dominion KX Ill User Station, you can use it to remotely
access the KX Ill target servers. See Dominion KX Il User Station /on
page 360).

Access and Control Target Servers Remotely

The KX Il Port Access page provides a list of all KX III ports.

The page also lists all of the target servers connected to the KX Il along
with their status and availability.

Access a Target Server from the KX 1|

P To access a target server:

Port Access

Click on the individual port name to see allowable operations.
0/ 4 Remote KVM channels currently in use.

ftl| View By Group | View By Search | Set Scan

1 Dumnafn Porti
T% S ort1:-—(1 )

3 Dominion-100C Porty

1. Onthe KX Il Port Access page, click the Port Name of the target you
want to access. The Port Action Menu is displayed.

2. Choose Connect from the Port Action menu. A KVM window opens
with a connection to the target.
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Switch between Target Servers

Port Access 4—@

Click on the individual port name to see allowable operations.
0/ 4 Remote KVM channels currently in use.

View By Group

Hame

(e [
Dominion-KXX Ports <—( 2 )

@ While already using a target server, access
the KX Il Port Access page.

@ Click the port name of the target you want to
access. The Port Action menu appears.

@ Choose Switch From. The new target server
you selected is displayed.

DKX3-808 Fast Switching

DKX3-808 maintains the video connections to the servers, enabling
faster connections to servers and faster switching between channels.
Some Video Settings do not apply to DKX3-808 targets:

e Automatic Color Calibration
e Video Sensing: Best possible video mode/Quick sense video mode

Disconnect from a Target Server

P To disconnect a target:

e Onthe Port Access page, click the port name of the target you want
to disconnect from, then click Disconnect on the Port Action menu
when it appears.

Or

e Close the client window.
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Step 6: Configuring the Keyboard Language (Optionall

Note: This step is not required if you are using the US/International
language keyboard.

If you are using a non-US language, the keyboard must be configured for
the appropriate language.

Additionally, the keyboard language for the client machine and the KVM
target servers must match.

Consult your operating system documentation for additional information
about changing the keyboard layout.

Change the Keyboard Layout Code (Sun Targets)

Use this procedure if you are using a DCIM-SUSB and want to change the
keyboard layout to another language.

> To change the keyboard layout code (DCIM-SUSB only):

@ Open a Text Editor window on the Sun™
workstation.

@ Check that the Num Lock key is active. then
press the left Ctrl key and the Del key on your
keyboard, or select the option "set CIM
keyboard/Mouse options” from the keyboard
menu.

The Caps Lock light starts to blink, indicating
that the CIM is in Layout Code Change mode.

The text window displays: Raritan Computer,
Inc. Current keyboard layout code = 22h

(US5 UNIX).

Type the layout code desired (for example, 37 for
the Japanese keyboard). Press Enter.

©)

Shut down the device and power on once again.
The DCIM-SUSB performs a reset (power cycle).

®

Verify that the characters are correct.

©)
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Step 7: Create and Install an SSL Certificate

Raritan strongly recommends you install your own SSL Certificate in
each KX Il device.

This security best practice reduces the number of Java™ warning
messages, and avoids man-in-the-middle attacks.

It also prevents future Java versions and browser versions from blocking
access to your KX Il device.

For information creating and installing SSL certificates, see SSL
Certificates (see "SSL and TLS Certificates” on page 200).

Rack PDU (Power Strip) Outlet Control

Raritan

A brand of Olegrand

Overview

You can control Raritan PX and RPC series rack PDU (power strip)
outlets connected to the KX Il through a D2CIM-PWR.

Once connected to the KX Ill, the rack PDU and its outlets are controlled
from the Powerstrip page, which is accessed by clicking on the Power
menu at the top of the page.

Note: If no powerstrips are connected to KX Ill, a message stating "No
powerstrips found” is displayed in the Powerstrip Device section of page.

All of the powerstrips you have permissions to access and which are
connected to KX Il are listed in the Powerstrip drop-down.

Information about the currently selected powerstrip is displayed under
the Powerstrip drop-down.

= Name
= Model
= Temperature
= Current Amps
=  Maximum Amps
= Voltage
= Power in Watts
= Power in Volts Ampere
e Qutlet Display Information:
= Name - Named assigned to the outlet when it was configured.
= State - On or Off status of the outlet
= Control - Turn outlets on or off, or cycle their power

= Association - The target ports associated with the outlet
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In the case of tiered configurations, the Powerstrip page will display both
rack PDUs attached to the base and tiered KX IlIs, for which the user has
been granted appropriate port access permissions.

e Outlet Display Information:
= Name - Named assigned to the outlet when it was configured.
= State - On or Off status of the outlet
= Control - Turn outlets on or off, or cycle their power

= Association - The ports associated with the outlet

Hom

& = Powerstrip

o

Operation completed successfully.

Powerstrip Device

Powverstrip: | rk-power | Refresh

Mame: Model: Tempersture: CurrertAmps: Maxdmps: Yoltage: Powerlniatt: Powerln''a:

rk-poweer PCRE 29 °C o0 oA TMEY 3w [ERTFN

Hame State Control Associations

Outlet 1 an On || Off || Cycle Dominion_Port8

Outlet 2 on on Off Cyele }

Outlet 3 an On Off Cyele

Outlet 4 on on O Cyele

Cutlet 5 an n Off Cycle Dominion_Port2 y

Outlet 6 an Oon Off Cyele }

Outlet 7 on on Off Cyele k

Outlet & on on | off | Cycle L‘t
i . ‘,\ ’ -k W -\_\m e _‘)'-,_-u, a __r.._ﬂ S——— - I‘ F ™ ‘A‘“\.\-‘m ‘,\.q\. rd— M.Mr-‘\“'-',\"-._h’ﬂ I

If you have privileges, you can also control power from HKC, AKC, VKC,
VKCs, and the Admin client. See Remote Power Management via
Virtual KVYM Client (VKC] or Active KVM Client [AKC/ (see " Power
Control Using VKC, VKCS, and AKC" on page 300)

Turning Outlets On/Off and Cycling Power

P To turn an outlet on:
1. Click the Power menu to access the Powerstrip page.

2. From the Powerstrip drop-down, select the PX rack PDU (power
strip) you want to turn on.

3. Click Refresh to view the power controls.

Click On next to the outlet you want to power on.
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Click OK to close the Power On confirmation dialog. The outlet will
be turned on and its state will be displayed as ‘on’.

To turn an outlet off:
Click Off next to the outlet you want to power off.
Click OK on the Power Off dialog.

Click OK on the Power Off confirmation dialog. The outlet will be
turned off and its state will be displayed as "off".

To cycle the power of an outlet:

Click Cycle next to the outlet you want to cycle. The Power Cycle Port
dialog opens.

Click OK. The outlet will then cycle (note that this may take a few
seconds).

Once the cycling is complete the dialog will open. Click OK to close
the dialog.
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USB Profiles

Overview

To broaden the KX llI's compatibility with different KVM target servers,
Raritan provides a standard selection of USB configuration profiles for a
wide range of operating system and BI0S-level server implementations.

The Generic (default) USB profile meets the needs of the vast majority of
deployed KVM target server configurations.

Additional profiles are provided to meet the specific needs of other
commonly deployed server configurations (for example, Linux® and Mac
0S Xe).

There are also a number of profiles (designated by platform name and
BIOS revision) to enhance virtual media function compatibility with the
target server, for example, when operating at the BIOS level.

USB profiles are configured on the Device Settings > Port Configuration >
Port page of the KX IIl Remote and Local Consoles.

Administrators configure the port with the USB profiles that best meet
the needs of the user, and the target server configuration.

A user connecting to a KVM target server chooses among these
preselected profiles in the Virtual KVM Client, depending on the
operational state of the KVM target server.

For example, if the server is running Windows® operating system, it
would be best to use the Generic profile.

To change settings in the BIOS menu or boot from a virtual media drive,
depending on the target server model, a BIOS profile may be more
appropriate.

Should none of the standard USB profiles provided by Raritan work with
a given KVM target, please contact Raritan Technical Support for
assistance.

CIM Compatibility

In order to make use of USB profiles, you must use a virtual media CIM
with updated firmware. For a list of virtual media CIMs, see Supported
Computer Interface Module (CIMs] Specifications (on page 421).
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Available USB Profiles

The current release of the KX Ill comes with the selection of USB profiles
described in the following table. New profiles are included with each
firmware upgrade provided by Raritan. As new profiles are added, they
will be documented in the help.

USB profile Description
BIOS Dell® PowerEdge® Dell PowerEdge 1950/2950/2970/6950/R200 BIOS

1950/2950/2970/6950/R200 Use either this profile or ‘Generic’ profile for Dell PowerEdge
1950/2950/2970/6950/R200 BIOS.

Restrictions:

= None
BIOS Dell OptiPlex ™ Keyboard Dell OptiPlex BIOS Access (Keyboard and Mouse Only)
and Mouse Only Use this profile to have keyboard functionality for the Dell

OptiPlex BIOS when using D2CIM-VUSB. When using the new
D2CIM-DVUSB, use 'Generic’ profile.

Notice:

= Optiplex 210L/280/745/GX620 requires D2CIM-DVUSB with
‘Generic’ profile to support virtual media

Restrictions:
= USB bus speed limited to full-speed (12 MBit/s)
= No virtual media support

BIOS Dell Optiplex 790 Use this profile for Dell Optiplex 790 during BIOS operations.
Warning:
= USB enumeration will trigger whenever Virtual Media is
connected or disconnected
Restrictions:
= USB bus speed limited to full-speed (12 MBit/s)
= Absolute mouse synchronization not supported

= Virtual CD-ROM and disk drives cannot be used
simultaneously

BIOS Dell Optiplex 790 Use this profile for Dell Optiplex 790 when using Keyboard
Keyboard Only Macros during BIOS operations. Only keyboard is enabled with
this profile.

Restrictions:

= Mouse is disabled.
= Virtual CD-ROM and disk drives are disabled.
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USB profile

BIOS DellPowerEdge
Keyboard and Mouse Only

BI0S ASUS P4C800
Motherboard

BIOS Generic

BIOS HP® Proliant™ DL145

96

Description
Dell PowerEdge BIOS Access (Keyboard and Mouse Only)

Use this profile to have keyboard functionality for the Dell
PowerEdge BIOS when using D2CIM-VUSB. When using the new
D2CIM-DVUSB, use ‘Generic’ profile.

Notice:

» PowerEdge 650/1650/1750/2600/2650 BIOS do not support
USB CD-ROM and disk drives as a bootable device

= PowerEdge 750/850/860/1850/2850/SC1425 BIOS requires
D2CIM-DVUSB with "Generic’ profile to support virtual media

= Use 'BIOS Dell PowerEdge 1950/2950/2970/6950/R200" or
‘Generic’ profile for PowerEdge 1950/2950/2970/6950/R200
when operating in the BIOS

Restrictions:

= USB bus speed limited to full-speed (12 MBit/s)

= Absolute mouse synchronization™ not supported

= No virtual media support

Use this profile to access BIOS and boot from Virtual Media on

Asus P4C800-based systems.

Restrictions:

= USB bus speed limited to full-speed (12 MBit/s)

= Virtual CD-ROM and disk drives cannot be used
simultaneously

BIOS Generic

Use this profile when Generic OS profile does not work on the
BIOS.

WARNING: USB enumeration will trigger whenever virtual
media is connected or disconnected.

Restrictions:

= USB bus speed limited to full-speed (12 MBit/s)

= Absolute mouse synchronization™ not supported

= Virtual CD-ROM and disk drives cannot be used
simultaneously

HP Proliant DL145 PhoenixBIOS

Use this profile for HP Proliant DL145 PhoenixBIOS during 0S
installation.

Restrictions:
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BIOS HP Compag®
DC7100/DC7600

BIOS IBM ThinkCentre
Lenovo

IBM BladeCenter H with
Advanced Management
Module

BIOS Lenovo ThinkPad T61 &
X61

Generic

HP Proliant DL360/DL380 G4
(HP SmartStart CD)
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Description
= USB bus speed limited to full-speed (12 MBit/s)

BIOS HP Compag DC7100/DC7600

Use this profile to boot the HP Compaq DC7100/DC7600 series
desktops from virtual media.

Restrictions:

= Virtual CD-ROM and disk drives cannot be used
simultaneously

IBM Thinkcentre Lenovo BIOS

Use this profile for the IBM® Thinkcentre Lenovo system board
(model 828841U) during BIOS operations.

Restrictions:

= USB bus speed limited to full-speed (12 MBit/s)

= Virtual CD-ROM and disk drives cannot be used
simultaneously

Use this profile to enable virtual media functionality when
D2CIM-VUSB or D2CIM-DVUSB is connected to the Advanced
Management Module.

Restrictions:

= Virtual CD-ROM and disk drives cannot be used
simultaneously

BIOS Lenovo ThinkPad T61 and X61 (boot from virtual media)

Use this profile to boot the T61 and X61 series laptops from
virtual media.

Restrictions:

= USB bus speed limited to full-speed (12 MBit/s)

The generic USB profile resembles the behavior of the original
KX3 release. Use this for Windows 2000® operating system,

Windows XP® operating system, Windows Vista® operating system
and later.

Note: Microsoft no longer supports some legacy Windows 0S,
and using them may be a security risk.

Restrictions:
= None

HP Proliant DL360/DL380 G4 (HP SmartStart CD)

Use this profile for the HP Proliant DL360/DL380 G4 series server
when installing OS using HP SmartStart CD.

Restrictions:
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USB profile

HP Proliant DL360/DL380 G4

(Windows 2003® Server

Installation)

Linuxe

BIOS Mac®

MAC 0S X® 10.4.9 (and later])

RUBY Industrial Mainboard
(AwardBI0S)

58

Description
= USB bus speed limited to full-speed (12 MBit/s)

= Absolute mouse synchronization™ not supported
HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation)

Use this profile for the HP Proliant DL360/DL380 G4 series server
when installing Windows 2003 Server without the help of HP
SmartStart CD.

Restrictions:
= USB bus speed limited to full-speed (12 MBit/s)

Generic Linux profile

This is the generic Linux profile; use it for Redhat Enterprise
Linux, SuSE Linux Enterprise Desktop and similar distributions.

Restrictions:

= Absolute mouse synchronization™ not supported

BIOS Mac

Use this profile for Mac BIOS.

Restrictions:

= Absolute mouse synchronization™is not supported

= Virtual CD-ROM and disk drives cannot be used
simultaneously

If you use this USB profile, see Mouse Modes when Using the
Mac Boot Menu (on page 60) for information mouse modes when
using the Mac Boot Menu

Mac 0S X version 10.4.9 (and later)

This profile compensates the scaling of mouse coordinates
introduced in recent versions of Mac 0S X. Select this if the
remote and local mouse positions get out of sync near the
desktop borders.

Restrictions:

= Virtual CD-ROM and disk drives cannot be used
simultaneously

RUBY Industrial Mainboard (AwardBI0S)

Use this profile for the RUBY-9715VG2A series industrial
mainboards with Phoenix/AwardBIOS v6.00PG.

Restrictions:
= USB bus speed limited to full-speed (12 MBit/s)

= Virtual CD-ROM and disk drives cannot be used
simultaneously
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Supermicro Mainboard
Phoenix (AwardBI0S])

Suse 9.2

Troubleshooting 1

Troubleshooting 2

Troubleshooting 3
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Description
Supermicro Mainboard Phoenix AwardBIOS

Use this profile for the Supermicro series mainboards with
Phoenix AwardBI0S.

Restrictions:

= Virtual CD-ROM and disk drives cannot be used
simultaneously

SuSE Linux 9.2

Use this for SUSE Linux 9.2 distribution.

Restrictions:

= Absolute mouse synchronization™ not supported
= USB bus speed limited to full-speed (12 MBit/s)

Troubleshooting Profile 1

= Mass Storage first

= Keyboard and Mouse (Type 1)

* USB bus speed limited to full-speed (12 MBit/s)

= Virtual CD-ROM and disk drives cannot be used
simultaneously

WARNING: USB enumeration will trigger whenever virtual
media is connected or disconnected.

Troubleshooting Profile 2

= Keyboard and Mouse (Type 2] first

= Mass Storage

= USB bus speed limited to full-speed (12 MBit/s)

= Virtual CD-ROM and disk drives cannot be used
simultaneously

WARNING: USB enumeration will trigger whenever virtual
media is connected or disconnected.

Troubleshooting Profile 3

= Mass Storage first

= Keyboard and Mouse (Type 2)

= USB bus speed limited to full-speed (12 MBit/s)

= Virtual CD-ROM and disk drives cannot be used
simultaneously

WARNING: USB enumeration will trigger whenever virtual
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USB profile Description
media is connected or disconnected.

Use Full Speed for Virtual Use Full Speed for virtual media CIM

Media CIM This profile resembles the behavior of the original KX3 release
with Full Speed for virtual media CIM option checked. Useful for
BIOS that cannot handle High Speed USB devices.

Restrictions:
= USB bus speed limited to full-speed (12 MBit/s)
Use Full Speed for Keyboard  This profile will set the Keyboard and Mouse USB interface on the

and Mouse USB Dual-VM CIM to Full Speed. Useful for devices that cannot
operate properly with the Low Speed USB settings.

Restrictions:

= USB bus speed set to full-speed (12 MBit/s) on Keyboard and
Mouse USB interface

Mouse Modes when Using the Mac Boot Menu

When working with the "BIOS Mac"” USB profile, to use the mouse in the
Mac Boot Menu, you must use Single Mouse mode since Absolute Mouse
Mode is not supported in the BIOS.

P To configure the mouse to work at the Boot menu:

1. Reboot the Mac and press the Option key during the reboot to open
the Boot menu. The mouse will not respond at this point.

2. Select Single Mouse mode. The mouse now responds.

Note: Mouse speed may be slow while in Single Mouse mode.

3. Once you are out of the Boot menu and back to the 0S X, exit Single
Mouse mode and switch back to Absolute Mouse mode.
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Selecting Profiles for a KVM Port

The KX IIl comes with a set of USB profiles that you can assign to a KVYM
port based on the characteristics of the KVM target server it connects to.
You assign USB profiles to a KVM port in the Device Settings > Port
Configuration > Port page in either the KX Il Remote or Local Console.

Administrators designates the profiles that are most likely to be needed
for a specific target. These profiles are then available for selection via
Virtual KVM Client (VKC). If a profile has not been made available, you
can access any of the available profiles by selecting USB Profile > Other
Profiles.

Assigning USB profiles to a KVM port makes those profiles available to a
user when connected to a KVM target server. If required, the user can
select a USB profile from the USB Profile menu in Virtual KYM Client
(VKC).

For information about assigning USB profiles to a KVM port, see
Configuring USB Profiles [Port Page] (on page 137).

User Management

Raritan
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User Groups

The KX Il stores an internal list of all user profiles and user groups to
determine access authorization and permissions. This information is
stored internally in an encrypted format.

All users must be authenticated to access KX IlI.

KX Il can be configured to authenticate users locally and/or remotely
using LDAP/LDAPS or RADIUS. Remote user authentication is processed
before local authentication if remote authentication is enabled.

Every KX lIl is delivered with three default user groups. These groups
cannot be deleted:

User Description

Admin Users that are members of this group have full
administrative privileges. The original, factory-default
user is a member of this group and has the complete
set of system privileges. In addition, the Admin user
must be a member of the Admin group.

Unknown This is the default group for users who are
authenticated externally using LDAP/LDAPS or
RADIUS or who are unknown to the system. If the
external LDAP/LDAPS or RADIUS server does not
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User Description
identify a valid user group, the Unknown group is
used. In addition, any newly created user is
automatically put in this group until assigned to
another group.

Individual An individual group is essentially a “group” of one.

Group That is, the specific useris in its own group, not
affiliated with other real groups. Individual groups can
be identified by the “@" in the Group Name. The
individual group allows a user account to have the
same rights as a group.

Up to 254 user groups can be created in the KX IlI.

User Group List

User groups are used with local and remote authentication (via RADIUS
or LDAP/LDAPS]. It is a good idea to define user groups before creating
individual users since, when you add a user, you must assign that user to
an existing user group.

The User Group List page displays a list of all user groups, which can be
sorted in ascending or descending order by clicking on the Group Name
column heading. From the User Group List page, you can also add,
modify, or delete user groups.

P To list the user groups:
e Choose User Management > User Group List. The User Group List

page opens.
Homa » Lsad Managemast * Spaupd Lenmﬂ‘
Uzér Group List
i
- kg
[ Etesting
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add | | pelete
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Relationship Between Users and Groups

Users belong to a group and groups have privileges. Organizing the
various users of your KX lll into groups saves time by allowing you to
manage permissions for all users in a group at once, instead of
managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this
case, you can classify the user as “Individual.”

Upon successful authentication, the appliance uses group information to
determine the user's permissions, such as which server ports are
accessible, whether rebooting the appliance is allowed, and other
features.

Adding a New User Group

> Toadd a new user group:

1. Select User Management > Add New User Group or click Add on the
User Group List page.

2. Type a descriptive name for the new user group into the Group Name
field (up to 64 characters).

3. Select the checkboxes next to the permissions you want to assign to
all of the users belonging to this group. See Setting Permissions
(on page 64)

4. Specify the server ports and the type of access for each user
belonging to this group. See Setting Port Permissions (on page 66)

5. Setthe IP ACL. This feature limits access to the KX Il device by
specifying IP addresses. It applies only to users belonging to a
specific group, unlike the IP Access Control list feature that applies
to all access attempts to the device (and takes priority). See
Group-Based IP ACL [Access Control List](on page 67) Optional
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6. Click OK.

Home = Lsed Management = Group

Group Name *

e W I I R R e e T !

Davice Accaea While Under CC-5G Management
Davice Setlinge

agnostica

Maintenanca

PC-5hare

Sacurity

Uaer Managemant

* Porl Permissions

Rule & Starting IP Ending IP Action
ACCEPT =

| Append || In=sert | Replace || D= lete |

OK Cancel

Setting Permissions

.*J""'*-"«-"\.-q,ﬂ

Important: Selecting the User Management checkbox allows the
members of the group to change the permissions of all users,
including their own. Carefully consider granting these permissions.

Permission Description

Device Access Allows users and user groups with this

While Under permission to directly access the KX Ill. The KX
CC-SG [Il'is accessed using an IP address when Local
Management Access is enabled for the device in CC-SG. The

device can be accessed from HKC, VKC/VKCs,

and AKC.

When a device is accessed directly while it is

under CC-SG management, access and

connection activity is logged on the KX Ill. User
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Device Settings

Diagnostics

Maintenance

Modem

PC-Share

Security
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Description

authentication is performed based on KX Il

authentication settings.

= Note: The Admin user group has all
permissions by default.

Network settings, date/time settings, port
configuration (channel names, power
associations), event management (SNMP,
Syslog), virtual media file server setups.

Network interface status, network statistics,

ping host, trace route to host, KX Il diagnostics.

Backup and restore database, firmware
upgrade, reboot. Factory reset is available from
the local console only.

Permission to use the modem to connect to the
KX Il device.

Simultaneous access to the same target by
multiple users.

If you are using a tiered configuration in which
a base KX Il device is used to access multiple,
additional tiered devices, all devices must
share the same PC-Share setting.

SSL certificate, security settings (VM Share,
PC-Share], IP ACL.

User and group management, remote,
authentication (LDAP/LDAPS/RADIUS], login
settings.

If you are using a tiered configuration in which
a base KX Il device is used to access multiple
other tiered devices, user, user group and
remote authentication settings must be
consistent across all devices.
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Setting Port Permissions

For each server port, you can specify the access type the group has, as
well as the type of port access to the virtual media and the power control.
Please note that the default setting for all permissions is Deny.

Port access

option Description
Deny Denied access completely
View View the video (but not interact with) the connected

target server.

Control Control the connected target server. Control must be
assigned to the group if VM and power control access
will also be granted.

In order for all users in a user group to see KVM
switches that are added, each user must be granted
Control access. If they don’t have this permission and
a KVM switch is added at a later time, they will not be
able to see the switches.

Control access must be granted for audio or smart
card related controls to be active.

VM access

option Description

Deny Virtual media permission is denied altogether for the
port.

Read-Only Virtual media access is limited to read access only.

Read-Write Complete access (read, write) to virtual media.
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Power control access

option Description
Deny Deny power control to the target server
Access Full permission to power control on a target server

For blade chassis, the port access permission will control access to the
URLs that have been configured for that blade chassis. The options are
Deny or Control. In addition, each blade housed within the chassis has its
own independent Port Permissions setting.

If you are using a tiered configuration in which a base KX Il device is
used to access multiple other tiered devices, the tiered device enforces
individual port control levels. See Configuring and Enabling Tiering (on
page 145) for more information on tiering.

Setting Permissions for an Individual Group

P To set permissions for an individual user group:

1. Locate the group from among the groups listed. Individual groups
can be identified by the @ in the Group Name.

2. Click the Group Name. The Group page opens.
3. Select the appropriate permissions.
4. Click OK.

Group-Based IP ACL [Access Control List]

Important: Exercise caution when using group-based IP access
control. It is possible to be locked out of your KX Il if your IP address
is within a range that has been denied access.

This feature limits a user's access to the KX lll by allowing you to assign
them to a group that can only access the device through specific IP
addresses.

This feature applies only to users belonging to the specific group. This is
unlike the IP Access Control List feature that applies to all access
attempts to the device. IP access control takes priority over group-based
[P ACL and is processed first.

Important: The IP address 127.0.0.1 is used by the KX Il Local Port
and cannot be blocked.
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Use the IP ACL section of the Group page to add, insert, replace, and
delete IP access control rules on a group-level basis.

¥ IP ACL

Rule = Starting IP Ending IP Action

| I I || acceet |

0K Cancel

R P e A‘\'\__f\ WA M s R g F

4
Append | Insert | Replace Delete | ’
o

> To add (append) rules:

1. Type the starting IP address in the Starting IP field.
Type the ending IP address in the Ending IP field.
Choose the action from the available options:

= Accept - IP addresses set to Accept are allowed access to the KX
[l device.

= Drop - IP addresses set to Drop are denied access to the KX I
device.

4. Click Append. The rule is added to the bottom of the rules list.
Repeat steps 1 through 4 for each rule you want to enter.

v

To insert a rule:

1. Enter a rule number (#). A rule number is required when using the
Insert command.

Enter the Starting IP and Ending IP fields.
Choose the action from the Action drop-down list.

Click Insert. If the rule number you just typed equals an existing rule
number, the new rule is placed ahead of the exiting rule and all rules
are moved down in the list.

P Toreplace a rule:
Specify the rule number you want to replace.
Type the Starting IP and Ending IP fields.

Choose the Action from the drop-down list.

N~

Click Replace. Your new rule replaces the original rule with the
same rule number.

> To delete a rule:
Specify the rule number you want to delete.
Click Delete.

N —
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3. When prompted to confirm the deletion, click OK.

Important: ACL rules are evaluated in the order in which they are
listed. For instance, in the example shown here, if the two ACL rules
were reversed, Dominion would accept no communication at all.

Rule 1, Starting IP = 192,158.50.1, Ending IP = 192,168,55.255, Action = ACCEPT

Rule 2, Starting IP = 0.0.0.0, Ending IP = 233.255.235.233, Action = DROP

Tip: The rule numbers allow you to have more control over the order in
which the rules are created.

Modifying an Existing User Group

Note: All permissions are enabled for the Admin group and cannot be
changed.

P To modify an existing user group:

1. From the Group page, change the appropriate fields and set the
appropriate permissions.

2. Set the Permissions for the group. Select the checkboxes before the
permissions you want to assign to all of the users belonging to this
group. See Setting Permissions (on page 64).

3. Set the Port Permissions. Specify the server ports that can be
accessed by users belonging to this group (and the type of access).
See Setting Port Permissions (on page 66).

4. Setthe IP ACL (optionall. This feature limits access to the KX Il
device by specifying IP addresses. See Group-Based /P ACL
[Access Control List] (on page 67).

5. Click OK.

> To delete a user group:

Important: If you delete a group with users in it, the users are
automatically assigned to the <unknown> user group.

Tip: To determine the users belonging to a particular group, sort the
User List by User Group.

1. Choose a group from among those listed by checking the checkbox
to the left of the Group Name.

Click Delete.
When prompted to confirm the deletion, click OK.
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Users

Users must be granted user names and passwords to gain access to the
KX 1. This information is used to authenticate users attempting to
access your KX III.

Up to 254 users can be created for each user group.

If you are using a tiered configuration in which a base KX lll device is
used to access multiple other tiered devices, users will need permission
to access the base device and permissions to access each individual
tiered device (as needed).

When users log on to the base device, each tiered device is queried and
the user can access each target server they have permissions to. See
Configuring and Enabling Tiering (on page 145)for more information
on tiering.

Adding a New User

Note: Since you must assign a user to an existing user group when you
add them, it is a good idea to define user groups before creating KX /Il
users. See Adding a New User Group [on page 63).

From the User page, you can add new users, modify user information,
and reactivate users that have been deactivated*.

*Note: A user can be deactivated when the number of failed login
attempts has exceeded the maximum login attempts set in the Security
Settings page. See Security Settings (on page 187).

P To add a new user:

1. Select User Management > Add New User or click Add on the User
List page.
Type a unique name in the Username field, up to 16 characters.

Type the person’s full name in the Full Name field, up to 64
characters.

4. Type a password in the Password field and retype the password in
the Confirm Password field, up to 64 characters.
5. Choose the group from the User Group drop-down list.

If you do not want to associate this user with an existing User Group,
select Individual Group from the drop-down list. For more
information about permissions for an Individual Group, see Setting
Permissions for an Individual Group (on page 67).

6. To activate the new user, leave the Active checkbox selected. Click
OK.
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View the KX Il Users List

The User List page displays a list of all users including their user name,
full name, and user group. The list can be sorted on any of the columns
by clicking on the column name. From the User List page, you can add,

modify, or delete users.

KX Il users with User Management privileges can disconnect users from
ports or log them off (force log off) as needed. See Disconnecting Users

from Ports (on page 72) and Logging Users Off the KX Ill [Force Logoff]
(on page 73) respectively.

To view the target ports each user is connected to, see View Users by
Port (on page 71).

P Toview the list of users:
e Choose User Management > User List. The User List page opens.

Logout

aan

View Users by Port

The User By Ports page lists all authenticated local and remote users
and ports they are being connected to. Only permanent connections to
ports are listed. Ports being accessed when scanning for ports are not
listed.

If the same user is logged on from more than one client, their username
appears on the page for each connection they have made. For example, if
a user has logged on from two (2] different clients, their name is listed
twice.

This page contains the following user and port information:

e Port Number - port number assigned to the port the user is
connected to

e Port Name - port name assigned to the port the user is connected to

Note: If user is not connected to a target, 'Local Console’or 'Remote
Console’is displayed under the Port Name.
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e Username - username for user logins and target connections
e Access From - IP address of client PC accessing the KX Il
e Status - current Active or Inactive status of the connection

> To view users by port:

e Choose User Management > User by Port. The Users by Port page
opens.

Port Access | Power [llssrMassgemenl| Dovice Settings | Security | Maintenance | Diagnostics | Help

| Home > User Mansgemant = Usars By Ponl E

Users By Port

[+ RC Remate Cansole admin 192.968.32.22

active *th

Refresh | | ] [Force User Logaff

Disconnecting Users from Ports
Disconnecting users disconnects them from the target port without
logging them off of KX III.

This is unlike the force user logoff KX Il function that disconnects users
from the target port and logs them off of KX Ill. See Logging Users Off
the KX Ill (Force Logoff] (on page 73) for information.

If the "Disconnect User from Port" is disabled, the user is not logged on
to the port at the current time.

1. Choose User Management > Users by Port. The Users by Port page
opens.

2. Select the checkbox next to the username of the person you want to
disconnect from the target.

Click "Disconnect User from Port".
Click OK on the confirmation message to disconnect the user.

5. A confirmation message is displayed to indicate that the user was
disconnected.
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Logging Users Off the KX Ill (Force Logoff)

If you are an administrator, you are able to log off any authenticated user
who is logged on to the KX Ill. Users can also be disconnected at the port
level. See Disconnecting Users from Ports (on page 72).

P To log a user off the KX III:

1. Choose User Management > Users by Port. The Users by Port page
opens.

2. Select the checkbox next to the username of the person you want to
disconnect from the target.

Click Force User Logoff.
Click OK on the Logoff User confirmation message.

Modifying an Existing User

> To modify an existing user:
Open the User List page by choosing User Management > User List.
Locate the user from among those listed on the User List page.

Click the user name. The User page opens.

RoNd -

On the User page, change the appropriate fields. See Adding a New
User(on page 70) for information about how to get access the User
page.

5. To delete a user, click Delete. You are prompted to confirm the
deletion.

6. Click OK.
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Authentication Settings

Authentication is the process of verifying that a user is who he says he is.
Once a user is authenticated, the user’'s group is used to determine his
system and port permissions. The user's assigned privileges determine
what type of access is allowed. This is called authorization.

When the KX Il is configured for remote authentication, the external
authentication server is used primarily for the purposes of authentication,
not authorization.

If you are using a tiered configuration in which a base KX lll device is
used to access multiple other tiered devices, the base device and the
tiered devices must use the same authentication settings.

From the Authentication Settings page you can configure the type of
authentication used for access to your KX 1.

Note: When remote authentication [LDAP/L DAPS or RADIUS] is selected,
if the user is not found, the local authentication database will also be
checked.

> To configure authentication:
1. Choose User Management > Authentication Settings. The
Authentication Settings page opens.

2. Choose the option for the authentication protocol you want to use
(Local Authentication, LDAP/LDAPS, or RADIUS). Choosing the LDAP
option enables the remaining LDAP fields; selecting the RADIUS
option enables the remaining RADIUS fields.

3. If you choose Local Authentication, proceed to step 6.

If you choose LDAP/LDAPS, read the section entitled Implementing
LDAP Remote Authentication for information about completing the
fields in the LDAP section of the Authentication Settings page.

5. If you choose RADIUS, read the section entitled Implementing
RADIUS Remote Authentication for information about completing the
fields in the RADIUS section of the Authentication Settings page.

6. Click OK to save.

P Toreturn to factory defaults:
e Click Reset to Defaults.

Raritan

A brand of O legrand



Raritan

A brand of Olegrand

Chapter 3: KX Il Interface and Navigation

Implementing LDAP/LDAPS Remote Authentication

Lightweight Directory Access Protocol (LDAP/LDAPS) is a networking
protocol for querying and modifying directory services running over
TCP/IP. A client starts an LDAP session by connecting to an

LDAP/LDAPS server (the default TCP port is 389). The client then sends

operation requests to the server, and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an
LDAF/LDAPS authentication server.

P To use the LDAP authentication protocol:

1. Click User Management > Authentication Settings to open the
Authentication Settings page.

2. Select the LDAP radio button to enable the LDAP section of the page.

3. Click the liaiadl icon to expand the LDAP section of the page.
Server Configuration

4. Inthe Primary LDAP Server field, type the IP address or DNS name

of your LDAP/LDAPS remote authentication server (up to 256

characters). When the Enable Secure LDAP option is selected and
the Enable LDAPS Server Certificate Validation option is selected,

the DNS name must be used to match the CN of LDAP server
certificate.

5. Inthe Secondary LDAP Server field, type the IP address or DNS
name of your backup LDAP/LDAPS server (up to 256 characters).
When the Enable Secure LDAP option is selected, the DNS name
must be used. Note that the remaining fields share the same
settings with the Primary LDAP Server field. Optional

6. Type of External LDAP Server: Select the external LDAP/LDAPS
server. Choose from among the options available:

=  Generic LDAP Server.

= Microsoft Active Directory. Active Directory is an implementation

of LDAP/LDAPS directory services by Microsoft for use in
Windows environments.

7. Type the name of the Active Directory Domain if you selected
Microsoft Active Directory. For example, acme.com. Consult your
Active Directive Administrator for a specific domain name.

8. Inthe User Search DN field, enter the Distinguished Name of where

in the LDAP database you want to begin searching for user
information. Up to 64 characters can be used. An example base

search value might be: cn=Users,dc=raritan,dc=com. Consult

your authentication server administrator for the appropriate values

to enter into these fields.
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9. Enter the Distinguished Name of the Administrative User in the DN
of Administrative User field (up to 64 characters). Complete this field
if your LDAP server only allows administrators to search user
information using the Administrative User role. Consult your
authentication server administrator for the appropriate values to
type into this field. An example DN of Administrative User value
might be:
cn=Administrator,cn=Users,dc=testradius,dc=com.
Optional

10. If you entered a Distinguished Name for the Administrative User, you
must enter the password that will be used to authenticate the
Administrative User's DN against the remote authentication server.
Enter the password in the Secret Phrase field and again in the
Confirm Secret Phrase field (up to 128 characters).

Authentication Settings

i Lecal Authentication
;E‘; LDAP

) RADIUS

¥ LDAP

[ Server Configuration

Primary LDAP Server
1152.168.59.187 |

Secondary LDAP Server {optional)
1192.168.51.214 |

Type of External LDAP Server
| Microsoft Active Directory (% |

Active Directory Domain
|testradius aduly ! |

User Search DH
|cn=user3,dcﬂestradius,du:m:u:um |

DH of Administrative User (optional}
|cn=.&.dministratnr,cn=users,du:=testrac|

Secret Phrase of Administrative User

Confirm Secret Phrase

LDAP/Secure LDAP
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For an encrypted connection, select the Enable Secure LDAP
checkbox to use SSL, or select the Enable StartTLS checkbox to use
StartTLS. Both options enable the Enable LDAPS Server Certificate
Validation checkbox.

= For an unsecured connection, do not enable Secure LDAP or
StartTLS. The default port for unsecured connections is 389. Use
the standard LDAP TCP port or specify another port.

= SSL is a cryptographic protocol that allows KX Il to communicate
securely with the LDAP/LDAPS server. The default Secure LDAP
port is 636, or you may specify another port. This field is used
only when Enable Secure LDAP is selected.

= StartTLS is a command that upgrades an unsecured connection
to a secure connection using SSL/TLS. StartTLS does not require
a specific port. The standard LDAP port 389 is default.

Select the Enable LDAPS Server Certificate Validation checkbox to
use the previously uploaded root CA certificate file to validate the
certificate provided by the server. If you do not want to use the
previously uploaded root CA certificate file, leave this checkbox
deselected. Disabling this function is the equivalent of accepting a
certificate that has been signed by an unknown certifying authority.
This checkbox is only available when the Enable Secure LDAP
checkbox has been enabled.

Note: When the Enable LDAPS Server Certificate Validation option is
selected, in addition to using the Root CA certificate for validation,
the server hostname must match the common name provided in the
server certificate.
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13.

—LDAF | Secure LDAP

If needed, upload the Root CA Certificate File. This field is enabled
for secured connections only. Consult your authentication server
administrator to get the CA certificate file in Baseb4 encoded X-509
format for the LDAP/LDAPS server. Use Browse to navigate to the
certificate file. If you are replacing a certificate for the LDAP/LDAPS
server with a new certificate, you must reboot the KX Il in order for
the new certificate to take effect.

Enable Secure LDAP Enable StarTLS

Port
380

Secure LDAP Port
636
Enable LDAPS Server Cerificate Validation

Root CA Certificate File
Choose File | Mo file chosen

Note: Reboot device after certificate file is uploaded.
Mo LDAF Certificate has been uploaded.

14.

Test LDAP Server Access

To test the LDAP configuration, enter the login name and password
in the "Login for testing” and "Password for testing” fields. Click
Test.

The test login name and password should be the pair you entered to
access the KX III. It is also username and password the LDAP server
uses to authenticate you.

The KX Il then tests the LDAP configuration from the Authentication
Settings page. This is helpful due to the complexity sometimes
encountered when configuring the LDAP server and KX Il for remote
authentication.
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Once the test is completed, you will see a success message or a
detailed error message. In a successful test, group information
retrieved from the remote LDAP server is also displayed.

~ Test LDAP Server Access

Login for testing

Passwaord for testing
i

Test

Returning User Group Information from Active Directory Server

The KX Il supports user authentication to Active Directory® (AD) without
requiring that users be defined locally on the KX IlI. This allows Active
Directory user accounts and passwords to be maintained exclusively on
the AD server. Authorization and AD user privileges are controlled and
administered through the standard KX Il policies and user group
privileges that are applied locally to AD user groups.

IMPORTANT: If you are an existing Raritan, Inc. customer, and have
already configured the Active Directory server by changing the AD
schema, the KX Il still supports this configuration and you do not
need to perform the following operations. See Updating the LDAP
Schema for information about updating the AD LDAP/LDAPS
schema.

> To enable your AD server on the KX IlI:

1. Using the KX Ill, create special groups and assign proper
permissions and privileges to these groups. For example, create
groups such as KVM_Admin and KVM_Operator.

2. Onyour Active Directory server, create new groups with the same
group names as in the previous step.

3. Onyour AD server, assign the KX lll users to the groups created in
step 2.

4. From the KX Ill, enable and configure your AD server properly. See
Implementing LDAP/LDAPS Remote Authentication.
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Important Notes

Group Name is case sensitive.

The KX Il provides the following default groups that cannot be
changed or deleted: Admin and <Unknown>. Verify that your Active
Directory server does not use the same group names.

If the group information returned from the Active Directory server
does not match the KX Il group configuration, the KX Il
automatically assigns the group of <Unknown> to users who
authenticate successfully.

If you use a dialback number, you must enter the following
case-sensitive string: msRADIUSCallbackNumber.

Based on recommendations from Microsoft, Global Groups with user
accounts should be used, not Domain Local Groups.

Implementing RADIUS Remote Authentication

Remote Authentication Dial-in User Service (RADIUS] is an AAA
(authentication, authorization, and accounting) protocol for network
access applications.

>

1.

To use the RADIUS authentication protocol:

Click User Management > Authentication Settings to open the
Authentication Settings page.

Click the RADIUS radio button to enable the RADIUS section of the
page.
Click the m icon to expand the RADIUS section of the page.

In the Primary Radius Server and Secondary Radius Server fields,
type the IP address of your primary and optional secondary remote
authentication servers, respectively (up to 256 characters).

In the Shared Secret fields, type the server secret used for
authentication (up to 128 characters).

The shared secret is a character string that must be known by both
the KX IIl and the RADIUS server to allow them to communicate
securely. It is essentially a password.

The Authentication Port default is port is 1812 but can be changed as
required.

The Accounting Port default port is 1813 but can be changed as
required.

The Timeout is recorded in seconds and default timeout is 1 second,
but can be changed as required.

The timeout is the length of time the KX Il waits for a response from
the RADIUS server before sending another authentication request.
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9. The default number of retries is 3 Retries.

This is the number of times the KX Il will send an authentication
request to the RADIUS server.

10. Choose the Global Authentication Type from among the options in
the drop-down list:

= PAP - With PAP, passwords are sent as plain text. PAP is not
interactive. The user name and password are sent as one data
package once a connection is established, rather than the server
sending a login prompt and waiting for a response.
= CHAP - With CHAP, authentication can be requested by the
server at any time. CHAP provides more security than PAP.
11. Click OK to save.

> Test Connection:

[ Test Connection

Username for testing

Password for testing

Test Connection To Primary RADIUS Server Test Connection To Secondary RADIUS

1. Enter the login name and password in the "Login for testing” and
"Password for testing” fields.

= The test login name and password should be the pair you entered

to access the KX Il that the RADIUS server uses to authenticate
you.

= The KX Il then tests the configuration from the Authentication
Settings page. This is helpful due to the complexity sometimes

encountered when configuring the RADIUS server and KX IlI for
remote authentication.

2. Once the test is completed, you will see a success message or a
detailed error message. In a successful test, group information
retrieved from the remote RADIUS server is also displayed.
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Cisco ACS 5.x for RADIUS Authentication

If you are using a Cisco ACS 5.x server, after you have configured the KX
[Il for RADIUS authentication, complete the following steps on the Cisco
ACS 5.x server.

Note: The following steps include the Cisco menus and menu items used
to access each page. Please refer to your Cisco documentation for the
most up to date information on each step and more details on
performing them.

e Addthe KX Il as a AAA Client (Required) - Network Resources >
Network Device Group > Network Device and AAA Clients

e Add/edit users (Required) - Network Resources > Users and Identity
Stores > Internal Identity Stores > Users

e Configure Default Network access to enable CHAP Protocol
(Optional) - Policies > Access Services > Default Network Access

e Create authorization policy rules to control access (Required) -
Policy Elements > Authorization and Permissions > Network
Access > Authorization Profiles
= Dictionary Type: RADIUS-IETF
= RADIUS Attribute: Filter-ID
= Attribute Type: String

= Attribute Value: Raritan:G{KVM_Admin} (where KVM_Admin is
group name created locally on Dominion KVM Switch]. Case
sensitive.
e Configure Session Conditions (Date and Time) (Required) - Policy
Elements > Session Conditions > Date and Time
e Configure/create the Network Access Authorization Policy (Required)
- Access Policies > Access Services > Default Network
Access>Authorization
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Returning User Group Information via RADIUS

When a RADIUS authentication attempt succeeds, the KX Ill determines
the permissions for a given user based on the permissions of the user's

group.

Your remote RADIUS server can provide these user group names by
returning an attribute, implemented as a RADIUS FILTER-ID. The
FILTER-ID should be formatted as follows: Raritan:G{GROUP_NAME}
where GROUP_NAME is a string denoting the name of the group to which

the user belongs.

Raritan:G{GROUP_NAME}:D{Dial Back Number}

where GROUP_NAME is a string denoting the name of the group to which
the user belongs and Dial Back Number is the number associated with
the user account that the KX [l modem will use to dial back to the user

account.

RADIUS Communication Exchange Specifications

The KX Il sends the following RADIUS attributes to your RADIUS server:

Attribute

Log in
Access-Request (1)
NAS-Port-Type (61)
NAS-IP-Address (4]
User-Name (1)
Acct-Session-ID (44)

User-Password(2)

Accounting-Request(4)
Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5]
NAS-IP-Address (4]
User-Name (1)

Acct-Session-ID (44)

Data

VIRTUAL (5] for network connections.

The IP address for the KX III.

The user name entered at the login screen.
Session ID for accounting.

The encrypted password.

Start(1) - Starts the accounting.

VIRTUAL (5] for network connections.
Always 0.

The IP address for the KX III.

The user name entered at the login screen.

Session ID for accounting.
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Attribute

Log out
Accounting-Request(4)

Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4]
User-Name (1)

Acct-Session-1D (44)

Data

Stop(2) - Stops the accounting

VIRTUAL (5] for network connections.
Always 0.

The IP address for the KX III.

The user name entered at the login screen.

Session ID for accounting.

RADIUS Using RSA SecurlD Hardware Tokens

KX Il supports RSA SecurlD Hardware Tokens used with a RADIUS
server for two factor authentication

Users will specify their RADIUS password followed by the token ID
without a delimiter between.

>  For example:

password = apple
token = 1234

e User enters: apple1234

Or, configure the RADIUS server to use only hardware token and no
passwords. Users will specify the token ID only.
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User Authentication Process

Remote authentication follows the process specified in the flowchart
below:

User logs in

b4

" Is Remote
No Authentication Yes
~.__ Enabled?

o - e

- T

" lsRemote -
. _ Authentication Server
ol ‘]4 No “~._ reachable? -~

- =4 T~ ==

No
Yes

v b4
- 3

__—Ts User authenticated ™-__ __—Ts User authenticated
xh in local database ? ,' \Jn remote database ’?/”

-l " o
— ~—

Yes Yes

e

User allowed

No
A4

User denied
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Changing a Password

> To change your KX Ill password:

1. Choose User Management > Change Password. The Change
Password page opens.
Type your current password in the Old Password field.

Type a new password in the New Password field. Retype the new
password in the Confirm New Password field. Passwords can be up
to 64 characters in length and can consist of English alphanumeric
characters and special characters.

Click OK.

5. You will receive confirmation that the password was successfully
changed. Click OK.

Note: If strong passwords are in use, this page displays information
about the format required for the passwords. For more information
about passwords and strong passwords, see Strong Passwords /on
page 190] in online help.

Home = User Management = Change Fasaword

Change Password

Old Password

Hew Password

Confirm Hew Password

OK | Cancel

86 Raritan

A brand of O legrand



Chapter 3: KX IIl Interface and Navigation

Device Management

Raritan
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Network Settings

Choose Failover or Isolation Mode

Configure KX Il for Dual LAN Failover Mode (on page 40)
Configure KX Ill for Dual LAN Isolation Mode (on page 41)

Configure KX Ill for Dual LAN Failover Mode

LANT and LANZ2 share the same IP address to support automatic
failover.

LANT1 is the primary port. If LAN1 fails, LAN2 is used to access KX IlI.
1. Select Device Settings > Network to open the Device Network
Settings page.
Set the IP Auto Configuration to Monein the IPv4 section.

Select the "Enable Automatic Failover” checkbox under LAN
Interface Settings to enable failover.

4. Manually specify the network parameters by entering the Default
Gateway.

5. Enter the IPv4 IP Address, if needed. The default IP address is
192.168.0.192.

6. Enter the IPv4 Subnet Mask. The default subnet mask is
255.255.255.0.
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7.

The LAN1 settings are applied to LAN? if failover occurs.

Basic Network Settings LAN Interface Settings
Device Name * Note: For reliable network communication, col

f}- IPv4 Address

Dominicn

Dominion and LAN Switch to the same

Speed and Duplex. For example, configure boi
Dominion and LAN Switch to Autodetect

or set both 1o a fixed speediduplex such as 10

IP Address Subnet Mask

152.168.60.137 255.255.255.0 Current LAN Interface Parameters:
autonegotiation on, 100 Mbps, full duplex, link ok

Default Gateway IP Auto Configuration LAN Interface Speed & Duplex

182.168.60.126 |None Autodetent

Current LAN2 Interface Parameters:

- [ IPv6 Address

autor ion on, 1000 Mbps, full duplex, link ok

LAN2 Interface Speed & Duplex
Autodetect i

Global/Unique IP Address Prefix Length
! Enable Automatic Failover <
Gateway IP Address
Link-Local IP Address Zone ID
NiA %1

IP Auto Configuration

INnne -

[~ LAN2 IPv4 Address

IP Address Subnet Mask
255.255.255.0

Default Gateway IP Auto Configuration

182.168.61.126 |Ncne -

LANZ2 IPvE Address
Global/Unique IP Address Prefix Length
i

Gateway IP Address

Link-Local IP Address Zone ID

NiA %1

IP Auto Configuration

None

Preferred DHCP Host Name
SB0-137

8. Complete the IPv6 sections, if applicable.
9. Select the IP Auto Configuration.
If Noneis selected, you must manually specify -

= Global/Unique IP Address - this is the IP address assigned to
KX 1.

= Prefix Length - this is the number of bits used in the IPvé
address.

= (Gateway IP Address.

Select Router Discoveryto locate a Global or Unique IPvé6 address
instead of a Link-Local subnet. Once located, the address is
automatically applied.

Note that the following additional, read-only information appears in
this section -

= Link-Local IP Address - this address is automatically assigned to
the device. It is used for neighbor discovery or when no routers
are present.

= Zone ID - |dentifies the device the address is associated with.
Read-Only
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10. Next, select "Use the Following DNS Server Addresses” and enter
the Primary DNS Server |IP Address and Secondary DNS Server IP
Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: “Obtain DNS Server Address Automatically” and “Preferred
DHCP Host Name " are only enabled when KX Ill is configured in
DHCP mode

Preferred DHCP Host Name
S 60-137

Obtain DNS Server Address Automatically

(@) Use the Following DN3 Server Addresses

Primary DN§ Server IP Address

Secondary DNS Server IP Address

| Reset To Defaults | | Cancel |

11. When finished, click OK. Your KX Il device is now network
accessible.

Configure KX Ill for Dual LAN Isolation Mode

Isolation mode allows you to access each LAN port independently using
different IP addresses.

Failover is not supported in this mode.

1. Select Device Settings > Network to open the Device Network
Settings page.
Set the IP Auto Configuration to NMone in the IPv4 section.

Ensure the "Enable Automatic Failover” checkbox is not selected.

Current LAN Interface Parameters:
autonegotiation on, 100 Mbps, full duplex, link ok
LAN Interface Speed & Duplex

Autodetect

Current LAN2 Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok

LAN2 Interface Speed & Duplex
Iﬁutndet&l:t i

[[] Enable Automatic Failover H

4. If needed, manually specify the network parameters by entering the

Default Gateway and then complete the steps that follow.

Alternatively, if you do not want to set a static IP, see Disable or
Enable DHCP in KX III.

5. Enter the IP address you want to use to connect to the KX Il LANT.

The default IP address is 192.168.0.192.
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6.

7.
8.
9.

Enter the IPv4 Subnet Mask. The default subnet mask is
255.255.255.0.
In the LAN2 IPv4 section, set the IP Auto Configuration to Mone.
Enter the IP address you want to use to connect to the KX Il LANZ2.
Enter the LAN2 IPv4 Default Gateway and Subnet Mask.
Device Name *
R
1Pvd Address
_I 1P Address Subnet Mask
—_— [ 0137 | [EFEF
Default Gateway IP Auto Configuration
—TI : PwE Addr
GloballUnique IF Address Prefix Length
Gateway IP Address ;
Link-Local IF Address Zone ID
NA w1
I?luln(!on uration
LANZ IPvd Addresy ————————————————————————————————————
_I IP Address
[102.1 1 [l
Defaul | gl
102.198.81.15
= : LANZ PvE Adk
Globallinique IP Address Prefix Length
Gateway IP Address ;
Link-Local IP Address Zone 1D
NA %
IP_,R.:m Cdmlullhjn

10. Complete the IPvé sections, if applicable.
11. Select the IP Auto Configuration.

If Noneis selected, you must manually specify -

=  Global/Unique IP Address - this is the IP address assigned to
KX .

= Prefix Length - this is the number of bits used in the IPvé
address.

= (Gateway IP Address.

Select Router Discoveryto locate a Global or Unique IPvé6 address
instead of a Link-Local subnet. Once located, the address is
automatically applied.

Note that the following additional, read-only information appears in
this section -

= Link-Local IP Address - this address is automatically assigned to
the device. It is used for neighbor discovery or when no routers
are present.

=  Zone ID - |dentifies the device the address is associated with.
Read-Only
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12. Select "Use the Following DNS Server Addresses” and enter the

Primary DNS Server IP Address and Secondary DNS Server [P
Address. The secondary addresse is used if the primary DNS server
connection is lost due to an outage.

Note: “Obtain DNS Server Address Automatically” and “Preferred
DHCP Host Name " are only enabled when KX Ill is configured in
DHCP mode

— &) LANZ Pvé Add

GlobalUnsque [P Agdrass Prefix Length

Gateway IP Address

Link-Locl 1P Address Zome 10
fefi-:lebazbctbeb T et w

iP Auto Configuration

Router Dmcovery =

(

Prafurrod DHCP Host Name

Sa2-80-137

in DN S Server Address Automal
@) Use the Following DM 3 Server Addresses.

Primary DS Server P Address

Secondary DNS Server P Address

LS

\‘____-’/

13. When finished, click OK.

Your KX Il device is now accessible via the LAN1 IP address and the
LAN2 IP address.

Configure the DNS Settings

1.

@ Obtain DNS Server Address Automatically
@) Use the Following DN S Server Addresses

Primary DNS Server IP Address
192.168.61.207

Secondary DNS Server IP Address

Do one of the following to configure DNS -
= "Obtain DNS Server Address Automatically”
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= "Use the Following DNS Server Addresses”

i@ Obtain DNS Server Address Automatically
, Use the Following DNS Server Addresses

Primary DNS Server IP Address
192.168.61.207 < (: )

Secondary DNS Server IP Address

a. Select "Obtain DNS Server Address Automatically” if DHCP is
selected.

The DNS information is then provided by the DHCP server that is
used.

When finished, click OK. Your KX Il device is now network

accessible.
, Obtain DNS Server Address Automatically
@ Use the Following DNS Server Addresses o
Primary DNS Server IP Address
192.168.61.207 -
Secondary DNS Server IP Address
192.168.61.209 -

b. Enter the following information if the "Use the Following DNS
Server Addresses” is selected -

= Primary DNS Server IP Address
= Secondary DNS Server IP Address

These secondary DNS address is used if the primary DNS server
connection is lost due to an outage.

Even if DHCP is selected in the IPv4 section, enter the primary
and secondary addresses since these addresses are used to
connect to the DNS server.

When finished, click OK.
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View and Edit LAN Interface Settings

Choose Device Settings > Network to open the Network Settings page.
The LAN Interface Settings are in the right column.

The current LAN and LAN2 parameter settings are identified.
D6V SeHings]| security | Maintenance | Diagnostics | Heip]

[IBEVEE SSRGS scurity [ Maintenance | biagnostics [ Help]
|

LAN Interface Settings

Note: For reliable network communication, configure the
Dominion KX3 and LAN Switch to the same LAN Interface
Speed and Duplex. For example, configure both the Dominion
KX3 and LAN Swirch ro Autodetect (recommended) or set

both to a fixed speed/duplex such as 100Mb,

ps/Full.

Current LAN Interface Parameters:
autonegotiation on, 100 Mbps, full duplex, link ok

—

LAN Interface Speed & Duplex

|Autndetec1 .

Current LAN2 Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok

LAN2 Interface Speed & Duplex
|Autndetec1 .

O Enable Automatic Failover

Bandwidth Limit
IND Limit .

LAN Interface Settings

Note: For reliable network communication, configure the
Dominion KX3 and LAN Switch to the same LAN Interface
Speed and Duplex. For example, configure both the Dominion
KX3 and LAN Swirch ro Autodetect (recommended) or set

both to a fixed speed/duplex such as 100Mbps/Full.

Current LAN Interface Parameters:
autonegotiation on, 100 Mbps, full duplex, link ok

LAN Interface Speed & Duplex
|Autm1etec1 .

—

Current LAN2 Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok

LAN2 Interface Speed & Duplex
|Autndetec1 .

O Enable Automatic Failover

Bandwidth Limit

IND Limit .
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1 For each LAN, choose the LAN Interface Speed & Duplex from the following
options:
* Autodetect (default option)
= 10 Mbps/Half - Both KX Ill device LEDs blink
= 10 Mbps/Full - Both KX III device LEDs blink
= 100 Mbps/Half - Yellow KX Ill device LED blinks
= 100 Mbps/Full - Yellow KX Ill device LED blinks
= 1000 Mbps/Full (gigabit) - Green KX Il device LED blinks

= Half-duplex provides for communication in both directions, but only one
direction at a time (not simultaneously).

= Full-duplex allows communication in both directions simultaneously.

Note: Occasionally there are problems running at 10 Mbps in either half or full
duplex. If you are experiencing problems, try another speed and duplex setting.

See Network Speed Settings (on page 427) for more information.

Click OK to apply the setting.
58] sccury | Wantenance | Dagnostes e |

- LAN Interface Settings

Note: For reliable network communication, configure the
Dominion KX3 and LAN Switch to the same LAN Interface
Speed and Duplex. For example, configure both the Dominion
— KX3 and LAN Switch to Autodetect (recommended) or set
both to a fived speed/duplex such as 100Mbps/Full.
Current LAN Interface Parameters:
autonegotiation on, 100 Mbps, full duplex, link ok

LAN Interface Speed & Duplex

|Aumdetec1 .

Current LAN2 Interface Parameters:

autonegotiation on, 1000 Mbps, full duplex, link ok

h LAN2 Interface Speed & Duplex
todetect w

Enable Automatic Failover

Bandwidth Limit
IND Limit .

2 Selecting the Enable Automatic Failover checkbox allows the KX Il to
automatically recover its network connection.

To do this, it uses the second network port if the active network port fails.
See Configure KX Ill for Dual LAN Failover Mode (on page 40).

Note: Because a failover port is not activated until after a failover has actually
occurred, Raritan recommends that you do not monitor the port or only monitor
the port after a failover occurs.

Click OK to apply the setting.
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[ maintenance | Diagnostics | Heip |

- LAN Interface Settings

Note: For reliable network communication, configure the
Dominion KX3 and LAN Switch to the same LAN Interface
Speed and Duplex. For example, configure both the Dominion
KX3 and LAN Switch to Aurodetect (recommended) or set
baoth to a fixed speed/duplex such as 100Mbps/Full.
Current LAN Interface Parameters:

autonegotiation on, 100 Mbps, full duplex, link ok

LAN Interface Speed & Duplex

|Autndetec1 .

Current LAN2 Interface Parameters:

autonegetiation on, 1000 Mbps, full duplex, link ok

h LAN2 Interface Speed & Duplex
Autodetect A

Enable Automatic Failover

Bandwidth Limit

[notm: [~] +—

3 Change the Bandwidth Limit, if needed. The default is No Limit.

This sets the maximum amount of bandwidth that can be consumed by the KX Il
device (for all sessions].

Note: Lower bandwidth may result in slower performance.

Click OK to apply the setting.

Reset Network Settings to Factory Defaults

1. Select Device Management > Network to open the Network Settings
page.
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2. Click "Reset to Defaults™ at the bottom of the page.

Reset 7o Defaults | [Caneel

Configuring Ports
Access the Port Configuration Page

P To access a port configuration:

1. Choose Device Settings > Port Configuration. The Port Configuration
Page opens.

This page is initially displayed in port number order, but can be
sorted on any of the fields by clicking on the column heading.

2. Click the Port Name for the port you want to edit.

=  For KVM ports, the Port page for KVM and blade chassis ports is
opened.
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= For rack PDUs, the Port page for rack PDUs (power strips] is
opened. From this page, you can name the rack PDUs and their
outlets.

Port Configuration Page

The Port Configuration page displays a list of the KX IlI ports.

When a port's status is down, Not Available is displayed as its status. A
port may be down when the port's CIM is removed or powered down.

Note: For blade chassis, the blade chassis name can be changed but its
blade slot names cannot be changed.

Legout

Port Configuration

4 No. Name Type

1 WM_Tran: DWM-HOMI

Z w7 selen Dualvi

3 KX3-SYSESTE DWVM-DVI

& ThinBlaclarget DWM-DVI

5 Dominion_PortS Not Available
[ Dominien_PortS Not Available
o Dominien_Port? Not Available
3 Dominion_Portd Not Available
9 Dominien_Portd Not Awvailable
10 Dominion_Port10 Mot Awvailable
1% Dominien_Port11 Mot Available
12 Dominion_Port12 Not Available
13 Deminien_Port13 Not Available
14 Dominion_Port14 Not Available
15 Dominien_Port15 Not Available
16 Dominion_Port18 Not Available
17 Dominion_Port17 Not Awvailable
18 Dominion_Port128 Not Available

Port Number

Raritan
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Ports are numbered from 1 up to the total number of ports available for
the KX,

For example, Port_1 - Port_64, Port_1 - Port_32.
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Port Name

If a KX Ill port has no CIM connected or is connected to a CIM with no
name, a default port name of Dominion_KX3_Port# is assigned to the
port. Dominion_KX3 is the device model and Port# is the number of the
KX Il physical port.

When a CIM is attached to the KX I, the CIM name will be used for the
port.

Home = Device Settings = Port Configuration

Logout

Port Configuration

4 WM_Transfer2 DVM-HDMI

2 w7 selenium DuakWvi

3 KK3-5%S DVM-DWI

4 ThinBlackline_target DVM-DWI

5 DuminiDn_IK)(J_PurtS Not Available h
(] Dominion_KX3_Porté Not Awvailable

T Dominion_KX3_Port? Not Available

To rename a port with a status of Not Available, do one of the following:

e Rename the port, and select 'Persist name on Next CIM Insertion’.
When a CIM is attached, the name that has been assigned will be
copied into the CIM.

e Reset the port, including the name, to factory defaults by selecting
‘Reset to Defaults’. When a CIM is attached, the CIM name will be
used.

Note: Do not use apostrophes for the Port [CIM] Name.

After you have renamed the port, use the Reset to Default function at any
time to return it to its default port name.

When you reset a port name to its default, any existing power
associations are removed and, if the port is a part of a port group, it is
removed from the group.
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Port Type

Port type includes:

DCIM - Dominion CIM

TierDevice - Tiered device

Not Available - No CIM connected

DVM-DP - Display Port CIM

DVM-HDMI - HDMI CIM

DVM-DVI - DVI CIM

PowerStrip (rack PDU) - Power strip connected
VM - D2CIM - VUSB CIM

Dual - VM - D2CIM-DVUSB CIM

Blade Chassis - Blade chassis and the blades associated with that
chassis (displayed in a hierarchical order)

KVM Switch - Generic KVM Switch connection
PCIM - Paragon CIM

Configuring Standard Target Servers

To name the target servers:

Connect all of the target servers if you have not already done so. See
Step 3: Connect the Equipment (see "Step 3: Connecting the
Equipment" on page 36) for a description of connecting the
equipment.

Choose Device Settings > Port Configuration. The Port Configuration
page opens.

Click the Port Name of the target server you want to rename. The
Port Page opens.

Select Standard KVM Port as the subtype for the port.

Assign a name to identify the server connected to that port. The
name can be up to 32 characters, and alphanumeric and special
characters are allowed.
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6. Click OK.

Home > Device Settings > Port Configuration = Port

Standard K\WVM Port

Type: Sub Type: @

DAVM-HDMI (7 Blade Chassis
@ KVM Switch

Name:

HOMI Target

Power Association

Power 5trip Name Outlet Hame
None —
None

—_

None

—_

444 4

None

—_

Configuring KVM Switches

The KX Il also supports use of hot key sequences to switch between
targets on a KVM switch. KVM switching is supported by blade chassis
and in tiered configurations.

Important: For user groups to see the KVM switch that you create, you
must first create the switch and then create the group. If an existing
user group needs to see the KVM switch you are creating, you must
recreate the user group.

P To configure KVM switches:

1. Choose Device Settings > Port Configuration. The Port Configuration
page opens.

2. Click the Port Name of the target server you want to rename. The
Port Page opens.
Select KVM Switch.

Select the KVM Switch Model.

Note: Only one switch will appear in the drop-down.

Select the KVM Switch Hot Key Sequence.
Enter the Maximum Number of Target Ports (2-32).
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7. In the KVM Switch Name field, enter the name you want to use to
refer to this port connection.

Home = Device Settings > Port Configuration > Port

Type: Sub Type: (©) Standard KWV Port
OVM-HDMI () Blade Chassis
@ KV Switch fm—

¥ KVM Switch Port Configuration

KV'M Switch Model

|Generic Analog KWW Switch E| h
KVM Switch Hot Key Sequence Maximum Humber of Target Ports (2-32)
I HumLock + NumLock + SlotMumber El« 32 h
KV'M Switch Name
KVM_Switch_Port1 '(—
8. Activate the targets that the KVM switch hot key sequence will be
applied to.

Indicate that the KVM switch ports have targets attached by selecting
‘Active’ for each of the ports. Use Select All and Deselect All to select
and deselect the Active checkboxes accordingly.

Change the port names as need.

select All | | Deselect Al |
Active garget 1 Active Target 2
KWM_Switch_Port1_Target1 |:| KWW _Switch_Port1_Target2
rget 3 Target 4
Iﬁ\’M_Sw itch_Port1_Target3 |:| KWM_Switch_Port1_Target4
Target 5 Target &
|:| KWVM_Switch_Port1_Targets KWM_Switch_Port1_Target6
Target 7 Target &
[ KvM_Switch_Port1_Target? [F]  KvM_Switch_Port1_Targets

9. Inthe KVM Managed Links section of the page, you are able to
configure the connection to a web browser interface, if one is
available.

a. Select Active to activate the link once it is entered.
Leave the checkbox deselected to keep the link inactive.

You can enter information into the link fields and save without
activating the links.

Once Active is selected, the URL field is required.

The username, password, username field and password field are
optional depending on whether single sign-on is desired or not.

b. URL Name - Enter the URL to the interface.
c. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.
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e. Username Field - Enter the username parameter that will be
used in the URL. For example username=admin, where
usernameis the username field.

f. Password Field - Enter the password parameter that will be
used in the URL. For example password=raritan, where
passwordis the password field.

¥ KVM Switch Managed Links

URLs
Acti

L Name

KVH_Switch_Port_URL_A <

URL

Username
Username Field

URL Name

KVM_Switch_Port_URL_B

URL

Username

Username Field

10.

Password

Password Field

Password

Password Field

Click OK.

To change the active status/deactivate a KVM switch port or URL:
Choose Device Settings > Port Configuration. The Port Configuration
page opens.

Click the Port Name of the target server you want to deactivate. The

Port Page opens.

Deselect the Active checkbox next to the KVM switch target port or
URL to deactivate them.

Click OK.

Configuring CIM Ports

The KX Il supports the use of standard and virtual media CIMs to
connect a server to the KX 111

>
1.

To access a CIM to configure:

Choose Device Settings > Port Configuration. The Port Configuration
page opens.

Click the Port Name of the target server you want to rename. The
Port Page opens.

Next -
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= Configure the CIM Settings (on page 103)

= Configure the CIM Power Associations (on page 103)

= Configure the CIM Target Settings (on page 103)

= Apply Selected Profiles to Other C/Ms (on page 104)

= Apply a Native Display Resolution to Other CIMs (on page 105)

Configure the CIM Settings
1. Select Standard KVM Port as the subtype for the port.

2. Assign a name to identify the server connected to that port. The
name can be up to 32 characters, and alphanumeric and special
characters are allowed.

Type: Sub Type: @ Standard KWVM Port
DVIM-DVI @ Blade Chassis

= KWM Switch

HName:
DEWV1

Configure the CIM Power Associations

1. In the Power Association section, associate a power strip with the
port, if needed.

Power Strip Hame Cutlet Name

None - — -
MNone w -
None - -

None - — -

Configure the CIM Target Settings

1. In the Target Settings section, select "640x480 or 720x400
Compensation™ if you are experiencing display issues when the
target is using this resolution.

2. Inthe Target Settings section, select "Video Offset Compensation™ if
the video appears off center on your target.

Target Settings

D E640x480 or T20x400 Compensation

[ video Offset Compensation @
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3. Fordigital CIMs, to set the target's video resolution to match your
monitor's native display resolution, select the resolution from the
Display Native Resolution drop-down.

Target Settings
D 640x480 or 720x400 Compensation

D Video Offset Compensation o

Display Native Resolution: 1920x1200@&0 B
1024x768@E0

1800x1200@80
1680x1050@80
1920x1080@E0
1520x1200@E0

» Apply Selected Profil

For a complete list of supported video resolutions from the remote

console, see KX I/l Supported Local Port DVI Resolutions (on page
420)

4. If you are using an HDMI CIM, some operating system/video card
combinations may offer a limited range of RGB values. Improve the

colors by selecting the DVI Compatibility Mode checkbox under the
Target Settings section.

Apply Selected Profiles to Other C/IMs

1. Apply the profile to other CIMs by selecting them from the list in the
Apply Selected Profiles to Other Ports section of the Port
Configuration page.

¥ Apply Selected Profiles to Other Ports
Apply Port Humber Port Hame Selected U 5B Profiles
Dominion- Win7 G i

2 Dominion Port2

D Generic

(=] 3 Dominicn: - Win7 Generic

[} 4 - Win7 Generic

D 7 HP Compaq - Win7 Generic
[ selectan | [ Deselectan
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Apply a Native Display Resolution to Other CIMs

1.

Apply the native display resolution to the CIM or to other CIMs of the
same type by selecting the ports other CIMs are connected to from
the list in the Apply Native Resolutions to Other Ports section of the
Port Configuration page.

¥ Apply Native Resolution to Other Ports

Apply Port Number Port Name Hative Resolution

Dominion- Win7 1600x1200@80

SelectAll | [ DeselectAll

Configuring Rack PDU (Power Strip) Targets

KX 11l allows you to connect rack PDUs (power strips) to KX Il ports.

KX Il rack PDU configuration is done from the KX Ill Port Configuration
page.

Note: Raritan recommends no more than eight (8] rack PDUs [power
strips] be connected to a KX Ill at once since performance may be
affected.

Connecting a Rack PDU

Raritan PX series rack PDUs (power strips) are connected to the
Dominion device using the D2CIM-PWR CIM.

>

1.

To connect the rack PDU:

Connect the male RJ-45 of the D2CIM-PWR to the following female
RJ-45 connector of the rack PDU.

= PX1 series: RJ-45 "SERIAL" port
= PX2, PX3 or PX3TS series: RJ-45 "FEATURE" port

Connect the female RJ-45 connector of the D2CIM-PWR to any of the
available female system port connectors on the KX Il using a
straight through Catb cable.

Attach an AC power cord to the target server and an available rack
PDU outlet.

Connect the rack PDU to an AC power source.
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5. Power on the device.

O|=: i |

e

Diagram key
PX rack PDU with serial port

D2CIM-PWR

KX

D2CIM-PWR to rack PDU serial port connection

D2CIM-PWR to KX Il target device port via Cat5 cable

©DO000
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Naming the Rack PDU [Port Page for Power Strips)]

Note: PX rack PDUs [power strips] can be named in the PX as well as in
the KX I11.

Once a Raritan remote rack PDU is connected to the KX IlI, it will appear
on the Port Configuration page. Click on the power port name on that
page to access it. The Type and the Name fields are prepopulated.

Note: The [CIM] Type cannot be changed.

The following information is displayed for each outlet on the rack PDU:
[Outlet] Number, Name, and Port Association.

Use this page to name the rack PDU and its outlets. Names can be up to
32 alphanumeric characters and can include special characters.

Note: When a rack PDU is associated with a target server [port], the
outlet name is replaced by the target server name, even if you assigned
another name to the outlet.

» To name the rack PDU and outlets:

Note: CommandCenter Secure Gateway does not recognize rack PDU
names containing spaces.
1. Enter the Name of the rack PDU (if needed).

2. Change the [Outlet] Name if desired. (Outlet names default to the
outlet #.)
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3. Click OK.

Home = Device Seltings = Port Configuration = Port

Port 17

Type:
Powver Strip

Hame:
PoveerStrip-PCRE |

Humber Hame Port Association
1 Darminian-Port1 1) | Dominion- PortT
2 |Outlet 2 |

3 |Outlet 3 |

4 |Outlet 4 |

5 |Outlet 5 |

6 |Outlet & |

7 |Outlet 7 |

8 |Outlet |

[ ok | [ cancel
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Associating Outlets with Target Devices

The Port page opens when you click on a port on the Port Configuration
page.

If an outlet is connected to the same server that the port is connected to,
a power association can be made with the target device.

A server can have up to four power plugs and you can associate a
different rack PDU (power strip) with each. From this page, you can
define those associations so that you can power on, power off, and power
cycle the server from the Port Access page.

To use this feature, you will need:

e Raritan remote rack PDU(s)
e Power CIMs (D2CIM-PWR)
Make a Power Association

> To make power associations (associate rack PDU outlets to KVM
target servers):

Note: When a rack PDU is associated to a target server [port], the outlet
name is replaced by the target server name leven if you assigned
another name to the outlet).

1. On the Port Configuration page, select the target server you are
associating the PDU with.

Choose the rack PDU from the Power Strip Name drop-down list.

For that rack PDU, choose the outlet from the Outlet Name
drop-down list.

4. Repeat steps 1 and 2 for all desired power associations.
5. Click OK. A confirmation message is displayed.
Remove a Power Association

When disconnecting target servers and/or rack PDUs from the device, all
power associations should first be deleted. When a target has been
associated with a rack PDU and the target is removed from the device,
the power association remains. When this occurs, you are not able to
access the Port Configuration for that disconnected target server in
Device Settings so that the power association can be properly remove.

» Toremove arack PDU association:

1. Select the appropriate rack PDU from the Power Strip Name
drop-down list.

2. Forthat rack PDU, select the appropriate outlet from the Outlet
Name drop-down list.

3. From the Outlet Name drop-down list, select None.
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4. Click OK. That rack PDU/outlet association is removed and a
confirmation message is displayed.

» Toremove a rack PDU association if the rack PDU has been
removed from the target:

1. Click Device Settings > Port Configuration and then click on the
active target.

2. Associate the active target to the disconnected power port. This will
break the disconnected target's power association.

3. Finally, associate the active target to the correct power port.

Configuring Blade Chassis

In addition to standard servers and rack PDUs (power strips), you can
control blade chassis that are plugged into the KX Il port. Up to eight
blade chassis can be managed at a given time.

If the blade chassis type is supported, it is automatically detected once it
is connected.

When a blade chassis is detected, a default name is assigned to it and it
is displayed on the Port Access page along with standard target servers
and rack PDUs.

If the type is not supported, the blade must be configured manually. The
blade chassis must be configured as a blade chassis subtype.

For more information on how blades are displayed, see Port Access
Page [Remote Console Display](on page 21).

Generic Blade Chassis Configuration
The Generic Blade Chassis’ selection provides only a manual
configuration mode of operation.

See Supported Blade Chassis Models (on page 131), Supported C/Ms
for Blade Chassis (on page 131), and Required and Recommended
Blade Chassis Configurations (on page 134) for important, additional
information when configuring the blade chassis.

See Dell Chassis Cable Lengths and Video Resolutions [(on page 428)
for information on cable lengths and video resolutions when using Dell®
chassis with the KX III.

P To configure a generic blade chassis:
Connect the blade chassis to the KX III.

2. Select Device Settings > Port Configuration to open the Port
Configuration page.

3. Onthe Port Configuration page, click on the name of the blade
chassis you want to configure. The Port page will open.
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4. Select the Blade Chassis radio button.

The page will then display the necessary fields to configure a blade
chassis.

5. Select Generic from the Blade Server Chassis Model drop-down.

Home > Device Settings > Port Configuration = Port

Type: Sub Type: () Standard KVM Port
DVM-DVI (@ Blade Chassis
(T KVM Switch

¥ Blade Server Chassis Port Configuration

Blade Server Chassis Model

I Generic El‘_

Switch Hot Key Sequence Maximum Humber of Slots (2-16)

I NumLock + NumLock + SlotNumber El 16

Administrative Module Primary IP Address/Host Name Port Number
22

Username Password

6. Configure the blade chassis as applicable.

= Switch Hot Key Sequence - Define the hot key sequence that will
be used to switch from KVM to the blade chassis.

The Switch Hot Key Sequence must match the sequence used by
the KVM module in the blade chassis.

Home > Device Settings > Port Configuration = Port

Type: Sub Type: (&) Standard KVi Port
DVM-DVI @ Blade Chassis
(@) KVM Switch

¥ Blade Server Chassis Port Configuration

Blade Server Chassis Model

I Generic E|

Switch Hot Key Sequence Maximum Humber of Slots (2-18)

| NumLock + NumLock + SiotNumber ‘_E*

Administrative Module Primary IP AddressiHost Name Port Number
22

Username Password

=  Maximum Number of Slots - Enter the default maximum number
of slots available on the blade chassis.

= Administrative Module Primary IP Address/Host Name - Not
applicable.

= Username - Not applicable.

= Password - Not applicable.
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7.
8.

Blade Chassis Name
Blade_Chassis_Port3

Select All | | Deselect All | |

Installed
ﬁe_ﬁhassis_l’urﬁ_&nﬂ
3
ﬁe_ch assis_Port3_Siot3

a
a
O
(|
]
]

Slot 5
Blade_Chassis_Port3_SlotS
Slot 7
Blade_Chassis_Port3_Slot?
Slot 9
Blade_Chassis_Port3_Siotd
Slot 11
Blade_Chassis_Port3_Slot11
Slot 13
Blade_Chassis_Port3_Slot13
Slot 15
Blade_Chassis_Port3_Slot15

9.

= Port Number - The default port number for the blade chassis is
22. Not applicable.

Change the blade chassis name, if needed.

Check the Installed checkbox next to each slot that has a blade
installed. Alternatively, use the Select All checkbox.

If needed, change the blade server names.

—

Installgd it 2
Blade_Chasziz_Port3_Slot2

Slot 4

|:| Blade_Chassis_Port3_Slotd

Slot 6

[T] Blade_Chassis_Port3_Slots

Slot &

|:| Blade_Chassis_Port3_Slotd

Slot 10

|:| Blade_Chassis_Port3_Slot10

Slot 12

D Blade_Chassis_Port3_Slot12

Slot 14

|:| Blade_Chassis_Port3_Slot14
Slot 16

|:| Blade_Chassis_Port3_Slot16

In the Blade Chassis Managed Links section of the page, you are able
to configure the connection to a blade chassis web browser interface
if one is available.

Click the Blade Chassis Managed Links icon to expand the section on
the page.

* Blade Chassis Managed Links

The first URL link is intended for use to connect to the blade chassis
Administration Module GUI.

Note: Access to the URL links entered in this section of the page is
governed by the blade chassis port permissions.

= Active - To activate the link once it is configured, select the Active
checkbox. Leave the checkbox deselected to keep the link
inactive. Entering information into the link fields and saving can
still be done even if Active is not selected. Once Active is
selected, the URL field is required. The username, password,
username field and password field are optional depending on
whether single sign-on is desired or not.

= URL - Enter the URL to the interface. Required

= Username - Enter the username used to access the interface.
Optional
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= Password - Enter the password used to access the interface.

Optional
¥ Blade Chassis Managed Links
~ Administrative Module —a
Active URL
O
Username Password
Username Field Password Field
 Other Useful URLs e
Active URL Name
[[] Blade_Chassis_Port3_URL_B
URL
Username Password
Username Field Password Field
URL Name
[[] Blade_Chassis_Port3_URL C
URL
Username Password
Username Field Password Field

Note: Leave the username and password fields blank for DRAC, ILO,
and RSA web applications or the connection will fail.

a. The Username Field and Password Field, which are both
optional, contain the labels that are expected to be associated
with the username and password entries.

Enter the field names for the username and password fields used
on web application’s login page. For example, the web
application’s login page may use fields named "userID" and
“userpassword”.

You can view the HTML source of the login screen in your
browser to find the field names. Note that these are not the field
labels.
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[~ Administrative Module

Active URL
O

Username

» See Tips for Adding a Web Browser Interface (on page 128) for
tips on adding a web browser interface.

Password

Username Field

Password Field

™ Other Useful URLs
Active URL Name

URL

Username

[[] Blade_Chassis_Port3_URL_B

Password

Username Field

URL Name

Password Field

10.

11.

12.

In the Target Settings section, select "640x480 or 720x400
Compensation™ if you are experiencing display issues when the
target is using this resolution.

In the Target Settings section, select "Video Offset Compensation™ if
the video appears off center on your target.

Target Settings

D E640x480 or T20x400 Compensation

[ video Offset Compensation @

For digital CIMs, to set the target’s video resolution to match your
monitor’s native display resolution, select the resolution from the
Display Native Resolution drop-down.

Target Settings

D 640x480 or 720x400 Compensation

D Video Offset Compensation o

Display Native Resolution: 1920x1200@&0
1024x768@E0

» Select USB Profiles fojlelibglvestaia)

1400x1050 @80
1440x800@E0

1600x1200@80
1680x1050@80
1920x1080@80
1920x1200 @60

» Apply Selected Profil

For a complete list of supported video resolutions from the remote
console, see KX /Il Supported Local Port DVI Resolutions (on page
420)

13. USB profile information does not apply to a generic configuration.
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14. Select 'Use international keyboard for scan code set 3" if connecting
to the target with a DCIM-PS2 and require the use of scan code set 3
with an international keyboard.

15. Click OK to save the configuration.

Blade Chassis Configuration Options

With the exception of HP and Cisco® UCS blade chassis, the generic,
IBM® and Dell® blade chassis are configured on the Port page.

The port connected to the blade chassis must be configured with the
blade chassis model.

The specific information you are able to configure for a blade server will
depend on the brand of blade server you are working with. For specific
information on each of these supported blade chassis, see their
corresponding topics in this section of the help.

Dell

e Dell PowerEdge® 1855, 1955 and M1000e
Dell PowerEdge 1855/1955 blades also provide the ability to connect
from each individual blade to a port on the Dominion appliance.
When connected in that manner, they can also be grouped to create
blade server groups.

IBM

e |BM BladeCenter® Models E and H

Generic

e A Generic option allows you to configure a blade chassis that is not a
Dell PowerEdge® 1855, 1955 and M1000e, IBM BladeCenter® Models
E and H, HP BladeSystem ¢3000 and c7000, or Cisco UCS blade
server.

HP

e HP BladeSystem c3000 and c7000, and Cisco UCS blade servers are
supported via individual connections from the Dominion appliance to
each blade.

The ports are ‘grouped’ together into a chassis representation using
the Port Group Management feature.
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Manual and Auto-Discovery Blade Chassis Configuration

Two modes of operation are provided for blade chassis: manual
configuration and auto-discovery, depending on the blade chassis
capabilities.

Configure the mode by selecting Device Services > Port Configuration to
open the Port page. Options are available in the "Blade Server Chassis
Port Configuration” section of the page.

Home * Device Settings = Port Configuration = Port

Type: Sub Type: (7) Standard KVM Port
DVM-DVI @ Blade Chassis
@ KVM Switch

¥ Blade Server Chassis Port Configuration

Blade Server Chassis Model

IGeneric El

Switch Hot Key Sequence Maximum Number of Slots (2-16)

| NumLack + NumLock + SlotNumber E| 16

Administrative Module Primary IP Address/Host Name Port Number
22

Username Password

Blade Auto-Discovery

Discover Blades In Chassis Now

Blade Chassis Hame
Blade_Chassis_Port3

If a blade chassis is configured for auto-discovery, the Dominion
appliance tracks and updates the following:

e When a new blade server is added to the chassis.
e When an existing blade server is removed from the chassis.

Note: In the case of IBM Blade Center Models E and H, the KX /Il only
supports auto-discovery for AMM[1] as the acting primary management
module.

Select the "Blade Auto-Discovery” checkbox to enable auto-discovery. To
locate a blade at this time, click the "Discover Blades in Chassis Now"
button.
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Hot Key Sequences to Access Blade Chassis

The use of hot key sequences to switch KVM access to a blade chassis is
supported.

For blade chassis that allow users to select a hot key sequence, those
options will be provided on the Port Configuration page.

For example, the Dell PowerEdge M1000e allows users to select from a
list of default hot key sequences.

The hot key sequences specific to the M1000e are listed in the "Switch
Hot Key Sequence” drop-down when the M1000e is selected.

¥ Blade Server Chassis Port Configuration

Blade Server Chassis Model

| Dell PowierE dge M1000e =]
Switch Hot Key Sequence Maximum Number of Slots (2-16)
I PrintScreen + SlotNumber @ 18
PrintScreen + SlotMumber ke Port Number
Ctrl + Ctrl + SlotNumber pr)
Shft + Shit + SlotNumber
Al + A+ S p. d

For blade chassis that come with predefined hot key sequences, those
sequences will be prepopulated on the Port Configuration page once the
blade chassis is selected.

For example, the default hot key sequence to switch KVM access to an
IBM BladeCenter H is NumLock + NumLock + SlotNumber.

This hot key sequence is applied by default when IBM BladeCenter H is
selected during the configuration.

¥ Blade Server Chassis Port Configuration

Blade Server Chassis Model

| BN Bladecenter H [=]

Switch Hot Key Sequence Maximum Humber of Slots (2-16)

NumLock + NumLock + SlotNumber 14

Administrative Module Primary IP Address/Host Name Port Humber
22

Username Password

See your blade chassis documentation for hot key sequence information.
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Link to a Blade Chassis Interface - Blade Chassis Managed Links

You are able to configure the connection to a blade chassis web browser
interface if one is available.

Configure links when adding a blade by selecting Device Services > Port
Configuration, and entering the link information in the Blade Chassis
Managed Links section of the page.

At the chassis level, up to four links can be defined.

The first link is reserved for connection to the blade chassis
administrative module GUI.

For example, this link may be used by technical support to quickly verify
a chassis configuration.

¥ Blade Chassis Managed Links

[~ Administrative Module

Active URL
O
Username Password
Username Field Password Field

[~ Other Useful URLs

Active URL Name
[7] Blade_Chassis_Port3_URL_B

URL
Username Password
Username Field Password Field
URL Hame

[[] Blade_chassis_Port3_URL_C
URL
Username Password
Username Field Password Field
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Managing Blade Chassis
Blade chassis can be managed from the Virtual KVM Client (VKC), Active
KVM Client (AKC), and CC-SG.

Managing blade severs via VKC and AKC is the same as managing
standard target servers.

See Virtual KVM Client (VKC] Help (see " Virtual KVM Client (VKC and
VKCs] Help" on page 256), Active KVM Client [AKC) Help (on page 301)
and the CC-SG Administrators Guide for more information.

Note: Any changes made to the blade chassis configuration will be
propagated to these client applications.

Important: When the CIM connecting the blade chassis to the
Dominion appliance is powered down or disconnected from the
Dominion device, all established connections to the blade chassis
are dropped. When the CIM is reconnected or powered up, you need
to re-establish the connection(s).

Dell Blade Chassis Configuration

See Supported Blade Chassis Models (on page 131), Supported C/Ms
for Blade Chassis (on page 131), and Required and Recommended
Blade Chassis Configurations (on page 134) for important, additional
information when configuring the blade chassis.

See Dell Chassis Cable Lengths and Video Resolutions (on page 428)
for information on cable lengths and video resolutions when using Dell®
chassis with the KX II1.

» To add a blade chassis:
1. Connect the blade chassis to the KX III.

2. Select Device Settings > Port Configuration to open the Port
Configuration page.

3. Onthe Port Configuration page, click on the name of the blade
chassis you want to configure. The Port page will open.

4. Select the Blade Chassis radio button. The page will then display the
necessary fields to configure a blade chassis.

5. Select the Dell blade chassis model from the Blade Server Chassis
Model drop-down.
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To configure a Dell PowerEdge M1000e:

If you selected Dell PowerEdge™ M1000e, auto-discovery is available.
Configure the blade chassis as applicable. Prior to configuring a
blade chassis that can be auto-discovered, it must be configured to
enable SSH connections on the designated port number (see Device
Services (on page 143)). Additionally, a user account with the
corresponding authentication credentials must be previously created
on the blade chassis.

a. Switch Hot Key Sequence - Select the hot key sequence that will
be used to switch from KVM to the blade server. The Switch Hot
Key Sequence must match the sequence used by the KVM
module in the blade chassis.

b. Maximum Number of Slots - The default maximum number of
slots available on the blade chassis is automatically entered.

c. Administrative Module Primary IP Address/Host Name - Enter
the primary IP address for the blade chassis. Required for
auto-discovery mode

d. Port Number - The default port number for the blade chassis is
22. Change the port number if applicable. Required for
auto-discovery mode

e. Username - Enter the username used to access the blade
chassis. Required for auto-discovery mode

f. Password - Enter the password used to access the blade chassis.
Required for auto-discovery mode

If you want the KX lll to auto-discover the chassis blades, select the
Blade Auto-Discovery checkbox and then click Discover Blades on
Chassis Now. Once the blades are discovered, they will be displayed
on the page.

Change the blade chassis name if needed. If the chassis is already
named, that information automatically populates this field. If it is not
already named, the KX Il assigns the chassis a name. The default
naming convention for the blade chassis by the KX lll is
Blade_Chassis_Port#.

If operating in Manual mode, indicate the blades that are installed in
the blade chassis by checking the Installed checkbox next to each
slot that has a blade installed. Alternatively, use the Select All
checkbox. If needed, change the blade server names

If operating in Auto-discovery mode, the Installed box will display the
slots containing blades during discovery.

In the Blade Chassis Managed Links section of the page, you are able
to configure the connection to a blade chassis web browser interface
if one is available.
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Click the Blade Chassis Managed Links icon to expand the section on
the page.

* Blade Chassis Managed Links

The first URL link is intended for use to connect to the blade chassis
Administration Module GUI.

Note: Access to the URL links entered in this section of the page is
governed by the blade chassis port permissions.

a. Active - To activate the link once it is configured, select the
Active checkbox. Leave the checkbox deselected to keep the link
inactive. Entering information into the link fields and saving can
still be done even if Active is not selected. Once Active is
selected, the URL field is required. The username, password,
username field and password field are optional depending on
whether single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis
Sample URL Formats (on page 136) for sample configurations
for the Dell M1000e.

c. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO,
and RSA web applications or the connection will fail.

e. The Username Field and Password Field, which are both
optional, contain the labels that are expected to be associated
with the username and password entries.

Enter the field names for the username and password fields used
on web application’s login page. For example, the web
application’s login page may use fields named "userID" and
“userpassword”.

You can view the HTML source of the login screen in your
browser to find the field names. Note that these are not the field
labels.

See Tips for Adding a Web Browser Interface (on page 128] for tips
on adding a web browser interface.
USB profiles do not apply to Dell chassis.

In the Target Settings section, select 720x400 Compensation if you
are experiencing display issues when the target is using this
resolution.

Select 'Use international keyboard for scan code set 3" if connecting
to the target with a DCIM-PS2 and require the use of scan code set 3
with an international keyboard.
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10. Select the CIMs native, display resolution from the Display Native

11.

Resolution drop-down. This is the preferred resolution and timing
mode of the digital CIM. Once a resolution is selected, it is applied to
the CIM.

If no selection is made, the default 1024x1280@60Hz resolution is
used.

Click OK to save the configuration.

To configure a Dell PowerEdge 1855/1955:

If you selected Dell 1855/1955, auto-discovery /s not available.
Configure the blade chassis as applicable.

a. Switch Hot Key Sequence - Select the hot key sequence that will
be used to switch from KVM to the blade server. For Dell
1855/1955 models, KX Ill blocks all existing hot key sequences. If
you apply a Generic configuration to the Dell 1855, only one
existing hot key is blocked.

b. Maximum Number of Slots - The default maximum number of
slots available on the blade chassis is automatically entered.

c. Administrative Module Primary IP Address/Host Name - Not
applicable.

d. Port Number - The default port number for the blade chassis is
22. Not applicable.

e. Username - Not applicable.
f. Password - Not applicable.
Change the blade chassis name if needed.

Indicate the blades that are installed in the blade chassis by
checking the Installed checkbox next to each slot that has a blade
installed. Alternatively, use the Select All checkbox. If needed,
change the blade server names.

In the Blade Chassis Managed Links section of the page, you are able
to configure the connection to a blade chassis web browser interface
if one is available.

Click the Blade Chassis Managed Links icon to expand the section on
the page.

= Blade Chassis Managed Links

The first URL link is intended for use to connect to the blade chassis
Administration Module GUI.

Note: Access to the URL links entered in this section of the page is
governed by the blade chassis port permissions.
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a. Active - To activate the link once it is configured, select the
Active checkbox. Leave the checkbox deselected to keep the link
inactive. Entering information into the link fields and saving can
still be done even if Active is not selected. Once Active is
selected, the URL field is required. The username, password,
username field and password field are optional depending on
whether single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis Sample
URL Formats for sample configurations for the Dell PowerEdge
1855/1955.

c. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO,
and RSA web applications or the connection will fail.

e. The Username Field and Password Field, which are both
optional, contain the labels that are expected to be associated
with the username and password entries.

Enter the field names for the username and password fields used
on web application’s login page. For example, the web
application’s login page may use fields named "userID" and
"userpassword”.

You can view the HTML source of the login screen in your
browser to find the field names. Note that these are not the field
labels.

f.  See Tips for Adding a Web Browser Interface on page 128] for
tips on adding a web browser interface.

5. USB profiles do not apply to Dell chassis.

6. Click OK to save the configuration.

IBM Blade Chassis Configuration

See Supported Blade Chassis Models (on page 131), Supported C/Ms
for Blade Chassis (on page 131), and Regquired and Recommended
Blade Chassis Configurations (on page 134) for important, additional
information when configuring the blade chassis.

See Dell Chassis Cable Lengths and Video Resolutions (on page 428)
for information on cable lengths and video resolutions when using Dell®
chassis with the KX III.

» To add a blade chassis:
1. Connect the blade chassis to the KX III.

2. Select Device Settings > Port Configuration to open the Port
Configuration page.
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On the Port Configuration page, click on the name of the blade
chassis you want to configure. The Port page will open.

Select the Blade Chassis radio button. The page will then display the
necessary fields to configure a blade chassis.

Select the IBM® blade chassis model from the Blade Server Chassis
Model drop-down.

To configure a IBM BladeCenter H and E:

If you selected IBM BladeCenter® H or E, auto-discovery is available.
Configure the blade chassis as applicable. Prior to configuring a
blade chassis that can be auto-discovered, it must be configured to
enable SSH connections on the designated port number (see Device
Services (on page 143)). Additionally, a user account with the
corresponding authentication credentials must be previously created
on the blade chassis. The KX Il only supports auto-discovery for
AMMI1].

a. Switch Hot Key Sequence - Predefined.

b. Maximum Number of Slots - The default maximum number of
slots available on the blade chassis is automatically entered.

c. Administrative Module Primary IP Address/Host Name - Enter
the primary IP address for the blade chassis. Required for
auto-discovery mode

d. Port Number - The default port number for the blade chassis is
22. Change the port number if applicable. Required for
auto-discovery mode

e. Username - Enter the username used to access the blade
chassis. Required for auto-discovery mode

f. Password - Enter the password used to access the blade chassis.
Required for auto-discovery mode

If you want the KX Il to auto-discover the chassis blades, select the
Blade Auto-Discovery checkbox and then click Discover Blades on
Chassis Now. Once the blades are discovered, they will be displayed
on the page.

Change the blade chassis name if needed. If the chassis is already
named, that information automatically populates this field. If it is not
already named, the KX Il assigns the chassis a name. The default
naming convention for the blade chassis by the KX Il is
Blade_Chassis_Port#.

If operating in Manual mode, indicate the blades that are installed in
the blade chassis by checking the Installed checkbox next to each
slot that has a blade installed. Alternatively, use the Select All
checkbox. If needed, change the blade server names
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If operating in Auto-discovery mode, the Installed box will display the
slots containing blades during discovery.

In the Blade Chassis Managed Links section of the page, you are able
to configure the connection to a blade chassis web browser interface
if one is available.

Click the Blade Chassis Managed Links icon to expand the section on
the page.

* Blade Chassis Managed Links

The first URL link is intended for use to connect to the blade chassis
Administration Module GUI.

Note: Access to the URL links entered in this section of the page is
governed by the blade chassis port permissions.

a. Active - To activate the link once it is configured, select the
Active checkbox. Leave the checkbox deselected to keep the link
inactive. Entering information into the link fields and saving can
still be done even if Active is not selected. Once Active is
selected, the URL field is required. The username, password,
username field and password field are optional depending on
whether single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis
Sample URL Formats (on page 136) for sample configurations
for the IBM BladeCenter.

c. Username - Enter the username used to access the interface.

d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO,
and RSA web applications or the connection will fail.

e. The Username Field and Password Field, which are both
optional, contain the labels that are expected to be associated
with the username and password entries.

Enter the field names for the username and password fields used
on web application’s login page. For example, the web
application’s login page may use fields named "userID" and
“userpassword”.

You can view the HTML source of the login screen in your
browser to find the field names. Note that these are not the field
labels.

f.  See Tips for Adding a Web Browser Interface (on page 128) for
tips on adding a web browser interface.
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If applicable, define the USB profile for the blade chassis or select an
existing USB profile. Click the USB Profiles Select USB Profiles for

[N
Port icon Select USH Profiles for Port or the Apply Select Profiles
to Other Ports icon = Apply Selected Profiles to Other Ports to

expand these sections of the page. See Configuring USB Profiles
{Port Page/(on page 137).

Click OK to save the configuration.

To configure a IBM BladeCenter (Other):

If you selected IBM BladeCenter (Other), auto-discovery /s not
available. Configure the blade chassis as applicable.

a. Switch Hot Key Sequence - Select the hot key sequence that will
be used to switch from KVM to the blade server.

b. Administrative Module Primary IP Address/Host Name - Enter
the primary IP address for the blade chassis. Not applicable.

c. Maximum Number of Slots - Enter the default maximum number
of slots available on the blade chassis.

d. Port Number - The default port number for the blade chassis is
22. Not applicable.

e. Username - Not applicable.
f. Password - Not applicable.
Change the blade chassis name if needed.

Indicate the blades that are installed in the blade chassis by
checking the Installed checkbox next to each slot that has a blade
installed. Alternatively, use the Select All checkbox. If needed,
change the blade server names. If it is not already named, the KX Il
assigns a name to the blade server. The default blade server naming
convention is Blade_Chassis_Port#_Slot#.

In the Blade Chassis Managed Links section of the page, you are able
to configure the connection to a blade chassis web browser interface
if one is available.

Click the Blade Chassis Managed Links icon to expand the section on
the page.

* Blade Chassis Managed Links

The first URL link is intended for use to connect to the blade chassis
Administration Module GUI.

Note: Access to the URL links entered in this section of the page is
governed by the blade chassis port permissions.
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a. Active - To activate the link once it is configured, select the

Active checkbox. Leave the checkbox deselected to keep the link
inactive. Entering information into the link fields and saving can
still be done even if Active is not selected. Once Active is
selected, the URL field is required. The username, password,
username field and password field are optional depending on
whether single sign-on is desired or not.

b. URL - Enter the URL to the interface. See Blade Chassis
Sample URL Formats (on page 136) for sample configurations
for the IBM BladeCenter.

c. Username - Enter the username used to access the interface.
d. Password - Enter the password used to access the interface.

Note: Leave the username and password fields blank for DRAC, ILO,
and RSA web applications or the connection will fail.

e. The Username Field and Password Field, which are both
optional, contain the labels that are expected to be associated
with the username and password entries.

Enter the field names for the username and password fields used
on web application’s login page. For example, the web
application’s login page may use fields named "userID" and
"userpassword”.

You can view the HTML source of the login screen in your
browser to find the field names. Note that these are not the field
labels.

f.  See Tips for Adding a Web Browser Interface on page 128] for
tips on adding a web browser interface.

USB profiles are not used by IBM (Other) configurations.

In the Target Settings section, select 720x400 Compensation if you

are experiencing display issues when the target is using this

resolution.

Select 'Use international keyboard for scan code set 3" if connecting

to the target with a DCIM-PS2 and require the use of scan code set 3

with an international keyboard.

Select the CIMs native, display resolution from the Display Native
Resolution drop-down. This is the preferred resolution and timing mode
of the digital CIM. Once a resolution is selected, it is applied to the CIM.

If no selection is made, the default 1024x1280@60Hz resolution is
used.

Click OK to save the configuration.
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Tips for Adding a Web Browser Interface

You can add a Web Browser Interface to create a connection to a device
with an embedded web server. A Web Browser interface can also be
used to connect to any web application, such as the web application
associated with an RSA, DRAC or ILO Processor card.

You must have DNS configured or URLs will not resolve. You do not need
to have DNS configured for IP addresses.

» To add a web browser interface:
1. The default name for a Web Browser Interface is provided. If needed,
change the name in the Name field.

2. Enter the URL or domain name for the web application in the URL
field. You must enter the URL at which the web application expects to
read the username and password.

Follow these examples for correct formats:
= http(s)://192.168.1.1/login.asp

= http(s)://www.example.com/cgi/login

* http(s)://example.com/home.html

3. Enter the username and password that will allow access to this
interface. Optional

4. If username and password were entered, in the Username Field and
Password Field, type the field names for the username and
password fields that are used in the login screen for the web
application. You must view the HTML source of the login screen to
find the field names, not the field labels.

Tip for locating field names:

e Inthe HTML source code for the login page of the web application,
search for the field's label, such as Username and Password.

e When you find the field label, look in the adjacent code for a tag that
looks like this: name="user". The word in quotes is the field name.
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HP and Cisco UCS Blade Chassis Configuration [Port Group Management]

The KX Il supports the aggregation of ports connected to certain types of
blades into a group representing the blade chassis. Specifically, Cisco®
UCS, HPe® BladeServer blades and Dell® PowerEdge™ 1855/1955 blades
when the Dell PowerEdge 1855/1955 is connected from each individual
blade to a port on the KX III.

The chassis is identified by a Port Group Name and the group is
designated as a Blade Server Group on the Port Group Management
page. Port Groups consist solely of ports configured as standard KVM
ports, not ports configured as blade chassis. A port may only be a
member of a single group.

Ports connected to integrated KVM modules in a blade chassis are
configured as blade chassis subtypes. These ports are eligible to be
included in port groups.

When KX Il ports are connected to integrated KVM modules in a blade
chassis and not to individual blades, the ports are configured as blade
chassis subtypes. These ports are not eligible to be included in port
groups and will not appear in the Select Port for Group, Available list.

If a standard KVM port has been included in a port group, and then is
subsequently repurposed for use as a blade chassis subtype, it must first
be removed from the port group.

Port Groups are restored using the Backup and Restore option.

Port Group Management

4 Port Group Hame
+  HPServer

| ] * tgroup r

Add | | Delete | | Select Al | | Deselect Al

T i
T A s =, i Py S emem P
. ” ~=—nilt -, r ~ 4 o RN ’x,_hf

R

> Toadd a port group:

1. Click Device Settings > Port Group Management to open the Port
Group Management page.

Click Add to open the Port Group page.

Enter a Port Group Name. The port group name is not case sensitive
and can contain up to 32 characters.
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4. Select the Blade Server Group checkbox.
If you want to designate that these ports are attached to blades
housed in a blade chassis (for example, HP ¢3000 or Dell PowerEdge
1855), select the Blade Server Group checkbox.

Note: This is especially important to CC-5G users who want HP
blades to be organized on a chassis basis, although each blade has
its own connection to a port on the KX //I.

5. Click on a port in the Available box in the Select Ports for Group
section. Click Add to add the port to the group. The port will be
moved to the Selected box.

6. Click OK to add the port group.

Home = Device Settings > Port Group Management > Port Group

Port Group

Port Group Name

(@ Blade Server Group

) \“\w‘\\ -g,“"

HPServer1 =
(7) Dual Video Port Group
¢ Port Group
Select Ports for Group
Available: Selected:
K3 182.188.60.109 - Dell M1000e -
Add = {
< Remowve «
; '
OK Cancel K
¥ - 8 — o . PO e N

P To edit port group information:

1. On the Port Group Management page, click on the link of the port
group you want to edit. The Port Group page opens.

Edit the information as needed.
Click OK to save the changes.

> To delete a port group:

1. Click on the Port Group Management page, select the checkbox of
the port group you want to delete.

Click Delete.
Click OK on the warning message.
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Supported Blade Chassis Models

This table contains the blade chassis models that are supported by the
KX Ill and the corresponding profiles that should be selected per chassis
model when configuring them in the KX Il application. A list of these
models can be selected on the Port Configuration page from the Blade
Server Chassis Model drop-down, which appears when the Blade
Chassis radio button is selected. For details on how to configure each
blade chassis model, see their corresponding topics in this section of the

help.

Blade chassis model
Cisco® UCS

Dell® PowerEdge™
1855/1955

Dell PowerEdge M1000e
IBMe BladeCenter® S
IBM BladeCenter H

IBM BladeCenter T

IBM BladeCenter HT
IBM BladeCenter E

HPe

KX 11l Profile

Configure using Port Group Management
functions. See HP and Cisco UCS Blade
Chassis Configuration [Port Group
Management] (on page 129)

Dell PowerEdge 1855/1955

Dell PowerEdge M1000e
IBM (Other])

IBM BladeCenter H

IBM (Other])

IBM (Other)

IBM BladeCenter E

Configure using Port Group Management
functions. See HP and Cisco UCS Blade
Chassis Configuration [Port Group
Management] (on page 129)

Supported C/Ms for Blade Chassis

The following CIMs are supported for blade chassis being managed

through the KX III:
e DCIM-PS2

e DCIM-USBG2
e D2CIM-VUSB
e D2CIM-DVUSB

Following is a table containing supported CIMs for each blade chassis
model that the KX IIl supports.
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Blade chassis

Generic

Cisco® UCS Server
Chassis

Dell® PowerEdge™
1855

Dell PowerEdge
1955

Dell PowerEdge
M1000e

132

Connection method Recommended CIM(s])

If a D2CIM-VUSB or D2CIM-DVUSB is used e DCIM-PS2
when connecting to a blade-chassis configured e DCIM-USBG?2
as Generic, you will be able to select the USB

profiles from the Port Configuration page and

the client's USB Profile menu. However, virtual

media is not supported for generic blade

chassis and the Virtual Media menu is disabled

on the client.

The Cisco KVM cable (N20-BKVM] enables you e DCIM-USBG2
to perform server blade administration, D2CIM-VUSB
configuration, and diagnostic procedures by e D2CIM-DVUSB
connecting video and USB devices directly to

the server blade.

Source: Cisco UCS 5708 Server Chassis
Installation Guide

Includes one of the three KVM modules : DCIM-PS2

e Analog KVM Ethernet switch module
(standard)

e Digital Access KVM switch module
(optional)

e KVM switch module (standard on systems
sold prior to April, 2005)

These switches provide a custom connector
that allows two PS/2 and one video device to be
connected to the system.

Source: Dell PowerEdge 1855 User Guide

One of two types of KVM modules may be e DCIM-PS2
installed:

e Analog KVM switch module

e Digital Access KVM switch module

Both modules enable you to connect a

PS/2-compatible keyboard, mouse and video

monitor to the system (using a custom cable

provided with the system).

Source: Dell PowerEdge 1955 Owner's Manual
The KVM Switch Module (iKVM] is Integrated e  DCIM-USBG2
with this chassis.

The iIKVM is compatible with the following
peripherals:
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Blade chassis Connection method Recommended CIM(s]
e USB keyboards, USB pointing devices
e VGA monitors with DDC support.

Source: Dell Chassis Management Controller,
Firmware Version 1.0, User Guide

HPe BladeSystem The HP c-Class Blade SUV Cable enablesyou o DCIM-USBG2

c3000 to perform blade chassis administration, e D2CIM-VUSB
configuration, and diagnostic procedures by e D2CIM-DVUSB (for
connecting video and USB devices directly to standard KVM port
the server blade. operation without a
Source: HP Proliant" BL480c Server Blade KVM option])

Maintenance and Service Guide

HP BladeSystem The HP c-Class Blade SUV Cable enablesyou e DCIM-USBG2

c7000 to perform server blade administration, e D2CIM-VUSB
configuration, and diagnostic procedures by e D2CIM-DVUSB (for
connecting video and USB devices directly to standard KVM port
the server blade. operation)

Source: HP Proliant BL480c Server Blade
Maintenance and Service Guide

DCIM-USBG2

IBMe BladeCenter® The Advanced Management Module (AMM]

S provides system management functions and
keyboard/video/mouse (KVM] multiplexing for
all blade chassis.

The AMM connections include: a serial port,
video connection, remote management port
(Ethernet), and two USB v2.0 ports for a
keyboard and mouse.

Source: /Implementing the IBM BladeCenter S
Chassis

IBM BladeCenter H  The BladeCenter H chassis ships standard with DCIM-USBG2
one Advanced Management Module. e D2CIM-DVUSB

Source: /BM BladeCenter Products and
Technology

IBM BladeCenter E  The current model BladeCenter E chassis e DCIM-USBG2
(8677-3Rx) ships standard with one Advanced D2CIM-DVUSB
Management Module.
Source: /BM BladeCenter Products and
Technology

DCIM-PS2

IBM BladeCenter T The BladeCenter T chassis ships standard with
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Blade chassis Connection method Recommended CIM(s])
one Advanced Management Module.

In contrast to the standard BladeCenter
chassis, the KVM module and the Management
Module in the BladeCenter T chassis are
separate components. The front of the
Management Module only features the LEDs
for displaying status. All Ethernet and KVM
connections are fed through to the rear to the
LAN and KVM modules.

The KVM module is a hot swap module at the
rear of the chassis providing two PS/2
connectors for keyboard and mouse, a
systems-status panel, and a HD-15 video
connector.

Source: /BM BladeCenter Products and
Technology

IBM BladeCenter HT The BladeCenter HT chassis ships standard e DCIM-USBG2
with one Advanced Management Module. This
module provides the ability to manage the
chassis as well as providing the local KVM
function.

Source: /BM BladeCenter Products and
Technology

Note: In order to support Auto-discovery, IBM BladeCenter Models H and
E must use AMM with firmware version BPET36K or later.

Note: In the case of IBM Blade Center Models E and H, the KX /Il only
supports auto-discovery for AMM[1] as the acting primary management
module.

Note: Audio is disabled for all KVM switch targets.

Required and Recommended Blade Chassis Configurations

This table contains information on limitations and constraints that apply to
configuring blade chassis to work with the KX Ill. Raritan recommends that all of the
information below is followed.
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Dell®
PowerEdge™
M1000e

Dell PowerEdge
1855/1955
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Required/recommended action

Disable the iIKVM GUI screensaver. An authorize dialog will
appear, preventing iKVM from working correctly, if this is not
done.

Exit the iIKVM GUI menu before attaching Dell's chassis to a
Raritan CIM. iKVM may not work correctly if this is not done.

Configure the iIKVM GUI Main menu to select target blades by
Slot, not by Name. iKVM may not work correctly if this is not
done.

Do not designate any slots for scan operations in the iKVM GUI
Setup Scan menu. iKVM may not work correctly otherwise.

Do not designate any slots for broadcast keyboard/mouse
operations in the iKVM GUI Setup Broadcast menu. iKVM may
not work correctly otherwise.

Designate a single key sequence to invoke the iKVM GUI. This
key sequence must also be identified during KX Ill port
configuration. Otherwise, indiscriminate iKVM operation may
occur as a result of client key entry.

Ensure that Front Panel USB/Video Enabled is not selected
during iKVM configuration via the Dell CMC GUI. Otherwise,
connections made at the front of chassis will take precedence
over the KX Il connection at the rear, preventing proper iKVM
operation. A message will be displayed stating ‘User has been
disabled as front panel is currently active.’

Ensure that ‘Allow access to CMC CLI from iKVM' is not selected

during iKVM configuration via the Dell CMC GUI.

To avoid having the iKVM GUI display upon connecting to the
blade chassis, set the Screen Delay Time to 8 seconds.
Recommend that 'Timed" and 'Displayed’ be selected during
iIKVM GUI Flag Setup. This will allow you to visually confirm the
connection to the desired blade slot.

Disable the iIKVM GUI screensaver. An Authorize dialog will
appear if this is not done and will prevent the iIKVM from
operating correctly.

Exit the iIKVM GUI menu before attaching Dell's chassis to a
Raritan CIM. iKVM may not work correctly if this is not done.
Configure the iIKVM GUI Main menu to select target blades by
Slot, not by Name. iKVM may not work correctly if this is not
done.

Do not designate any slots for scan operations in the iKVM GUI
Setup Scan menu or the iKVM may not work properly.

To avoid having the iKVM GUI display upon connecting to the

135



136

Chapter 3: KX IIl Interface and Navigation

Blade chassis

IBMe/Dell®
Auto-Discovery

IBM KX3 Virtual
Media

Cisco® UCS
Server Chassis

Required/recommended action

blade chassis, set the Screen Delay Time to 8 seconds.

Recommend that 'Timed" and 'Displayed’ be selected during
iKVM GUI Flag Setup. This will allow you to visually confirm
the connection to the desired blade slot.

It is recommended that Auto-Discovery be enabled when
applying blade level access permissions. Otherwise, set access
permissions on a blade-chassis wide basis.

Secure Shell ([SSH) must be enabled on the blade chassis
management module.

The SSH port configured on the blade chassis management
module and the port number entered on the Port Configuration
page must match.

Raritan KX Il virtual media is supported only on IBM
BladeCenter® Models H and E.  This requires the use of the
D2CIM-DVUSB. The black D2CIM-DVUSB Low-Speed USB
connector is attached to the Administrative Management
Module (AMM] at the rear of the appliance. The gray
D2CIM-DVUSB High-Speed USB connector is attached to the
Media Tray (MT) at the front of the appliance. This will require a
USB extension cable.

The Cisco KVM cable (N20-BKVM)] enables you to perform server
blade administration, configuration, and diagnostic procedures
by connecting video and USB devices directly to the server
blade.

Source: Cisco UCS 57108 Server Chassis Installation Guide-
DCIM-USBG2, D2CIM-VUSB, D2CIM-DVUSB

Note: All IBM BladeCenters that use AMM must use AMM firmware
version BPET36K or later to work with the KX ///.

Note: In the case of IBM Blade Center Models E and H, the KX /Il only
supports auto-discovery for AMM(T] as the acting primary management
module.

Blade Chassis Sample URL Formats

This table contains sample URL formats for blade chassis being
configured in the KX III.

Blade chassis  Sample URL format

Dell® M1000e e URL: https://192.168.60.44/cgi-bin/webcgi/login
e Username: root
e Username Field: user
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Blade chassis Sample URL format

Dell 1855 .

IBMe .
BladeCenter® E
orH

Password: calvin

Password Field: password

URL: https://192.168.60.33/Forms/f_login
Username: root

Username Field: TEXT_USER_NAME
Password: calvin

Password Field: TEXT_PASSWORD

http://192.168.84.217/private/welcome.ssi

Configuring USB Profiles (Port Page]

You choose the available USB profiles for a port in the Select USB

Profiles for Port section of the Port page. The USB profiles chosen in the
Port page become the profiles available to the user in VKC when

connecting to a KVM target server from the port. The default is the
Windows 2000¢ operating system, Windows XP® operating system,
Windows Vista® operating system profile. For information about USB

profiles, see USB Profiles (on page 54, on page 265).

Note: To set USB profiles for a port, you must have a digital CIM, VM-CIM

or Dual VM-CIM connected with firmware compatible with the current
firmware version of the KX I/l. See Upgrading CIMs (on page 272).

The profiles available to assign to a port appear in the Available list on

the left. The profiles selected for use with a port appear in the Selected
list on the right. When you select a profile in either list, a description of
the profile and its use appears in the Profile Description field.

In addition to selecting a set of profiles to make available for a KVM port,

you can also specify the preferred profile for the port and apply the

settings from one port to other KVM ports.

Note: See Mouse Modes when Using the Mac Boot Menu /on page 60/

for information on using the Mac 05-Xe USB profile if you are using a

DCIM-VUSE or DCIM-DVUSE virtual media CIM.

> To open the Port page:

1. Choose Device Settings > Port Configuration. The Port Configuration

page opens.
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Click the Port Name for the KVM port you want to edit. The Port page
opens.

To select the USB profiles for a KVM port:

In the Select USB Profiles for Port section, select one or more USB
profiles from the Available list.

= Shift-Click and drag to select several continuous profiles.
= Ctrl-Click to select several discontinuous profiles.

Click Add. The selected profiles appear in the Selected list. These
are the profiles that can be used for the KVM target server
connected to the port.

To specify a preferred USB profile:

After selecting the available profiles for a port, choose one from the
Preferred Profile for Port menu. The default is Generic. The selected
profile is used when connecting to the KVM target server. You can
change to any other USB profile as necessary.

If check box Set Active Profile As Preferred Profile is selected, this
preferred USB is also used as active profile.

To remove selected USB profiles:

In the Select USB Profiles for Port section, select one or more
profiles from the Selected list.

= Shift-Click and drag to select several continuous profiles.
= Ctrl-Click to select several discontinuous profiles.

Click Remove. The selected profiles appear in the Available list.
These profiles are no longer available for a KVM target server
connected to this port.

To apply a profile selection to multiple ports:

In the Apply Selected Profiles to Other Ports section, select the Apply
checkbox for each KVM port you want to apply the current set of
selected USB profiles to.

¥ Apply Selected Profiles to Other Ports 3
Apply Port Number Port Name Selected USB Profiles
D 3 wm-cim #1 Generic, Troubleshooting 1, Troubleshooting 2, Troubleshooting 3 '
5 vm-cim #2 CIM firmware upgrade required! )
15 charles_cim - vm-cim #3 Generic, Troubleshooting 1, Troubleshooting 2, Troubleshooting 3
[0k ] [ setectan | [ Deselectan | [ cancel | j
B 1 B o R e B e R A R T e e A o 8 o S A A o e b 45 o e R S ama e

= To select all KVM ports, click Select AlL.
= To deselect all KVM ports, click Deselect All.
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Configuring KX Ill Local Port Settings

Note: Some changes you make to the settings on the Local Port Settings
page restart the browser you are working in. If a browser restart occurs
when a setting is changed, it is noted in the steps provided here.

> To configure the local port settings:
e Choose Device Settings > Local Port Settings. The Local Port

Settings page opens.
Enable Standard Local Port
1. Select the checkbox next to the Enable Standard Local Port to enable
it. Deselect the checkbox to disable it.
By default, the standard local port is enabled but can be disabled as

needed.
The browser is restarted when this change is made.

Note: If you are using the tiering feature, the Standard Local Port
feature will be turned off since both features cannot be used at the

same time.

g
Enable Local Ports /
-~

Note: Some changes to the Local Port Settings will
restart the browser.

Enable Standard Local Port ‘-— /
I R

D Enable Local Port Device Tiering
S PP S

Enable Local Port Device Tiering

1. If you are using the tiering feature, select the Enable Local Port
Device Tiering checkbox and enter the tiered secret word in the Tier
Secret field.
In order to configure tiering, you must also configure the base device
on the Device Services page.
See Configuring and Enabling Tiering (on page 145) for more
information on tiering.

Enable Local Ports ,

Note: Some changes to the Local Port Settings will 3
restart the browser.

D Enable Standard Local Port
Enable Local Port Device Tiering *—

Tier Secret

P oA ol

a4
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Configure the Local Port Scan Mode Settings

1.

If needed, configure the Local Port Scan Mode settings. These
settings apply to Scan Settings feature, which is accessed from the
Port page.

= Inthe "Display Interval (10-255 sec]:" field, specify the number of
seconds you want the target that is in focus to display in the
center of the Port Scan window.

= Inthe "Interval Between Ports (10 - 255 sec]:" field, specify the
interval at which the device should pause between ports.

Local Port Scan Mode r

Display Interval (10 - 2565 sec.): ;

10

Interval Between Ports (10 - 255 sec.): i

10 /
- \,..j """ " e

Select the Local Console Keyboard Type

1.

140

Choose the appropriate keyboard type from among the options in the
drop-down list.

The browser will be restarted when this change is made.

Local Port Settings

Keyboard Type

s . —
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left CiriKey -

[l Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

= None

lgnore CC managed mode on local port

1
'

\f\.‘\,w\\‘_““‘\.

FIE ..‘,_’ﬂj"_/" el
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= US * Portuguese (Portugal
» US/International * Norwegian (Norway)

= United Kingdom = Swedish (Sweden)

= French (France]) = Danish [Denmark]

= German (Germany) = Belgian (Belgium)

= German (Switzerland) = Hungarian

= Simplified Chinese = Spanish

= Traditional Chinese = |talian

= Dubeolsik Hangul (Korean) = Slovenian

= JIS (Japanese Industry Standard)

Note: Keyboard use for Chinese, Japanese, and Korean is for display only.
Local language input is not supported at this time for KX Il Local
Console functions.

Note: If using a Turkish keyboard, you must connect to a target server
through the Active KVM Client [AKC). It is not supported by other Raritan
clients.

Select the Local Port Hotkey

1. Choose the local port hotkey. The local port hotkey is used to return
to the KX Ill Local Console interface when a target server interface is
being viewed. The default is to Double Click Scroll Lock, but you can
select any key combination from the drop-down list:

Hot key: Take this action:
Double Click Scroll Lock Press Scroll Lock key twice quickly

Double Click Num Lock Press Num Lock key twice quickly
Double Click Caps Lock Press Caps Lock key twice quickly
Double Click Left Alt key Press the left Alt key twice quickly
Double Click Left Shift key  Press the left Shift key twice quickly
Double Click Left Ctrl key Press the left Ctrl key twice quickly
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Local Port Settings
Keyboard Type
us -

Local Port Hotkey Local Port Connectkey

Double Click Scroll Lock - < Left CtriKey =

[} Power Save Mode
Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

7 None

P VR T S T WA

lgnore CC managed mode on local port

PR e F & Y o el e

Select the Local Port Connect Key

Select the Local Port Connect key. Use a connect key sequence to
connect to a target and switch to another target without returning to the
GUL.

Then use the hot key to disconnect and return to the local port GUI

Once the local port connect key is created, it will appear in the
Navigation panel of the GUI so you can use it as a reference. See
Connect Key Examples (on page 387) for examples of connect key
sequences.

The connect key works for both standard servers and blade chassis.

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock ﬁ Left CtriKey

|:| Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
i@ LocallLDAP/RADIUS

7 None

lgnore CC managed mode on local port

i VOO P O T ™=

P N = Y o sl

Configure the Power Save Feature [Optional]
1. If you would like to use the power save feature:
a. Select the Power Save Mode checkbox.
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b. Setthe amount of time (in minutes) in which Power Save Mode
will be initiated.

Local Port Settings

Keyboard Type

us -
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left CtriKey

Power Save Mode ‘—_

Power Save Mode Timeout (in minutes)
10

Local User Authentication
i@ LocallLDAP/RADIUS

= HNone

Ignore CC managed mode on local port

\\»w"\. L T 8

A oW 2o Oy _r S

Select the Local User Authentication
1. Choose the type of local user authentication.
* Local/LDAP/RADIUS. This is the recommended option.
= None. There is no authentication for Local Console access.

This option is recommended for secure environments only.

Local Port Settings

Keyboard Type

us -
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left CiriKey -

[l Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication ‘__
i@ LocallLDAP/RADIUS |
® None

lgnore CC managed mode on local port

R P R O s = W

e I P L

Device Services

Enabling SSH
Enable SSH access to allow administrators to access the KX Il via the

SSH v2 application.

» To enable SSH access:

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.

2. Select Enable SSH Access.
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3. Enter the SSH Port information. The standard SSH TCP port number
is 22 but the port number can be changed to provide a higher level of
security operations.

4. Click OK.

HTTP and HTTPS Port Settings

You are able to configure HTTP and/or HTTPS ports used by the KX III.
For example, if you are using the default HTTP port 80 for another
purpose, changing the port will ensure the device does not attempt to
use it.

1.

2.
3.

Choose Device Settings > Device Services. The Device Service
Settings page opens.

Enter the new ports in the HTTP Port and/or HTTPS Port fields.
Click OK.

Entering the Discovery Port

KX 11l discovery occurs over a single, configurable TCP Port.

The default is Port 5000, but you can configure it to use any TCP port
except 80 and 443.

To access KX Il from beyond a firewall, your firewall settings must
enable two-way communication through the default Port 5000 or a
non-default port configured on this page.

via Remote Console or command line interface (CLI).

> To enable the discovery port:

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.
Enter the Discovery Port.
Click OK.

144 Raritan.

A brand of O legrand



Chapter 3: KX IIl Interface and Navigation

Configuring and Enabling Tiering

The tiering feature allows you to access KX Il targets and PDUs through
one base KX Il device.

Devices can be added and removed from a tiering configuration as
needed up to a maximum of two tiered levels.

When setting up the devices, you will use specific CIMS for specific
configurations.

Port configuration, including changing the CIM name, must be done
directly from each device. It cannot be done from the base device for
tiered target ports.

Tiering also supports the use of KVM switches to switch between servers.
See Configuring KVM Switches (on page 100].

Once configured, base and tiered devices are displayed on the Port
Access Page. See Tiered Devices - Port Access Page

Before Creating a Tiering Configuration

Before creating a tiering configuration, review Permitted KX I/ Tiering
Configurations (on page 145) and Unsupported and Limited Features on
Tiered Targets.

Before adding tiered devices to a KX Ill tiering configuration:
e Base and tiered devices must all be operating with the same
firmware revision.

e Enable base devices on the Device Settings page. See Configuring
Standard Target Servers (on page 99)

e Enable tiered devices on the Local Port Settings page. See
Configuring KX Ill Local Port Settings (on page 139), then Enable
Local Port Device Tiering (on page 139)

e Enable tiering for the base device, and the tiered devices. See
Enabling Tiering (on page 147)
Permitted KX Il Tiering Configurations

Before tiering devices, review Before Creating a Tiering Configuration
(on page 145).

Following are the permitted tiering configurations for KX III:

KX Il base device > KX Ill tiered devices

KX Ill base device > KX |l tiered devices

Dual Video port targets attached to a tier device should be connected
via tier devices
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Unsupported and Limited Features on Tiered Targets

The following features are not supported on tiered targets:

Blade chassis on tiered devices

Audio on tiered devices

Smart cards on tiered devices

Virtual media tiered devices

DSAM on tiered devices

MCCAT as a tiered device

Port group management is limited to creating port groups of
members directly attached to the base

Dual Video port targets attached to a tier device should not be
connected through the tier base device

Absolute Mouse Synchronization may not synch correctly if your
tiering configuration consists of a mix of KX Ill and KX Il devices
A KX Il base device > KX Ill tiered devices

Tiered KX Ill Connection Example

The following diagram illustrates the cabling configurations between a
KX Ill tiered device and a KX Ill base device.

O Base KX i Device

146

Raritan

A brand of O legrand



®» 00 0006:

Raritan

A brand of Olegrand

Chapter 3: KX Il Interface and Navigation

KX Il Base device

KX Ill Tiered device

CIM to connect the target server to KX Il the Tiered device.
Target server

Base device Tier port to Tiered device Tier port connection:
= Connect one end of a Cat5/5e/6 cable into a target server port on the KX
[Il Base device.

= Connect the other end of the cable into the Tier port on the KX Il Tiered
device.

Tiered device connection to the target server keyboard/video/mouse ports:

= Connect one end of a Cat5/5e/6 cable into a target server port on the KX
[Il Tiered device, and the other end into a supported CIM such as the
D2CIM-DVUSB.

= Connect the keyboard, mouse and video plugs on the CIM to the
corresponding ports on the target server.

Enabling Tiering

@ From the base KX Il tier device, select Device
Settings > Device Services to open the Device
Service Settings page.

@ Select Enable Tiering as Base.

@ In the Base Secret field, enter the secret shared
between the base and the tiered devices. This
secret is required for the tiered devices to
authenticate the base device. Enter the same
secret word for the tiered device. Click OK.

@ Enable the tiered devices. From the tiered
device, choose Device Settings > Local Port
Settings.
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@ In the Enable Local Ports section of the page,
select Enable Local Port Device Tiering.

@ In the Tier Secret field, enter the same secret
word you entered for the base device on the
Device Settings page. Click OK.

1.

Once devices are enabled and configured, they appear on the Port
Access page.

When the KX Il is configured to function as a base device or tiered device,
they will be displayed as:

e 'Configured As Base Device' in the Device Information section of the
left panel of the KX Il interface for base devices.

e 'Configured As Tier Device' in the Device Information section of the
left panel of the KX Il interface for tiered devices.

e The base device will be identified as ‘Base’ in the left panel of the
tiered device's interface under Connect User.

e Target connections to a tier port from the base will be displayed as 2
ports connected.
Remote and Local Access from Tiered Devices

The base device provides remote and local access over a consolidated
port list from the Port Access page.

Tiered devices provide remote access from their own port lists.
Local access is not available on the tiered devices when Tiering is
enabled.

Accessing a Blade Chassis from a Base Device

Blade chassis attached directly to a KX Il base device are accessible.
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Power Control from Tiered Devices

You can power on and off targets that are a part of the tiered
configuration.

These targets are accessed from the Port Access page.

If targets and outlets are associated, power control is available from the
Port Access page.

Targets and PDU outlet associations are limited to those attached to the
same KX III.

PDUs attached to the base or tiered KX llls are displayed on the Power
page drop-down along with the statistics for the selected powerstrip.

Outlet level control is available as well.

Specifically, you can power off outlets that are currently on but you
cannot power cycle outlets that are currently off.

Enabling Direct Port Access via URL
Direct Port Access allows users to bypass having to use the KX IlI's Login
dialog and Port Access page.

This feature also provides the ability to enter a username and password
directly to proceed to the target, if the username and password is not
contained in the URL.

Direct Port Access URL Syntax for the Virtual KVM Client (VKC]

If you are using the Virtual KVM Client (VKC) and direct port access, use
one of the following syntaxes for standard ports:

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number&client=vkc

Or

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&portname=port name&client=vkc

For blade chassis, the port must be designated by both the port number
or name, and slot number.

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number-slot number

For example, port number-slot number is 1-2 where the blade
chassis is connected to port 1, slot 2

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port name-slot number

For example, port name-slot number is Port1-2 where the blade
chassis is connected to port 1, slot 2
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Username and password are optional.

If username and password are not provided, a login dialog will be
displayed and, after being authenticated, the user will be directly
connected to the target.

The port may be a port number or port name.

If you are using a port name, the name must be unique or an error is
reported.

If the port is omitted altogether, an error is reported.

If you are accessing a target that is part of a dual port video group, direct
port access uses the primary port to launch both the primary and
secondary ports.

Direct port connections to the secondary port are denied, and usual
permission rules apply.

For information on the dual port video group feature, see Creating a
Dual Video Port Group (on page 185) .

Direct Port Access URL Syntax for the Active KVM Client [AKC]

Follow the syntax described to create direct port access URLs for AKC. If
you are using Chrome on Windows, you must also enable the "Enable
AKC Download Server Certificate Validation” option in Device Settings >
Device Services.

If you are using the Active KVM Client (AKC) and direct port access, use:

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number&client=akc

Or

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port name&client=akc

For blade chassis, the port must be designated by both the port number
or name, and slot number.

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port number-slot number&client=akc

For example, port number-slot number is 1-2 where the blade
chassis is connected to port 1, slot 2

e https://IPaddress/dpa.asp?username=username&password=passwo
rd&port=port name-slot number&client=akc

For example, port name-slot number is Port1-2 where the blade
chassis is connected to port 1, slot 2
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Username and password are optional.

If username and password are not provided, a login dialog will be
displayed and, after being authenticated, the user will be directly
connected to the target.

The port may be a port number or port name.

If you are using a port name, the name must be unique or an error is
reported.

If the port is omitted altogether, an error is reported.

If you are accessing a target that is part of a dual port video group, direct
port access uses the primary port to launch both the primary and
secondary ports.

Direct port connections to the secondary port are denied, and usual
permission rules apply.

For information on the dual port video group feature, see Creating a
Dual Video Port Group (on page 185) .

Enable Direct Port Access

P To enable direct port access:

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.

2. Select Enable Direct Port Access via URL if you would like users to

have direct access to a target via the Dominion device by passing in
the necessary parameters in the URL.

3. Click OK.
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Enabling the AKC Download Server Certificate Validation

If you are using the AKC client, you can choose to use the Enable AKC
Download Server Certificate Validation feature or opt not to use this
feature.

Note: When operating in IPv4 and IPvé dual stack mode with ‘Enable AKC
Download Server Certificate Validation® feature, Microsoft® ClickOnce®
requires that the server certificate CN should not contain a zero
compressed form of IPvé address.

If it does, you will not be able to successtully download and launch AKC.

However, this may conflict with browser preferences for the form of the
IPvé address.

Use the server hostname in the common name (CNJ or include
compressed and uncompressed forms of the IPvé address in the
certificate’s Subject Alternative Name.

Option 1: Do Not Enable AKC Download Server Certificate Validation
(default setting]

If you do not enable, AKC Download Server Certificate Validation, all
Dominion device users and CC-SG Bookmark and Access Client users
must:

e Ensure the cookies from the IP address of the device that is being
accessed are not currently being blocked.

e Windows Vista, Windows 7 and Windows 2008 server users should
ensure that the IP address of the device being accessed is included
in their browser's Trusted Sites Zone and that Protected Mode is not
on when accessing the device.

Option 2: Enable AKC Download Server Certificate Validation
If you do, enable AKC Download Server Certificate Validation:

e Administrators must upload a valid certificate to the device or
generate a self-signed certificate on the device. The certificate must
have a valid host designation.

e Each user must add the CA certificate (or a copy of self-signed
certificate) to the Trusted Root CA store in their browser.

e When using CC-SG neighborhoods, you must enable AKC on each
neighborhood member.

> Toinstall the self-signed certificate when using Windows Vista®
operating system and Windows 7® operating system:

1. Include the KX Il IP address in the Trusted Site zone and ensure
‘Protected Mode' is off.
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2. Launch Internet Explorer® using the KX Il IP address as the URL. A
Certificate Error message will be displayed.
Select View Certificates.
On the General tab, click Install Certificate. The certificate is then
installed in the Trusted Root Certification Authorities store.

5. After the certificate is installed, the KX Il IP address should be
removed from the Trusted Site zone.

P To enable AKC download server certificate validation:

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.

2. Select the Enable AKC Download Server Certificate Validation
checkbox or you can leave the feature disabled (default).

3. Click OK.

If you are connecting to a KX |l standalone device and support for AKC

download server certificate validation is enabled, the valid IPvé format to

generate the certificate is either:

e CN =[fd07:02fa:6cff:2500:020d:5dff:fe00:01c0] when
there is a leading 0
or

e CN =[fd07:02fa:6cTf:2500:020d:5dFf:0000:01c0] when
there is no zero compression

Enable Standalone VKC Download Server Certificate Validation

On the Services page select the "Enable Standalone VKC Download
Server Certificate Validation” checkbox to use HTTPS for download the
VKCs application. JRE will perform a check to ensure the server
certificate matches the designated device. If the certification does not
match, a security warning message displays to give you the option to
continue. Best practice for using VKCs is to select this option, and install
a valid certificate on KX III.

When this option is not selected, the VKCs certificate is not validated.
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Configuring SNMP Agents

SNMP-compliant devices, called agents, store data about themselves in
Management Information Bases (MIBs) and return this data to the SNMP
managers. See Viewing the KX I/l MIB (on page 174) for information on
viewing the KX [II MIB.

KX Ill supports SNMP logging for SNMP v1/v2c and/or v3. SNMP v1/v2c
defines message formats and protocol operations when SNMP logging is

enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

1.

Choose Device Settings > Device Services. The Device Service
Settings page opens.

Provide the following SNMP agent identifier information for the
MIB-II System Group objects:

= System Name - the SNMP agent's name/appliance name

= System Contact - the contact name related to the appliance
a. System Location - the location of the appliance

Select either or both Enable SNMP v1/v2c and Enable SNMP v3. At
least one option must be selected. Required

Complete the following fields for SNMP v1/v2c (if needed):
= Community - the appliance's community string

a. Community Type - grant either Read-Only or Read-Write access
to the community users

Note: An SNMP community is the group to which appliances and
management stations running SNMP belong. It helps define where
information is sent. The community name is used to identify the
group. The SNMP device or agent may belong to more than one
SNMP community.

Complete the following fields for SNMP v3 (if needed):

= Select Use Auth Passphrase if one is needed. If the Privacy
Passphrase is required, the 'Use Auth Passphrase’ allows you to
have the same passphrase for both without having to re-enter
the Auth Passphrase.

= Security Name - the username or service account name of the
entity communicating with the SNMP agent (up to 32 characters).

= Authentication Protocol - the MD5 or SHA authentication protocol
used by the SNMP v3 agent.

= Authentication Passphrase - the pass phrase required to access
the SNMP v3 agent (up to 64 characters).

= Privacy Protocol - if applicable, the AES or DES algorithm used to
encrypt PDU and context data.
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a. Privacy Passphrase - if applicable, the pass phrase used to
access the privacy protocol algorithm (up to 64 characters).

6. Click OK to start the SNMP agent service.

Configure SNMP traps on the Event Management - Settings page, which
can be quickly accessed by clicking the SNMP Trap Configuration link.
See Configuring SNMP Traps (on page 167]for information on creating
SNMP traps and List of KX /Il SNMP Traps (on page 169) for a list of
available KX Il SNMP traps.

The events that are captured once an SNMP trap is configured are
selected on the Event Management - Destination page. See Configuring
Event Management - Destinations (on page 175).

SNMP Agent Configuration

[[] Enable SNMP Daemon

Systemm Name System Contact System Location
Dominion ki

Enable SNMP v1iv2c;

Community Community Type
Read-Only
Enable SNMP v3 Use Auth Passphrase
Security Name Auth Protocol Auth Pazssphraze Privacy Protocol Privacy Passphraze
MDS Nong

Link to SMMP Trap Cenfiguration

OK Reset To Defaults | Cancel |

T P

LA

> Toreset to factory defaults:

e Click Reset To Defaults. All items on the page are set back to their
defaults.

WARNING: When using SNMP traps over UDP, it is possible for the KX
[Il'and the router that it is attached to fall out of synchronization when
the KX Il is rebooted, preventing the reboot completed SNMP trap
from being logged.
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Configuring Modem Settings

See Certified Modems (on page 434) for information on certified
modems that work with the KX III.

For information on settings that will give you the best performance when
connecting to the KX Ill via modem, see Configuring Connection
Properties (on page 260).

P To configure modem settings:

1. Click Device Settings > Modem Settings to open the Modem Settings
page.

2. Select the Enable Modem checkbox. This will enable the Serial Line
Speed and Modem Init String field.

3. The Serial Line Speed of the modem is set to 115200.

Enter the initial modem string in the Modem Init String field. If the
modem string is left blank, the following string is sent to the modem
by default: ATZ OK AT OK.

This information is used to configure modem settings. Because
different modems have different ways of settings these values, this
document does not specify how to set these values, rather the user
should refer to the modem to create the appropriate modem-specific
string.
a. Modem Settings:

= Enable RTS/CTS flow control

= Send data to the computer on receipt of RTS

= CTS should be configured to only drop if required by flow
control.

= DTR should be configured for Modem resets with DTR toggle.
= DSR should be configured as always on.

= DCD should be configured as enabled after a carrier signal is
detected. (that is, DCD should only be enabled when modem
connection is established with the remote side)

5. Enter the IPv4 modem server address in the Modem Server |IPv4
Address field and the client modem address in the Modem Client
IPv4 Address field.

Note: The modem client and server IP addresses must be on the
same subnet and cannot overlap the device's LAN subnet.
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6. Click OK to commit your changes or click Reset to Defaults to return
the settings to their defaults.

Home = Device Settings > Modem Settings

Modem Settings

Enable Madem

Serial Line Speed
115200 bitsis

Modem Init String
ATQMB122L

Modem Server IPv4 Address
10.0.0.1

Modem Client IPv4 Address
10.0.00.2

OK Reset To Defaults Cancel

Connect and Enable Global Access to an External USB-Connected
Broadband Modem

Users who need access to KX Il via the Sierra Wireless modem must be
assigned to a user group with Modem Access permissions. This is a
security measure that helps control who can access KX Il via the modem.
For example, create a user group called Sierra Wireless Users and give
the group Modem Access permissions, then assign only users who need
access to the modem to that group.

The Enable Broadband Modem feature must be enabled in KX Il in order
for users to access KX Ill via the Sierra Wireless modem. This is a
global-level feature, so it is disabled by default in order to prevent all
users from being able to access KX Il via the modem.

Sierra Wireless Software and Firmware Versions
Sierra Wireless must have at least ALEOS Software Version 4.4.1.014

Raritan has tested this configuration with the Verizon Wireless MC7750
Radio Module using firmware version 3.05.10.13.

Connect the External, Wireless Modem
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USB Connection

Use either a Micro A or Micro B to USB Type A cable to connect the

Sierra Wireless to the KX III.

e Connect the Sierra Wireless USB port to any of the three USB ports
on back of the KX Il or to the USB port on the front of the KX III.

e = - L
/
USBF’OI‘I/
rr |.-‘ = -I'll EI:‘!.- . - - - - - -
£ Raritan \ Doeinion 05X 8
L= EEEEEEEN EEEEEEEE EEEEEEES
2TTTEEYY LA LR 2231 sERREREY

Note: Only USB connections are supported for this modem.

Configure the Sierra Wireless Modem

Configure the Sierra Wireless modem for use with KX Il using these
connections. These settings are configured on the Sierra Wireless
modem, not KX III.

Configure the Sierra Wireless Modem for a Cellular Connection
e A SIM card must be purchased from your service provider and
installed in the Sierra Wireless modem.

e Get a static IP address from our service provider, then assign it to
the Sierra Wireless modem.

e Sierra Wireless must be configured for Public mode.
e Host Connection Mode must be set to "USB Uses Public IP".
e USB Device Mode must be set to "USBNET".

Change Default Username

For security reasons, Raritan recommends you change the default
Admin account username to a new name before using the Sierra
Wireless .

Assign User Groups Modem Access Permissions
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Following are settings applied in KX II.

e Modem Access permission is assigned to a user group on the Group
page, and the user is then assigned to the group on the User page.
For more information, see User Profiles and Groups.

Group Name *
|Gx4404ccess |

[[] Device Access While Under CC-SG Management
Device Settings
M Diagnostics

[] Maintenance
LT PCShare

[l Security
M User Management

Configure Settings to Access KX Il/ via Modem through Direct Port Access
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For modem access through direct port access, you must configure settings in:
e The KX Il remote console

e On the client machine in the Java Control Panel and in your browser (Microsoft Internet Explorer®
and Firefox® information is provided here)

e Inthe Virtual KVM Client (VKC])

Port Access | Power | Virtual Media | User Management m‘-w Maintenance | Diagnostics | Help

Home = Deice SeRings - Device Senvices 1

& Enable 55H Access
55H Port

HTTP Port *

&0

HTTPS Port *
441

Discovery Port*
5000

[7] Enable Tiering as Base
Base Secret

[#] Enable Direct Port Access via URL <_@

[F] Enable AKC Download Server Certificate Validation

Steps
1 In KX IIl, select Device Settings > Device Services to open the Device Services page.
2 Select “Enable Direct Port Access via URL".
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Login Limitations User Blocking

lj Enable Single Login Limitation a Disabled
& Enable Password Aging =, Timer Lockout
Password Aging Interval (days) Attempts
B Log Out Idle Users Lockout Time

Idle Timeout (minutes)
=, Deactivate User-ID

Failed Attempts

Strong Passwords Encryption & Share

1 B Enable Strong Passwords Encryption Mode
_ . A
Minimum length of strong password = b.i
2 [F] Asply Encryption Mode to KVM and Virtual Media (Forced in FIFS 140-2 Mode)
Maximum length of strong password [F] Enable FIPS 140-2 Mode (Changes are activated on reboot onty!)
Current FIPS status: Inactive
Enforce at least one lower case character PC Share Mode
| Enforce at least one upper case character Private «
Enforce at least one numeric character VM Srare Mose
Enforce at least one printable special character Local Device Reset Mode
Enable Local Factory Reset -

Number of restricted passwords based on history

Steps

For better modem performance, deselect the "Apply Encryption Mode to KVM and Virtual
Media (Forced in FIPS 140-2 Mode)” setting if it is enabled on the Security Settings page
(select Security > Security Settings). Optional
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Configure the following Java security settings on your client machine. The steps here use a Windows®
machine as an example.

i . |2 lva Commed Panel SE| 8 STEE )
- — - " - 1 I
G\..f"lg :;"'“’-m! + Program b o Lo Linaai | el b9 [ Seorch Contol e Pl

Wt
Wiews viersion Information sboud M Conteol Panel.

Coneral Panel Home

System and Security A |
| Metwork end Intemet Hemcat A |
Hardw g, Default Program "
are and Saund |¢ etk 5 mons. By defoult, dvvn il use e netacrk
Gefault o Hngm i oot wih beowiuy . Crily advirced wines should modlfy thime getangs.
+ Programs preem | |
St
Vo Aasounia & sktop Gadget] | femporary nbunet files I
Appesrance shd b Ardd gac 3 the diY I
Pessonaiization Rastore destiop gedgl | Tl vouuses - Bl e 1 S I
Ciotk, Language, and fagion e i et S s ik ; |
ol At :t FresFall Data Prg e e J |
|

ﬁ_,J 15 Een i e eeeees 4 erables _rm"!"ﬂ_hw m
o s s i {7

Leaten
Selece the ineaton whers temperary fies oro kepe

W L ow Sun'\k Charge,
Do fpes
Safect the compression kvl for T4 fles: Mang. -

et ox amount of dek specs For sterng temperary flss:

Steps

Access the Java Control Panel from the Microsoft Windows® Control Panel.
In the Java Control Panel, open to the General tab.

Click Settings.

Select "Keep temporary files on my computer™.

Click OK. You can now close the Java Control Panel and Microsoft Control Panel.

ONONONONO!
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Configure the following browser settings on your client machine, depending on the browser you use.

— — -
& w e Mg rtan comin = = * 5 Rartia e 051 2[4 [ 2]
File Edit View Favontes Help - - — reve— s —
o Intemet Options | T —
i Favartes s Fy ADK oy @ = sheiige ™ — Website Data Settngs
& Data Cu—-t:erhdSupp-J - Pl Genesal [ Seaurity | Privacy | Content | Connec | T et s [ sty | Cactes and dotatases 1
. | Sagnoe Cotweethion Proble ¥ Mg metafe rches nd delabmesl 7
Reepen Last Brawsing Sestic “""W' T i Nify s whar 2 wobse tacha or w "
o b avats Fkedg @ 0 peate home page tabs, type eai| | swatece evvec .
InFmete Fitenng Seting: htap/imiknetten.bicgspot.cony webeibe Fle Storage  Dals Sorsge  Excmed best
whesidnl com DI (] WA
Pop-up Blocker o
SeneriSereen Fiter RS
Mansge Add-ons [Lusegrrent | [ usece
Compatibilty View ' Sty
Compatibility View Settings ) Start with tabs from the last session
| @ Start with home page
Feod Diasppsny Tabs
Wiindows Updebe Change how webpages we deplayed n tabs. Tebs
Developer Toch Browsing history
Sermdl o Blustosth Devic Delete temporary fles, history, cookes, saved passwords, and web
1o Blucee: = '
Qrellets Linked Netes
Send to OneNote [ Delete broyrsing history on et
F— P R
et Opions 1| (oo ) (s S8——(10)
s
Appearance -
i 1 Cglors. ][M][ Fogts ][mf
I P O
Maost Viewed Pr t Lag-in
Duick links 49 our most viewed produrt Ot 3t zess bo your beolomaried Ranitan

For Microsoft Internet Explorer®, click Tools > Internet Options. The steps here follow
Internet Explorer 9.

Click on the General tab.
@ Click Settings in the Browser History section to open the Windows Database Settings dialog.

@ Click the "Caches and Databases” tab and select “"Allow website caches and databases” to
enable the cache in the browser.

Click OK on the Windows Database Settings dialog and the Internet Options dialog to apply
the settings
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e 15t (12 v (155 s 1 .
W & Data Center Products,, % B Downlosds Cle) Oplicns - — = - -

- Curle St = = s ) 2 ¥

= . Add-ons ') B =1-] 1 a it

& Rariten, bne (US) | hitips Ser Up Sync. Lol - L == w
- Geners! Tabs  Conteat™elications  Privecy  Securty  Sme  Achancad

(5 MastVisited & Raritan Suppart Pag Web Developer

Tracking

Page lnio
Opticns

*) Tell silles that | do pol wank Is be ecked
*) Tellsies thet L want to be tracked
@ Dgnot bell sites sovythareg sbout my tracking preferences

Lesn More

History

P m

ot wll pimmmbn yous browesing, dewnboad, Toem and search history, and
kewp cookoes from welrites you vl

You ey went o chear your recent hatory, of remiove individus! cookies.

Location Bar

Wihein iang Uha MoCalion baw, juggestz | History and Bockmads "|

[ o el 15) bep |

Chaote & Produd. t-

Migst Viewed Products My Products Acourt Log-in

Steps
@ For Firefox®, click Tools > Options.

@ Set the History to "Firefox will" to "Remember history”.

@ Click on Privacy.
@

@ Click OK to apply the settings.
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Finally, you need to perform the following steps the first time you access each target server via the
Virtual KVM Client (VKC] from KX IIl. Settings only need to be applied once.

The first time you attempt to connect to each target via VKC, the connection fails. This is because the
session times out when the Java applet is downloaded via direct port access.

Connect to the target a second time, and the VKC is launched successfully.

Pewer Contral Help

In VKC, click Connection > Properties to open the Connection Properties dialog.
Set the Video Mode to “Greyscale 2" so you use the least bandwidth.

@ Click OK.

It may be necessary to set the “Noise Filter” to greater than 2 if the modem connection is
slow after you test it.

Configuring Date/Time Settings
Use the Date/Time Settings page to specify the date and time for the KX
[ll. There are two ways to do this:

e Manually set the date and time.

e Synchronize the date and time with a Network Time Protocol (NTP)
server.

» To set the date and time:

1. Choose Device Settings > Date/Time. The Date/Time Settings page
opens.

Choose your time zone from the Time Zone drop-down list.

Adjust for daylight savings time by checking the "Adjust for daylight
savings time" checkbox.

4. Choose the method to use to set the date and time:
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= User Specified Time - use this option to input the date and time
manually. For the User Specified Time option, enter the date and
time. For the time, use the hh:mm format (using a 24-hour
clock).

= Synchronize with NTP Server - use this option to synchronize the
date and time with the Network Time Protocol (NTP) Server.

5. For the Synchronize with NTP Server option:
a. Enterthe IP address of the Primary Time server.

b. Enter the IP address of the Secondary Time server. Optional

Note: If DHCP is selected for the Network Settings on the Network
page, the NTP server IP address is automatically retrieved from the
DHCP server by default. Manually enter the NTP server IP address
by selecting the Override DHCP checkbox.

6. Click OK.

Event Management

The KX IIl Event Management feature allows you enable and disable the
distribution of system events to SNMP Managers, SMTP, the Syslog and
the audit log. These events are categorized, and for each event you can
determine whether you want the event sent to one or several
destinations.

Configuring Event Management - Settings

Configure SNMP traps and the syslog configuration from the Event
Management - Settings page. See Configuring SNMP Traps (on page
167).

Once configured, enable the SNMP traps on the Event Management -
Destinations page. See Configuring Event Management - Destinations
(on page 175).
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Configuring SNMP Traps

Simple Network Management Protocol (SNMP) is a protocol governing
network management and the monitoring of network devices and their
functions.

SNMP traps are sent out over a network to gather information.
The traps are configured on the Event Management - Settings page. See
List of KX I/l SNMP Traps (on page 169) for a list of KX Il SNMP traps.

SNMP-compliant devices, called agents, store data about themselves in
Management Information Bases (MIBs) and respond to the SNMP trap.

SNMP agents are configured on the Device Services page. See
Configuring SNMP Agents (on page 154) for information on
configuring SNMP agents and Viewing the KX I/l M/B (on page 174) for
information on viewing the KX III MIB.

1. Choose Device Settings > Event Management - Settings. The Event
Management - Settings page opens.

2. Select the SNMP Logging Enabled checkbox to enable to remaining
checkboxes in the section. Required

3. Select either or both SNMP v1/v2c Traps Enabled and SNMP Trap v3
Enabled. At least one option must be selected.

Once selected, all related fields are enabled. Required
4. Complete the following fields for SNMP v1/v2c (if needed):

= Destination IP/Hostname - the IP or hostname of the SNMP
manager. Up to five (5) SNMP managers can be created

Note: IPvé addresses cannot exceed 80 characters in length for the
host name.

a. Port Number - the port number used by the SNMP manager

b. Community - the appliance’s community string

Note: An SNMP community is the group to which appliances and
management stations running SNMP belong. It helps define where
information is sent. The community name is used to identify the
group. The SNMP device or agent may belong to more than one
SNMP community.

5. Ifitis not already, select the SNMP Trap v3 Enabled checkbox to
enable the following fields. Complete the following fields for SNMP
v3 (if needed]):

= Destination IP/Hostname - the IP or hostname of the SNMP
manager. Up to five (5) SNMP managers can be created

Note: IPvé addresses cannot exceed 80 characters in length for the
host name.
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a. Port Number - the port number used by the SNMP manager

= Security Name - the username or service account name of the
entity communicating with the SNMP agent (up to 32 characters).

= Authentication Protocol - the MD5 or SHA authentication protocol
used by the SNMP v3 agent.

= Authentication Passphrase - the pass phrase required to access
the SNMP v3 agent (up to 64 characters).

= Privacy Protocol - if applicable, the AES or DES algorithm used to
encrypt PDU and context data.

a. Privacy Passphrase - if applicable, the pass phrase used to
access the privacy protocol algorithm (up to 64 characters).

Note: If you are accessing the Event Management - Settings page
from the local console and are using a screen resolution lower than
1280x1024, the Privacy Passphrase column may not be displayed on
the page. If this occurs, hide the KX Ill's left panel. See Left Panel
lon page 28]

6. Click OK to create the SNMP traps.

Use the Link to SNMP Agent Configuration link to quickly navigate to the
Devices Services page from the Event Management - Settings page.

The events that are captured once an SNMP trap is configured are
selected on the Event Management - Destination page. See Configuring
Event Management - Destinations (on page 175).

KX Il supports SNMP logging for SNMP v1/v2c and/or v3. SNMP vi/v2c
defines message formats and protocol operations when SNMP logging is
enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

P To edit existing SNMP traps:

1. Choose Device Settings > Event Management - Settings. The Event
Management - Settings page opens.

2. Make changes as needed and click OK to save the changes.
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Note: If you disable SNMP settings at any time, the SNMP information is
retained so you do not have to reenter if you re-enable the settings.

P To delete SNMP traps:
e Clear all of the SNMP trap fields and save.

== o
==
e Ru r"un' Port Access | Power | Security | Maintenance | Di i
Home = Devica Sattnge = Event lanagemars - Sstlings
Time & Session:
June 09, 2015 14:44:56 ‘SNMF Traps Configuration
User: admin i n
State: 1 min idle SNMP Logging Enabled SNMP v1fvZc Trap Enabled SNMFP v Trap Enabled
Your IP: 102.183.585.22 — SNMP 12 T
Last Login: May 27, 2015 13:13:52 i Trap
Destination IPHostnamePort # Community
182 public
Device Information: — -
Device Mame: 162 public
|P Address: 1682 public
182.168.80.137 T8 o
Firmwiare: 2.0.0.1.750 < puole
Device Modet 182 public
Metwork: LANT LANZ
Poweerini: an -
Powerin2: an SN v2 Trap
Engine ID: 3000352=03000d5d000265
Port States: Deestination IPHostnamePort # Security Name Auth Protocol __Auth Passphrase Privacy Profocol Privacy Passphrase
2 Parts: up 182 MD& W None e
:up L] L]
46 Ports: down 162 | 53 ] Tane ]
48 Forts: idle 182 WD@ ™ Tone ]
162 | =3 ] Nane ]
Connected Users: = =
admin (192.183.55.22) 162 s L] Nane L]
1 min idle
Sdmin (193 133,20 40) Link to: SNMP Agent Canfiguration
IR Cligk here o view he Daminion SX2 SNMP MIE

Use the reset to factory defaults feature to remove the SNMP
configuration and set the KX IIl to its original factory default.

> Toreset to factory defaults:
e Click Reset To Defaults.

WARNING: When using SNMP traps over UDP, it is possible for the KX
[Il'and the router that it is attached to fall out of synchronization when
the KX Il is rebooted, preventing the reboot completed SNMP trap
from being logged.

List of KX Il SNMP Traps

SNMP provides the ability to send traps, or notifications, to advise an
administrator when one or more conditions have been met.

The following table lists the KX [l SNMP traps:

Trap Name Description

bladeChassisCommError A communications error with blade chassis
device connected to this port was detected.

cimConnected The CIM is connected.

cimDisconnected The CIM is disconnected.
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Trap Name Description

cimUpdateStarted The CIM update start is underway.
cimUpdateCompleted The CIM update is complete.

configBackup The device configuration has been backed up.
configRestore The device configuration has been restored.
deviceUpdateFailed Device update has failed.
deviceUpgradeCompleted The KX Il has completed update via an RFP file.
deviceUpgradeStarted The KX Il has begun update via an RFP file.
factoryReset The device has been reset to factory defaults.
firmwareFileDiscarded Firmware file was discarded.
firmwareUpdateFailed Firmware update failed.
firmwareValidationFailed Firmware validation failed.

groupAdded A group has been added to the KX Il system.
groupDeleted A group has been deleted from the system.
groupModified A group has been modified.
ipConflictDetected An IP Address conflict was detected.
ipConflictResolved An IP Address conflict was resolved.
networkFailure An Ethernet interface of the product can no

longer communicate over the network.

networkParameterChanged A change has been made to the network
parameters.

passwordSettingsChanged Strong password settings have changed.

portConnect A previously authenticated user has begun a KYM
session.

portConnectionDenied A connection to the target port was denied.

portDisconnect A user engaging in a KVYM session closes the

session properly.

portStatusChange The port has become unavailable.

powerNotification The power outlet status notification: 1=Active,
O=Inactive.

powerOutletNotification Power strip device outlet status notification.
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Trap Name

rebootCompleted

rebootStarted

scanStarted
scanStopped
securityBannerAction
securityBannerChanged
securityViolation
setDateTime
setFIPSMode

startCCManagement

stopCCManagement

userAdded

userAuthenticationFailure

userConnectionLost

userDeleted
userForcedLogout

userlLogin

userLogout

userModified

userPasswordChanged

userSessionTimeout

userUploadedCertificate

Chapter 3: KX Il Interface and Navigation

Description

The KX Il has completed its reboot.

The KX Il has begun to reboot, either through
cycling power to the system or by a warm reboot
from the OS.

A target server scan has started.

A target server scan has stopped.

Security banner was accepted or rejected.

A change has been made to the security banner.
Security violation.

The date and time for the device has been set.
FIPS mode has been enabled.

The device has been put under CommandCenter
Management.

The device has been removed from
CommandCenter Management.

A user has been added to the system.

A user attempted to log in without a correct
username and/or password.

A user with an active session has experienced an
abnormal session termination.

A user account has been deleted.
A user was forcibly logged out by Admin

A user has successfully logged into the KX Il and
has been authenticated.

A user has successfully logged out of the KX IlI
properly.

A user account has been modified.

This event is triggered if the password of any
user of the device is modified.

A user with an active session has experienced a
session termination due to timeout.

A user uploaded a SSL certificate.
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Trap Name Description
vmlimageConnected User attempted to mount either a device or
image on the target using Virtual Media.

For every attempt on device/image mapping
(mounting) this event is generated.

vmlimageDisconnected User attempted to unmount a device or image on
the target using Virtual Media.

Enable Email [SMTP] Notifications from the Remote Console

Enable email notifications for users on the Event Management - Settings
page.

Each person for whom SMTP is enabled receives notification when an
event is triggered. Up to ten (10) users can be added.

Configure SMTP server settings on the SMTP Settings page. Use the
"Link to SMTP server configuration” quick link at the bottom of the Event
Management - Settings page. See Configure and Test SMTP Server
Settings (on page 173).

» To enable SMTP Notifications:

1. Select Device Settings > Event Management - Settings to open the
Event Management - Settings page.

2. Go to the SMTP Settings panel and select the Enable SMTP Server
checkbox.

D Enable Syslog Forwarding
IP Address/Host Name

MTP Configuration \
@ SMTP Logging Enabled
Email Subscribers
O itemail@raritan.com
L |:| raritanemail@raritan.com J

New Email Subscriber Address

Link to SMTP server configuration

. J

3. Type the email address of the SMTP subscriber in the New Email
Subscriber Address field and then click Add.

4. Click OK.
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Enter the information required for a connection to your SMTP server on

the SMTP Server Settings page.

Note that if the server requires STARTTLS, KX Il automatically uses it.
Select Device Settings > SMTP Settings.

1.

2. Provide the server address, port and the email address used to send
SMTP notifications.

3. If the server requires a username and password authentication to
send emails, provide them in the User Account and Password fields,
respectively.

4. Click Apply.

Home > Device Setfings = SMTP Sefings

( y
Test SMTP Seifings
Server Testing will not save changes. Use the apply button when you are safisfied with your
d07-2fa:60ff-2021: 3e4a92ff settings.
Port Receiver Addi
Sender Email Address
SMTP server requires password authentication
User Account
Password

. J

It is important that the SMTP server information be accurate so that the
KX Il appliance can send messages using that SMTP server.

This test sends an email using the settings displayed on the page in the
SMTP Settings pane. KX Il saves the settings once you click Apply.

1.

Raritan
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Send a test email by entering a destination email address to receive
the test message

Note that the receiver email is not saved.
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2. Verify the message was received by the intended email target. If
there are problems, contact your SMTP administrator to make sure
your SMTP server IP address and authorization information are
correct.

Home > Device Settings > SMTP Settings

SMTP Settings Test SMTP Settings

Server Testing will not save changes. Use the apply button when you are satisfied with your
Td07-2fa6eff 2021 3eda: 521 setiings.

Port Receiver Address

E

Sender Email Address

'supperi@raritan.com

SMTP server requires password authentication

Apply Reset To Defaults

Viewing the KX Ill MIB

1. Choose Device Settings > Event Management - Settings. The Event
Management - Settings page opens.

2. Click the 'Click here to view the 'SNMP MIB' link. The MIB file opens
in a browser window.

SysLog Configuration

1. Choose Device Settings > Event Management - Settings. The Event
Management - Settings page opens.

2. Select Enable Syslog Forwarding to log the appliance’'s messages to
a remote Syslog server.

3. Type the IP Address/Hostname of your Syslog server in the IP
Address field.

4. Click OK.

Note: IPvé6 addresses cannot exceed 80 characters in length for the host
name.

e Click Reset to Defaults at the bottom of the page to remove the
setting.
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Configuring Event Management - Destinations

If system events are enabled, SNMP notification events (traps) are
generated. The events can be logged to the syslog or audit log.

Events and where the event information is sent is configured on the
Event Management - Destinations page.

Note: SNMP, Syslog, and SMTP logging only works when enabled in the
Event Management - Settings page.

>

1.

To select events and their destinations:

Choose Device Settings > Event Management - Destinations. The
Event Management - Destinations page opens.

System events are categorized by Device Operation, Device
Management, Security, User Activity, and User Group Administration.

Select the checkboxes for those event line items you want to enable
or disable, and where you want to send the information.

Tip: Enable or disable entire categories by checking or clearing the
Category checkboxes, respectively.

Click OK.

To reset to factory defaults:
Click Reset To Defaults.

WARNING: When using SNMP traps over UDP, it is possible for the KX

[l and the router that it is attached to fall out of synchronization when
the KX IIl is rebooted, preventing the reboot completed SNMP trap

from being logged.
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Power Supply Setup

KX Il provides dual power supplies, and can automatically detect and
provide notification regarding the status of these power supplies.

When both power supplies are used, KX Il automatically detects them
and notifies you of their status. Additionally, both the Powerln1 and
Powerln2 Auto Detect checkboxes are automatically selected on the
Power Supply Setup page.

If you are using only one power supply, you can enable automatic
detection for only the power supply in use.

Proper configuration of power supplies ensures KX Ill sends the
appropriate notifications should a power supply fail. For example, if
power supply number one fails, the power LED at the front of the unit
will turn red.

The Power LED on the front of the KX Il appliance is red when the
checkbox is selected for an unconnected power supply. The LED is blue
when the checkbox is not selected for an unconnected power supply.

> To enable automatic detection for the power supplies in use:

1. Choose Device Settings > Power Supply Setup. The Power Supply
Setup page opens.
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Home > Device Settings > Power Supply Setup Page

Power Supply Setup Page

. Powerln1 Auto Detect

Powerin2 Auto Detect @

[ Reset To Defaults | [ Cancel

>

If you are plugging power input into power supply number one
(left-most power supply at the back of the unit], then select the
Powerln1 Auto Detect option.

If you are plugging power input into power supply number two
(right-most power supply at the back of the unit), then select the
Powerln2 Auto Detect option.

Click OK.

To turn off the automatic detection:
Deselect the checkbox for the appropriate power supply.

To reset to factory defaults:
Click Reset To Defaults.

Note: The KX Il does NOT report power supply status to
CommandCenter. Dominion | [generation 1), however, does report power
supply status to CommandCenter.
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Home > Device Settings > Connection Scripts

Connect and Disconnect Scripts

The KX Il provides the ability to execute key macro scripts when
connecting to or disconnecting from a target.

You can create and edit your own scripts on the Connection Script page
to perform additional actions when connecting to or disconnecting from
targets.

Alternatively, you can import existing connection scripts in XML file
format. Scripts that you create in KX Ill can also be exported in XML file
format.

A total of 16 scripts can be accommodated on the KX III.

Manage Scripts

Available Connection Scripts

Ctrl-Alt-Del_OnExit [Disconnect) -
AKC-PriSo (Conned) Add
Modify
Remowve
Ak
Select All Deselect All Import | Export |
AN J
Apply Selected Scripts to Ports
Apply i No. Name Scripts Currently in Use
5 SE-KX2-232-1 P-ChangedName
[} Japanese Target
8 se-kxc2-188-local-port On Disconnect: Cirl-Alt-Del_OnExit
] W2K3 Server
18 Win XF 2.4GHz P4 504MB

T
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Cancel

-

o

Deselect All Apply Script Remowe Connect Scripts Remowe Disconnect Scripts

I e P Sy P

Applying and Removing Scripts

> To apply a script to targets:

1. Click Device Settings > Connection Scripts. The Connection Scripts
page opens.

2. Inthe Available Connection Scripts section, select the script to be

applied to the target(s). One 'On Connect’ and one ‘On Disconnect’
script may be applied to a target.

Note: Only one script can be added to the targets at a time.
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In the Apply Selected Scripts to Ports section, select the target(s) you
want to apply the script to using Select All or clicking on the
checkbox to the left of each target to apply the script to only select
targets.

Click Apply Scripts. Once the script is added to the target, it appears
under the Scripts Currently in Use column in the Apply Selected
Scripts to Ports section.

To remove a script from targets:

In the Apply Selected Scripts to Ports section, select the target(s) you
want to remove the scripts from using Select All or clicking on the
checkbox to the left of each target to remove the script from only
select targets.

Click Remove Connect Scripts to remove connect scripts or click
Remove Disconnect Scripts to remove disconnect scripts.

Adding Scripts

Note: You can also add scripts that were created outside of KX Ill and
import them as XML files. See Importing and Exporting Scripts /on
page 182).

>

1.

To create script:

Click Device Settings > Connection Scripts. The Connection Scripts
page opens.

In the Available Connection Scripts section, click Add. The Add
Connection Script page opens.

Enter a name for the script up to 32 characters in length. This name
is displayed in the Available Connection Scripts section of the
Configure Scripts page once the script is created.

Select either Connect or Disconnect as the type of script you are
creating. Connect scripts are used on a new connection or when
switching to a target.

Select the keyboard type required for the target you are using.

From the Key Sets drop-down, choose the keyboard key set you want
to use to create the script. Once selected, the Add box below the Key
Sets drop-down is populated with the selected key set options.
Select a key from the Add box and click Add to move it to Script box.
Remove a key from Script box by selecting it clicking Remove.
Reorder keys by selecting them and using the Up and Down icons.
The script can consist of one or more keys. Additionally, you can mix
and match the keys to be used in the script.
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For example, select F1-F16 to display the function key set in the Add
box. Select a function key and add it to the Script box. Next, select
Letters from the Key Set drop-down and add a letter key to the
script.

8. Optionally, add text that will display when the script is executed.

a. Click Construct Script from Text to open the Construct Script
From Text page.

b. Enter the script in the text box. For example, enter "Connected
to Target™.

c. Click OK Construct Script From Text page.
9. Click OK to create the script.
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Hame > Device Settings » Connection Scripts = Add Connection Script i
Add Connection Script -
Script Mame Cunned_Euipt_nget_ﬁl J
Use On i@ Connect 7 Disconnect ;
Keyboard Type English {US) -

Key Sets Letters - Construct Script From Text | r
A | [Pres: Fe N 4
B Release FG kY
O = | |Fresc
D Release C
E
Keys F _’
G .
" : 4
|
J - i
Add [ Remove | [+ ] [v]

ok | | cancel | | ciear |

*.-l‘ 'J i r.‘ A __J r'-—"‘u __.‘_f_.‘--'

Haome > Device Settings > Connection Scripts = Modify Connection Script

Construct Script From Text

Connected to Target

oK | | cancel | | Clear |

w— g ,—*—=*‘-~J‘"r~]"‘

Raritan 181

A brand of Olegrand



Chapter 3: KX Il Interface and Navigation

Modifying Scripts

> To modify existing scripts:

1. Click Device Settings > Connection Scripts. The Connection Scripts
page opens.

2. Inthe Available Connection Scripts section, select the script you
want to modify and click Modify. The page is then in Edit mode.

3. Make changes as needed. Click OK when finished.

Importing and Exporting Scripts

You are able to import and export connect and disconnect scripts that
are in XML file format. Keyboard macros cannot be imported or
exported.

Note: The import and export feature is not available from the Local
Console.

Imported scripts can be edited in KX Il using the Modify feature.
However, once an imported script is associated with a port, it cannot be
modified. Remove the script from the port to modify it. See Applying and
Removing Scripts (on page 178].

P Toimport a script:

1. Click Device Settings > Connection Scripts. The Connection Scripts
page opens.

2. Inthe Available Connection Scripts section, click Import. The Import
Connection Scripts page opens.

3. Select the import setting.

= Skip duplicates - Scripts that already exist in KX Il are not
included in the import.

=  Overwrite duplicates - Scripts that already exists in KX Il are
overwritten by the new, imported script.

* Add duplicates with a different name - Duplicate scripts will be
renamed during the import and will not overwrite existing
scripts. KX Il assigns a number to the file name to distinguish it
from the original.

4. Use the browse function to locate the XML script files to import.
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5. Click Import. The Configuration Scripts page opens and the imported
scripts are displayed.

Home = Device Settings = Connection Scripts = Import Connection Scripts

Import Connection Scripts '.'

Import Settings
i@ Skip duplicates
™y Cwerwrite duplicates

™y Add duplicates with a different name

Connection Scripts File

Cancel

l-"‘"' -~ P Y R T r sl st bt

LA AMAL A

> To export a disconnect script:

1. Click Device Settings > Configuration Scripts. The Configuration
Scripts page opens.

2. Inthe Available Connection Scripts section, select the script you

want to export and click Export. A dialog prompting you to open or
save the XML file appears.

3. Save the XML file or open it in an XML editor. If you save the XML file,
it is saved to your default Download folder.

Port Group Management
Port group management refers to the following:

e Blade Server Group - the aggregation of ports connected to certain
types of blades into a group representing the blade chassis. See HP
and Cisco UCS Blade Chassis Configuration [Port Group
Management] (on page 129) for details.

e Dual Video Port Group - the creation of port groups that provide
extended desktop configurations on target servers. See Creating a
Dual Video Port Group (on page 185).

e Port Group - the creation of 'standard’ port groups where settings
applying to a primary port are applied to all secondary ports in the
group. See Creating Port Groups (on page 184).
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Creating Port Groups

The KX Il supports the aggregation of multiple ports into a single port
group. Port groups consist solely of ports configured as standard KVM
ports.

A port may only be a member of a single group.

Ports that are available to be included in a port group are displayed in
the Select Port for Group > Available list.

Once a port is added to a port group, it is not available to add to another
port group. Remove the port from its existing port group to use itin a
new one.

A maximum of 8 port groups can be created. The Add button is disabled
once this limit is reached.

Connect and disconnect actions performed from the primary port are
applied to the secondary ports in the group with the exception of power
control.

Port Groups are restored using the Backup and Restore option (see
Backup and Restore).

Note: See HP and Cisco UCS Blade Chassis Configuration (Port Group
Management) lon page 129) for information on creating port groups for
blade chassis, and Creating Dual Port Video Groups for information on
creating dual video port groups.

P Tocreate a port group:

1. Select Device Settings > Port Group Management. The Port Group
Management page opens. Any existing port groups are displayed.

2. Click Add. The page refreshes and displays all of the port group
options available.

3. Select the Port Group radio button.

Select the ports to add to the group by clicking on them in the
Available text box, and then clicking Add to add it to the Selected text
box.

5. Click OK to create the port group. The port group now appears on the
Port Group Management page.
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Creating a Dual Video Port Group

The dual video port groups feature allows you to group two video ports
into one group.

Use this feature when you need to connect to a server with two video
cards/ports, and you want to access both ports from the same remote
client at the same time.

Note: Dual port video groups are not supported by models with only one
KVM channel such as KX3-108 and KX3-116 models.

Note: Once a dual video port group is createad, it is available from the
local console as well as the remote client. However, extended desktop is
not supported at the local console.

Dual video port groups appear on the Port Access page as Dual Port
types.

The primary and secondary ports that are a part of the port group appear
on the Port Access page as Dual Port(P) and Dual Port(S], respectively.
For example, if the CIM type is DCIM, "DCIM Dual Port (P)" is displayed.

Each group must contain a primary port and a secondary port.

The configuration applied to the primary port is applied to all secondary
ports in the group. If a port is removed from the group, it is considered
an independent port and a new configuration can be applied to it.

When you access a dual port video group from the remote client, you
connect to the primary port, which opens a KVM connection window to
both the primary and secondary ports of the dual port group.

The sessions can be launched and viewed from the remote client on one
or multiple monitors as needed.

The orientation setting configured on the device for the target must
match the actual configuration on the target operating system.

It is recommended that the connecting client have the same screen
orientation whenever possible.

Important: Review the information in the Dual Video Port Groups
section for restrictions, recommendations, and so on that may
impact your specific environment.

P To create a dual port video group:

1. Select Device Settings > Port Group Management. The Port Group
Management page opens. Any existing port groups are displayed.

2. Click Add. The Port Group page opens, and all available ports are
displayed in the Select Ports for Group section.
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Note: If a port is already a part of blade server port group, another
dual video port group, or 'standard’ port group, the port is not an
option since ports can only belong to a single port group at a time.

3. Select the Dual Video Port Group radio button.
4. From the Select Ports for Group section, click on the port you are

designating as the primary port, then click Add to add it to the
Selected text box. Be sure to add the primary port first.

Note: Ideally, the permissions applied to each port in the port group
should be the same. If they are not, the permissions of the port with
the most restrictive permissions is applied to the port group. For
example, if VM Access Deny is applied to one port and VM Access
Read-Write is applied to another port, VM Access Deny is applied to
the port group. See Permissions and Dual Video Port Group
Access /on page 236] for information on how port permissions affect
dual video port groups.

5. Click on the port that you are designating as the secondary port and
click Add to add it to the Selected text box.

6. Select the orientation of the page. The orientation you select
depends on what works best with your monitor setup.

7. Click OK to create the port group.
Dual video port groups appear on the Port Access page as Dual Port
types.
The primary and secondary ports that are a part of the port group
appear on the Port Access page as Dual Port(P) and Dual Port(S),
respectively. For example, if the CIM type is DCIM, "DCIM Dual Port
(P)" is displayed.

Note: Dual Video port targets attached to a tier device should only be
connected via the tier device, not through the tier base device.

Changing the Default GUI Language Setting

The KX IIl GUI defaults to English, but also supports the following
localized languages:

e English (default]

e Japanese

e Simplified Chinese

e Traditional Chinese

P To change the GUI language:

1. Select Device Settings > Language. The Language Settings page
opens.
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2. From the Language drop-down, select the language you want to
apply to the GUI.

3. Click Apply. Click Reset Defaults to change back to English.

Note: Once you apply a new language, the online help is also localized to
match your language selection.

Security Management

Security Settings

From the Security Settings page, you can specify login limitations, user
blocking, password rules, and encryption and share settings.

Raritan SSL certificates are used for public and private key exchanges,
and provide an additional level of security. Raritan web server
certificates are self-signed. Java applet certificates are signed by a
VeriSign certificate. Encryption guarantees that your information is safe
from eavesdropping and these certificates ensure that you can trust that
the entity is Raritan, Inc.

> To configure the security settings:

1. Choose Security > Security Settings. The Security Settings page
opens.

Update the Login Limitations (on page 188) settings as appropriate.
Update the Strong Passwords (on page 190] settings as appropriate.
Update the User Blocking (on page 191) settings as appropriate.
Update the Encryption & Share settings as appropriate.

Click OK.

ok LN
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> To reset back to defaults:
e Click Reset to Defaults.

Legin Limitations User Blocking
Enable Single Login Limitation # Disabled
Enable Password Aging Timer Lockout
Password Aging Interval (days) Attempts
60 3
Log Out Idle Users l;:ckaut Time
Idle Timeout (minutes) -
30 Deactivate UserdD
Failed Attempts
3
Strong Passwords Encryption & Share
Enable Strang Passwords Encryption Mode
Minimum length of strong password Auto A
B ] ¥ Apply Encryption Mode to KM and Mirtual Media (Forced in FIPS 1
Maximum length of strong password Enable FIPS 140-2 Mode (Changes are activated on redoot onlyl)
16 Current FIPS status: Inaclive
4 Enfo | I h PC Share Mode
nforce at least one lower case character Private v
¥ Enforce at least one upper case character PC-Share Idle Timeout (seconds)
# Enforce at least one numeric character 0
+ Enforce at least one printable special character M Share Made
Number of restricted passwords based on history Local Device Reset Maode
5 Enable Local Factory Reset v

¥ Enable TLSv1.0
¥/ Enable TLSv1.1
# Enable TLSv1.2

Login Limitations

Using login limitations, you can specify restrictions for single login,
password aging, and the logging out idle users.

Limitation Description

Enable single login  When selected, only one login per user name is

limitation allowed at any time. When deselected, a given
user name/password combination can be
connected into the appliance from several client
workstations simultaneously.

Enable password When selected, all users are required to change

aging their passwords periodically based on the
number of days specified in Password Aging
Interval field.

This field is enabled and required when the
Enable Password Aging checkbox is selected.
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Limitation Description
Enter the number of days after which a password
change is required. The default is 60 days.

Log out idle users, Select the "Log off idle users” checkbox to

After (1-365 automatically disconnect users after the amount

minutes) of time you specify in the "After (1-365 minutes)"
field. If there is no activity from the keyboard or
mouse, all sessions and all resources are logged
out. If a virtual media session is in progress,
however, the session does not timeout.

The After field is used to set the amount of time
(in minutes) after which an idle user will be
logged out. This field is enabled when the Log
Out Idle Users option is selected. Up to 365
minutes can be entered as the field value

|:| Enable Single Login Limitation
|:| Enable Password Aging

Password Aging Interval (days)
60

Log Out ldle Users

Idle Timeout (minutes)
30

W W N
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Strong Passwords

Strong passwords provide more secure local authentication for the
system. Using strong passwords, you can specify the format of valid KX
[Il local passwords such as minimum and maximum length, required
characters, and password history retention.

Strong passwords require user-created passwords to have a minimum

of 8 characters with at least one alphabetical character and one
nonalphabetical character (punctuation character or number). In addition,
the first four characters of the password and the user name cannot
match.

When selected, strong password rules are enforced. Users with
passwords not meeting strong password criteria will automatically be
required to change their password on their next login. When deselected,
only the standard format validation is enforced. When selected, the
following fields are enabled and required:

Field Description

Minimum length of strong  Passwords must be at least 8

password characters long. The default is 8, but
administrators can change the
minimum to 63 characters.

Maximum length of strong  The default minimum length is 8, but

password administrators can set the maximum to
a default of 16 characters. The
maximum length of strong passwords is
63 characters.

Enforce at least one lower  When checked, at least one lower case
case character character is required in the password.

Enforce at least one upper  When checked, at least one upper case

case character character is required in the password.

Enforce at least one When checked, at least one numeric

numeric character character is required in the password.

Enforce at least one When checked, at least one special

printable special character character (printable] is required in the
password.

Number of restricted This field represents the password

passwords based on history history depth. That is, the number of
prior passwords that cannot be
repeated. The range is 1-12 and the
default is 5.
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Strong Passwords

|:| Enable Strong Passwords

Minimum length of strong password
8

Maximum length of strong password
16

Enforce at least one lower case character
Enforce at least one upper case character
Enforce at least one numeric character

Enforce at least one printable special character

Humber of restricted passwords based on history
5

NUA A oy 4

P —

*-..-.i— _--“,.‘ . ,l‘r-‘ '__f""

User Blocking

The User Blocking options specify the criteria by which users are
blocked from accessing the system after the specified number of
unsuccessful login attempts.

The three options are mutually exclusive:

Option Description

Disabled The default option. Users are not blocked
regardless of the number of times they fail
authentication.
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Option Description

Timer Lockout Users are denied access to the system for the
specified amount of time after exceeding the
specified number of unsuccessful login attempts.
When selected, the following fields are enabled:

= Attempts - The number of unsuccessful login
attempts after which the user will be locked
out. The valid range is 1 - 10 and the default is
3 attempts.

= Lockout Time - The amount of time for which
the user will be locked out. The valid range is
1 - 1440 minutes and the default is 5 minutes.

Note: Users in the role of Administrator are
exempt from the timer lockout settings.

Deactivate User-ID  When selected, this option specifies that the user
will be locked out of the system after the number
of failed login attempts specified in the Failed
Attempts field:

= Failed Attempts - The number of
unsuccessful login attempts after which the
user’'s User-ID will be deactivated. This field
is enabled when the Deactivate User-ID
option is selected. The valid range is 1 - 10.

When a user-1D is deactivated after the specified
number of failed attempts, the administrator
must change the user password and activate the
user account by selecting the Active checkbox on
the User page.
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User Blocking

i@ Dizabled ,

(] Timer Lockout
- b

Attempts
3

Lockout Time
5

(5] Deactivate User-ID I
Failed Attempts
3
& # - r—a,

Encryption and Share

Using the Encryption & Share settings you can specify the type of
encryption used, PC and VM share modes, and the type of reset
performed when the KX Il Reset button is pressed.

WARNING: If you select an encryption mode that is not supported by
your browser, you will not be able to access the KX Il from your
browser.

Note that video performance may be impacted once encryption is applied.
The extent of the performance impact varies based on the encryption
mode.

For the best possible video performance and throughput, disable
encryption mode to KVM and Virtual Media if your security policy permits
this.

P To configure encryption and share:
1. Choose one of the options from the Encryption Mode drop-down list.

When an encryption mode is selected, a warning appears, stating
that if your browser does not support the selected mode, you will not
be able to connect to the KX II.

The warning states "When the Encryption Mode is specified please
ensure that your browser supports this encryption mode; otherwise
you will not be able to connect to the KX III."
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Auto

This is the recommended option. The KX Il autonegotiates to the highest
level of encryption possible.

You must select Auto in order for the device and client to successfully
negotiate the use of FIPS compliant algorithms.

AES-128

The Advanced Encryption Standard (AES] is a National Institute of
Standards and Technology specification for the encryption of electronic
data. 128 is the key length. When AES-128 is specified, be certain that
your browser supports it, otherwise you will not be able to connect. See
Checking Your Browser for AES Encryption (on page 195) for more
information.

AES-256

The Advanced Encryption Standard (AES] is a National Institute of
Standards and Technology specification for the encryption of electronic
data. 256 is the key length. When AES-256 is specified, be certain that
your browser supports it, otherwise you will not be able to connect. See
Checking Your Browser for AES Encryption (on page 195) for more
information.

Note: If you are running Windows XP® operating system with Service
Pack 2, Internet Explorer® 7 cannot connect remotely to the KX IIl using
AES-128 encryption.

For government and other high security environments, enable FIPS
140-2 Mode by selecting the Enable FIPS 140-2 checkbox. See Enabling
FIPS 140-2 (on page 196) for information on enabling FIPS 140-2.

1. PC Share Mode - Determines global concurrent remote KVM access,
enabling up to eight remote users to simultaneously log into one KX
[l and concurrently view and control the same target server through
the device. Click the drop-down list to select one of the following
options:
= Private - No PC share. This is the default mode. Each target
server can be accessed exclusively by only one user at a time.

= PC-Share - KVM target servers can be accessed by up to eight
users (administrator or non-administrator] at one time. Each
remote user has equal keyboard and mouse control, however,
note that uneven control will occur if one user does not stop
typing or moving the mouse. Selecting PC Share enables PC
Share Timeout. Enter from 0 seconds to 600 seconds (10
minutes). The default timeout value is 0, so there is no exclusive
keyboard/mouse control. If a user has not moved the mouse or
entered keyboard input and the timeout period expires, the user
relinquishes control, and another user can join.
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2. If needed, select VM Share Mode. This option is enabled only when
PC-Share mode is enabled. When selected, this option permits the
sharing of virtual media and audio among multiple users, that is,
several users can access the same virtual media or audio session.
The default is disabled.

3. If needed, select Local Device Reset Mode. This option specifies
which actions are taken when the hardware Reset button (at the
back of the device) is depressed. For more information, see
Resetting the KX Il Using the Reset Button (see " Resetting the
KX Ill Using the Reset Button on the Device" on page 397). Choose
one of the following options:

Local device reset Description
mode

Enable Local Factory Returns the KX Il device to the factory
Reset (default) defaults.

Enable Local Admin  Resets the local administrator password only.

Password Reset The password is reset to raritan.
Disable All Local No reset action is taken.
Resets

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser
manufacturer or navigate to the https://www.fortify.net/sslcheck.html
website using the browser with the encryption method you want to check.
This website detects your browser's encryption method and displays a
report.

AES 256-bit encryption is supported on the following web browsers:

e Firefoxe

Internet Explorer®

e Chrome®

e Safari®

In addition to browser support, AES 256-bit encryption requires the

installation of Java™ Cryptography Extension® (JCE®) Unlimited Strength
Jurisdiction Policy Files if you are using VKC/VKCS

Jurisdiction files for various JREs™ are available at the “other
downloads” section the Java download website.
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Enabling FIPS 140-2

For government and other high security environments, enabling FIPS
140-2 mode may be required.

The KX Il uses an embedded FIPS 140-2-validated cryptographic module
running on a Linux® platform per FIPS 140-2 Implementation Guidance
section G.5 guidelines.

Once this mode is enabled, the private key used to generate the SSL
certificates must be internally generated; it cannot be downloaded or
exported.

Note that performance may be impacted once FIPS 140-2 mode is
enabled.

> To enable FIPS 140-2:
1. Access the Security Settings page.

2. Enable FIPS 140-2 Mode by selecting the Enable FIPS 140-2
checkbox in the Encryption & Share section of the Security Settings
page.

You will utilize FIPS 140-2 approved algorithms for external
communications once in FIPS 140-2 mode.

The FIPS cryptographic module is used for encryption of session
traffic consisting of video, keyboard, mouse, virtual media and smart
card data.

3. Reboot the KX IIl. Required

Once FIPS mode is activated, 'FIPS Mode: Enabled’ will be displayed
in the Device Information section in the left panel of the screen.

For additional security, you can also create a new Certificate Signing
Request once FIPS mode is activated. This will be created using the
required key ciphers. Upload the certificate after it is signed or
create a self-signed certificate. The SSL Certificate status will
update from ‘Not FIPS Mode Compliant’ to ‘FIPS Mode Compliant'.
When FIPS mode is activated, key files cannot be downloaded or
uploaded. The most recently created CSR will be associated
internally with the key file. Further, the SSL Certificate from the CA
and its private key are not included in the full restore of the
backed-up file. The key cannot be exported from KX III.
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FIPS 140-2 Support Requirements

The KX Il supports the use of FIPS 140-2 approved encryption
algorithms. This allows an SSL server and client to successfully
negotiate the cipher suite used for the encrypted session when a client is
configured for FIPS 140-2 only mode.

Following are the recommendations for using FIPS 140-2 with the KX IlI:

KX 111

e Set the Encryption & Share to Auto on the Security Settings page.
See Encryption & Share (see "Encryption and Share" on page 193).

Microsoft Client

e FIPS 140-2 should be enabled on the client computer and in Internet
Explorer.

» To enable FIPS 140-2 on a Windows client:

1. Select Control Panel > Administrative Tools > Local Security Policy to
open the Local Security Settings dialog.

2. From the navigation tree, select Select Local Policies > Security
Options.

3. Enable "System Cryptography: Use FIPS compliant algorithms for
encryption, hashing and signing”.

4. Reboot the client computer.

> To enable FIPS 140-2 in Internet Explorer:

1. InInternet Explorer, select Tools > Internet Options and click on the
Advanced tab.

Select the Use TLS 1.0 checkbox.

Restart the browser.

Enabling TLS Protocols

To meet your security policies, enable the specific TLS protocol versions
you require. Disabled protocols will not be used by the device.

> To enable TLS protocols:

1. Choose Security > Security Settings. In the Encryption and Share
section, all TLS versions are listed.

2. Select the checkboxes of each TLS protocol version you want to
enable. All versions are enabled by default. Unchecked protocols are
not used. At least one protocol must be enabled.
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Note: CommandCenter Secure Gateway only supports TLS v1.0. If
you are using CC-5G, TLS v1.0 will be used to connect with KX I/
even If it is disabled here.

3. Click OK to apply the settings.

Encryption Mode
Auto v

¥ Apply Encryption Mode to KVM and Virtual Media (Forced in FIPS 140-2 Mode)

Enable FIPS 140-2 Mode (Changes are activated on reboot onlyl)
Current FIPS status: Inactive
PC Share Mode
Private v

PC-Share Idle Timeout (seconds)
]
VM Share Mode

Local Device Reset Mode
Enable Local Factory Reset M

#| Enable TLSv1.0
#| Enable TLSv1.1
#| Enable TLSv1.2

Configuring IP Access Control

Using IP access control, you control access to your KX Ill. Note that IP
access control restricts traffic of any kind from accessing the KX lll, so
NTP servers, RADIUS hosts, DNS hosts and so on must be granted
access to the KX 1.

By setting a global Access Control List (ACL) you are ensuring that your
device does not respond to packets being sent from disallowed IP
addresses. The IP access control is global, affecting the KX Il as a whole,
but you can also control access to your device at the group level. See
Group-Based IP ACL [Access Control List/(on page 67) for more
information about group-level control.

Important: IP address 127.0.0.1 is used by the KX Il local port. When
creating an IP Access Control list, 127.0.0.1 should not be within the
range of IP addresses that are blocked or you will not have access to
the KX Il local port.

P To use IP access control:

1. Select Security > IP Access Control to open the IP Access Control
page.

2. Select the Enable IP Access Control checkbox and the remaining
fields on the page.

3. Choose the Default Policy. This is the action taken for IP addresses
that are not within the ranges you specify.

= Accept - IP addresses are allowed access to the KX Il device.
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= Drop - IP addresses are denied access to the KX Il device.

» To add (append) rules:

1. Type the IP address and subnet mask in the IPv4/Mask or IPvé/Prefix
Length field.

Note: The IP address should be entered using CIDR [Classless
Inter-Domain Routing notation, in which the first 24 bits are used as
a network address).

2. Choose the Policy from the drop-down list.
Click Append. The rule is added to the bottom of the rules list.

> Toinserta rule:
Type arule #. Arule # is required when using the Insert command.

2. Type the IP address and subnet mask in the IPv4/Mask or IPv6/Prefix
Length field.

Choose the Policy from the drop-down list.

Click Insert. If the rule # you just typed equals an existing rule #, the
new rule is placed ahead of the exiting rule and all rules are moved
down in the list.

Tip: The rule numbers allow you to have more control over the order
in which the rules are created.

P Toreplace a rule:
Specify the rule # you want to replace.

2. Type the IP address and subnet mask in the IPv4/Mask or IPv6/Prefix
Length field.

3. Choose the Policy from the drop-down list.

4. Click Replace. Your new rule replaces the original rule with the
same rule #.

> To delete a rule:
1. Specify the rule # you want to delete.
2. Click Delete.
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3. You are prompted to confirm the deletion. Click OK.

Hame = Security » IP Access Cantrol

IP Access Control

Enable IP Access Control

Default policy
| ACCEPT v
Rule & IPvdMask or IPvé/Prefix Length Policy
1 192168.59 192432 ACCEPT
2 192 1688 B1.0/24 ACCEPT
3 255 25500M6 ACCEPT
| || ACCERT
Append | Insert | Replace | Delete |

OK | Reset To Defaults | Cancel |

SSL and TLS Certificates

KX Ill uses the Transport Layer Security (TLS) for any encrypted network
traffic between itself and a connected client.

When establishing a connection, KX Il has to identify itself to a client
using a cryptographic certificate.

KX Ill can generate a Certificate Signing Request (CSR]) or a self-signed
certificate using SHA-2.

The CA verifies the identity of the originator of the CSR.

The CA then returns a certificate containing its signature to the
originator. The certificate, bearing the signature of the well-known CA, is
used to vouch for the identity of the presenter of the certificate.

Important: Make sure your KX Il date/time is set correctly.
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When a self-signed certificate is created, the KX Il date and time are
used to calculate the validity period. If the KX Il date and time are not
accurate, the certificate's valid from - to date range may be incorrect,
causing certificate validation to fail. See Configuring Date/Time
Settings on page 165).

Note: The CSR must be generated on the KX /1.

Note: When upgrading firmware, the active certificate and CSR are not
replaced.

P To create and install a SSL certificate:
1. Select Security > Certificate.
2. Complete the following fields:

a. Common name - The network name of the KX lll once it is
installed on your network (usually the fully qualified domain
name). The common name is identical to the name used to
access the KX Il with a web browser, but without the prefix
“http://”. In case the name given here and the actual network
name differ, the browser displays a security warning when the
KX Ill'is accessed using HTTPS.

b. Organizational unit - This field is used for specifying to which
department within an organization the KX Il belongs.

c. Organization - The name of the organization to which the KX I
belongs.

d. Locality/City - The city where the organization is located.

e. State/Province - The state or province where the organization is
located.

f.  Country (ISO code] - The country where the organization is
located. This is the two-letter ISO code, e.g. DE for Germany, or
US for the U.S.

g. Email - The email address of a contact person that is
responsible for the KX Il and its security.

h. Subject Alternative Name (SAN] - Optional. Add up to ten SANs,
which may include alternate hostnames. Maximum of 64
characters. This allows devices that are reachable under
different names to pass the TLS hostname validation for each
name registered in the TLS certificate. Enter the SAN in the
Enter Hostname/IP address field, then click Add to create the list
of SANs. Select a SAN and click Remove to delete.

i. Challenge Password - Some certification authorities require a
challenge password to authorize later changes on the certificate

(e.g. revocation of the certificate). Applicable when generating a
CSR for CA Certification.
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j- Confirm Challenge Password - Confirmation of the Challenge
Password. Applicable when generating a CSR for CA
Certification.

k. Key length - The length of the generated key in bits. 1024 is the
default. Up to 4096 is supported.

3. To generate, do one of the following:
= To generate self-signed certificate, do the following:

a. Select the Create a Self-Signed Certificate checkbox if you need
to generate a self-signed certificate. When you select this option,
the KX Il generates the certificate based on your entries, and
acts as the signing certificate authority. The CSR does not need
to be exported and used to generate a signed certificate.

b. Specify the number of days for the validity range. Ensure the KX
[Il date and time are correct. If the date and time are not correct,
the certificate's valid date range may not be calculated correctly.

Click Create.
A confirmation dialog is displayed. Click OK to close it.

Aself-signed certificate will be created for this device. Do you want to proceed with creating this cerificate?

Common Mame: JLPRT
Organizational Unit: Unit A
Organization: Raritan
Locality/City: Somerset
State/Province: NJ

Country (IS0 Code): US
Email: admin

Key Length (bits): 1024
Valid From: Mon Mar 26 2012
Valid To: Tue Jul 24 2012

[ OK ] [ Cancel

e. Reboot the KX Il to activate the self-signed certificate.
= To generate a CSR to send to the CA for certification:

a. Click Create.
b. A message containing all of the information you entered

appears.

The following C5R is pending: 551 Certificate File

countrylame = T5 | |[ B ]
state0rProvinceName = DC OWEE ..
localityName = Washington
organizationflame = ACME Corp. M
crgenizaticnallUnitName = Marketing Dept.
commonName = John Doe

emailiddress johndoe@acme . com

Download Delete
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c. The CSR and the file containing the private key used when
generating it can be downloaded by clicking Download CSR.

d. Send the saved CSR to a CA for certification. You will get the new
certificate from the CA.

Note: The CSR and the private key file are a matched set and should
be treated accordingly. If the signed certificate is not matched with
the private key used to generate the original CSR, the certificate will
not be useful. This applies to uploading and downloading the CSR
and private key files.

= Once you get the certificate from the CA, upload it to the KX
[1l by clicking Upload.

= Reboot the KX Il to activate the certificate.

After completing these steps the KX Ill has its own certificate that is used
for identifying itself to its clients.

Important: If you destroy the CSR on the KX IlI there is no way to get
it back! In case you deleted it by mistake, you have to repeat the
three steps as described above. To avoid this, use the download
function so you will have a copy of the CSR and its private key.

Security Banner

KX Il provides you with the ability to add a security banner to the KX Il
login process. This feature requires users to either accept or decline a
security agreement before they can access the KX IIl. The information
provided in a security banner will be displayed in a Restricted Service
Agreement dialog after users access KX Il using their login credentials.

The security banner heading and wording can be customized, or the
default text can be used. Additionally, the security banner can be
configured to require that a user accepts the security agreement before
they are able to access the KX Il or it can just be displayed following the
login process. If the accept or decline feature is enabled, the user's
selection is logged in the audit log.

> To configure a security banner:
1. Click Security > Banner to open the Banner page.
Select Display Restricted Service Banner to enable the feature.

If you want to require users to acknowledge the banner prior to
continuing the login process, select Require Acceptance of
Restricted Service Banner. In order to acknowledge the banner,
users will select a checkbox. If you do not enable this setting, the
security banner will only be displayed after the user logs in and will
not require users acknowledge it.
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4. If needed, change the banner title. This information will be displayed
to users as part of the banner. Up to 64 characters can be used.

5. Edit the information in the Restricted Services Banner Message text
box. Up to 6000 characters can be entered or uploaded from a text
file. To do this, do one of the following:

a. Edit the text by manually typing in the text box. Click OK.

b. Upload the information from .txt file by selecting the Restricted
Services Banner File radio button and using the Browse feature
to locate and upload the file. Click OK. Once the file is uploaded,
the text from the file will appear in the Restricted Services
Banner Message text box.

Note: You cannot upload a text file from the local port.

Home = Security = Banner

Display Restricted Service Banner

|:| Require Acceptance of Restricted Service Banner

Banner Title
| Resfricted Access

(w) Restricted Service Banner Message:

TUnauthorized accesz prohibited, all
accezs and activities not explicitly
authorized by management are
unauthorized. All activities are
monitored and logged. There i=s no
privacy on thisz system. Unauthorized
accezs and activities or any criminal
activity will be reported to
appropriate authorities.

) Restricted Service Banner File:

m
(=]

| OK | | Reset To Defaults | | Cancel
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Maintenance

Raritan
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Audit Log
A log is created of KX Ill system events.

The audit log can contain up to approximately 2K worth of data before it
starts overwriting the oldest entries.

To avoid losing audit log data, export the data to a syslog server or SNMP
manager. Configure the syslog server or SNMP manager from the Device
Settings > Event Management page. See Events Captured in the Audit
Log and Syslog (on page 442) for information on what is captured in the
audit log and syslog.

P To view the audit log for your KX IlI:
1. Choose Maintenance > Audit Log. The Audit Log page opens.

The Audit Log page displays events by date and time (most recent
events listed first). The Audit Log provides the following information:

= Date - The date and time that the event occurred based on a
24-hour clock.

= Event - The event name as listed in the Event Management page.
= Description - Detailed description of the event.

> To save the audit log:

Note: Saving the audit log is available only on the KX I/l Remote Console,
not on the Local Console.

1. Click Save to File. A Save File dialog appears.

2. Choose the desired file name and location and click Save. The audit
log is saved locally on your client machine with the name and
location specified.

> To page through the audit log:
e Use the [Older] and [Newer] links.

205



Chapter 3: KX Il Interface and Navigation

Device Information

The Device Information page provides detailed information about your KX
[Il device and the CIMs in use. This information is helpful should you
need to contact Raritan Technical Support.

P To view information about your KX |Il and CIMs:

e Choose Maintenance > Device Information. The Device Information
page opens.

The following information is provided about the KX IlI:

e Model

e Hardware Revision

e Firmware Version

e Serial Number

e MAC Address

The following information is provided about the CIMs in use:

e Port (number)

e Name
e Type of CIM - DCIM, PCIM, Rack PDU, VM, DVM-DP, DVM-HDMI,
DVM-DVI

e Firmware Version

e Serial Number of the CIM - this number is pulled directly from the
supported CIMs.

= P2CIM-PS2

= P2CIM-APS2DUAL
= P2CIM-AUSBDUAL
= P2CIM-AUSB

= P2CIM-SUN
= P2CIM-SUSB
= P2CIM-SER
= DCIM-PS2

= DCIM-USB

= DCIM-USBG2
= DCIM-SUN

= DCIM-SUSB

= D2CIM-VUSB

= D2CIM-DVUSB

= D2CIM-DVUSB-DVI

= D2CIM-DVUSB-HDMI
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= D2CIM-DVUSB

Note: Only the numeric portion of the serial numbers are displayed for
the DCIM-USB, DCIM-PS2 and DCIM-USB G2 CIMs. For example,
XXXT1234567 is displayed. The serial number prefix GN is displayed for
CIMs that have field configured serial numbers.

Device Information

Maodel: DRH2-232
Hardware Revision: 0x48

Firmware Version: 2403399
Serial Humber: HKB7500230
MAC Address: 00:0d:5d: 03 cobs

SR W

CIM Information

Firmware Version Serial Humber

5 SEKX2-232.LP. PCIM A XXX9900169 <
6 Target Win XP Duak Vil 3A%6 PQ20304596 F
9 W2K3 Server Duak Vil 3A%6 PQ28350007 {
18 Win XP 2.4GHz P4 50418 v 2ATE HUW7553560 /|
A Y e S R AR VU e e e

Creating a KX Ill Backup and Restore File

From the Backup/Restore page, you can backup and restore the settings
and configuration for your KX llI.

In addition to using backup and restore for business continuity purposes,
you can use this feature as a time-saving mechanism.

For instance, you can quickly provide access to your team from another
KX Il by backing up the user configuration settings from the KX Il in use
and restoring those configurations to the new KX III.

You can also set up one KX Il and copy its configuration to multiple KX IlI
appliances.

For KX 11 2.5.0 and KX I 2.6.0 users, you are able to create a
backup/restore file of a KX II's settings and apply them to a KX III. This
can help you when you migrate to a KX Ill from a KX II. See Applying KX
Il Appliance Setting to a KX /Il Using a Backup/Restore File (see
"Applying KX Il Appliance Setting to a KX Ill Using a Backup/Restore
File" on page 210)
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Create a Backup File

Note: Backups are always complete system backups. Restores can be
complete or partial depending on your selection.

P If you are using Internet Explorer® 7 or later, to back up your KX
[

1. Choose Maintenance > Backup/Restore. The Backup/Restore page
opens.

Home = Maintenance > Backup / Restore

@ Full Restore

Protected Restore

Custom Restore
User and Group Restore
Dewvice Settings Restore

Restore File

Browse...

2. Click Backup. A File Download dialog appears that contains an Open
button. Do not click Open.

In IE 7 (and later), IE is used as the default application to open files,
so you are prompted to open the file versus save the file. To avoid
this, you must change the default application that is used to open
files to WordPade.

3. Todo this:

a. Save the backup file. The backup file is saved locally on your
client machine with the name and location specified.

b. Once saved, locate the file and right-click on it. Select
properties.

c. Ingeneraltab, click Change and select WordPad.
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Restore Your KX Il Using a Restore File

WARNING: Exercise caution when restoring your KX Il to an earlier
version. Usernames and password in place at the time of the backup
will be restored. If you do not remember the old administrative
usernames and passwords, you will be locked out of the KX III.

In addition, if you used a different IP address at the time of the backup,
that IP address will be restored as well. If the configuration uses
DHCP, you may want to perform this operation only when you have
access to the local port to check the IP address after the update.

Follow the steps here to apply a KX Il backup/restore file to apply
settings from the KX Il to the KX III. Before proceeding, review the

information in Requirements to Apply a KX I/ Backup and Restore File
to a KX /1l on page 210).

Note that some settings cannot be applied from a KX Il to a KX lll using
the backup/restore function. See KX //-to-KX Il Unsupported
Backup/Restore File Settings and Functions (on page 211)

> To restore your KX IlI:

1. Choose Maintenance > Backup/Restore. The Backup/Restore page
opens.

Home = Maintenance > Backup / Restore

@ Full Restore

¢ Protected Restore

¢ Custom Restore
User and Group Restore
Device Settings Restore

Restore File

2. Choose the type of restore you want to run:
= Full Restore - A complete restore of the entire system. Generally
used for traditional backup and restore purposes.
= Protected Restore - Everything is restored except
appliance-specific information such as IP address, name, and so

forth. With this option, you can setup one KX Ill and copy the
configuration to multiple KX Il appliances.

= Custom Restore - With this option, you can select User and
Group Restore, Device Settings Restore, or both:
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= User and Group Restore - This option includes only user and
group information. This option does notrestore the
certificate and the private key files. Use this option to quickly
set up users on a different KX III.

= Device Settings Restore - This option includes only appliance
settings such as power associations, USB profiles, blade
chassis related configuration parameters, and Port Group
assignments. Use this option to quickly copy the appliance
information.

3. Click Browse. A Choose File dialog appears.
Navigate to and select the appropriate backup file and click Open.
The selected file is listed in the Restore File field.

5. Click Restore. The configuration is restored based on the type of
restore selected, or the supported settings are applied from KX II.

Applying KX Il Appliance Setting to a KX Il Using a Backup/Restore
File

You can create a backup/restore file of a KX llI's settings, and then use it
to apply the settings to a KX III.

Before restoring a file, review Requirements to Apply a KX I/ Backup
and Restore File to a KX /// on page 210).

Some KX Il settings and functions cannot be restored to a KX Ill. See KX
/I-to-KX Ill Unsupported Backup/Restore File Settings and Functions
(on page 211).

For steps on creating a backup/restore file, see Create a Backup File
(on page 208).

For steps on using a KX |l file to apply settings to a KX I, follow the steps
out lined in Restore Your KX Ill Using a Restore File (on page 209).

Requirements to Apply a KX Il Backup and Restore File to a KX I
To apply settings from a KX Il to a KX lll using a KX Il backup/restore file,
the following conditions must be met:
e The KX Il 'and KX IIl must be the same models.
For example -
=  You can apply settings to a KX3-432 from KX2-432
= You cannotapply settings from KX2-464 to a KX3-432

e The KX Il and KX IIl must be using the same CIMs (the CIM serial
numbers must match) in order to apply the CIM settings to the KX III.
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KX 1l-to-KX 11l Unsupported Backup/Restore File Settings and Functions

When you use a KX Il backup/restore file to apply settings to a KX IlI, the
following settings are not applied to the KX III.

e KXl Local Extended Port Settings (KX Ill does not support this
feature]

e KXIlvideo switching delay, resolution and refresh rates (these
settings do not apply to KX 1)

e KXl language setting

e You cannot use the backup and restore function to upgrade from KX
[Ito KX Il via CC-SG

USB Profile Management

From the USB Profile Management page, you can upload custom profiles
provided by Raritan tech support. These profiles are designed to address
the needs of your target server’s configuration, in the event that the set
of standard profiles does not already address them. Raritan tech support
will provide the custom profile and work with you to verify the solution
for your target server’s specific needs.

P To access the USB Profile Management page:

e Choose Maintenance > USB Profile Management. The USB Profile
Management page opens.

Home = Maintenance * USE Profile Managemant Logout

Profile successfully uploaded.

USB Profile File:
Browse..

Selected Profile Prefile Key

Dell Dimension 1

Customn Profile for Dell Dimension'n-

Force full-speed is ON - Order: HID interface first,
Mass Storage second - COROM and removalble
drive cannot be used simultaneously

Deleting an active profile may be disruptive to sessions in progress.

[pelete

P To upload a custom profile to your KX IlI:
1. Click Browse. A Choose File dialog appears.

2. Navigate to and select the appropriate custom profile file and click
Open. The file selected is listed in the USB Profile File field.

3. Click Upload. The custom profile will be uploaded and displayed in
the Profile table.
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Note: If an error or warning is displayed during the upload process (for
example. overwriting an existing custom profile), you may continue with
the upload by clicking Upload or cancel it by clicking on Cancel.

P To delete a custom profile to your KX IlI:

1. Check the box corresponding to the row of the table containing the
custom profile to be deleted.

2. Click Delete. The custom profile will be deleted and removed from
the Profile table.

As noted, you may delete a custom profile from the system while it is still
designated as an active profile. Doing so will terminate any virtual media
sessions that were in place.

Handling Conflicts in Profile Names

A naming conflict between custom and standard USB profiles may occur
when a firmware upgrade is performed. This may occur if a custom
profile that has been created and incorporated into the list of standard
profiles has the same name as a new USB profile that is downloaded as
part of the firmware upgrade.

Should this occur, the preexisting custom profile will be tagged as "old_".
For example, if a custom profile called GenericUSBProfile5 has been
created and a profile with the same name is downloaded during a
firmware upgrade, the existing file will then be called
‘old_GenericUSBProfileb'.

You can delete the existing profile if needed. See USE Profile
Management (on page 211) for more information.

Upgrading CIMs

Use this procedure to upgrade CIMs using the firmware versions stored
in the memory of your KX lll device. In general, all CIMs are upgraded
when you upgrade the device firmware using the Firmware Upgrade

page.

P To upgrade CIMs using the KX Il memory:

1. Choose Maintenance > CIM Firmware Upgrade. The CIM Upgrade
from page opens.

The Port (number), Name, Type, Current CIM Version, and Upgrade
CIM Version are displayed for easy identification of the CIMs.

Check the Selected checkbox for each CIM you want to upgrade.
Click Upgrade. You are prompted to confirm the upgrade.
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4. Click OK to continue the upgrade. Progress bars are displayed

during the upgrade. Upgrading takes approximately 2 minutes or
less per CIM.

Upgrading the KX Ill Firmware

Use the Firmware Upgrade page to upgrade the firmware for your KX Il

and all attached CIMs. This page is available in the KX Il Remote Console
only.

Firmware Upgrade

Important: Do not turn off your KX Ill appliance or disconnect CIMs
while the upgrade is in progress - doing so will likely result in
damage to the appliance or CIMs.

== Raritan.

P‘ortﬂoeessl lel User Management | Device Setfings | Security Diagnostics | Help

Dominion®

Home = Maltenance = Fimware Upgrace

Time & Session:
e 22215 123538
User: admin
State: 2 min idle Show Latest Firmware ‘—_
Your IP: 192.168.32.181 i
Last Login: Jun 15, 2015 08:53:41 Browse. .. F
Device Information: h Cancel
Device Mame:
|P Address:

162.168.60.137
Firmware: 2.0.0 1 770
Device Model
Metwork: LANT LANZ
Poweerini: an
Powerin2: an

> To upgrade your KX Ill appliance:

1. Click the Show Latest Firmware link to locate the appropriate
Raritan firmware distribution file (*.RFP) on the Raritan website
http://www.raritan.com on the Firmware Upgrades web page.

2. Unzip the file. Please read all instructions included in the firmware
ZIP files carefully before upgrading.

Note: Copy the firmware update file to a local PC before uploading.
Do not load the file from a network drive.

3. Choose Maintenance > Firmware Upgrade. The Firmware Upgrade
page opens.

4. Click Browse to navigate to the directory where you unzipped the
upgrade file.

5. Click Upload from the Firmware Upgrade page.

Information about the upgrade and version numbers is displayed for
your confirmation (if you opted to review CIM information, that
information is displayed as well).
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Note: At this point, connected users are logged out, and new login
attempts are blocked.

6. Click Upgrade. Please wait for the upgrade to complete. Status
information and progress bars are displayed during the upgrade.
Upon completion of the upgrade, the appliance reboots (1 beep
sounds to signal that the reboot has completed).

7. As prompted, close the browser and wait approximately 5 minutes
before logging in to the KX Il again.

Upgrade History

The KX Il provides information about upgrades performed on the KX IlI
and attached CIMS and DSAM units.

> Toview the upgrade history:
e Choose Maintenance > Upgrade History. The Upgrade History page
opens.

Information is provided about the KX Ill upgrade(s) that have been run,
the final status of the upgrade, the start and end times, and the previous
and current firmware versions. Information is also provided about the
CIMS, which can be obtained by clicking the show link for an upgrade.
The CIM information provided is:

e Type - The type of CIM

e Port - The port where the CIM is connected

e User - The user who performed the upgrade

e |P-IPaddress firmware location

e Start Time - Start time of the upgrade

e EndTime - end time of the upgrade

e Previous Version - Previous CIM firmware version

e Upgrade Version - Current CIM firmware version

e CIMs - Upgraded CIMs

e Result - The result of the upgrade (success or fail)

Rebooting the KX 1lI

The Reboot page provides a safe and controlled way to reboot your KX III.
This is the recommended method for rebooting.

Important: All connections will be closed and all users will be logged
off.
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» Toreboot your KX IlI:

1. Choose Maintenance > Reboot. The Reboot page opens.

Home = Maintenance = Feboot

Reboot

Reboot

Thiz may take up to two minutes.

2. Click Reboot. You are prompted to confirm the action. Click Yes to
proceed with the reboot.

Homg > Maintenands * Rabost

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

(e ] (]

Thig mary take up o bad mintes
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Stopping CC-SG Management

While KX Ill is under CC-SG management, if you try to access the device
directly, you are notified that the device is under CC-SG management.

If you are managing KX Il through CC-SG and connectivity between
CC-SG and the KX Ill is lost after the specified timeout interval (typically
10 minutes), you are able to end the CC-SG management session from
the KX Il console.

Note: You must have the appropriate permissions to end CC-5G
management of KX I11.

1. Click Maintenance > Stop CC-SG Management. A message indicating
that the device is being managed by CC-SG will be displayed. An
option to remove the device from CC-SG management will also be
displayed.

Managed by CommandCenter Secure Gateway

This device is being ged by CommandCenter Secure Gateway

192.168.59.246

Do you want to remove it from CommandCenter Management?
A S

2. Click Yes to begin the process of removing the device from CC-SG
management. A confirmation message displays.

Managed by CommandCenter Secure Gateway

Confirming remove of the device from CommandCenter (192.168.59.246) Management.

Do you really want to remove this device from CommandCenter Management?

3. Click Yes to remove the device CC-SG management. A confirmation
message displays when CC-SG management has ended.

Managed by CommandCenter Secure Gateway

Stop CC-SG Management is successful. The device is no longer under CC-SG Management mode.
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Diagnostics

Network Interface Page

The KX Il provides information about the status of your network

interface.

> Toview information about your network interface:
e Choose Diagnostics > Network Interface. The Network Interface

page opens.

The following information is displayed:

o Whether the Ethernet interface is up or down.

e Whether the gateway is pingable or not.

e The LAN port that is currently active.

» To refresh this information:

e Click Refresh.

Network Statistics Page

The KX Il provides statistics about your network interface.

1. Choose Diagnostics > Network Statistics. The Network Statistics

page opens.

Choose the appropriate option from the Options drop-down list.

Click Refresh. The relevant information is displayed in the Result

field.

= Statistics - Produces a page similar to the one displayed here.

Home = Diagnostics = Network Statistics

Network Statistics

Options:
--statistics

.

Result

Ip:

1887874 wial packets received
0 forwarded

0 incoming packets discarded
1179770 incoming packsts delivered
TE993T reguests sent out

1584 reassemblies requirsd
254 packets reassembled ok
lemp:

28027 ICMP messages received
0 input ICMP messape failed
ICMP input histogram:
destination unreachable: 4208
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= |Interfaces - Produces a page similar to the one displayed here.

Home = Diagnostics = Network Statistics

Network Statistics

Options:
—-interfaces

Result

Kemel Interface table

Iface MTU Met RX-OK RX-ERR RX-DRP RX-OWR TX-0K TX-ERR TX-DRP TX-OVR Flg
ethd 1500 0 1821350 D 0 0 784800 000 ABMRU

eth1 1500 0 2433550 000 4 000 ABMRY

lo 16438 081310008131000LRY

= Route - Produces a page similar to the one displayed here.

Home = Diagnostics = Network Statistics

Network Statistics

Result

Kemel IPvE routing table

Destination Mext Hop Flags Metric Ref Use lface

SiM28 U001 ke

Kemel IP routing table

Destination Gateway Genmask Flags M55 Window int Ifacs
182.168.60.0 * 255.255.2656.0 U 0 0 0 ethd
224.0.0.0*240.0.0.0 0 00 0 ethD

default 192.168.60.126 0.0.0.0 UG D0 0 ethd

Ping Host Page

Ping is a network tool used to test whether a particular host or IP
address is reachable across an IP network. Using the Ping Host page,
you can determine if a target server or another KX Il is accessible.

1. Choose Diagnostics > Ping Host. The Ping Host page appears.

2. Type either the hostname or IP address into the IP Address/Host
Name field.

Note: The host name cannot exceed 232 characters in length.

3. Click Ping. The results of the ping are displayed in the Result field.
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4. Select the interface in the Network Interface drop-down box to ping
on a specified interface. Optional

Homea = Diagnostics = Ping Host

Ping Host

IF Address/Host Name:
192.168.60.137
Network Interface:
AUTOD

I3

Result

PING 192.168.60.137 (192.183.80.13
&4 bytes from 182.188.60.137: seq=0 tti=04 time=0.300 ms
G4 bytes from 192.188.8 =04 tim==0.138 m=
54 bytes from 192.188.6 zen=2 tt=04 time=0.130 ms
4 bytes from 182.188.60.137: seq=3 tti=04 time=0.150 ms

54 data bytes

- 1B2.152.60.137 ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
round-trig miniawg/max = 0.130/0.179/0.300 ms

Note: In Isolation mode, choose to ping on Auto, LANT only, or LANZ only.

Trace Route to Host Page

Trace route is a network tool used to determine the route taken to the
provided hostname or IP address.

> To trace the route to the host:
1. Choose Diagnostics > Trace Route to Host. The Trace Route to Host
page opens.

2. Type either the IP address or host name into the IP Address/Host
Name field.

Note: The host name cannot exceed 232 characters in length.

3. Choose the maximum hops from the drop-down list (5 to 50 in
increments of 5).

4. Click Trace Route. The trace route command is executed for the
given hostname or IP address and the maximum hops. The output of
trace route is displayed in the Result field.
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5. Select the interface in the Network Interface drop-down box to trace

route on a specified interface. Optional

Home = Diagnestics > Trace Route to Host

Trace Route to Host

IP Address/Host Name:
182.188.61.11

Metwork Interface:
AUTO

Maximum Hops:

]

%
<]

Result

traceroute started wait for 2mins...
traceroute to 182.163.81.11 (19

1 182.168.60.5 {182.1683.60
2 192.168.60.5 (192.185.60
3 182.168.60.5 {182.1683.60

2.168.861.11), 10 hops max, 38 byt packets
2223 ms 1.282 ms 2 289 ms
214dmsH**

2849 ms H * 1.508 ms 'H

Device Diagnostics

Note: This page is for use by Raritan Field Engineers or when you are

directed by Raritan Technical Support.

Use this feature to download diagnostic information from the KX IIl to the

client machine.

Two operations can be performed on this page:

e Execute a special diagnostics script provided by Raritan Technical
Support during a critical error debugging session. The script is
uploaded to the appliance and executed. Once this script has been
executed, you can download the diagnostics messages using the

Save to File function.

e Download the device diagnostic log for a snapshot of diagnostics
messages from the KX Il appliance to the client. This encrypted file
is then sent to Raritan Technical Support. Only Raritan can interpret

this file.

Note: This page is accessible only by users with administrative

privileges.

1. Choose Diagnostics > KX Ill Diagnostics. The KX IIl Diagnostics page

opens.
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2. To execute a diagnostics script file emailed to you from Raritan
Technical Support, retrieve the diagnostics file supplied by Raritan
using the browse function.

3. Click Run Script. Send this file to Raritan Technical Support.

To create a diagnostics file to send to Raritan Technical Support,
click Save to File and save the file locally from the Save As dialog.

5. Email this file as directed by Raritan Technical Support.

KX Ill Local Console - Administration Functions

Raritan

A brand of Olegrand

The KX Il provides at-the-rack access and administration via its local
port. Access to KX Ill features are provided via the Local Console.

The majority of administrative functions performed from the KX Il
Remote Console are also performed from the Local Console.

This section is specific to Administrator tasks. For end user tasks
performed from the Local Console, see KX /// Local Console (on page
385).

Security and Authentication

In order to use the KX Ill Local Console, you must first authenticate with
a valid username and password.

The KX Ill provides a fully-integrated authentication and security scheme,
whether your access is via the network or the local port.

In either case, the KX Il allows access only to those servers to which a
user has access permissions. See User Management (on page 61) for
additional information on specifying server access and security settings.

If your KX Il has been configured for external authentication services
(LDAP/LDAPS, RADIUS, or Active Directory), authentication attempts at
the Local Console also are authenticated against the external
authentication service.

Note: You can also specify no authentication for Local Console access;
this option is recommended only for secure environments.

» To use the KX Il Local Console:

1. Connect a keyboard, mouse, and video display to the local ports at
the back of the KX III.

2. Start the KX IIl. The KX Il Local Console interface displays.
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Configuring KX Il Local Port Settings from the Local Console

The standard local port can be configured from the Remote Console on
the Port Configuration page, or from the Local Console on the Local Port
Settings page.

From the Local Port Settings page, you can customize many settings for
the KX III Local Console including keyboard, hot keys, video switching
delay, power save mode, local user interface resolution settings, and
local user authentication.

Note: Only users with administrative privileges can access these
functions.

Note: Some changes you make to the settings on the Local Port Settings
page restart the browser you are working in. If a browser restart occurs
when a setting is changed, it is noted in the steps provided here.

P To configure the local port settings:

1. Choose Device Settings > Local Port Settings. The Local Port
Settings page opens.

Select the Local Console Keyboard Type

1. Choose the appropriate keyboard type from among the options in the
drop-down list.

The browser will be restarted when this change is made.

Local Port Settings

Keyboard Type

us - h
Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left CiriKey -

D Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

™ None

lgnore CC managed mode on local port

P P O S = U

P N T Y R R S
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= US * Portuguese (Portugal
» US/International * Norwegian (Norway)

= United Kingdom = Swedish (Sweden)

= French (France]) = Danish [Denmark]

= German (Germany) = Belgian (Belgium)

= German (Switzerland) = Hungarian

= Simplified Chinese = Spanish

= Traditional Chinese = |talian

= Dubeolsik Hangul (Korean) = Slovenian

= JIS (Japanese Industry Standard)

Note: Keyboard use for Chinese, Japanese, and Korean is for display only.
Local language input is not supported at this time for KX Il Local
Console functions.

Note: If using a Turkish keyboard, you must connect to a target server
through the Active KVM Client [AKC). It is not supported by other Raritan
clients.

Select the Local Port Hotkey

1. Choose the local port hotkey. The local port hotkey is used to return
to the KX Il Local Console interface when a target server interface is
being viewed. The default is to Double Click Scroll Lock, but you can
select any key combination from the drop-down list:

Hot key: Take this action:
Double Click Scroll Lock Press Scroll Lock key twice quickly

Double Click Num Lock Press Num Lock key twice quickly
Double Click Caps Lock Press Caps Lock key twice quickly
Double Click Left Alt key Press the left Alt key twice quickly
Double Click Left Shift key  Press the left Shift key twice quickly
Double Click Left Ctrl key Press the left Ctrl key twice quickly
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Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey

Double Click Scroll Lock - < Left CtriKey =

D Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

7 None

lgnore CC managed mode on local port

PR e F & Y o el e

Select the Local Port Connect Key

P VPV W S ¥ W

Select the Local Port Connect key. Use a connect key sequence to
connect to a target and switch to another target without returning to the

GUL.

Then use the hot key to disconnect and return to the local port GUI

Once the local port connect key is created, it will appear in the

Navigation panel of the GUI so you can use it as a reference. See
Connect Key Examples (on page 387) for examples of connect key

sequences.

The connect key works for both standard servers and blade chassis.

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock _* Left CtriKey

[l Power Save Mode
Power Save Mode Timeout (in minutes)

Local User Authentication
@ LocallLDAP/RADIUS

= None

lgnore CC managed mode on local port

P h A Y Y o sl

Configure the Power Save Feature (Optional)

1. If you would like to use the power save feature:

a. Select the Power Save Mode checkbox.

\f\.‘\,w\\‘_““‘\.
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b. Setthe amount of time (in minutes) in which Power Save Mode
will be initiated.

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left Ctrl Key

Power Save Mode ‘—_

Power Save Mode Timeout (in minutes)
10

-

Local User Authentication
@ LocallLDAP/RADIUS

= None

Ignore CC managed mode on local port

\\»w"\. L T 8

A oW 2o Oy _r S

Select the Local User Authentication

1. Choose the type of local user authentication.
* Local/LDAP/RADIUS. This is the recommended option.

None. There is no authentication for Local Console access.

This option is recommended for secure environments only.

Local Port Settings

Keyboard Type
us -

Local Port Hotkey Local Port Connectkey
Double Click Scroll Lock - Left Ctrl Key

-

[l Power Save Mode

Power Save Mode Timeout (in minutes)

Local User Authentication ‘__
@ LocallLDAP/RADIUS |
® None

lgnore CC managed mode on local port

\‘\,"\.-“u\*‘ I s W

Ph o l“ Y ol
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226

Command Line Interface (CLI)

Overview

The Command Line Interface(CLI) can be used to configure the KX IlI
network interface and perform diagnostic functions, provided you have
the appropriate permissions to do so.

See CL/ Commands (on page 230) for a list of all the commands,
definitions and links to examples.

The following common commands can be used from all levels of the CLI
to the preceding figure: top, history, logoff, quit, and help.

Accessing the KX Ill Using CLI
Access the KX Il by using one of the following methods:
e SSH (Secure Shell) via IP connection

A number of SSH clients are available and can be obtained from the
following locations:

o Putty - http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.chiark.greenend.org.uk/~sgtatham/putty/

e SSH Client from ssh.com - www.ssh.com http://www.ssh.com

e Applet SSH Client - www.netspace.org/ssh
http://www.netspace.org/ssh

e OpenSSH Client - www.openssh.org http://www.openssh.org

SSH Connection to the KX [1]

Use any SSH client that supports SSHv2 to connect to the KX III. You
must enable SSH access from the Devices Services page.

Note: For security reasons, SSH V1 connections are not supported by the
KX 111,

SSH Access from a Windows PC

P To open an SSH session from a Windows® PC:

1. Launch the SSH client software.

2. Enterthe IP address of the KX Ill server. For example, 192.168.0.192.
3. Choose SSH, which uses the default configuration port 22.

4. Click Open.

The login as: prompt appears.

See Logging In (on page 227).
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SSH Access from a UNIX/Linux Workstation

P To open an SSH session from a UNIX®/Linux® workstation:

1. Login as the user admin, enter the following command:
ssh -1 admin 192.168.30.222

Enter your password when the Password prompt appears.

See Logging In (on page 227).

Logging In

P Tologin, enter the user name admin as shown:
1. Loginasadmin
2. The Password prompt appears. Enter the default password: raritan

The welcome message displays. You are now logged on as an
administrator.

After reviewing the following Mavigation of the CL/ (see "Navigating the
CLI' on page 227) section, perform the Initial Configuration tasks.

Navigating the CLI

Before using the CLI, it is important to understand CLI navigation and
syntax.

There are also some keystroke combinations that simplify CLI use.

Completion of Commands

The CLI supports the completion of partially-entered commands.
After entering the first few characters of an entry, press the Tab key.

e |If the characters form a unique match, the CLI will complete the
entry.

e If no match is found, the CLI displays the valid entries for that level.

e |f multiple matches are found, the CLI displays all valid entries.

Enter additional text to make the entry unique and press the Tab key to
complete the entry.
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CLI Syntax -Tips and Shortcuts

Tips
[ ]
[ ]

Commands are listed in alphabetical order.

Commands are not case sensitive.

Parameter names are a single word without an underscore.
Commands without arguments default to show current settings for
the command.

Typing a question mark ( ? ] after a command produces help for that
command.

A pipe symbol [ | )indicates a choice within an optional or required
set of keywords or arguments.

Shortcuts

Press the Up arrow key to display the last entry.

Press Backspace to delete the last character typed.

Press Ctrl + C to terminate a command or cancel a command if you
typed the wrong parameters.

Press Enter to execute the command.

Press Tab to complete a command. For example, Admin Port >

Conf. The system then displays the Admin Port > Config >

prompt.

Common Commands for All Command Line Interface Levels

Foll

owing are the commands that are available at all CLI levels. These

commands also help navigate through the CLI.

Commands Description

top

Return to the top level of the CLI hierarchy, or the
“username” prompt.

history Display the last 200 commands the user entered

into the KX 11l CLLI.

help Display an overview of the CLI syntax.

quit

Places the user back one level.

logout Logs out the user session.

228

Raritan

A brand of O legrand



Raritan

A brand of Olegrand

Chapter 3: KX IIl Interface and Navigation

Initial Configuration Using CLI

Note: These steps, which use the CLI, are optional since the same
configuration can be done via KVM. See Getting Started /see ‘Get
Started Using KX Il “on page 10) for more information.

KX Il devices come from the factory with default factory settings. When
you first power up and connect to the device, you must set the following
basic parameters so the device can be accessed securely from the
network:

1. Reset the administrator password. All KX Il devices are shipped with
the same default password. Therefore, to avoid security breaches it
is imperative that you change the admin password from raritan to
one customized for the administrators who will manage the KX llI
device.

2. Assign the IP address, subnet mask, and gateway IP address to allow
remote access.

Setting Parameters

To set parameters, you must be logged on with administrative privileges.

Setting Network Parameters

Network parameters are configured using the interface command.

admin > Config > Network > interface ipauto none ip
192.168.151.12 mask 255.255.255.0 gw 192.168.151.1 mode
auto

When the command is accepted, the device automatically drops the
connection. You must reconnect to the device using the new IP address
and the user name and password you created in the resetting factory
default password section.

Important: If the password is forgotten, the KX Ill will need to be
reset to the factory default from the Reset button on the back of the
KX I1l. The initial configuration tasks will need to be performed again
if this is done.

The KX IIl now has the basic configuration and can be accessed remotely
via SSH, GUI, or locally using the local serial port. The administrator
needs to configure the users and groups, services, security, and serial
ports to which the serial targets are attached to the KX III.
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CLI Prompts

The Command Line Interface prompt indicates the current command
level.

The root portion of the prompt is the login name.

admin is the root portion of a command when you establish a direct
admin serial port connection via a terminal emulation application.

admin >

CLI Commands
e Enteradmin > help.

Command Description

config Change to config sub menu.

diagnostics Change to diag sub menu.

help Display overview of commands.

history Display the current session’s command line
history.

listports List accessible ports.

logout Logout of the current CLI session.

top Return to the root menu.

userlist List active user sessions.

e Enteradmin > config > network.

Command Description

dns Display DNS information

ethernetfailove Enable or disable automatic failover
-
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Command Description

help Display overview of commands.

history Display the current session's command line history.
interface Set/get network parameters.

ipvé6_interface  Set/get IPvé network parameters.

logout Logout of the current CLI session.
name Device name configuration.

quit Return to previous menu.

top Return to the root menu.

Security Issues

Elements to consider when addressing security for console servers:

e Encrypting the data traffic sent between the operator console and KX
1.

e Providing authentication and authorization for users.

e Security profile.

The KX Il supports each of these elements; however, they must be
configured prior to general use.

Administering the KX Ill Console Server Configuration Commands

Note: CLI commands are the same for SSH and Local Port access
sessions.

The Network command can be accessed in the Configuration menu for
the KX 111,

Configuring Network

The network menu commands are used to configure the KX Il network
adapter.

Commands Description
interface Configure the KX lll network interface.
name Network name configuration
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Commands Description

ipvé_interface Set/get IPvé network parameters.
dns

ethernetfailover

Interface Command

The Interface command is used to configure the KX Il network interface.
The syntax of the interface command is:

interface [ipauto <none|dhcp>] [ip <ipaddress>] [mask
<subnetmask>] [gw <ipaddress>] [mode <mode>]

Set/Get ethernet parameters

ipauto <none|dhcp> IP auto configuration (none/dhcp)
ip <ipaddress> IP Address

mask <subnetmask> Subnet Mask

gw <ipaddress> Gateway IP Address

mode <mode> Set Ehternet Mode
(auto/10hdx/10fdx/100hdx/100fdx/1000fdx)

Interface Command Example

The following command enables the interface number 1, sets the IP
address, mask, and gateway addresses, and sets the mode to auto
detect.

Admin > Config > Network > interface ipauto none ip
192.16.151.12 mask 255.255.255.0 gw 192.168.51.12 mode
auto
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Name Command

The name command is used to configure the Device Name and preferred
hostname. The syntax of the name is:

name [devicename <devicename>] [hostname <hostname>]

Device name configuration

devicename <devicename> Device Name

hostname <hostname> Preferred host name (DHCP
only)

Name Command Example

The following command sets the device name:

Admin > Config > Network > name devicename My-KSX2

IPvé Command

Use the IPv6_interface command to set IPv6 network parameters and
retrieve existing IPvé parameters.

Ipv6_interface mode enable ipauto none ip
2001:db8:290c:1291::17 prefixlen 128 gw
2001:db8:290c:1291::1

Dual Video Port Groups

Raritan
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Servers with dual video cards can be remotely accessed with an
extended desktop configuration, which is available to remote users. This
is done by creating dual port video groups.

Extended desktop configurations allow you to view the target server
desktop across two monitors vs. the standard single monitor view.

Once a dual port video group is selected, all port channels in that group
open simultaneously.

See Dual Port Video Configuration Steps (on page 238)

Review the information in this section for important information
regarding dual port video groups.

Note: Dual port video groups are not supported by models with only one
KVM channel such as KX3-108 and KX3-116 models.
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Recommendations for Dual Port Video

Set the target server’s primary and secondary displays to the same video
resolution in order to maintain mouse synchronization and minimize
having to periodically resync.

Depending on the desired orientation, the top display (vertical orientation)
or left display (horizontal orientation) should be the designated primary
display. This display will provide active menu selection for virtual media,
audio, smart card and mouse operations.

In order to provide intuitive mouse movement and control, the following

should have the same display orientation:

e Client PC’s primary and secondary displays

e Raritan device’s dual video port group configuration

e Target server’'s primary and secondary displays

Only the following Client Launch Settings will be applied to dual port

video displays:

e Select standard display or full screen Window mode when launching
KVM client

e Enable video scaling

e Enable pinning menu toolbar when in full screen mode

The use of single mouse mode is not recommended when displaying dual

video ports in full screen mode on a single client monitor. This will

require exiting single mouse mode in order to access and view the other
display.

Dual Video Port Group Supported Mouse Modes

Target operating Supported mouse Comments

systems modes

All Windows® Intelligent, Standard  If ‘Stretch” mode is supported

operating systems  and Single Mouse by the target server video card,
Modes Absolute mouse mode

operates correctly.

Stretch mode means the
target server manages the
dual display as a single,
contiguous, virtual display.

In contrast, the target server
considers the displays as two
independent displays when
configured in Extended mode.
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Target operating Supported mouse Comments
systems modes
For Extended mode, Intelligent
Mouse mode is recommended.

Linux® Intelligent and Linux® users may experience
Standard Mouse display and mouse movement
Modes issues using single mouse

mode. Raritan recommends
Linux users do not use Single
Mouse mode.

Mac® operating Single Mouse Mode For Mac targets with multiple
system monitors, use a standard
mouse in Single-Cursor mode.

CIMs Required for Dual Video Support
The following CIMs support the dual video port feature:

e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-DP

e D2CIM-DVUSB-HDMI

e DCIM-USBG2

Review Digital CIM Target Server Timing and Video Resolution for
important information regarding digital CIMs. See Supported Computer

Interface Module (CIMs] Specifications (on page 421) for CIM
specifications.

If the original CIM attached to a primary or secondary video port is
disconnected and replaced with another CIM, the port is removed from
the dual port video group. If needed, re-add the port to the group.

Note: The CIM you use depends on your target server requirements.

Dual Port Video Group Usability Notes

Following are various functions that are affected when using the dual
port video group feature.

e Client Launch Settings that are configured in the VKC, VKCS, and
AKC clients via Tools > Options > Client Launch Settings will be
applied to dual video port groups as follows:

=  Window Mode settings will be applied
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= Monitor settings will NOT be applied. Instead the Port Group
Management configured 'Display Orientation’ will be applied.

= Other - Enable Single Mouse Cursor setting will NOT be applied
= QOther - Enable Scale Video setting will be applied
= QOther - Pin Menu Toolbar setting will be applied

e Dragging and moving items between windows on the primary and

secondary target requires a release and press of the mouse button
as the item is moved from one window to the other.

e On Linux®and Mace target servers, when Caps Scroll, and Num Lock
is turned on, the Caps Lock indicator in the status bar of the primary
port window is displayed, but the indicator may not be displayed in
the status bar of the secondary port window.

Permissions and Dual Video Port Group Access

Ideally, the permissions applied to each port in the port group should be
the same. If they are not, the permissions of the port with the most
restrictive permissions are applied to the port group.

For example, if VM Access Deny is applied to one port and VM Access
Read-Write is applied to another port, VM Access Deny is applied to the
port group.

If a user does not have the appropriate permissions to access a port that
is part of a dual video port group, only the port that they do have
permissions to access is displayed. If a user does not have permissions
to access either port, access is denied.

A message indicating that the port is either not available or the user
does not have permission to access the port is displayed when they try to
access it.
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Example Dual Port Video Group Configuration
The following is a general example.

Your configuration may vary in the type of CIMs used, the port you
designate as the primary port, the ports you are connecting to and so on.

In this example, we are using:

e Atarget server with two video ports

e Target servervideo port 1 as the primary port, and target server
video port 2 as the secondary port

e A KX3-832 appliance

e AD2CIM-DVUSB-DP CIMs

e Atarget server and remote client running the Microsoft® Windows 7¢
operating system

e Intelligent mouse mode

An extended desktop view on the target server and remote client, so we
are configuring the KX Il to support a "Horizontal - Primary (Left),
Secondary (Right)" display orientation.

Diagram key

o Remote client - configure the dual port video group and
display settings

e KX 11
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Diagram key

Connection from the target's primary [first) video port to
the KX 111

Connection from the target's secondary (second) video
port to the KX Il

@@

I[P connection between the KX IIl and remote client

Target server - configure the display settings and launch
the dual port video group

Display settings are the same on the remote client and
target server (recommended)

Horizontal - Primary (Left] - defined on the Port Group
Management page in KX 1lI

Secondary (Right) - defined on the Port Group
Management page in KX IlI

0000

Dual Port Video Configuration Steps

Step 1: Configure the Target Server Display

For information on display orientations and mouse modes, review the
previous topics in this section.

Note: See your target server or operating system user documentation for
exact steps on configuring display settings.

> To configure target server display and mouse settings:

1. At the target server, configure the target server display orientation
for each video port to match the display orientation of your remote
client.

For example, if you are using an extended desktop orientation
moving from left-to-right across two monitors at the remote client,
set the target server display orientation to the same.

2. Ensure that your target server's video has already been set to a
supported resolution and refresh rate. See KX /I Supported Target
Server Video Resolutions (on page 419)
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Step 2: Connect the Target Server to the KX Il

Dual port video groups can be created from existing port connections, or
new port connections.

The steps provided here assume you are creating new connections.

If you are creating a dual port video group from existing connections, see
Step 4: Create the Dual Video Port Group (on page 240).

>

1.

To connect the equipment:

Install and power up your target server per the manufacturer's
instructions if you have not already done so.

Attach each CIM's video connector to each of the target's video

output ports, then connect the USB cables to available USB ports on

the target.
Connect each CIM to the Raritan device using a CAT5/6 cable.

If you have not already done so:

a. Connect the Raritan device to an AC power source using the
provided power cable

b. Connect to the Raritan device network port and local port (if
needed)

c. Configure the Raritan device.

Launch a supported web browser.

Enter the URL that corresponds to the client you want to use:

http://IP-ADDRESS launches the Active KVM Client from
supported Microsoft .Net based environments or launches the
Virtual KVM Client

Or

http.//IP-ADDRESS/vkc for the Java-based Virtual KVM Client.
Firefox 42 and later and Chrome 45 and later are not supported.
Use VKCS with these browsers.

Or

http.//IP-ADDRESS/vkcs for the standalone Java-based Virtual
KVM Client for Chrome, Firefox, Edge, and Internet Explorer 11
browsers.

Or

http.//IP-ADDRESS/admin for an administration-only client
without target access capability. This client does not

require .NET or Java.

IP-ADDRESS is the |IP address assigned to your KX Il

You can also use HTTPS, or the DNS name of the KX Ill assigned by
your administrator (if applicable).
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You are always redirected to the IP address from HTTP to HTTPS.
Enter your username and password, then click Login.
Accept the user agreement (if applicable).

If security warnings appear, accept and/or allow access.

Step 3: Configure the Mouse Mode and Ports

Once you have connected the target server to the Raritan device through
the target server video ports, it detects the connection and displays the
ports on the Port Configuration page.

For instructions, see Configuring Standard Target Servers (on page 99)

After the ports are configured, they can be grouped in a dual video port
group.

Note: Existing ports do not have to be configured if you have already done
so when creating dual port video groups. See Creating a Dual Video
Port Group [on page 185]

Configure the target server mouse mode after you connect to the target.
See Dual Video Port Group Supported Mouse Modes (on page 234)

Step 4: Create the Dual Video Port Group

See Creating a Dual Video Port Group (on page 185)
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Step 5: Launch a Dual Port Video Group

Once you have created the dual video port group, it is available on the
Port Access page.

You cannot remotely connect to the dual video port group by clicking on a
primary port unless two KVM channels are available. If two channels are
not available, the Connect link is not displayed.

Session timeouts that are configured on the KX Il are applied to both
ports of a dual video group.

» To launch a dual port group:

e Onthe Port Access page, click on the primary port name, then click
Connect.

Both connections are launched at once and displayed in two different
windows.

Once the windows are displayed, they can be moved based on the display
setup you are using. For example, if you are using extended desktop
mode, the port windows can be moved between monitors.

Raritan Client Navigation when Using Dual Video Port Groups
When using full screen mode in the clients, switch between ports by:
e Virtual KVM Client (VKC)

= Pressing Alt+Tab

= For Mace clients, pressing F3, then selecting the port display
e Active KVM Client (AKC)

= Clicking your mouse outside the display window, then pressing
Alt+Tab

e HKC
=  See HTML KVM Client [HKC] Help (on page 305).
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Direct Port Access and Dual Port Video Groups

Direct Port Access allows users to bypass having to use the KX IlI's Login
dialog and Port Access page.

This feature also provides the ability to enter a username and password
directly to proceed to the target, if the username and password is not
contained in the URL.

If you are accessing a target that is part of a dual port video group, direct
port access uses the primary port to launch both the primary and
secondary ports.

Direct port connections to the secondary port are denied, and usual
permission rules apply.

For information on the dual port video group feature, see Creating a
Dual Video Port Group (on page 185).

For information on direct port access, see Enabling Direct Port Access
via URL (on page 149).

Dual Port Video Groups Displayed on the Ports Page

Note: The dual video primary port is defined when the port group is
created.

Note: You cannot remotely connect to the dual video port group by
clicking on a primary port unless two KVM channels are available. If two
channels are not available, the Connect link is not displayed.

For dual video port groups, the primary port is included in a port scan,
but the secondary port is not included when connecting from a remote
client. Both ports can be included in the scan from the Local Port.

See Working with Target Servers for more information on what is
displayed on the Ports page, and see Scanning Ports (see "Scanning
Ports - Remote Console" on page 375) for information on performing
scans.
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ALl KX Il models support virtual media. Virtual media extends KVM
capabilities by enabling target servers to remotely access media from a
client PC and network file servers.

With this feature, media mounted on client PCs and network file servers
are essentially "mounted virtually” by the target server. The target
server can then read from and write to that media as if it were physically
connected to the target server itself.

Each KX IIl comes equipped with virtual media to enable remote
management tasks using the widest variety of CD, DVD, USB, audio
playback and record devices, internal and remote drives, and images.

Virtual media sessions are secured using 128 or 256 bit AES
encryption.
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Prerequisites for Using Virtual Media

KX Il Virtual Media Prerequisites

e For usersrequiring access to virtual media, the KX Il permissions
must be set to allow access to the relevant ports, as well as virtual
media access (VM Access port permission) for those ports. Port
permissions are set at the group-level.

e A USB connection must exist between the device and the target
server.

e If you want to use PC-Share, Security Settings must also be enabled
in the Security Settings page. Optional

e You must choose the correct USB profile for the KVM target server
you are connecting to.

Remote PC VM Prerequisites

e Certain virtual media options require administrative privileges on the
remote PC (for example, drive redirection of complete drives).

Note: If you are using Microsoft Vista or Windows 7, disable User
Account Control or select Run as Administrator when starting
Internet Explorer. To do this, click the Start Menu, locate IE,
right-click and select Run as Administrator.

Target Server VM Prerequisites
e KVM target servers must support USB connected drives.
e USB 2.0 ports are faster and preferred.

CIMs Required for Virtual Media

You must use one of the following CIMs is to use virtual media:
e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-HDMI

e D2CIM-DVUSB-DP

The black USB connector on the DVUSB CIMs are used for the keyboard
and mouse. The gray connector is used for virtual media.

Keep both USB plugs of the CIM connected to the device.

The device may not operate properly if both plugs are not connected to
the target server.
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Mounting Local Drives

This option mounts an entire drive, which means the entire disk drive is
mounted virtually onto the target server.

Use this option for hard drives and external drives only. It does not
include network drives, CD-ROM, or DVD-ROM drives.

Notes on Mounting Local Drives

KVM target servers running the Windows XP® operating system may not
accept new mass storage connections after an NTFS-formatted partition
(for example, the local C drive) has been redirected to them.

If this occurs, close the Remote Console and reconnect before
redirecting another virtual media device. If other users are connected to
the same target server, they must also close their connections to the
target server.

Supported Tasks Via Virtual Media
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Virtual media provides the ability to perform tasks remotely, such as:
e Transferring files

e Running diagnostics

e Installing or patching applications

e Complete installation of the operating system

e Record and playback of digital audio

Important: Once you are connected to a virtual media drive, do not
change mouse modes in the KVM client if you are performing file
transfers, upgrades, installations or other similar actions. Doing so
may cause errors on the virtual media drive or cause the virtual
media drive to fail.
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Supported Virtual Media Types

The following virtual media types are supported for Windows®, Mac® and
Linux™ clients:

Internal and external hard drives

Internal and USB-mounted CD and DVD drives

USB mass storage devices

PC hard drives

ISO images (disk images)

IS09660 is the standard supported by Raritan. However, other ISO
standards can be used.

Digital audio devices*

Conditions when Read/Write is Not Available

Virtual media Read/Write is not available in the following situations:

For Linux® and Mac® clients

When the drive is write-protected

When the user does not have Read/Write permission:
= Port Permission Access is set to None or View

= Port Permission VM Access is set to Read-Only or Deny

Supported Virtual Media Operating Systems

The following client operating systems are supported:

Windows® 7 operating system
Windows 8 operating system
Windows XP® operating system
openSUSE® 11.4 Celadon (x86_64])
Fedora® 18

RHEL® 6.4

0SX Mountain Lion® 10.7 (and later)
Solaris® 10

The Active KVM Client (AKC) can be used to mount virtual media types
but only for Windows operating systems.
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Number of Supported Virtual Media Drives

With the virtual media feature, you can mount up to two drives (of
different types) that are supported by the USB profile currently applied to
the target. These drives are accessible for the duration of the KVM
session.

For example, you can mount a specific CD-ROM, use it, and then
disconnect it when you are done. The CD-ROM virtual media “channel”
will remain open, however, so that you can virtually mount another
CD-ROM. These virtual media “channels” remain open until the KVM
session is closed as long as the USB profile supports it.

To use virtual media, connect/attach the media to the client or network
file server that you want to access from the target server.

This need not be the first step, but it must be done prior to attempting to
access this media.

Connecting and Disconnecting from Virtual Media
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Access a Virtual Media Drive on a Client Computer

Important: Once you are connected to a virtual media drive, do not
change mouse modes in the KVM client if you are performing file
transfers, upgrades, installations or other similar actions. Doing so
may cause errors on the virtual media drive or cause the virtual
media drive to fail.

P To access a virtual media drive on the client computer:
1. From the KVM client, choose Virtual Media > Connect Drive, or click

the Connect Drive... button D . The Map Virtual Media Drive dialog
appears.

Map Virtual Media Drive =3

Select a local drive to mount onto the target server.

Local Drive:

HINE : 7
1 L ({Hard Disk Partition) P

Read-Write

| ok || cancel ]J

2. Choose the drive from the Local Drive drop-down list.
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If you want Read and Write capabilities, select the Read-Write
checkbox.

This option is disabled for nonremovable drives. See the Conditions
when Read/Write is Not Available (on page 246) for more
information.

When checked, you will be able to read or write to the connected USB
disk.

WARNING: Enabling Read/Write access can be dangerous!
Simultaneous access to the same drive from more than one entity
can result in data corruption. If you do not require Write access,
leave this option unselected.

Click OK. The media will be mounted on the target server virtually.
You can access the media just like any other drive.

Mounting CD-ROM/DVD-ROM/ISO Images
This option mounts CD-ROM, DVD-ROM, and ISO images.

Note: ISO9660 format is the standard supported by Raritan. However,
other CD-ROM extensions may also work.

>

1.

To access a CD-ROM, DVD-ROM, or ISO image:
From the KVM client, choose Virtual Media > Connect CD-ROM/ISO

Image, or click the Connect CD ROM/ISO button . The Map
Virtual Media CD/ISO Image dialog appears.

For internal and external CD-ROM or DVD-ROM drives:
a. Choose the Local CD/DVD Drive option.

b. Choose the drive from the Local CD/DVD Drive drop-down list.
All available internal and external CD and DVD drive names will
be populated in the drop-down list.

c. Click Connect.
For ISO images:

a. Choose the ISO Image option. Use this option when you want to
access a disk image of a CD, DVD, or hard drive. ISO format is
the only format supported.

b. Click Browse.

c. Navigate to the path containing the disk image you want to use
and click Open. The path is populated in the Image Path field.

d. Click Connect.
For remote ISO images on a file server:

a. Choose the Remote Server ISO Image option.
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b. Choose Hostname and Image from the drop-down list. The file
servers and image paths available are those that you configured
using the File Server Setup page. Only items you configured
using the File Server Setup page will be in the drop-down list.

c. File Server Username - User name required for access to the
file server. The name can include the domain name such as
mydomain/username.

d. File Server Password - Password required for access to the file
server (field is masked as you type].

e. Click Connect.

The media will be mounted on the target server virtually. You can
access the media just like any other drive.

Note: If you are working with files on a Linux® target, use the Linux Sync
command after the files are copied using virtual media in order to view
the copied files. Files may not appear until a sync is performed.

Note: If you are using the Windows 72 operating system®, Removable
Disk is not displayed by default in the Window's My Computer folder
when you mount a Local CD/DVD Drive or Local or Remote SO Image. To
view the Local CD/DVD Drive or Local or Remote /SO Image in this folder,
select Tools > Folder Options > View and deselect "Hide empty drives in
the Computer folder”.

Note: You cannot access a remote ISO image via virtual media using an
IPvé address due to third-party software technical [imitations.

Disconnect from Virtual Media Drives

> To disconnect the virtual media drives:
e For local drives, choose Virtual Media > Disconnect Drive.

e For CD-ROM, DVD-ROM, and ISO images, choose Virtual Media >
Disconnect CD-ROM/ISO Image.

Note: In addition to disconnecting the virtual media using the Disconnect
command, simply closing the KVM connection closes the virtual media as
well.

Virtual Media in a Windows XP Environment
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If you are running the Virtual KVM Client or Active KVM Client in a
Windows® XP environment, users must have Administrator privileges to
access any virtual media type other than CD-ROM connections, ISOs and
ISO images.
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Virtual Media in a Linux Environment

Active System Partitions
You cannot mount active system partitions from a Linux client.

Linux Ext3/4 drive partitions need to be unmounted via umount
/dev/<device label> prior to a making a virtual media connection.

Mapped Drives

Mapped drives from Linux clients are not locked when mounted onto
connected targets. This applies only to KX 11l 2.4.0 (and later).

Drive Partitions
The following drive partition limitations exist across operating systems:

e Windows® and Mac targets are not able to read Linux formatted
partitions

e Windows and Linux cannot read Mac formatted partitions

e Only Windows Fat partitions are supported by Linux

Root User Permission Requirement

Your virtual media connection can be closed if you mount a CD ROM from
a Linux client to a target and then unmount the CD ROM.

To avoid these issues, you must be a root user.
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Connect Drive Permissions (Linux)

Users must have the appropriate access permissions in order to connect
the Drive/CD-ROM to the target. This can be checked using:

guest_user@administrator-desktop:~$ Is -1 /dev/sr0
brw-rw----+ 1 root cdrom 11, 12-03-2010 11:52 /dev/srO

In the above example, the permission must be changed to allow read
access.

On a system that supports ACLs in its file utilities, the ls command
changes its behavior in the following way:

e Forfiles that have a default ACL or an access ACL that contains
more than the three required ACL entries, the [s(1] utility in the long
form produced by s -l displays a plus sign ( + ] after the permission
string.

This is indicated in the example provided here for /dev/sr0, use getfacl -a
/dev/sr0 to see if the user has been provided access as part of an ACL. In
this case they have and are therefore able to connect the cd-rom onto
the target even though the output of the ls -l command may indicate
otherwise.

guest_user@administrator-desktop:~$ getfacl -a /dev/srO
getfacl: Removing leading "/" from absolute path names
# file: dev/srO

# owner: root

# group: cdrom

user::irw-

user:guest_user:rw-

group: irw-
mask: zrw-
other::---

A similar check of the permissions for a removable device shows:
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guest_user@administrator-desktop:~$ Is -1 /dev/sdbl
brw-rw---- 1 root disk 8, 17 12-03-2010 12:02 /dev/sdbl

guest _user@administrator-desktop:~$ Is -1 /dev/sdbl
brw-rw---- 1 root disk 8, 17 12-03-2010 12:02 /dev/sdbl
&gt; getfacl -a /dev/sdbl

getfacl: Removing leading "/" from absolute path names
# file: dev/sdbl

# owner: root

# group: disk

user: :rw-
group::rw-
other::---

This requires that the user is provided read-only permissions for the
removable device:

root@administrator-desktop:~# chmod 664 /dev/sdbl
root@administrator-desktop:~# Is -1 /dev/sdbl
brw-rw-r-- 1 root disk 8, 17 12-03-2010 12:02 /dev/sdbl

The drive is then available to connect to the target.

Virtual Media in a Mac Environment

Active System Partition

You cannot use virtual media to mount active system partitions for a Mac
client.

Drive Partitions

The following drive partition limitations exist across operating systems:

e Windows® and Mac targets are not able to read Linux formatted
partitions

e Windows cannot read Mac formatted partitions

e Windows FAT and NTFS are supported by Mac

e Mac users must unmount any devices that are already mounted in
order to connect to a target server. Use >diskutil umount
/dev/disk1s1 to unmount the device and diskutil mount /dev/disk1s
to remount it.
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Connect Drive Permissions (Mac])

In order for a device to be available to connect to a target from a Mac®
client, you must have read-only permissions to the removable device:

root@administrator-desktop:~# chmod 664 /dev/sdbl
root@administrator-desktop:~# Is -1 /dev/sdbl
brw-rw-r-- 1 root disk 8, 17 12-03-2010 12:02 /dev/sdbl

Virtual Media File Server Setup (File Server ISO Images Only)
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This feature is only required when using virtual media to access file
server ISO images. IS09660 format is the standard supported by Raritan.
However, other CD-ROM extensions may also work.

Note: SMB/CIFS support is required on the file server.

Use the Remote Console File Server Setup page to designate the files
server(s) and image paths that you want to access using virtual media.
File server ISO images specified here are available for selection in the
Remote Server ISO Image Hostname and Image drop-down lists in the
Map Virtual Media CD/ISO Image dialog. See Mounting
CD-ROM/DVD-ROM/ISO Images (on page 248).

P To designate file server ISO images for virtual media access:

1. Choose Virtual Media from the Remote Console. The File Server
Setup page opens.

2. Check the Selected checkbox for all media that you want accessible
as virtual media.

3. Enter information about the file server ISO images that you want to
access:

= |P Address/Host Name - Host name or IP address of the file
server.

= Image Path - Full path name of the location of the ISO image. For

example, /sharename0/path0/image0.iso,
\sharename1\path1\image1.iso, and so on.

Note: The host name cannot exceed 232 characters in length.

4. Click Save. All media specified here are now available for selection in

the Map Virtual Media CD/ISO Image dialog.
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Note: If you are connecting to a Windows 2003° server and attempt to
load an ISO image from the server, you may receive an error stating
“Virtual Media mounting on port failed. Unable to connect to the file
server or incorrect File Server username and password”.

Ifthis occurs, disable “Microsoft Network Server: Digitally Sign
Communications " option on the server under the Domain Controllers

policies.
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Active KVM Client AKC  Windows Platforms Full-featured KVM Client
Requires Microsoft NET  Java-Free

Virtual KVM Client VKC Linux & Mac Full-featured KVM Client
Requires Java Requires Java

HTML KVM Client HKC Linux & Mac Basic KVM Access Only
Windows w/o .NET Java-Free

HTML & Javascript

e AKC is best for Windows Platforms
e VKC is best for Linux and Mac users with Java
e HKC is best for Linux and Mac users without Java

Note: Many features are supported on HKC. See HTML KVM Client
(HKC) Help (on page 305] for details.

In This Chapter

KX I KVM Client Launching ...ooooeeoe e 255
Virtual KVM Client (VKC and VKCS) Help ...coooviiiccccccceee 256
Active KVM Client (AKC) HElP ..o 301
HTML KVM Client (HKC) Help .ouooeeeeeeeeeeeeeeee e 305

KX 1l KVM Client Launching

KVM Client Underlying Automatically URL to Force Launch
Technology Launched For

Active KVM  AKC Microsoft .NET Windows & .NET  <KX3 IP Address>/akc

Client Framework Framework
Virtual KVM  VKC Oracle Java Non-Windows <KX3 IP Address>/vkc
Client with Java
HTMLKVM  HKC Browser HTML Non-Windows <KX3 IP Address>/hkec
Client & Javascript without Java
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Virtual KVM Client (VKC and VKCs) Help
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Overview
VKC is the default client for Non-Windows platform clients with Java.

Whenever you access a target server from the Port Access page of KX 1lI
the Remote Console, a Virtual KVM Client (VKC] window opens.
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There is one Virtual KVM Client for each target server connected.

Virtual KVM Client windows can be minimized, maximized, and moved
around your computer desktop.

IMPORTANT: Refreshing your browser closes the Virtual KVM Client
connection.

Recommended Minimum Virtual KVM Client (VKC] Requirements

Raritan recommends the Virtual KVM Client (VKC) machines meet the
following minimum requirements for use with KX III.

e Client machine with either a -
= 'modern’ dual-core CPU for a single connections, or

= 'modern’ quad core CPU for two or more simultaneous
connections

e 4GB of RAM
= VKC requires 50MB of RAM per connection
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Virtual KVM Client Java Requirements

Java™ 1.7 is required to use the Java-based Virtual KVM Client (VKC).
Java 1.8.0_40 is required to use the VKCS.

Java 7 is not supported, and a Java error displays if you attempt to
launch VKCS with JRE 1.7.

If Java is not installed, a prompt is displayed that the file cannot be
opened, with an option to search for the program.

Note: VKC cannot be launched from Edge, Chrome 45 or later, Firefox 42
or later. VKCS is recommended for these browsers.

» VKCS Launching:

For all browsers, the VKCS standalone application needs to be
downloaded everytime you use it.

e Chrome: The downloaded VKCS jnlp file must always be clicked at
bottom left corner of browser window to launch.

= a x
G Mew Tab New Tab
C | [7192.168.1.203/vkc —
55 Apps  For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now.
g- K
Y
| ViecSmndaloneAppii. (g = ¥ Showal downlpads., %
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e Edge: You must click Open at the bottom of the browser to launch.

B start x BN = o X
O | 19211203 3| = G
VkeStandAloneApplication (25),jnlp finished downloading. m View downloads X

e Internet Explorer: Launches automatically.

e Firefox: Use the option "Do this automatically for files like this from
now on”, when the vkcs.jnlp file downloads, and it will launch

automatically in future

Proxy Server Configuration for Use with VKC, VKCS, and AKC

When the use of a Proxy Server is required, a SOCKS proxy must also be
provided and configured on the remote client PC.

Note: If the installed proxy server is only capable of the HTTP proxy
protocol, you cannot connect.

> To configure the SOCKS proxy:
1. On the remote client PC, select Control Panel > Internet Options.

a. Onthe Connections tab, click 'LAN settings'. The Local Area
Network (LAN) Settings dialog opens.

b. Select 'Use a proxy server for your LAN'.
Click Advanced. The Proxy Settings dialog opens.
Configure the proxy servers for all protocols.

IMPORTANT: Do not select 'Use the same proxy server for all
protocols’.
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Note: The default port for a SOCKS proxy [1080] is different from
HTTP proxy (3128).

e. Click OK at each dialog to apply the settings.
2. Next, configure the proxy settings for the Java™ applets:
a. Select Control Panel > Java.

b. On the General tab, click Network Settings. The Network
Settings dialog opens.

Select "Use Proxy Server”.
Click Advanced. The Advanced Network Settings dialog opens.
e. Configure the proxy servers for all protocols.

IMPORTANT: Do not select 'Use the same proxy server for all
protocols’.

Note: The default port for a SOCKS proxy [1080] is different from
HTTP proxy (3128).

Connect to a Target from Virtual KVM Client (VKC), Standalone VKC
(VKCs), or Active KVM Client (AKC)

Once you have logged on to the KX Il Remote Console, access target
servers via the Virtual KVM Client (VKC), Standalone VKC (VKCs), or
Active KVM Client (AKC].

» To connect to an available server:

1. Onthe Port Access page, click on the port name of the target server
you want to connect to. The Port Action menu opens.

2. Click Connect.

Home > Ports

Port Access

Click on the individual
0/ 4 Remote K\VM char

View By Grd
Name

= S CEHE
See Port Action Menu (on page 24) for details on additional available
menu options.
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Configuring Connection Properties

Connection properties manage streaming video performance over
remote connections to target servers.

The properties are applied only to your connection - they do not impact
the connection of other users accessing the same target servers.

If you make changes to connection properties, they are retained by the
client.

Access Connection Properties

P To access connection properties:

@ Click Connection > Properties, or click the Connection... icon to open the
Connection Properties dialog.

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help

Video Mode: Full Calor 2

Least
Bandwidth

Moise Filter: 2

U

Default Connection Property Settings - Optimized for Best Performance

The KX IIl comes configured to provide optimal performance for the
majority of video streaming conditions.
Default connection settings are:

e Optimized for: Text Readability - video modes are designed to
maximize text readability.

This setting is ideal for general IT and computer applications, such
as performing server administration.
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e Video Mode - defaults to Full Color 2.

Video frames transmit in high-quality, 24-bit color. This setting is
suitable where a high-speed LAN is used.

e Noise Filter - defaults to 2.
The noise filter setting does not often need to be changed.

Click Reset on the Connection Properties dialog at any time to return to
the default settings.

Tip: Use the Connection Information dialog to monitor the connection in
real-time. See Access and Copy Connection Information /on page 264]

-
Connection Info ‘

Description

1 Dominionk2 Device Name

2 192.168.61.15 IF Address

3 443 Port

4 187 KB/s Data In/Second

5 200 Bfs Data Qut/Second
] FPS

7 Connect Time

3 1440 Horizontal Resolution
9 900 Vertical Resolution
10 60 Hz Refresh Rate

1 01.30 Protocol Version

: Copy to Clipboard | [

Optimize for: Selections

Text Readability

Text Readability is designed to provide video modes with lower color
depth but text remains readable. Greyscale modes are even available
when applying lower bandwidth settings.

This setting is ideal when working with computer GUls, such as server
administration.

When working in full color video modes, a slight contrast boost is
provided, and text is sharper.

In lower quality video modes, bandwidth is decreased at the expense of
accuracy.
Color Accuracy

When Color Accuracy is selected, all video modes are rendered in full
24-bit color with more compression artifacts.

This setting applies to viewing video streams such as movies or other
broadcast streams.

In lower quality video modes, sharpness of fine detail, such as text, is
sacrificed.
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Video Mode

The Video Mode slider controls each video frame’s encoding, affecting
video quality, frame rate and bandwidth.

| Connection Properties

Optimize for: :TE](t Readability v:

Video Mode: Full Color 2

U

Best Least
Quality Moise Filter: 2 Bandwidth

U

[ [0]'4 H_Cancell H Apply ]

In general, moving the slider to the left results in higher quality at the
cost of higher bandwidth and, in some cases, lower frame rate.

Moving the slider to the right enables stronger compression, reducing
the bandwidth per frame, but video quality is reduced.

In situations where system bandwidth is a limiting factor, moving the
video mode slider to the right can result in higher frame rates.

When Text Readability is selected as the Optimized setting, the four
rightmost modes provide reduced color resolution or no color at all.

These modes are appropriate for administration work where text and
GUI elements take priority, and bandwidth is at a premium.

Click Reset on the Connection Properties dialog at any time to return to
the default settings.

262 Raritan.

A brand of O legrand



Raritan

A brand of Olegrand

Chapter 5: KX Il KVM Clients

Noise Filter

Unless there is a specific need to do so, do not change the noise filter
setting. The default setting is designed to work well in most situations.

The Noise Filter controls how much interframe noise is absorbed by the
KX 1.

I Connection Properties

Optimize for: Text Readability |

Video Mode: Full Calor 2

U

Best Least
Quality Moise Filter: 2 Bandwidth

U

[oc ] [omes | [ |

Moving the Noise Filter slider to the left lowers the filter threshold,
resulting in higher dynamic video quality. However, more noise is likely
to come through, resulting in higher bandwidth and lower frame rates.

Moving the slider to the right raises the threshold, allows less noise and
less bandwidth is used. Video artifacts may be increased.

Moving the noise filter to the right may be useful when accessing a
computer GUI over severely bandwidth-limited connections.

Click Reset on the Connection Properties dialog at any time to return to
the default settings.
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264

Connection Information

Open the Connection Information dialog for real-time connection
information on your current connection, and copy the information from
the dialog as needed.

See Configuring Connection Properties (on page 260)

>

Current connection information:

Name of the KX III

IP address of the KX IlI

Port - The KVM communication TCP/IP port used to access KX II1.
Data In/Second - Data rate received from the KX IlI

Data Out/Second - Data rate sent to the KX II1.

Connect Time - The duration of the current connection.

FPS - Video frames per second transmitted received from the KX I1.
Horizontal Resolution - The target server horizontal resolution.
Vertical Resolution - The target server vertical resolution.
Refresh Rate - Refresh rate of the target server.

Protocol Version - Raritan communications protocol version.

Access and Copy Connection Information

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audio SmartCard Help

ShESRBEQAYLQOR@E {

Connection Info

§

Description Data
KX3-61-20

IP Address 192.168.61.20

Fort 3

Data In/Second 0B/s

Data Out/Second 0Bfs

FPS o

Connect Time

FE R L E N

o

Horizontal Resolution
Vertical Resolution
Refresh Rate
Protocol Version

=

00:10:22
1024
768
75Hz
01.30

[ Copy to Ciphoard ||
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Steps
o Click Connection > Info... to open the Connection Info dialog.

e Click Copy to Clipboard. Paste the information as needed.

USB Profiles
Select a USB profile that best applies to the KVM target server.

For example, if the server is running Windows® operating system, it
would be best to use the Generic profile.

Or, to change settings in the BIOS menu or boot from a virtual media
drive, depending on the target server model, a BIOS profile may be more
appropriate.

P To set a USB profile for a target server:

e (Choose USB Profile, then choose Generic, or choose Other Profiles
to select from a menu.

Connection [USBPmﬁIe Keyboard Video Mouse Tools View Virtual Media Audic SmartCard Help

© | Generic
Other Profiles

Help on USB Profiles

Mac O5-X (10.4.9 and later)

ELDINVIES

o7

Raritan

A brand of Olegrand

HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation)
BIOSIEM Thinkcentre Lenovo

RUBY Industrial Mainboard (AwardBIOS)

HP Proliant DL360/DL380 G4 (HP SmartStart CD)
BIOS Dell Powerkdge Keyboard and Mouse Only
Supermicro Mainboard (Phoenix AwardBIOS)
SuSE Linux 9.2

el o

P

.

P To view details on USB profiles:
e Choose USB Profile > Help on USB Profiles.
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Keyboard

Send Ctrl+Alt+Del Macro

Due to its frequent use, a Ctrl+Alt+Delete macro is preprogrammed.

Selecting Keyboard > Send Ctrl+Alt+Del, or clicking on the

Ctrl+Alt+Delete button EE in the toolbar sends this key sequence to
the server or to the KVM switch to which you are currently connected.

In contrast, if you were to physically press the Ctrl+Alt+Del keys, the
command would first be intercepted by your own PC due to the structure
of the Windows operating system, instead of sending the key sequence to
the target server as intended.

Send LeftAlt+Tab (Switch Between Open Windows on a Target Server]

Select Keyboard > Send LeftAlt + Tab to switch between open windows
on the target server or KVYM switch you are connected to.

Setting CIM Keyboard/Mouse Options

P To access the DCIM-USBG2 setup menu:

1. Put the mouse focus on a window such as Note Pad (Windows®
operating system) or an equivalent.

2. Select Set CIM Keyboard/Mouse options. This is the equivalent of
sending the Left-Control and Num Lock to the target. The CIM setup
menu options are then displayed.

3. Set the language and mouse settings.

Exit the menu to return to normal CIM functionality.

Send Text to Target

P To use the Send Text to Target function for the macro:

1. Click the Keyboard > Send Text to Target. The Send Text to Target
dialog appears.

2. Enter the text you want sent to the target.

Note: Non-English characters are not supported by the Send Text to
Target function.

3. If the target uses a US/International keyboard layout, select the
"Target system is set to the US/International keyboard layout”
checkbox.

4. Click OK.
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Keyboard Macros

Keyboard macros ensure that keystroke combinations intended for the
target server are sent to and interpreted only by the target server.
Otherwise, they might be interpreted by your client PC.

Macros are stored on the client PC and are PC-specific. If you use
another PC, you cannot see your macros.

In addition, if another person uses your PC and logs in under a different
name, that user will see your macros since they are computer-wide.

Build a New Macro

>

1.

To build a macro:

Click Keyboard > Keyboard Macros. The Keyboard Macros dialog
appears.

Click Add. The Add Keyboard Macro dialog appears.

Type a name for the macro in the Keyboard Macro Name field. This
name appears in the Keyboard menu after it is created.

From the Hot-Key Combination field, select a keyboard combination
from the drop-down list. This allows you to execute the macro with a
predefined keystroke. Optional

In the Keys to Press drop-down list, select each key you would like to
use to emulate the keystrokes that is used to perform the command.
Select the keys in the order by which they are to be pressed. After
each selection, select Add Key. As each key is selected, it appears in
the Macro Sequence field and a Release Key command is
automatically added after each selection.

For example, create a macro to close a window by selecting Left Ctrl
+ Esc. This appears in the Macro Sequence box as follows:

Press Left Alt
Press F4

Esc

Release F4

Esc

Release Left Alt

Review the Macro Sequence field to be sure the macro sequence is
defined correctly.

a. Toremove a step in the sequence, select it and click Remove.

b. To change the order of steps in the sequence, click the step and
then click the up or down arrow buttons to reorder them as
needed.
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7. Click OK to save the macro. Click Clear to clear all field and start
over. When you click OK, the Keyboard Macros dialog appears and
lists the new keyboard macro.

8. Click Close to close the Keyboard Macros dialog. The macro now
appears on the Keyboard menu in the application.

9. Select the new macro on the menu to run it or use the keystrokes
you assigned to the macro.

Importing and Exporting Macros

Macros created in VKC cannot be used in AKC or vice versa. Macros
created on HKC are only compatible with HKC, and cannot be used on
AKC or VKC. Likewise, macros created on VKC or AKC cannot be used on
HKC.

Import Macros

> Toimport macros:

1. Choose Keyboard > Import Keyboard Macros to open the Import
Macros dialog. Browse to the folder location of the macro file.

2. Click on the macro file and click Open to import the macro.

a. |If too many macros are found in the file, an error message is
displayed and the import terminates once OK is selected.

b. If the import fails, an error dialog appears and a message
regarding why the import failed is displayed. Select OK to
continue the import without importing the macros that cannot be
imported.

3. Select the macros to be imported by checking their corresponding
checkbox or using the Select All or Deselect All options.

4. Click OK to begin the import.

a. Ifaduplicate macro is found, the Import Macros dialog appears.
Do one of the following:
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= Click Yes to replace the existing macro with the imported
version.

= Click Yes to All to replace the currently selected and any
other duplicate macros that are found.

= Click No to keep the original macro and proceed to the next
macro

= Click No to All keep the original macro and proceed to the
next macro. Any other duplicates that are found are skipped
as well.

= Click Cancel to stop the import.

= Alternatively, click Rename to rename the macro and import
it. If Rename is selected, the Rename Macro dialog appears.
Enter a new name for the macro in the field and click OK.
The dialog closes and the process proceeds. If the name that
is entered is a duplicate of a macro, an alert appears and you
are required to enter another name for the macro.

b. If during the import process the number of allowed, imported
macros is exceeded, a dialog appears. Click OK to attempt to
continue importing macros or click Cancel to stop the import
process.

The macros are then imported. If a macro is imported that contains a hot
key that already exists, the hot key for the imported macro is discarded.
Export Macros

1. Choose Tools > Export Macros to open the Select Keyboard Macros
to Export dialog.

Close Window Select All
Deselect Al

2. Select the macros to be exported by checking their corresponding
checkbox or using the Select All or Deselect All options.

3. Click Ok. An "Export Keyboard Macros to" dialog is displayed. Locate
and select the macro file. By default, the macro exists on your
desktop.
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4. Select the folder to save the macro file to, enter a name for the file
and click Save. If the macro already exists, you receive an alert
message.

5. Select Yes to overwrite the existing macro or No to close the alert
without overwriting the macro.

Video Properties

Refreshing the Screen
The Refresh Screen command forces a refresh of the video screen. Video
settings can be refreshed automatically in several ways:

e The Refresh Screen command forces a refresh of the video screen.

e The Auto-sense Video Settings command automatically detects the
target server’s video settings.

e The Calibrate Color command calibrates the video to enhance the
colors being displayed.

In addition, you can manually adjust the settings using the Video Settings
command.

P To refresh the video settings, do one of the following:
e (Choose Video > Refresh Screen, or click the Refresh Screen button

@ in the toolbar.

Auto-Sense Video Settings
The Auto-sense Video Settings command forces a re-sensing of the video
settings (resolution, refresh rate) and redraws the video screen.

P To automatically detect the video settings:
e Choose Video > Auto-sense Video Settings, or click the Auto-Sense

. . &
Video Settings button == in the toolbar.
A message stating that the auto adjustment is in progress appears.
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Calibrating Color

Use the Calibrate Color command to optimize the color levels (hue,
brightness, saturation) of the transmitted video images.

The color settings are on a target server-basis.

Note: When color is successfully calibrated, the values are cached and
reused each time you switch to the target. Changes to the brightness and
contrast in Video Settings are not cached. Changing resolution resets the
video to the cached values again. You can clear the cached values in
Video > Clear Video Settings Cache. See Clear Video Settings Cache /on
page 271).

» To calibrate the color:
e (Choose Video > Calibrate Color, or click the Calibrate Color button

@ in the toolbar.

The target device screen updates its color calibration.

Clear Video Settings Cache

You can clear the video settings cache to delete old settings that do not
apply anymore, such as when a target server is replaced. When you clear
the video settings cache, the server automatically does a video
auto-sense and color calibration. The new values are cached and reused
when the target is accessed again.

P To clear the video settings cache:
e Choose Video > Clear Video Settings Cache in the toolbar.

Adjusting Video Settings

Use the Video Settings command to manually adjust the video settings.

P To change the video settings:
Choose Video > Video Settings to open the Video Settings dialog.

2. Adjust the following settings as required. As you adjust the settings

the effects are immediately visible:

a. PLL Settings
Clock - Controls how quickly video pixels are displayed across
the video screen. Changes made to clock settings cause the video
image to stretch or shrink horizontally. 0dd number settings are
recommended. Under most circumstances, this setting should
not be changed because the autodetect is usually quite accurate.
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Phase - Phase values range from 0 to 31 and will wrap around.
Stop at the phase value that produces the best video image for
the active target server.

b. Brightness: Use this setting to adjust the brightness of the target
server display.

c. Brightness Red - Controls the brightness of the target server
display for the red signal.

d. Brightness Green - Controls the brightness of the green signal.

e. Brightness Blue - Controls the brightness of the blue signal.

f. Contrast Red - Controls the red signal contrast.
g. Contrast Green - Controls the green signal.
h. Contrast Blue - Controls the blue signal.

If the video image looks extremely blurry or unfocused, the
settings for clock and phase can be adjusted until a better image
appears on the active target server.

Warning: Exercise caution when changing the Clock and Phase
settings. Doing so may result in lost or distorted video and you may
not be able to return to the previous state. Contact Raritan Technical
Support before making any changes.

i. Horizontal Offset - Controls the horizontal positioning of the
target server display on your monitor.

j- Vertical Offset - Controls the vertical positioning of the target
server display on your monitor.
3. Select Automatic Color Calibration to enable this feature. This
setting does not apply to KX3-808 target servers.

4. Select the video sensing mode. This setting does not apply to
KX3-808 target servers when connecting to the target, but will apply
if you change resolution.

= Best possible video mode

The device will perform the full Auto Sense process when
switching targets or target resolutions. Selecting this option
calibrates the video for the best image quality.

= Quick sense video mode

With this option, the device will use a quick video Auto Sense in
order to show the target's video sooner. This option is especially
useful for entering a target server’'s BIOS configuration right
after a reboot.

5. Click OK to apply the settings and close the dialog. Click Apply to
apply the settings without closing the dialog.
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Note: Some Sun background screens, such as screens with very dark

borders, may not center precisely on certain Sun servers. Use a different
background or place a lighter colored icon in the upper left corner of the

Contrast Blue: 80

Horizontal Offset: 265

screen.
Video Settings

PLL Settings
Clock: 1,312 1026 { {1812
Phase: 1] o 31

Color Settings
Brightness Red: o o [} 127
Brightness Green: 0 o I} 127
Brightness Blue: = o {} 127
Contrast Red: CEIES i 127
Contrast Green: 87> 0 I} 127

Vertical Offset: 31

Automatic Color Calibration

Video Sensing

(@) Best possible video mode

() Quick sense video mode

Screenshot from Target Command (Target Screenshot)

Take a screenshot of a target server using the Screenshot from Target
server command. If needed, save this screenshot to a file location of your

choosing as a bitmap, JPEG or PNG file.

> To take a screenshot of the target server:
1. Select Video > Screenshot from Target, or click the Target

Screenshot button ﬂ on the toolbar.

2. Inthe Save dialog, choose the location to save the file, name the file,

and select a file format from the ‘Files of type' drop-down.

3. Click Save to save the screenshot.

273



Chapter 5: KX Il KVM Clients

Mouse Options
You can operate in either single mouse mode or dual mouse mode.

When in a dual mouse mode, and provided the option is properly
configured, the mouse cursors align.

When controlling a target server, the Remote Console displays two
mouse cursors - one belonging to your KX Il client workstation, and the
other belonging to the target server.

When there are two mouse cursors, the device offers several mouse
modes:

e Absolute (Mouse Synchronization)

e Intelligent (Mouse Mode])

e Standard (Mouse Mode)

When the mouse pointer lies within the KVM Client target server window,
mouse movements and clicks are directly transmitted to the connected
target server.

While in motion, the client mouse pointer slightly leads the target mouse
pointer due to mouse acceleration settings.

On fast LAN connections, you can use single mouse mode, and view only
the target server's pointer.

You can toggle between these two modes (single mouse and dual
mouse).

274 Raritan.

A brand of O legrand



Chapter 5: KX Il KVM Clients

Dual Mouse Modes

Absolute Mouse Synchronization

In this mode, absolute coordinates are used to keep the client and target
cursors in synch, even when the target mouse is set to a different
acceleration or speed.

This mode is supported on servers with USB ports and is the default
mode for virtual media CIMs.

Absolute Mouse Synchronization requires the use of a virtual media CIM
e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-HDMI

e D2CIM-DVUSB-DP

> To enter Absolute Mouse Synchronization:
e (Choose Mouse > Absolute from the KVM client.

The black USB connector on the DVUSB CIMs are used for the keyboard
and mouse. The gray connector is used for virtual media.

Keep both USB plugs of the CIM connected to the device.

The device may not operate properly if both plugs are not connected to
the target server.

Intelligent Mouse Mode

In Intelligent Mouse mode, the device can detect the target mouse
settings and synchronize the mouse cursors accordingly, allowing
mouse acceleration on the target. Intelligent mouse mode is the default
for non-VM targets.

Enter Intelligent Mouse Mode

> To enter intelligent mouse mode:
e Choose Mouse > Intelligent.
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Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the Mouse
menu, automatically synchronizes mouse cursors during moments of
inactivity. For this to work properly, however, the following conditions
must be met:

e The active desktop should be disabled on the target.
e No windows should appear in the top left corner of the target page.

e There should not be an animated background in the top left corner of
the target page.

e The target mouse cursor shape should be normal and not animated.

e The target mouse speeds should not be set to very slow or very high
values.

e Advanced mouse properties such as “Enhanced pointer precision” or
“Snap mouse to default button in dialogs” should be disabled.

e Choose “Best Possible Video Mode” in the Video Settings window.

e The edges of the target video should be clearly visible (that is, a
black border should be visible between the target desktop and the
remote KVM console window when you scroll to an edge of the target
video image).

e When using the intelligent mouse synchronization function, having a
file icon or folder icon located in the upper left corner of your
desktop may cause the function not to work properly. To be sure to
avoid any problems with this function, Raritan recommends you do
not have file icons or folder icons in the upper left corner of your
desktop.

After autosensing the target video, manually initiate mouse
synchronization by clicking the Synchronize Mouse button on the toolbar.
This also applies when the resolution of the target changes if the mouse
cursors start to desync from each other.

If intelligent mouse synchronization fails, this mode will revert to
standard mouse synchronization behavior.

Please note that mouse configurations will vary on different target
operating systems. Consult your OS guidelines for further details. Also
note that intelligent mouse synchronization does not work with UNIX
targets.
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Standard Mouse Mode

Standard Mouse mode uses a standard mouse synchronization algorithm.
The algorithm determines relative mouse positions on the client and
target server.

In order for the client and target mouse cursors to stay in synch, mouse
acceleration must be disabled. Additionally, specific mouse parameters
must be set correctly.

» To enter Standard Mouse mode:
e Choose Mouse > Standard.

Mouse Synchronization Tips
If you have an issue with mouse synchronization:

1. Verify that the selected video resolution and refresh rate are among
those supported by the device. The KVM Client Connection Info dialog
displays the actual values that the device is seeing.

Force an auto-sense by clicking the KVM Client auto-sense button.

If that does not improve the mouse synchronization (for Linux, UNIX,
and Solaris KVM target servers):

a. Open aterminal window.
b. Enter the following command: xset mouse 1 1

c. Close the terminal window.

4. Click the "KVM Client mouse synchronization™ button ”}

Synchronize Your Mouse

In dual mouse mode, the Synchronize Mouse command forces
realignment of the target server mouse cursor with the client mouse
cursor.

P To synchronize the mouse cursors, do one of the following:

e Click the Synchronize Mouse button ”} in the KVM client toolbar,
or select Mouse > Synchronize Mouse from the menu bar.

Note: This option is available only in Standard and Intelligent mouse
modes.
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Single Mouse Mode

Single Mouse mode uses only the target server mouse cursor; the client
mouse cursor no longer appears onscreen.

Note: Single mouse mode does not work on Windows or Linux targets
when the client is running on a Virtual Machine.

> To enter single mouse mode, do one the following:
e Choose Mouse > Single Mouse Cursor.

e Click the Single/Double Mouse Cursor button h in the toolbar.

Single Cursor

B You are about to enter Single Cursor mode. While you are in this mode,

W this software will have exclusive control over the mouse and keyboard.
To exit single cursor mode, you must press Ctrl+ LeftAlt+ 0

[ Scale the video {no scroll bars)

i ok || cancel

> To exit single mouse mode:
1. Press Ctrl+Alt+0 on your keyboard to exit single mouse mode.

Tool Options
General Settings

> To set the tools options:
1. Click Tools > Options. The Options dialog appears.

2. Select the Enable Logging checkbox only if directed to by Technical
Support.

This option creates a log file in your home directory.
3. Choose the Keyboard Type from the drop-down list (if necessary].
The options include:
= US/International
= French (France)
= German (Germany)
= Japanese
= United Kingdom
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Korean (Korea)

French (Belgium)
Norwegian (Norway)
Portuguese (Portugal)
Danish (Denmark]
Swedish (Sweden])
German (Switzerland)
Hungarian (Hungary)
Spanish (Spain)

Italian (Italy)

Slovenian

Translation: French - US
Translation: French - US International

In AKC, the keyboard type defaults to the local client, so this option
does not apply.

Configure hotkeys:

Exit Full Screen Mode - Hotkey.

When you enter Full Screen mode, the display of the target
server becomes full screen and acquires the same resolution as
the target server.

This is the hot key used for exiting this mode.
Exit Single Cursor Mode - Hotkey.

When you enter single cursor mode, only the target server
mouse cursor is visible.

This is the hot key used to exit single cursor mode and bring back
the client mouse cursor.

Disconnect from Target - Hotkey.

Enable this hotkey to allow users to quickly disconnect from the
target.

For hotkey combinations, the application does not allow you to assign
the same hotkey combination to more than one function.

For example, if Q is already applied to the Disconnect from Target
function, it won't be available for the Exit Full Screen Mode function.

Further, if a hotkey is added to the application due to an upgrade and
the default value for the key is already in use, the next available value
is applied to the function instead.
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5. Click OK.
Options - Mw
General | Client Launch Settings | Scan Settings
ang
Keyboard Type: (Englsh (Us/Int1) -
Exit Full Screen Mode - Hotiey: CirlHLeftAlt+M - I
Exit Single Cursor Mouse Mode - Hotkey: :Ctr|+Le&A|t+O -
Disconnect From Target - Hotkey: :Ctr|+Leﬂ:A|t+Q - |
|
I
I Ok H Cancel H Apply ]
Keyboard Limitations

Turkish Keyboards

If using a Turkish keyboard, you must connect to a target server through
the Active KVM Client (AKC). It is not supported by other Raritan clients.

Slovenian Keyboards
The < key does not work on Slovenian keyboards due to a JRE limitation.
Language Configuration on Linux

Because the Sun JRE on Linux has problems generating the correct Key
Events for foreign-language keyboards configured using System
Preferences, Raritan recommends that you configure foreign keyboards
using the methods described in the following table.

Language Configuration method

US Intl Default

French Keyboard Indicator

German System Settings (Control Center]
Japanese System Settings (Control Center)
UK System Settings (Control Center)
Korean System Settings (Control Center]
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Language Configuration method

Belgian Keyboard Indicator

Norwegian Keyboard Indicator

Danish Keyboard Indicator

Swedish Keyboard Indicator

Hungarian System Settings (Control Center]
Spanish System Settings (Control Center]
ltalian System Settings (Control Center)
Slovenian System Settings (Control Center]
Portuguese System Settings (Control Center)

Note: The Keyboard Indicator should be used on Linux systems using
Gnome as a desktop environment.

Client Launch Settings

Configuring client launch settings allows you to define the screen
settings for a KVM session.

> To configure client launch settings:

1. Click Tools > Options. The Options dialog appears.
2. Click on the Client Launch Settings tab.

a.

To configure the target window settings:

Select 'Standard - sized to target Resolution’ to open the window
using the target's current resolution. If the target resolution is
greater than the client resolution, the target window covers as
much screen area as possible and scroll bars are added (if
needed).

Select 'Full Screen’ to open the target window in full screen
mode.

To configure the monitor on which the target viewer is launched:

Select ‘Monitor Client Was Launched From' if you want the
target viewer to be launched using the same display as the
application that is being used on the client (for example, a web
browser or applet).

Use 'Select From Detected Monitors' to select from a list of
monitors that are currently detected by the application. If a
previously selected monitor is no longer detected, ‘Currently
Selected Monitor Not Detected’ is displayed.
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= To configure additional launch settings:

a. Select 'Enable Single Cursor Mode' to enable single mouse
mode as the default mouse mode when the server is accessed.

b. Select 'Enable Scale Video' to automatically scale the display on
the target server when it is accessed.

c. Select 'Pin Menu Toolbar' if you want the toolbar to remain
visible on the target when itis in Full Screen mode. By default,
while the target is in Full Screen mode, the menu is only visible
when you hover your mouse along the top of the screen.

d. Always Show Tool Bar and Always Show Status Bar are per-user
settings that are stored in the computer you are accessing the
client from, so if you use a different computer, the setting may
be different. Select to keep tool bar and status bar visible as
default, deselect to keep tool bar and status bar hidden as
default.

3. Click OK.

Options .

General | Client Launch Settings |ScanSeﬁjngs

Window Mode

(@) Standard - sized to target resolution
(T) Full Screen

Manitor

(@) Manitor Client Was Launched From

(") Select From Detected Monitors
Monitor A -

Detected Monitors

Other
[] Enable Single Mouse Cursor

[] Enable Scale Video

[] Pin Menu Toolbar
Always Show Tool Bar
Always Show Status Bar

| ok || cancel Apply
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Configuring Port Scan Settings in VKC/VKCS and AKC
Configuring port scan options in VKC/VKCS and AKC applies to scanning
from the KX lll Remote Console.

To configure port scan options for the Local Console, see Configure
Local Console Scan Settings (on page 392)

Use the port scanning feature to search for selected targets, and display
them in a slide show view, allowing you to monitor up to 32 targets at one
time.

You can connect to targets or focus on a specific target as needed. Scans
can include standard targets, blade servers, tiered Dominion devices,
and KVM switch ports.

Configure scan settings from either the VKC/VKCS or AKC.
See Scanning Ports - Remote Console (on page 375)
Use the Scan Settings tab to customize the scan interval and default

display options.

Configure Port Scan

P To set scan settings:
1. Click Tools > Options. The Options dialog appears.
Select the Scan Settings tab.

In the "Display Interval (10-255 sec]:" field, specify the number of
seconds you want the target that is in focus to display in the center of
the Port Scan window.

4. Inthe "Interval Between Ports (10 - 255 sec):" field, specify the
interval at which the device should pause between ports.

5. Inthe Display section, change the default display options for the
thumbnail size and split orientation of the Port Scan window.
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6. Click OK.

Options - M1

[ General [ Client Launch Settings | Scan Settings |

Scan Intervals
Display Interval {10-255 sec): 10|

Interval Between Ports (10-255 sec): |10

Display
Thumbnail Size: 160x120 -
Split Orientation: j'u'erﬁml -

[ OK H Cancel H Apply ]

Collecting a Diagnostic Snapshot of the Target

Administrators are able to collect a "snapshot” of a target from either
the VKC/VKCS or Active KVM Client (AKC).

The "snapshot” function generate log files and image files from the
target.

It then bundles these files in a zip file that can be sent to Raritan
Technical Support in order to help diagnose technical problems you may
be encountering.

The following files are included in the zip file:

e screenshot_image.png

This is a screenshot of the target that captures a picture of the issue
you are experiencing. This feature is operates in the same as the
"Screenshot from Target” feature.

e raw_video_image.png:
A snapshot image created from raw video data. Please note that

client's postprocessing is applied, just as if it were a "regular”
screen update.

e raw_video_ycbcr420.bin:
Binary file of the raw snapshot.
e raw_video_ychcr420.txt:
Text file containing data used by Raritan to help diagnose issues.
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e Log.txt file:
These are the client logs.

Note that the logs are included even if you have not enabled
information to be captured in them. VKC uses internal memory to

capture the information in this case.

Collect a Diagnostic Snapshot from VKC, VKCS, and AKC
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P To capture a diagnostic snapshot:
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@ Access a target, and then click Tools > Collect a Diagnostic Snapshot.

Several messages are displayed as the information is collected.

@ You are prompted to save the zip file containing the diagnostic files.

@ The zip file containing the diagnostic files that were collecting opens.
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View Options

View Toolbar

You can use the Virtual KVM client with or without the toolbar display.

> To toggle the display of the toolbar (on and off):
e Choose View > View Toolbar.

View Status Bar

By default, the status bar is displayed at the bottom of the target window.

» To hide the status bar:
e Click View > Status Bar to deselect it.

» To restore the status bar:
e Click View > Status Bar to select it.

Scaling

Scaling your target window allows you to view the entire contents of the
target server window.

This feature increases or reduces the size of the target video to fit the
Virtual KVM Client window size, and maintains the aspect ratio so that
you see the entire target server desktop without using the scroll bar.

> To toggle scaling (on and off):
e Choose View > Scaling.
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Full Screen Mode
When you enter Full Screen mode, the target's full screen is displayed
and acquires the same resolution as the target server.

The hot key used for exiting this mode is specified in the Options dialog,
see Tool Options (on page 278).

While in Full Screen mode, moving your mouse to the top of the screen
displays the Full Screen mode menu bar.

If you want the menu bar to remain visible while in Full Screen mode,
enable the Pin Menu Toolbar option from the Tool Options dialog. See
Tool Options (on page 278].

» To enter full screen mode:
e Choose View > Full Screen, or click the Full Screen button IEI

» To exit full screen mode:

e Press the hot key configured in the Tool's Options dialog. The default
is Ctrl+Alt+M.

If you want to access the target in full screen mode at all times, you can
make Full Screen mode the default.

> To set Full Screen mode as the default mode:
1. Click Tools > Options to open the Options dialog.
2. Select Enable Launch in Full Screen Mode and click OK.

Connect to Virtual Media
See Virtual Media (on page 243)
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Smart Cards

Using the KX III, you are able to mount a smart card reader onto a target
server to support smart card authentication and related applications.

For a list of supported smart cards, smart card readers, and additional
system requirements, see Smart Card Minimum System
Requirements, CIMs and Supported/Unsupported Smart Card
Readers (on page 289).

Note: The USB Smart Card token [eToken NG-OTP] is only supported
from the remote client.

Smart card reader mounting is also supported from the Local Console.

See Local Console Smart Card Access (on page 394) in your Dominion
device help.

Smart Card Minimum System Requirements, CIMs and
Supported/Unsupported Smart Card Readers

Before you begin using a smart card reader, review the following:

e Smart Card Minimum System Requirements (on page 429)

e Supported Computer Interface Module [CIMs] Specifications (on
page 421)
e Supported and Unsupported Smart Card Readers

Authentication When Accessing a Smart Card Reader

When accessing a server remotely, you can select an attached smart
card reader and mount it onto the server.

Smart card authentication is used with the target server, it is not used to
log into the device. Therefore, changes to smart card PIN and
credentials do not require updates to device accounts.

PC Share Mode and Privacy Settings when Using Smart Cards

When PC-Share mode is enabled on the device, multiple users can share
access to a target server.

However, when a smart card reader is connected to a target, the device
will enforce privacy regardless of the PC-Share mode setting.

In addition, if you join a shared session on a target server, the smart card
reader mounting will be disabled until exclusive access to the target
server becomes available.
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Smart Card Reader Detected

After a KVM session is established with a target server, a Smart Card
menu and button are available in VKC and AKC.

Once the Smart Card button is selected or Smart Card is selected from
the menu, the smart card readers that are detected as attached to the
remote client are displayed in a dialog.

From this dialog, you can attach additional smart card readers, refresh
the list of smart card readers attached to the target, and detach smart
card readers.

You are also able to remove or reinsert a smart card. This function can
be used to provide notification to a target server OS that requires a
removal/reinsertion in order to display the appropriate login dialog.
Using this function allows the notification to be sent to a single target
without affecting other active KVM sessions.

Mount a Smart Card Reader
When mounted onto the target server, the card reader and smart card
will cause the server to behave as if they had been directly attached.

Removal of the smart card or smart card reader will cause the user
session to be locked or you will be logged out depending on how the card
removal policy has been setup on the target server 0S.

When the KVM session is terminated, either because it has been closed
or because you switch to a new target, the smart card reader will be
automatically unmounted from the target server.

» To mount a smart card reader from VKC or AKC:
1. Click the Smart Card menu and then select Smart Card Reader.

Alternatively, click the Smart Card button Q in the toolbar.

2. Select the smart card reader from the Select Smart Card Reader
dialog.

3. Click Mount.
A progress dialog will open. Check the "Mount selected card reader
automatically on connection to targets’ checkbox to mount the smart

card reader automatically the next time you connect to a target.
Click OK to begin the mounting process.
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Update a Smart Card Reader

P To update the smart card in the Select Smart Card Reader
dialog:

o Click Refresh List if a new smart card reader has been attached to
the client PC.

Send Smart Card Remove and Reinsert Notifications

» To send smart card remove and reinsert notifications to the
target:

e Select the smart card reader that is currently mounted and click the
Remove/Reinsert button.

Unmount [Remove) a Smart Card Reader

» To unmount a smart card reader:

e Select the smart card reader to be unmounted and click the
Unmount button.

Digital Audio

The KX Il supports end-to-end, bidirectional, digital audio connections
for digital audio playback and capture devices from a remote client to a
target server.

The audio devices are accessed over a USB connection.
e Current device firmware is required.
e One of the following CIMs must be used:

= D2CIM-DVUSB

= D2CIM-DVUSB-DVI

= D2CIM-DVUSB-HDMI
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D2CIM-DVUSB-DP

Windows®, Linux® and Mac® operating systems are supported. VKC, VKCS,
and AKC support connections to audio devices.

Note: Audio CDs are not supported by virtual media so they do not work
with the audio feature.

Before you begin using the audio feature, Raritan recommends you
review the audio related information documented in the following
sections of Help:

Supported Audio Device Formats (on page 292)
Recommendations for Dual Port Video (on page 234)

Dual Video Port Group Supported Mouse Modes (on page 234)
CI/Ms Required for Dual Video Support (on page 235)
Informational Notes, Audio (on page 460)

Supported Audio Device Formats

The KX Il supports one playback and capture device and one record
device on a target at a time. The following audio device formats are
supported:

Stereo, 16 bit, 44.1K
Mono, 16 bit, 44.1K
Stereo, 16 bit, 22.05K
Mono, 16 bit, 22.05K
Stereo, 16 bit, 11.025K
Mono, 16 bit, 11.025K
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Digital Audio VKC and AKC Icons

Audio Icon name Description

icons
_ Speaker These icons are located in status bar at the
) bottom of the client window.

Green, blinking waves indicate an audio playback
o session is currently streaming.

A black speakericon is displayed when the
o session is muted.

The icon is grayed out when no audio is
connected.

Microphone  These icons are located in the status bar at the
bottom of the client window.

=]
\.E_.-'

Red, blinking waves indicate an audio capture
session is currently underway.

(o e

The Speaker icon, indicating a playback session
is streaming, is also displayed when a session is
underway.

A black Microphone icon is displayed when the
session is muted.

When the Microphone icon is grayed out, no
audio is connected.

Audio Playback and Capture Recommendations and Requirements

Audio Level
e Set the target audio level to a mid-range setting.
For example, on a Windows® client, set the audio to 50 or lower.

This setting must be configured through the playback or capture audio
device, not from the client audio device control.
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Recommendations for Audio Connections when PC Share Mode is Enabled

If you are using the audio feature while running PC Share mode, audio
playback and capture are interrupted if an additional audio device is
connected to the target.

For example, User A connects a playback device to Target1 and runs an
audio playback application then User B connects a capture device to the
same target. User A's playback session is interrupted and the audio
application may need to be restarted.

The interruption occurs because the USB device needs to be
re-enumerated with the new device configuration.

[t may take some time for the target to install a driver for the new device.

Audio applications may stop playback completely, go to the next track, or
just continue playing.

The exact behavior is dependent on how the audio application is designed
to handle a disconnect/reconnect event.

Bandwidth Requirements

The table below details the audio playback and capture bandwidth
requirements to transport audio under each of the selected formats.

Audio format Network bandwidth requirement
44.1 KHz, 16bit stereo 176 KB/s
44.1 KHz, 16bit mono 88.2 KB/s
2.05 KHz, 16bit stereo 88.2 KB/s
22.05 KHz, 16bit mono 441 KB/s

11.025 KHz, 16bit stereo 441 KB/s
11.025 KHz, 16bit mono Audio 22.05 KB/s
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In practice, the bandwidth used when an audio device connects to a
target is higher due to the keyboard and video data consumed when
opening and using an audio application on the target.

A general recommendation is to have at least a 1.5MB connection before
running playback and capture.

However, high video-content, full-color connections using high-target
screen resolutions consume much more bandwidth and impact the
quality of the audio considerably.

To help mitigate quality degeneration, there are a number of
recommended client settings that reduce the impact of video on audio
quality at lower bandwidths:

e Connect audio playback at the lower quality formats. The impact of
video consuming bandwidth is much less notable at 11k connections
than at 44k

e Set the connection speed under Connection Properties to a value
that best matches the client to server connection

e Under Connection Properties, set the color depth to as low a value as
possible. Reducing the color depth to 8 bit color considerably
reduces the bandwidth consumed

e Set Smoothing, to High. This will improve the appearance of the
target video by reducing displayed video noise

e Under Video settings, set the Noise Filter to its highest setting of 7
(highest value) so less bandwidth is used for target screen changes
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Saving Audio Settings

Audio device settings are applied on a per KX Ill device basis.

Once the audio devices settings are configured and saved on the KX Il
the same settings are applied to it.

For example, you can configure a Windows® audio device to us a stereo,
16 bit, 44.1K format.

When you connect to different targets and use that Windows audio device,
the stereo, 16 bit, 44.1K format is applied to each target server.

For both playback and recording devices, the device type, device format,
and the buffer settings applied to the device are saved.

See Connecting and Disconnecting from a Digital Audio Device (on
page 297) for information on connecting to and configuring an audio
device, and Adjusting Capture and Playback Buffer Size (Audio Settings)
for information on audio device buffer settings.

If you are using the audio feature while running PC Share mode and VM
Share mode so multiple users can access the same audio device on a
target at once, the audio device settings of the user who initiates the
session are applied to all users who join the session.

So, when a user joins an audio session, the target machine settings are
used. See Connecting to Multiple Targets from a Single Remote
Client (on page 296).

Connecting to Multiple Targets from a Single Remote Client

Connect to audio on up to four (4) target servers at the same time from a
single, remote client.

See Connecting and Disconnecting from a Digital Audio Device (on
page 297) for information on connecting to audio devices.

A Speakericon ‘ is displayed in the status bar at the bottom of the

client window. It is grayed out when no audio is being used. When the
B

s
Speaker icon and Microphone icon "ﬁ" are displayed in the status bar,
the session is being captured as it is streamed.

Note: When an audio session is underway, be sure to keep the session
active or change the KX Ill's idle timeout time so the audio session does
not time out.
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Operating System Audio Playback Support

Review the table shown here to see which Raritan client works with
audio playback/capture for each operating system:

Operating system Audio playback and capture supported
by:

Windows® e Active KVM Client (AKC)
e Virtual KVM Client (VKC)

Linuxe e Virtual KVM Client (VKC)

Mace® e Virtual KVM Client (VKC)

Connecting and Disconnecting from a Digital Audio Device

Audio device settings are applied on a per KX Il device basis.

Once the audio devices settings are configured and saved on the KX Il,
the same settings are applied to it.

See Saving Audio Settings (on page 296) for more information.

Note: If you are using the audio feature while running PC Share mode
and VM Share mode, see Audio Playback and Capture
Recommendations and Requirements (on page 293/ for important
information. See also Connecting to Multiple Targets from a Single
Remote Client /on page 296).

Connect to a Digital Audio Device

> To connect to an audio device:

1. Connect the audio device to the remote client PC prior to launching
the browser connection to the KX III.

2. Connect to the target from the Port Access page.

3. Once connected, click the Audio button Eﬂ'}j in the toolbar.

The Connect Audio Device dialog appears. A list of available audio
devices connected to the remote client PC is displayed.

Note: If there are no available audio devices connected to the remote
client PC, the Audio icon is grayed out. .

4. Check Connect Playback Device if you are connecting to a playback
device.

5. Select the device that you wish to connect from the drop-down list.
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6. Select the audio format for the playback device from the Format:
drop-down.

Note: Select the format that you wish to use based on the available
network bandwidth. Formats with lower sampling rates consume
less bandwidth and may tolerate more network congestion.

7. Select the "Mount selected playback device automatically on
connection to target” checkbox to automatically connect an audio
playback device when you connect to an audio supporting target.

8. Check Connect Recording Device if you are connecting a recording
device.

Note: The device names listed in the Connect Recording Device
drop-down are truncated to a maximum of 30 characters for Java
clients.

9. Select the device that you wish to connect from the drop-down list.

10. Select the audio format for the recording device from the Format:
drop-down.

11. Click OK. If the audio connection is established, a confirmation
message appears. Click OK.
If the connection was not established, an error message appears.
Once an audio connection is established, the Audio menu changes to

Disconnect Audio. The settings for the audio device are saved and
applied to subsequent connections to the audio device.

A Speaker icon 1’1 is displayed in the status bar at the bottom of
the client window. It is grayed out when no audio is being used. When

o B
the Speaker icon and Microphone icon @" are displayed in the
status bar, the session is being captured as it is streamed.

Disconnect from an Audio Device

> To disconnect from the audio device:

P
e Click the Audioicon ‘I@ in the toolbar and select OK when you are
prompted to confirm the disconnect. A confirmation message
appears. Click OK.
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Adjusting Capture and Playback Buffer Size (Audio Settings)
Once an audio device is connected, the capture and playback buffer size
can be adjusted as needed.

This feature is useful for controlling the quality of the audio, which may
be impacted by bandwidth limitations or network spikes.

Increasing the buffer size improves the audio quality but may impact the
delivery speed.

The maximum available buffer size is 400 milliseconds since anything
higher than that greatly impacts audio quality.

The buffer size can be adjusted whenever needed, including during an
audio session.

Audio settings are configured in VKC or AKC.

Adjust Audio Settings

P To adjust audio settings:

1. Select Audio Settings from the Audio menu. The Audio Settings
dialog opens.

2. Adjust the capture and/or playback buffer size as needed. Click OK.

Capture Buffer Size: I miliseconds

Playback Buffer Size: milliseconds
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Power Control Using VKC, VKCS, and AKC

You can power on, power off, and power cycle a target through the outlet
it is connected to.

Access the target, and then select a power control option from the Power
Control menu.

Connection USB Profile Keyboard Video Mouse Tools View Virtual Media Audic SmartCard [Power Control| Help

BRREBhDEQI LR BE Power On

Power Off

Power Cycle

The menu option is disabled if you do not have permission for power
control, and when outlets are not associated with the port.

Version Information - Virtual KVM Client

This menu command provides version information about the Virtual KVM
Client, in case you require assistance from Raritan Technical Support.

P To obtain version information:
Choose Help > About Raritan Virtual KVM Client.

2. Use the Copy to Clipboard button to copy the information contained
in the dialog to a clipboard file so it can be accessed later when
dealing with support (if needed).
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Active KVM Client (AKC) Help

Overview

The Active KVM Client (AKC) is based on Microsoft Windows .NET®
technology.

This allows you to run the client in a Windows environments without
using the Java® Runtime Environment (JRE], which is required to run
Raritan's Virtual KVM Client (VKC]).

AKC is the default KX Il client on Windows platforms with .NET
Framework, and it also works with CC-SG.

AKC provides the same features as VKC with the exception of the

following:

e Keyboard macros created in AKC cannot be used in any other client.

e Direct port access configuration (see Enabling Direct Port Access
via URL (on page 149))

e AKC server certification validation configuration (see Prerequisites
for Using AKC (on page 302))

e AKC automatically loads favorites, VKC does not. See Managing
Favorites (on page 381)

For details on using the features, see Virtual KVM Client (VKC] Help
(see "Virtual KVM Client [VKC and VKCs] Help" on page 256).

Recommended Minimum Active KVM Client (AKC] Requirements

Raritan recommends the Active KVYM Client (AKC) machines meet the
following minimum requirements for use with KX II1.

e Client machine with either a -
=  'modern’ dual-core CPU for a single connections, or

= 'modern’ quad core CPU for two or more simultaneous
connections

e 4GB of RAM

AKC Supported Microsoft .NET Framework
The Active KVM Client (AKC) requires Windows .NET® version 4.0 or 4.5.
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AKC Supported Operating Systems

When launched from Internet Explorere, the Active KVM Client (AKC)
allows you to reach target servers via the KX Il1.

AKC is compatible with the following platforms:

e Windows XP® operating system

e Windows Vista® operating system (up to é4 bit)
e Windows 7¢ operating system (up to 64 bit)

e Windows 8@ operating system (up to 64 bit)

e Windows 10 © operating system (up to 64 bit)

Note: You must be using Windows 7 if WINDOWS PC FIPs is turned on
and you are accessing a target using AKC and a smartcard.

Since .NET is required to run AKC, if you do not have .NET installed or
you have an unsupported version of .NET installed, you will receive a
message instructing you to check the .NET version.

Note: Raritan recommends Windows XP® operating system users verify
you have a working version of .NET 4.0 or 4.5 already installed before you
launch AKC. If you do not verify your .NET version is working, you may be
prompted to download a file versus receiving the default message to
check your .NET version.

AKC Supported Browsers
e Internet Explorer® 10 (and later]

e Chrome on Windows platforms. You must have the Chrome
ClickOnce plugin installed.

Prerequisites for Using AKC

Allow Cookies

Ensure the cookies from the IP address of the device that is being
accessed are not currently being blocked.

Include KX Il IP Address in ‘Trusted Sites Zone'

Windows Vista®, Windows® 7 and Windows 2008 server users should
ensure that the IP address of the device being accessed is included in
their browser's Trusted Sites Zone.
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Disable 'Protected Mode'

Windows Vista®, Windows® 7 and Windows 2008 server users should
ensure that Protected Mode is not on when accessing the Raritan device.

Enable AKC Download Server Certificate Validation

If the Raritan device (or CC-SG) administrator has enabled the Enable
AKC Download Server Certificate Validation option:

e Administrators must upload a valid certificate to the device or
generate a self-signed certificate on the device. The certificate must
have a valid host designation.

e Each user must add the CA certificate (or a copy of self-signed
certificate) to the Trusted Root CA store in their browser.

Proxy Server Configuration for Use with VKC, VKCS, and AKC

When the use of a Proxy Server is required, a SOCKS proxy must also be
provided and configured on the remote client PC.

Note: If the installed proxy server is only capable of the HTTP proxy
protocol, you cannot connect.

> To configure the SOCKS proxy:
1. On the remote client PC, select Control Panel > Internet Options.

a. Onthe Connections tab, click ‘LAN settings'. The Local Area
Network (LAN) Settings dialog opens.

b. Select 'Use a proxy server for your LAN".
Click Advanced. The Proxy Settings dialog opens.
d. Configure the proxy servers for all protocols.

IMPORTANT: Do not select ‘Use the same proxy server for all
protocols’.

Note: The default port for a SOCKS proxy [1080) is different from
HTTP proxy (3128).

e. Click OK at each dialog to apply the settings.
2. Next, configure the proxy settings for the Java™ applets:
a. Select Control Panel > Java.

b. On the General tab, click Network Settings. The Network
Settings dialog opens.

Select "Use Proxy Server”.
d. Click Advanced. The Advanced Network Settings dialog opens.

e. Configure the proxy servers for all protocols.
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IMPORTANT: Do not select 'Use the same proxy server for all
protocols’.

Note: The default port for a SOCKS proxy [1080] is different from
HTTP proxy (3128).

Connect to a Target from Virtual KVM Client (VKC), Standalone VKC
(VKCs]), or Active KVM Client (AKC)

Once you have logged on to the KX Il Remote Console, access target
servers via the Virtual KVM Client (VKC), Standalone VKC (VKCs), or
Active KVM Client (AKC).

» To connect to an available server:

1. Onthe Port Access page, click on the port name of the target server
you want to connect to. The Port Action menu opens.

2. Click Connect.

Home > Ports

Port Access

Click on the individual
0/ 4 Remote K\VM char

See Port Action Menu (on page 24) for details on additional available
menu options.
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HTML KVM Client (HKC) Help

Raritan

A brand of Olegrand

The HTML KVM client (HKC) provides KVM over IP access that runs in the
browser without applets or browser plugins. HKC uses Javascript, NOT
Java.

HKC runs on Linux and Mac clients, and on Windows clients without .NET
in Internet Explorer 11 (not supported in IE 10 or lower), Edge, Firefox,
Chrome and Safari browsers. See KX /// KVM Client Launching (on page
255) for a full matrix of clients.

Many KVM features are supported. Future releases will provide more
advanced KVM features.

P Supported Features:

e Connection Properties

e USB Profiles

e Video Settings

e Input Settings

e Audio Playback

e Virtual Media

e Power Control

e Dual Video Targets on IE, Edge, Firefox and Chrome
e Keyboard Macros

e Import and Export of Keyboard Macros

e Send Text to Target

e Keyboard and Mouse Settings

e Single Mouse Mode - available on Edge or Safari browsers

> Not supported:

e Smartcard

e Tools Menu for setting Client launch settings
e Port Scanning

e Limited keyboard support: US-English, UK-English, French, and
German are supported

e Hotkeys for keyboard macros

e Pre-populated keyboard macros for Sun targets

e Can only create Macros from keys that exist on the client PC
(US-English, UK-English, French, or German), no special function
keys

e Single Mouse mode - not available on IE

e Virtual Media r/w not supported

e Local file transfer supported by Chrome and Firefox browsers only
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e USB drive connects
e Favorites
e Audio capture

e Dualvideo targets not supported on Safari. Use Chrome or Firefox to
connect to dual video targets on Mac 0OS.

» Known Issues:

e When Single Mouse Mode in the Edge browser is selected for the
first time, the user is prompted to turn off the local mouse pointer.
Select the bottom part of the Yes button.

e Target connections from Chrome 61 running on Fedora requires
HardWare Acceleration to be enabled.

e |If erratic mouse response is seen in Single Mouse mode on Fedora
clients using the default Gnome desktop, use the Gnome classic
desktop.

e Toenable scrollbars on Mac Browser target connections: On the 0S
menu bar, choose System Preferences > General > Show scroll bars:
Always.

e Internet Explorer and Edge support only 6 sessions at a time. The
error displayed when attempting to connect to a seventh target is
"Error could not connect to target.” For IE11, you can increase the
sessions allowed in the Group policy editor. See
https://jwebsocket.org/documentation/reference-guide/internet-exp
lorer-tips.

e ForlE11 and Edge IPvé device connections, either use device
hostname or literal IPvé6 as UNC. See
https://en.wikipedia.org/wiki/IPvé_address#Literal_IPvé_addresses
_in_UNC_path_names

e For Mac/Safari IPvé6 device connections, use device hostname.

e Client Keyboard input selection should be set for each device
individually.

e If encountering issues on browsers that have previously connected to
a version of KX3.3 that supported the HTML KVM client, it may be
necessary to clear the Cache Web Content from the browser.

e Tolaunch HKC automatically in Safari browser: Use http://<IP
Address>/hkc, OR use http://<IP Address>/ if "Java content on
browser” is disabled in Java Control Panel, and “Java Plugin” is
disabled in the browser.

e From Chrome running on Linux, to get " * or *, the key needs to be
hit three times, or twice followed by a space.
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e For Mac Client browsers, ensure that the device certificate is
installed and trusted. The certificate Common name should match
the IP address/Hostname used to connect to the device. See SSL
Certificates (see "SSL and TLS Certificates” on page 200) for
information on creating and installing certificates

e On adefault build of Redhat 7/Firefox ESR 24.5, there is no target
video displayed on HKC connections. Older versions of Firefox lack
HTMLS5 functions needed to support HKC. Upgrade Firefox to the
latest available version.

Connection Properties

Connection properties manage streaming video performance over
remote connections to target servers.

The properties are applied only to your connection - they do not impact
the connection of other users accessing the same target servers.

If you make changes to connection properties, they are retained by the
client.

P To view connection properties:
e Choose File > Connection Properties.

Default Connection Properties

The KX Il comes configured to provide optimal performance for the
majority of video streaming conditions.

Default connection settings are:

e Optimized for: Text Readability - video modes are designed to
maximize text readability.

This setting is ideal for general IT and computer applications, such
as performing server administration.

e Video Mode - defaults to Full Color 2.

Video frames transmit in high-quality, 24-bit color. This setting is
suitable where a high-speed LAN is used.

e Noise Filter - defaults to 2.
The noise filter setting does not often need to be changed.
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Click Reset to regain the default connection properties.

Connection Properties

Optimize for: Text Readability =
Video Mode: Full Color 2

Best Lower
Noise Filter: 2
Quality Bandwidth

g

= o] ]

Text Readability

Text Readability is designed to provide video modes with lower color
depth but text remains readable. Greyscale modes are even available
when applying lower bandwidth settings.

This setting is ideal when working with computer GUls, such as server
administration.

When working in full color video modes, a slight contrast boost is
provided, and text is sharper.

In lower quality video modes, bandwidth is decreased at the expense of
accuracy.

Color Accuracy

When Color Accuracy is selected, all video modes are rendered in full
24-bit color with more compression artifacts.

This setting applies to viewing video streams such as movies or other
broadcast streams.

In lower quality video modes, sharpness of fine detail, such as text, is
sacrificed.
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Video Mode

The Video Mode slider controls each video frame’s encoding, affecting
video quality, frame rate and bandwidth.

Connection Properties

Optimize for: Text Readability =
Video Mode: Full Color 2

Best Lower
Noise Filter: 2
Quality Bandwidth

g

o o] ]

In general, moving the slider to the left results in higher quality at the
cost of higher bandwidth and, in some cases, lower frame rate.

Moving the slider to the right enables stronger compression, reducing
the bandwidth per frame, but video quality is reduced.

In situations where system bandwidth is a limiting factor, moving the
video mode slider to the right can result in higher frame rates.

When Text Readability is selected as the Optimized setting, the four
rightmost modes provide reduced color resolution or no color at all.

These modes are appropriate for administration work where text and
GUI elements take priority, and bandwidth is at a premium.
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Noise Filter

Unless there is a specific need to do so, do not change the noise filter
setting. The default setting is designed to work well in most situations.

The Noise Filter controls how much interframe noise is absorbed by the

KX 111
Connection Properties
Optimize for: Text Readability +
Video Mode: Full Color 2
QUB;;:: I:I Noise Filter: 2 ;::z:vi dth

H

e (D (D D

Moving the Noise Filter slider to the left lowers the filter threshold,
resulting in higher dynamic video quality. However, more noise is likely
to come through, resulting in higher bandwidth and lower frame rates.

Moving the slider to the right raises the threshold, allows less noise and
less bandwidth is used. Video artifacts may be increased.

Moving the noise filter to the right may be useful when accessing a
computer GUI over severely bandwidth-limited connections.
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Connection Info

Open the Connection Information dialog for real-time connection
information on your current connection, and copy the information from
the dialog as needed.

See Connection Properties (see " Default Connection Properties" on
page 307) for help configuring the connection properties.

Name of the KX III

IP address of the KX IlI

Port - The KVM communication TCP/IP port used to access KX II1.
Data In/Second - Data rate received from the KX IlI

Data Out/Second - Data rate sent to the KX II1.

FPS - Video frames per second from the KX III.

Average FPS - Average number of video frames per second.
Connect Time - The duration of the current connection.
Horizontal Resolution - The target server horizontal resolution.
Vertical Resolution - The target server vertical resolution.
Refresh Rate - Refresh rate of the target server.

Protocol Version - Raritan communications protocol version.

To view connection info:
Choose File > Connection Info.

Connection Info

Devica Namea: kx361-16
IP Address: 192.168.61.16
Port: 443

Data In/Second: 121 kBfs
Data Qut/Second: 234 Bfs
FPS: 17

Avg. FPS: 21.80
Connect Time: 00.00:25
Horizontal Resolution: 1024
‘Vertical Resolution: 768
Refresh Rate: 60 Hz
Protocol Version: 1.31

Raritan
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USB Profile
Select a USB profile that best applies to the KVM target server.

For example, if the server is running Windows® operating system, it
would be best to use the Generic profile.

Or, to change settings in the BIOS menu or boot from a virtual media
drive, depending on the target server model, a BIOS profile may be more
appropriate.

P To set a USB profile for a target server:
e Choose USB Profile, then choose Generic, or choose Other Profiles
to select from a menu.

@ Target 9-RSAI-SLIMLINE - HTML KVM Client - Google Chrome L

A bH7T://192.168.61.14/jsclient/Client.asp#

File ~ USB Profile ~ Input ~ Video - View ~ Help -
. )
% h E Generic ¥ 3 ()
Other Linux
Help on USB profiles Mac OS-X (10.4.9 and later)

HP Proliant DL360/DL380 G4 (Windows 2003 Server Installation)
BIOS IBM Thinkcentre Lenove

RUBY Industrial Mainboard (AwardBIOS)

HP Proliant DL360/DL380 G4 (HP SmartStart CD)

BIOS Dell PowerEdge Keyboard and Mouse Only

Supermicro Mainboard (Phoenix AwardBIOS)

SuSE Linux 9.2

RIOS Mac

> To view details on USB profiles:
Choose USB Profile > Help on USB Profiles.

Input Menu
Keyboard Layout

> To set your keyboard type.
e Choose Input > Keyboard Layout, then select your keyboard type.

= de
= en-gb
= en-us
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= fr

Input ~ Video ~ View « Virtual Media -
A Keyboard Layout de

28 Send Macro en-gb v

# Macro Editor en-us

= Send text to target &

4 Mouse Modes

£ Mouse Sync

Send Macro

Due to frequent use, several keyboard macros are preprogrammed.

>

To send a preprogrammed macro:

Choose Input > Send Macro, then select the macro:

Ctrl+Alt+Del: Sends the key sequence to the target without
affecting the client.

Alt+F4: Closes a window on a target server.
Alt+Tab: Switch between open windows on a target server.

Print Screen: Take a screenshot of the target server.

Input - Video - View - Virtual Media ~
A Keyboard Layout + ) | g5y EE8

&2 Send Macro Ctri+Alt+Del

# Macro Editor Alt+F4

= Send text to target Alt+Tab

<> Mouse Modes

£ Mouse Sync

Print Screen
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Macro Editor

Keyboard macros ensure that keystroke combinations intended for the
target server are sent to and interpreted only by the target server.
Otherwise, they might be interpreted by your client PC.

Macros are stored on the client PC and are PC-specific. If you use
another PC, you cannot see your macros.

In addition, if another person uses your PC and logs in under a different
name, that user will see your macros since they are computer-wide.

Macros created with HKC are only available with the current browser
and KVM device. If you use HKC in more than one browser, or more than
one KX3 device, your macros will only be available on the browser and
KX3 device where they were created. To reuse your macros in another
KX3 device, you can import and export the macro files. See /mport and
Export Macros (on page 316).

P To access the Macro Editor:
e Choose Inputs > Macro Editor.
e Select a macro from the Macros list to view the key combination.

Macro Editor

Ctrl+Alt+Del
Name
Macros Keys

Ctri+Alt+Del 2 press: CTRL LEFT n Add Key

Alt+F4 press: ALT LEFT -

Alt+Tab press: DELETE B

Print Screen release: CTRL LEFT L
release: ALT LEFT
release: DELETE Delete Key

Add New Macro Delete Macro

Add New Macro

» To add a new macro:
1. Choose Inputs > Macro Editor.
2. Click Add New Macro.
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3. Enter a Name for the new macro. The name will appear in the Send
Macro menu once the macro is saved.

4. Click Add Key, then press the key you want to add to the macro. The
key press and key release appear in the Keys list.

= To add more keys, click Add Key again, and press another key.
=  Toremove a key, select it in the Keys list and click Delete Key

5. To put the key in the correct sequence, click to select a key in the
Keys list, then click the up and down arrows.

6. Click OK to save.

Macro Editor

New M
Name ew Macro
Macros Keys
Cri+Alt+Del 2 press: ALT LEFT 1 Add Key
Alt+F4 press: LEFT SHIFT -
Alt+Tab press: 1 TN
Print Screen release: 1 L P
release: ALT LEFT

release: LEFT SHIFT | = Delete Key

Add New Macro Delete Macro

Delete a Macro

L

> To delete a macro:
1. Choose Inputs > Macro Editor.

2. Select the macro, then click Delete Macro.
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3. Click OK.
Macro Editor
New Macro
Name
Macros Keys
Ctri+Alt+Del 1 press: ALT LEFT 1 Add Key
Alt+F4 press: LEFT SHIFT .
Alt+Tab press: 1 )
Print Screen release: 1 L
release: ALT LEFT
release: LEFT SHIFT Delete Key

Add New Macro Delete Macro

Import and Export Macros

Macros created with HKC are only available with the current browser
and KVM device. If you use HKC in more than one browser, or more than
one KX3 device, your macros will only be available on the browser and
KX3 device where they were created. To reuse your macros in another
KX3 device, you can import and export the macro files. Imported and
exported macro files created on HKC are only compatible with HKC, and
cannot be used on AKC or VKC. Likewise, macro files created on AKC or
VKC cannot be imported for use on HKC.

Macros are exported to an xml file named "usermacros.xml”. Files are
saved in your browser's default download location. Default macros are
not exported.

> To export and import macros:

1. Choose Input > Macro Editor. The list of macros created for your
browser and KX3 device displays in the Macro Editor dialog.

To export the list, click the Export button, then save the file.
Log in to the KX3 device where you want to import the macros.

Choose Input > Macro Editor.

oL

Click Import, then click Open to Import and select the
usermacros.xml file, and click OK.

6. The macros found in the file display in the list. Select the macros you
want to import, then click OK.
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already exists, an error message appears. Click the Edit icon to
rename the macro, then click the checkmark to save the name.

Select macros to import:

Macro1

Select All

Deselect All

Send Text to Target

Macro Import

Open to Import

v

Use the Send Text to Target function to send text directly to the target. If
a text editor or command prompt is open and selected on the target, the
text is pasted there.

> To send text to target:

1. Choose Input > Send Text to Target. The Send Text to Target dialog

appears.
2. Enterthe text you want sent to the target. Supported keyboard

characters only.

3. Click OK.
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Mouse Modes

You can operate in either single mouse mode or dual mouse mode.

When in a dual mouse mode, and provided the option is properly
configured, the mouse cursors align.

When controlling a target server, the Remote Console displays two
mouse cursors - one belonging to your KX Il client workstation, and the
other belonging to the target server.

When there are two mouse cursors, the device offers several mouse
modes:

e Absolute (Mouse Synchronization)

e Intelligent (Mouse Mode])

e Standard (Mouse Mode)

When the mouse pointer lies within the KVM Client target server window,
mouse movements and clicks are directly transmitted to the connected
target server.

While in motion, the client mouse pointer slightly leads the target mouse
pointer due to mouse acceleration settings.

On fast LAN connections, you can use single mouse mode, and view only
the target server's pointer.

You can toggle between these two modes (single mouse and dual
mouse).
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Absolute Mouse Synchronization

In this mode, absolute coordinates are used to keep the client and target
cursors in synch, even when the target mouse is set to a different
acceleration or speed.

This mode is supported on servers with USB ports and is the default
mode for virtual media CIMs.

Absolute Mouse Synchronization requires the use of a virtual media CIM
¢ D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-HDMI

e D2CIM-DVUSB-DP

> To enter Absolute Mouse Synchronization Mode:
e Choose Input > Mouse Modes > Absolute.

Input ~ Video ~ View ~ Virtual Media ~

A Keyboard Layout B =
22 Send Macro ) ad

#" Macro Editor
= Send text to target
“» Mouse Modes Absolute v
el
= Mouse Sync Intelligent
Standard
Single Mouse Mode
Intelligent

In Intelligent Mouse mode, the device can detect the target mouse
settings and synchronize the mouse cursors accordingly, allowing
mouse acceleration on the target. Intelligent mouse mode is the default
for non-VM targets.

> To enter Intelligent mouse mode:

e Choose Input > Mouse Mode > Intelligent. The mouse will synch. See
Intelligent Mouse Synchronization Conditions (on page 276).

Input ~ Video ~ View ~ Virtual Media ~

A Keyboard Layout o =
28 Send Macro )

# Macro Editor LS
= Send text to target

4 Mouse Modes Absolute

e |

=~ Mouse Sync Intelligent

Standard
Single Mouse Mode
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Standard

Standard Mouse mode uses a standard mouse synchronization algorithm.
The algorithm determines relative mouse positions on the client and
target server.

In order for the client and target mouse cursors to stay in synch, mouse
acceleration must be disabled. Additionally, specific mouse parameters
must be set correctly.

» To enter Standard mouse mode:
e Choose Input > Mouse Modes > Standard.

Input ~ Video ~ View - Virtual Media ~

! A Keyboard Layout [DEL]

H Seﬁd Macro ’ ) @ s

# Macro Editor

£ Send text to target

4 Mouse Modes Absolute

£ Mouse Sync

Intelligent
Standard v
Single Mouse Mode

Single

Single Mouse mode uses only the target server mouse cursor; the client
mouse cursor no longer appears onscreen.

Note: Single mouse mode does not work on Windows or Linux targets
when the client is running on a Virtual Machine.

> To enter Single mouse mode:
e Choose Inputs > Mouse Modes > Single.

Input ~ Video ~ View ~ Virtual Media ~

A Keyboard Layout o =
28 Send Macro ) ad

# Macro Editor LS
= Send text to target

4 Mouse Modes Absolute

e |

=~ Mouse Sync Intelligent

Standard
| Single Mouse Mode |

e A message appears at the top of the client window: Press Esc to
show your cursor.

@ 192.168.61.16 has control of your pointer. Press Esc to take back control.
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> To exit Single mouse mode:
e PressEsc.
e Mouse mode changes back to dual mode.

Mouse Sync

In dual mouse mode, the Synchronize Mouse command forces
realignment of the target server mouse cursor with the client mouse
cursor.

Note: This option is available only in Standard and Intelligent mouse
modes.

P To synchronize the mouse cursors:
e Choose Inputs > Mouse Sync.
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Intelligent Mouse Synchronization Conditions

The Intelligent Mouse Synchronization command, available on the Mouse
menu, automatically synchronizes mouse cursors during moments of
inactivity. For this to work properly, however, the following conditions
must be met:

e The active desktop should be disabled on the target.
e No windows should appear in the top left corner of the target page.

e There should not be an animated background in the top left corner of
the target page.

e The target mouse cursor shape should be normal and not animated.

e The target mouse speeds should not be set to very slow or very high
values.

e Advanced mouse properties such as “Enhanced pointer precision” or
“Snap mouse to default button in dialogs” should be disabled.

e Choose “Best Possible Video Mode” in the Video Settings window.

e The edges of the target video should be clearly visible (that is, a
black border should be visible between the target desktop and the
remote KVM console window when you scroll to an edge of the target
video image).

e When using the intelligent mouse synchronization function, having a
file icon or folder icon located in the upper left corner of your
desktop may cause the function not to work properly. To be sure to
avoid any problems with this function, Raritan recommends you do
not have file icons or folder icons in the upper left corner of your
desktop.

After autosensing the target video, manually initiate mouse
synchronization by clicking the Synchronize Mouse button on the toolbar.
This also applies when the resolution of the target changes if the mouse
cursors start to desync from each other.

If intelligent mouse synchronization fails, this mode will revert to
standard mouse synchronization behavior.

Please note that mouse configurations will vary on different target
operating systems. Consult your OS guidelines for further details. Also
note that intelligent mouse synchronization does not work with UNIX
targets.
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Video Menu

Refresh Screen

The Refresh Screen command forces a refresh of the video screen. Video
settings can be refreshed automatically in several ways:

e The Refresh Screen command forces a refresh of the video screen.

e The Auto-Sense command automatically detects the target server’s
video settings.

e The Color Calibration command calibrates the video to enhance the
colors being displayed.

e In addition, you can manually adjust the settings using the Video
Settings command.

» To force a refresh of the video screen:

e Choose Video > Refresh Video.
File ~ USB Profile ~ nput ~ Video ~ View ~

% h @ ‘}@ © Refresh Screen €——

Ea Screenshot

D Auto Sense

& Color Calibration

B Video Settings

& Clear Video Settings Cache

Screenshot

Take a screenshot of a target server using the Screenshot command.

> To take a screenshot of the target server:
1. Choose Video > Screenshot.
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2. The screenshot file appears as a download to view or save. Exact
options depend on your client browser.

File ~ USB Profile ~ Input ~ Video ~ View ~
Help ~ © Refresh Screen

~ el [ Cal Screenshot €——
% h @ @ u @ @ Auto Sense
%? & Color Calibration
o ‘ B Video Settings
Security

Configuration <& Clear Video Settings Cache
- Wizard

s~
CyberLink
PowerDVD

4

Desktop Size is 1024x768 2= 2 ENUMS CAPS SCRL
B screenshot_14785..png N d—— Show all X
Auto Sense

The Auto Sense command forces a re-sensing of the video settings, such
as resolution and refresh rate, and redraws the video screen.

P To automatically re-sense the video settings:
e Choose Video > Auto Sense .

A message stating that the auto adjustment is in progress appears.
File - USB Profile ~ Input - Video ~ View « Help ~

% h @ @ “ = @ © Refresh Screen

Gal Screenshot

D Auto Sense €——

& Color Calibration

B \Video Settings

<& Clear Video Settings Cache

Auto adjustment in progress
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Color Calibration

The Color Calibration command optimizes the color levels, such as hue,
brightness, and saturation, of the transmitted video images.

The color settings are on a target server-basis.

Note: When color is successfully calibrated, the values are cached and
reused each time you switch to the target. Changes to the brightness and
contrast in Video Settings are not cached. Changing resolution resets the
video to the cached values again. You can clear the cached values in
Video > Clear Video Settings Cache. See Clear Video Settings Cache (on
page 271).

» To calibrate color:
e Choose Video > Color Calibration.

A message stating that the color calibration is in progress appears.

File ~ USB Profile - Input ~ Video ~ View -
5 ra © Refresh Screen
% h [E @ » @ @ & Screenshot

@ Auto Sense

& Color Calibration —
B VVideo Settings

<& Clear Video Settings Cache

Video Settings

Use the Video Settings command to manually adjust the video settings.

P To change the video settings:
Choose Video > Video Settings to open the Video Settings dialog.

2. Adjust the following settings as required. As you adjust the settings
the effects are immediately visible:

a. PLL Settings

Clock - Controls how quickly video pixels are displayed across
the video screen. Changes made to clock settings cause the video
image to stretch or shrink horizontally. 0dd number settings are
recommended. Under most circumstances, this setting should
not be changed because the autodetect is usually quite accurate.

Phase - Phase values range from 0 to 31 and will wrap around.
Stop at the phase value that produces the best video image for
the active target server.

b. Brightness: Use this setting to adjust the brightness of the target
server display.
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c. Brightness Red - Controls the brightness of the target server
display for the red signal.

d. Brightness Green - Controls the brightness of the green signal.

e. Brightness Blue - Controls the brightness of the blue signal.

f. Contrast Red - Controls the red signal contrast.
g. Contrast Green - Controls the green signal.
h. Contrast Blue - Controls the blue signal.

If the video image looks extremely blurry or unfocused, the
settings for clock and phase can be adjusted until a better image
appears on the active target server.

Warning: Exercise caution when changing the Clock and Phase
settings. Doing so may result in lost or distorted video and you may
not be able to return to the previous state. Contact Raritan Technical
Support before making any changes.

i. Horizontal Offset - Controls the horizontal positioning of the
target server display on your monitor.
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j- Vertical Offset - Controls the vertical positioning of the target
server display on your monitor.

Video Settings

PLL Settings

Clack 1344 1020 | 1844
Phase 20 0 N

Color Settings
Brightness Red 1] (1] i 127
Brighiness Green o 4] | 127
Brightrness Blus o (1] J 127
Contrast Red B5 0 | 127
Contrast Grean =] 0 | 127
Contrast Blue 70 4] | 127
Harizomal Offset 288 o | 255
Verical Offset 35 1] | -TGE

¥ Automatic Color Calibration

\ideo Sensing

* Best possible video mode

Quick sense video mode

Cox Y oo
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Clear Video Settings Cache

You can clear the video settings cache to delete old settings that do not
apply anymore, such as when a target server is replaced. When you clear
the video settings cache, the server automatically does a video
auto-sense and color calibration. The new values are cached and reused
when the target is accessed again.

P To clear the video settings cache:
e Choose Video > Clear Video Settings Cache in the toolbar.

File ~ USB Profile ~ Input ~ Video ~ View -

a h @ @ » @ © Refresh Screen

ial Screenshot

 Auto Sense

& Color Calibration

B \/ideo Settings

<& Clear Video Settings Cache <—

View Menu
The View Menu contains options to customize your HKC display.

File ~ USB Profile ~ Input ~ Video ~ View -

B RhiEE REEQ @ ¥ moov

¥ Statusbar
¥ Scale Video

I Fullscreen

» Toolbar and Statusbar:

The toolbar contains icons for some commands. The Statusbar displays
screen resolution at the bottom of the client window.

» Scale Video:

Scale Video scales your video to view the entire contents of the target
server window in your HKC window. The scaling maintains the aspect
ratio so that you see the entire target server desktop without using the
scroll bar.

» Fullscreen:

Fullscreen sets the target window to the size of your full screen,
removing your client from the view.

e Press Esc to exit fullscreen.
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Virtual Media Menu

Due to browser resources, virtual media file transfer is slower on HKC
than the other KVM clients.

Connect Files and Folders

The Connect Files and Folders command provides an area to drag and
drop files or folders that you want to connect to on virtual media.

Supported browsers: Chrome and Firefox

File size limit: 4GB per file

> To connect files and folders:

1. Choose Virtual Media > Connect Files and Folders. Or, click the
matching icon in toolbar.

File - USB Profile - nput - Vide

SAEE RBEQ ¢

\Vigw Virtual Media ~ Audio -

B connect Files and Folders 4——

M)
- | @ Connect ISO

2. Dragfiles or folders onto the Map Virtual Media Files and Folders
dialog. Click OK.

Map Virtual Media Files And Folders
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3. A message appears to show virtual media is connected. After a short
time, a VM drive containing the selected files or folders will be
mapped to the target server.

File ~ USB Profile ~ Input ~ Video ~ View ~ Virtual Media ~

ShREHE CEEAQ V0O @i

Vm connection

established

» To disconnect files and folders:

e (Choose Virtual Media > Disconnect Files and Folders. Or, click the
matching icon in the toolbar.

=

File =

% K EE

W w Virtual Media - Audio -

rofile « nput - Jideg - \Vie
Q @ EJ ';\ B pisconnect Files and Folders f—

@ Connect IS0 e

Connect ISO

The Connect ISO command maps a virtual media ISO image to the target.
You can connect to ISO images on your client or on remote servers.

File size limit: 4GB per file

P To map virtual media ISO images:

1. Choose Virtual Media > Connect ISO. Or, click the matching icon in
the toolbar.

=]

File =

% K EE

W Virtual Media - Audio -

B pisconnect Files and Folders
et QConnect IS0 e

h@EA
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2. Select the option for your file's location:

Map Virtual Media ISO Image

© IS0 Image ¢——
Browse... \ No file selected.

(©) Remote Server ISO Image €——

= Select ISO Image if the ISO file is directly accessible on your
client. Click Browse, select the ISO file, and click OK. The
filename appears next to the Browse button.

@ I1SO Image

| Browse... | Raritan.iso

= Select Remote Server ISO Image if your ISO file is on a remote
server. Remote ISO files must be pre-configured by an
administrator for the mapping to appear here. See Virtual Media
File Server Setup (File Server /SO Images Only] (on page 253).
Select the Hostname, then select the ISO file from the Image list.
Enter the file server’'s username and password.

3. Click OK to map the selected file to the target. A message appears to
show virtual media is connected.

File = USB Profile ~ Input - Video ~ View ~ Virtual Media ~

ShEHE CEEQ V0O @i

Vm connection

established

» To disconnect ISO:

e Choose Virtual Media > Disconnect ISO. Or, click the matching icon in
the toolbar.

File - USB Profile « Input ~ Video ~ View - Virtual Media ~ Audio ~

% k @ @ Q @ Cq E (® ] B Connect Files and Folders
4

@ Disconnect 1ISO €——
]
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Audio Menu

The Audio menu contains audio connection and settings.

Note: IE does not support audio. The menu will appear grayed out.

Connect Audio

The Connect Audio command connects your playback device, selects
audio format and gives an option to mount the selected playback device
automatically when you connect to the target.

HKC connects the client PC's default audio playback device. To use a
different device, it must be set as default in the client OS.

Note: For best quality, limit the number of audio sessions to a maximum
of four KVM sessions.

> To connect audio:
1. Choose Audio > Connect Audio, or click the matching icon in the
toolbar.

File ~ USB Profile ~ Input ~ Video - View + Virtual Media ~ Audio ~

2 2] [l [DE| =) Connect Audio €——
% h @ @ u @ 4)) D — ﬁ — / Audio Settings -

2. Inthe Connect Audio Device dialog, select the Connect Playback
Device checkbox.

Connect Audio Device

Connect Playback Device

Format:
stereo, 16bit, 44.100 Hz +

I Mount selected playback device automatically on connection to target
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3. Select the Format:

stereo, 16bit, 44.100 Hz
mono, 16bit, 44.100 Hz
stereo, 16bit, 22.050 Hz
mono, 16bit, 22.050 Hz
stereo, 16bit, 11.025 Hz
mono, 16bit, 11.025 Hz

4. Select the "Mount selected playback device automatically on
connection to target” checkbox to enable the option. This setting will

connect audio automatically the next time you connect to targets on
the KX3.

5. Click OK. A success message appears.

Audio connection
established

» To disconnect audio:

1. Choose Audio > Disconnect Audio, or click the matching icon in the
toolbar.

Audio Settings

The Audio Settings command is enabled when audio is connected. Use
the Audio Settings to set the buffer and volume.

Increasing the buffer size improves the audio quality but may impact the
delivery speed.

The maximum available buffer size is 400 milliseconds since anything
higher than that greatly impacts audio quality.

> To configure audio settings:

1. Choose Audio > Audio Settings while Audio is connected.

Raritan 333

A brand of Olegrand



Chapter 5: KX Il KVM Clients

2. Set the Buffer and Volume using the arrows or sliders.

Audio Device Settings

Buffer Sizes (ms)

Playback 280 & 40 O 400
Advanced
Volume 100 & 0 O 100

3. Click OK.

Power Control Menu

You can power on, power off, and power cycle a target through the outlet
it is connected to.

Access the target, and then select a power control option from the Power
Control menu.

The menu option is disabled if you do not have permission for power
control, and when outlets are not associated with the port.
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Chapter 6 Serial Access With Dominion Serial
Access Module
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Connecting a KX Ill and a Dominion Serial Access Module (DSAM]
provides serial access for the KX III.

The DSAM is a 2- or 4 port serial module that derives power from the KX
[l

Connect a maximum of 2 DSAM modules to the KX lll using USB cables.
DSAM can be mounted in a OU configuration.

In This Chapter

Connect KX HTand DSAM ..o 336
View DSAM Serial Ports.....ooiiiiiiiie e 338
Configure DSAM Serial Ports .....cooiieiii e 338
Configure Serial Port Keyword List ......cccoooiiiiiii e 342
Upgrade DSAM FirMWare .......oo oo 342
Supported CLI Commands .....c.oooiiiiiiiiiee e 344
Connect to DSAM Serial Targets with KX3 GUI ..., 348
Connect to DSAM Serial Target with URL Direct Port Access ............... 349
Connect to DSAM Serial Target via SSH ..o, 350
HTML Serial Console (HSC) Help ..o 351
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Connect KX |l and DSAM

1. Connect the DSAM unit's USB cable to any USB port on the KX Il
device.

2. Connect the serial devices to the serial ports on the DSAM unit.

Serial Devices Serial Devices
Cats
Connections
Ee= TN e — 1 , [ |
DSAM-4 DSAM-4
USB
Connections
At-the-Rack

Serial overIP

DSAM LED Operation
The DSAM unit has one LED for status, and 2 LEDs on each port.

Raritan DSAM-4

©

Status 1 2 3 [

g—"‘?@‘f’”ﬁ‘ﬁ“ﬁ‘
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» Status LED:

The Status LED is labeled on the unit front. Light is on back. The Status
LED gives information at bootup and upgrade.

e Green LED - Slow blink: DSAM booting up but not controlled by KX3.
e Blue LED - Slow blink: DSAM controlled by KX3.
e Blue LED - Fast blink: Firmware upgrade in progress.

> USB Port LEDs:
Each USB port has a left Blue LED and a right Yellow LED.

e Blue LED: Port is set as DCE
e Yellow LED: Port is set as DTE
e | EDs off: Port is set as AUTO

Supported USB Device Combinations

Each USB device draws from a fixed pool of USB resources. There are
limits on the number of USB devices that can be connected to the KX Il
at the same time.

The following device combinations are supported.

X X
4-Port DSAM
X X X
4-Port DSAM
X X X
2-Port DSAM
2-Port DSAM
X X X
Keyboard and
Mouse
X X
SmartCard
X X X
Wireless Modem
8 6 6 4 2
DSAM Ports
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View DSAM Serial Ports

When a DSAM unit is connected to KX Ill, a new tab is available in the
Ports page. The View by Serial tab shows all connected serial ports.

§81 Pover | virus ea | Usr Management | Device Setings | Socurty | Maiianance | D

Home = Ports

Port Access

Click on the individual port name to see allowable operations.
0/1 Remote KVM channels currently in use.

il| View By Group | View By Search m

4 v DSAM4 Front DSAM up
41 DSAM4 Part 1 DCE up idle
42 DSAM4 Port 2 AUTO down idle
43 DSAM4 Part 3 AUTO down idle
4.4 DSAM4 Port 4 AUTO down idle

I * 32 | Rows per Page

Availability

> Toview DSAM serial ports:
In the Port Access page, click the View By Serial tab.

e Ports are listed by physical USB position on the DSAM unit.

e USB Port column indicates which KX Ill USB port DSAM is plugged
into.

e Type column indicates port's DTE/DCE setting.

Configure DSAM Serial Ports

The serial port configuration options are available when a DSAM unit is
connected to KX Il using a USB port.

> To configure DSAM serial ports:
1. Choose Device Settings > Serial Port Configuration.

2. Click the Port Name for the port you want to configure.

| Port Access | Power | Virtual Media | User Management

Home = Device Settings = Serial Port Configuration

Serial Port Configuration

4.1 DSAM4 Port 1 —BeE—t—
42 DSAM4 Port 2 AUTO
43 DSAM4 Port 3 AUTO
44 DSAM4 Port 4 AUTO
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3. The Port Type is set to Serial only.

4. Enter a meaningful name for the serial target or leave the default
name.

Type:
Serial

Name:
DSAM4 Port 1

Power Association

If an outlet is connected to the same server that the port is connected to,
a power association can be made with the target device.

A port can have up to four associated outlets, and you can associate a
different rack PDU (power strip) with each. From this page, you can
define those associations so that you can power on, power off, and power
cycle the server from the Port Access page.

To use this feature, you need Raritan remote rack PDU(s).

1. Select the Power Strip Name and associate a name with each of the
power strip's outlets by selecting from the Outlet Name drop-down.

2. Click OK. A confirmation message is displayed.

Power Strip Name

Powerstrip -

Powerstrip

Qutlet Name

New outlzt! .

Cutle1 2| v |

Powerstrip

~
(¥
¥

Ounle1 3| v |

Powerstnp
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Serial Port Settings
Configure the remaining port settings.

1. Select the terminal emulation type from the drop-down menu in the
Emulation field. This is the terminal emulation mode used to match
the serial targets connected to the ports.

= VT100
= VT220
= VT320
= ANSI

2. Set Encoding if you want to always use a specific character encoding

for this port. Encoding overrides the global setting for the port to
whatever value you set.

= DEFAULT
= US-ASCII
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©® N oo

10.

11.

= 1S08859-1
= 1508859-15
= UTF-8

= Shift-JIS

= EUC-JP

= EUC-CN

= EUC-KR

In the Equipment Type field, indicate whether you want the KX III to
automatically detect a physical connection to the target. The default
is Auto Detection.

Force DTE causes KX Il to act as a piece of data terminal detection
equipment to detect targets connected to it.

Force DCE causes KX Il to act as a piece of data communications
equipment to detect equipment connected to it.

Note: If the target has the ability to autodetect either DTE or DCE,
you must select either Force DTE or Force DCE for the port. KX II/
does not support autodetection of both DCE and DTE on the same
port.

Select the value of Bits Per Second from the Bits Per Second
drop-down menu.

Select the Parity Bits from the Parity Bits drop-down menu.
Select the Flow Control from the Flow Control drop-down menu.
Stop Bits

If you need to configure the delay between when individual
characters are sent via the port, enter the time in milliseconds in the
Char Delay field.

To configure the delay between when lines of text are sent via the
port, enter it in the Line Delay field.

Configure the sendbreak duration by entering the send break time in
the Send Break Duration field. The send break is configurable from
Oms - 1000ms.

Select Always Active if you want to log activities coming into a port
even if no user is connected.

The default option is to not maintain port access without a connected
user, which means ignore data coming into a port when no user is
connected.

This option is for port data logs.

Note: When no users are logged into a port session, port traffic, by
default, is discarded .
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If you do not want messages displayed to users connecting to KX llI
via Direct Port Access, select the Suppress Message checkbox.

Select the Escape Mode.

The escape sequence affects only the CLI. When entering the
escape mode, the user is given a menu of commands that can be
performed (for example, gethistory, power commands, and so on), a
command to return to the port session, and a command to exit the
port connection.

The default is None.

Change as follows:

= Select control from the drop-down menu in the Escape Mode
field.

Type the character in the Escape Character field. The default for the

KX IIl'is ] (closed bracket).

Raritan recommends that you do not use [ or Ctrl-[. Either of these

may cause unintended commands, such as invoking the Escape

Command unintentionally. This key sequence is also triggered by the

arrow keys on the keyboard.

Type a command in the Exit Command field, such as logout.

This is the command that is sent to your system when a user with
write permission disconnects from the port.

The main function of this command is to ensure that the user's
session on the target machine is closed; however, it is not imperative
to have an Exit command configured on a port.

Click OK.

Apply Settings to Other Ports

Once finished, you can apply the same port settings to other ports.

1.

2.

Select the ports from the Apply Serial Port Settings To Other Ports
section of the page.

Click OK to apply the port configuration settings.
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Configure Serial Port Keyword List
Port keywords work as a filter. You can create port keywords and
associate them with -

e Events

e Local/remote syslog messages

e SNMP traps

If a keyword is detected -

e Acorresponding message is logged in a local/NFS port log.
e Acorresponding event is sent via SMTP (if configured).

e Acorresponding trap is sent via SNMP (if configured).

This feature is useful for notifying administrators if a particular event
occurs on a port. Using port keywords to report events does not impact
the NFS log size.

For keywords to trigger when no users are connected to a port, "Always
Active” must be selected on the port's Port Configuration page.

A list of existing port keywords is displayed on the Port Configuration
page as well.

P To configure serial port keywords:

1. Choose Device Settings > Serial Port Keywords. The Serial Port
Keyword List page opens.

Click Add at the bottom of list on the page. The Keyword page opens.
Type a keyword in the Keyword field.

Select the Port(s) you want to associate with that keyword.

Click Add to add them to the Selected box.

Click OK.

o kLN

Upgrade DSAM Firmware

DSAM firmware is upgraded automatically during KX lll device firmware
upgrades if a new DSAM version is detected in the device firmware. You
can also upgrade your DSAM firmware manually.

> Toupgrade the DSAM firmware manually:
1. Choose Maintenance > DSAM Firmware Upgrade.
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2. Select the checkboxes for the DSAM units you want to upgrade to the
Upgrade DSAM Version listed.

DSAM Upgrade from Device Flash
DominionKX DSAMs:

Select All Deselect All

4 Port Name USB Port Current DSAM Version Upgrade DSAM Version
7] 4 DSAM4 Front 021 0.22
A
Upgrace T

3. Click Upgrade, then click OK to confirm. A progress message
appears.

Firmware Upgrade in Progress...

DSAMs on Device DominionKX are being upgraded. It may

take up to 2 minutes to upgrade the selected DSAMs. Do

not turn off the unit or remove DSAMs until the upgrade is
complete.

Progress: 0 of 1 DSAMs upgraded

| 0%

4. When firmware upgrade completes, a success message appears.
Firmware Upgrade in Progress...

Upgrade of DSAM(s) on device, DominionKX , has
completed. You will now be redirected to the Port Access
page.

Progress: DSAM Upgrade Finished Successfully

100%

Serial Number Result

4 RKKE683758 Successful
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Supported CLI Commands

344

Port Connect Commands

Connect to a serial port using port number or port name. Use double
quotes around port names that contain space symbols. For example:
"DSAM Port 1".

admin > connect <port number>

admin > connect <port name>

> Port number example:
admin > connect 1.1

> Port name example:

admin > connect "DSAM Port 1"

Port Sub-Menu Commands

The port sub-menu can be reached using the escape key sequence.

Clear history buffer for this port.

admin > [portname] > clearhistory

Close this target connection. When a target is disconnected, the
appropriate disconnect message appears.

admin > [portname] > close, quit, q

Display the history buffer for this port.

admin > [portname] > gethistory

Get write access for the port.

admin > [portname] > getwrite

Return to the target session.

admin > [portname] > return

Send a break to the connected target.

admin > [portname] > sendbreak

Lock write access to this port.

admin > [portname] > writelock

Unlock write access to this port.

admin > [portname] > writeunlock
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Query Power status of this port.

admin > [portname] > powerstatus

Toggle Power On/Off of this port.

admin > [portname] > powertoggle

Power on the target.

admin > [portname] > poweron

Power off the target.

admin > [portname] > poweroff

Power cycle the target.

admin > [portname] > powercycle

Configure Ports Commands

Enter admin > to access the menu.

Description Parameters

List accessible ports NA

Enter admin > config > port toaccess the menu.

Description Parameters

Display all configured keywords. NA

Add a keyword to the port. = port <number | range | *> - Single port

Delete an existing keyword from the ® port <number | range | *> - Single port

port.

or range of ports (1-n or 1,3,4 or * for all
ports)

=  keyword <value> - When keyword is
detected on target, notification is sent.

or range of ports (1-n or 1,3,4 or * for all
ports)

=  keyword <value> - When keyword is
detected on target, notification is sent.

= port <number | range | *> - Single port or
range of ports (1-n or 1,3,4 or * for all ports)

= name <port name> - Port name

* bps <1200 | 1800 | 2400 | 4800 | 9600 | 19200
| 38400 | 57600 | 115200 | 230400> - Port

speed in bits-per-second
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Command Description Parameters

» parity <noneleven|odd> - Port parity type

» flowcontrol <nonelhw|sw> - Port
flowcontrol type hw = hardware flow control
sw =X on/X off)

* eqtype <autoldteldce> - Equipment type
(auto=>AUTO Detection, dte=>Force DTE,
dce=>Force DCE])

= Note: If the target has the ability to
autodetect either DTE or DCE, you must
select either Force DTE or Force DCE for
the port. KX Il does not support
autodetection of both DCE and DTE on the
same port.

» escapemode <nonelcontrol> - Use Ctrl-key
(escapemode=control]) or single key
(escapemode=none] as escape sequence;
for example, Ctrl- =>
escapemode=control, escapechar=
escapechar char-Escape character

= Raritan recommends that you do not use or
Ctrl- as the Escape command. Either of
these may cause unintended commands,
such as opening a menu, instead of invoking
the Escape Command.

= emulation <vt100 | vt220 | vt320 | ansi> -
Target Emulation type

= sendbreak <duration> - Duration of the
sendbreak signal in milliseconds.

= exitstring <cmd #delay; > - Execute exit
string when port session closes, for
example, config port 1 exitstring logout
(execute logout on exit) config port 1
exitstring #0 (disable exit string for the
port). The delay is the amount of time to
wait after writing the command to the
target. Number in seconds up to 60.

= alwaysactive <true | false> - Determine
whether data coming into a port is logged,
for example, config port 1 alwaysactive true
(always log activities coming into a port
even if no user is connected) config port 1
alwaysactive false (ignore data coming into
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Command Description Parameters

a port when no user is connected)

= suppress - Determine whether none or all
messages should be displayed during a
DPA connection, such as "Authentication
successful”

= encoding - Target Encoding type
(DEFAULTIUS-ASCII|1S0-8859-1]1S0-8859-
15|UTF-8|Shift-JIS|EUC-JP|EUC-CNIEUC-K
R)

= multiwrite - Port set in Multiple Writer
Mode.

= chardelay delay - Delay inserted between
writing characters (0-9999ms)

= linedelay delay - Delay inserted between
writing lines (0-9999ms)

= stopbits - Number of bits used to signal the
end of a character (usually 1) (1/2)

* stopbits <1/2> -Number of bits used to
signal the end of a character

= chardelay - Delay inserted between
characters (0-9999) in ms

= linedelay - Delay inserted between lines
(0-9999) in ms

= escapechar - Escape character

= encoding -
<DEFAULT/US-ASCII/ISO-8859-1/1S0-8859-
15/UTF-8/Shift-JIS/EUC-JP/EUC-CN/EUC-
KR> - Target encoding type

= multiwrite <true/false> - Port set in
multiple writer mode

= suppress <true/false> - Suppress SX
messages when connecting to this
target(true/false)

= sendbreak - Duration of sendbreak signal in
ms
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Command Line Interface Shortcuts

Press the Up arrow key to display the last entry.

Press Backspace to delete the last character typed.

Press Ctrl + C to terminate a command or cancel a command if you
typed the wrong parameters.

Press Enter on your keyboard to execute the command.

Press Tab on your keyboard to complete a command. Tab also
completes parameters and values (if the value is part of an
enumerated set).

Command Line Interface High-Level Commands

The CLI is menu based. Some commands move to a menu with a
different command set.

The following common commands can be used at all levels of the
command line interface (CLI):

top - Return to the top level of the CLI hierarchy, or the username
prompt.

history - Displays the last 200 commands the user entered into
the KX III CLI.

logout - Logs the user out of the current session.

quit - Moves the user back one level in the CLI hierarchy.

help - Displays an overview of the CLI syntax.

348

Connect to DSAM Serial Targets with KX3 GUI

To connect to DSAM serial targets:
In the Port Access page, click the View By Serial tab to view the
serial targets.
Click the port name you want to connect to. Click Connect.
Availability

4 ¥ Front DSAM up

41 DCE up idle

42 AUTO down idle

43 DSAM4 Port 3 AUTO down idle

44 DSAM4 Port 4 AUTO down idle

[32 ":Rows per Page
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3. The HTML Serial Console (HSC) window opens. See HTML Serial
Console (see "HTML Serial Console [HSC] Help" on page 351)

[ Viewy Group] View By Sear | s Scan|
4 v DsAM4 Front DSAM up
4.1 DSAM4 Port 1 DCE up connected
(@) Raritan HTML Serial Console : DSAM4 Port 1 (401) - Google Chr... L= | (). [P
A b#7%//192.168.61.14/hsc_js/hsc_js.htm|?port=401&SessionKey=3a96bdd5deeel822" @

EMULATOR EDIT POWER HELP

Successfully Connected!

h

4. To exit the serial port, hit the hot-key. Default hot key is
Scrolllock-Scrollock.

Connect to DSAM Serial Target with URL Direct Port Access
1. Choose Device Settings > Device Services, then select the Enable
Direct Port Access via URL checkbox.
2. To connect with direct port access, type the URL:

"https://<KX3 IP Address>/dpa.asp?port=<serial port
number>&username=<user name>&password=<password>"

Example:

https.//192.168.51.101/dpa.asp Jport=4.1&username=admin&passwo
rd=raritan0

3. HTML Serial Client (HSC) launches and connects to the serial target.
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Connect to DSAM Serial Target via SSH
1. Choose Device Settings > Device Services, then select the Enable
SSH checkkbox.
Launch SSH client in client PC to connect to KX3.
After login, user will enter CLI interface.

Type command “connect <serial port number>", or type command
“connect <name of serial port>".

Example-1: connect 4.1
Example-2: connect "DSAM4 Port1”

If successful, serial target is accessed.

6. To exit serial target, type escape-key-sequence, default is Ctrl-],
then enter port sub-menu CLI interface.

7. Type "quit”, then enter main CLI interface.
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HTML Serial Console (HSC) Help

Use HSC to connect to serial targets from SX II. HSC is also launched
when accessing SX Il targets in CC-SG. Note: HSC does not support
CC-SG's proxy mode in release 6.2.

Note: You can also access targets via Direct Port Access, command line
interface [CL1J, local port GUI, and SSH.

@ Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox e | (=) |0
a 192.168.61.17/hsc_js/hsc_js.html?port=1&SessionKey=94a3ab631873c13¢
EMULATOR  EDIT  POWER  HELP

Successfully Connected!

o

Write Access

Term Size: 80 x 25

Encoding: utf-8

In This Chapter

HSC Functions.........

Raritan
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HSC Functions

Emulator

IMPORTANT: HSC sessions are affected by the KX Il Idle Timeout.

If you have not changed the KX Il Idle Timeout setting from the
default, your session could be closed automatically if it exceeds the
Idle Timeout period.

Change the default Idle Timeout setting and then launch the HSC.
See Login Limitations for details on changing the Idle Timeout
setting.

Access Emulator Options

1. Select the Emulator drop-down menu to display a list of options.

Q Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox = = P

@ | https;//192.168.61.17/hsc_js/hsc_js.htmI?port=1&SessionKey=94a3ak

EMULATOR EDIT POWER HELP

Settings
Get History

Clear History

Get Write Lock
Write Unlock
Send Break

Connected Users...

Write Access Encoding: utf-8 Term Size: 80 x 25

Settings

Raritan
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Note: An Administrator can set Terminal emulation settings using

Setup > Port Configuration.

1. Choose Emulator > Settings.
displays the default settings.

Terminal Properties

Columns: |80 =

Foreground:

-

Font size: 11 =

Encoding:  utf-8

The Terminal Properties dialog

Rows: 25 =
v

Background:

Scrollback: 1000 <
v Language: English ~

Backspace Sends: Ctrl-H -

Cancel

Set the terminal size by selecting the number of Columns and Rows.

Set the Foreground and Background colors. Default is white on

Set the Scrollback number to indicate the number of lines available

Choose one of the following from the Encoding drop-down menu:

Choose one of the following from the Language drop-down menu:

OK

2.

Default is 80 by 25.
3.

black.
4. Setthe Font size. Defaultis 11.
5

for scrolling.
6.

= US-ASCII

= |S0-8859-1

= |S0-8859-15

= UTF-8

= Shift-JIS

= EUC-JP

= EUC-KR
7.

= English

= Japanese

=  Korean

= Chinese

= Bulgarian
8.

The Backspace Sends default is ASCII DEL, or you can choose

Control-H from the Backspace Sends drop-down menu.
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9. Click OK to save. If you changed the Language setting, the HSC
changes to that language when the Display Settings window is
closed.

Get History

History information can be useful when debugging, troubleshooting, or
administering a target device. The Get History feature:

e Allows you to view the recent history of console sessions by
displaying the console messages to and from the target device.

e Displays up to 512KB of recent console message history. This allows
a user to see target device events over time.

When the size limit is reached, the text wraps, overwriting the oldest
data with the newest.

Notes: History data is displayed only to the user who requested the
history.

To view the Session History, choose Emulator > Get History.

Clear History

= To clear the history, choose Emulator > Clear History.

Get Write Access

Only users with permissions to the port get Write Access. The user with
Write Access can send commands to the target device. Write Access can
be transferred among users working in the HSC via the Get Write Access
command.

To enable Write Access, choose Emulator > Click Get Write Access.
e You now have Write Access to the target device.
e When another user assumes Write Access from you:

= The HSC displays a red block icon before Write Access in the
status bar.

= A message appears to the user who currently has Write Access,
alerting that user that another user has taken over access to the
console.

Get Write Lock

Write lock prevents other users from taking the write access while you
are using it.

1. To get write lock, choose Emulator > Get Write Lock.

2. If Get Write Lock is not available, a request rejected message
appears.

Raritan
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Write Unlock
To get Write Unlock, choose Emulator > Write Unlock.

Send Break

Some target systems such as Sun Solaris servers require the
transmission of a null character (Break] to generate the OK prompt. This
is equivalent to issuing a STOP-A from the Sun keyboard.

Only users with Write Access privileges can send a break.
To send an intentional “break” to a Sun Solaris server:

1. Verify that you have Write Access. If not, follow the instructions in the
previous section to obtain write access.

2. Choose Emulator > Send Break. A Send Break Ack
(Acknowledgement) message appears.

3. Click OK.

Connected Users

The Connected Users command allows you to view a list of other users
who are currently connected on the same port.

1. Choose Emulator > Connected Users.

User List

* admin

System: Auto Naming

oK

2. Astar appears in the Write column for the User who has Write
Access to the console.

Exit
1. Choose Emulator > Exit to close the HSC.
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Copy and Paste

Data on the current visible page can be selected for copying. Copy and
Paste are accessible in the HSC by right click in the terminal window.
Select Copy or Paste in the context menu that appears.

If you need to paste a large amount of data, it is better to save the data in
a file and use the Send a Text File function. Pasting a large amount of
data in a browser windows can cause the browser to hang as it
processes the data. See Send a Text File (see "Send Text File" on page
356).

When pasting data to a port, the end of a line is sent as a carriage return.
The Cut option on the right-click menu is disabled.

Do not use the Delete option that appears in the right-click menu of IE
and some versions of Firefox. This Delete option will remove display
lines entirely from the emulator window.

> Browser-specific behaviors

When copying from IE or Edge browsers, there are no end of line
characters in the copied data. The pasted data appears to be all in one
line and contains many spaces. When pasting back into a HSC window,
the data may appear to be misaligned, but the data is complete.

Send Text File

1. Select Edit> Send Text File.
2. Inthe Send Text File dialog, click Browse to find the text file.
3. Click OK.

=  When you click OK, Raritan Serial Console (RSC) sends whatever
file you selected directly to the port.
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If there is currently no target connected, nothing is visible on the
screen.

i) @ | hitps;//192.168.61.17/hsc_js/hsc_js.html? port=1&SessionKey=50209b731d0017 2¢

EMULATOR EDIT POWER HELP

Send Text File

No file selected.

OK Cancel

. File Upload

)

’a &' | . » SX2 TextFile v | &

Search SX2 Text File P
Organize ~ New folder = O e
© Favorites =i Name : Date modified Type
Bl Desktop | SX2.txt 6/13/2016 5:03 PM  Text Docy
4 Downloads

11

% Dropbox

<» Recent Places

| Libraries

“. Documents

4. Music
= Pictures
%, Videos
v 4| 1 |
File name: SX2.txt | Al Files

)

[ Open H[ Cancel ]

> Note, if you are using a Mac® and/or Safarie, do the following in

1.
2.
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order to use this feature:
In Safari, select Preferences.

Under the Security tab, select "Manage Website Settings”
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3. Click on the KX Ill website.
4. Select "Run in unsafe mode” from the drop-down box.
5. Restart Safari.

Power Status

Power Status in HSC shows the status of the outlet the target is plugged
into.

1. Choose Power > Power Status.
2. The Notification dialog shows the status of the outlet as ON or OFF.
'— Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox l = | B |-

DN - https://192.168.61.17/hsc_js/hsc_js.ntml?port=1&SessionKey=50209b731d0017 2¢

EMULATOR EDIT POWER HELP

fully Connected!

Notification

192.168.61.142(1) Power
Status : Off

Write Access Encoding: utf-8 Term Size: 80 x 25 I

Power on a Target

Use this option to power on a target from HSC.

This option is visible only when there are one or more power
associations to the target, and when you have permission to manage the
target’'s power.

1. Select Power> Power On.
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2. Click OKin the success message.

Notification

Power operation succeeded.

oK

Power Off a Target

Use this option to power off a target from HSC.

This option is visible only when there are one or more power
associations to the target, and when you have permission to manage the
target’'s power.

1. Select Power> Power Off.

2. Click OKin the success message.

Notification

Power operation succeeded.

oK |

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through
the outlet it is plugged into.

This option is visible only when -

e there are one or more power associations to the target

e thetarget is already powered on (the port status us Up)

e you have permission to manage the target's power

1. Choose Power> Power Cycle.

2. Click OKin the success message.
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Dominion KX Il User Station

To use a standalone appliance for remote access to KX Il target servers
instead of using the VKC or AKC clients on a PC or laptop, purchase
Dominion User Stations from Raritan. The User Station is perfect for
environments like labs, studios and control rooms where a PC or laptop
is not wanted.

This chapter provides a brief introduction to the User Station. For
detailed information, refer to the user documentation from the User
Station's section on the Raritan website's Support page
(http://www.raritan.com/support/.

In This Chapter

OVRIVIBW .o 361
User Station Photo and Features........coooooeiiiiiiiiiiieeeeeeeeeee 362
Operating the User Station ... 362
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Overview
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The Dominion User Station (DKX3-UST] is designed to access servers
and computer devices connected to KX lll's from your LAN/WAN
networks. ALL KX Ill models are supported. KX Il Release 3.2 and above
is required.

One User Station can access the servers connected to multiple KX IlI's so
that you can easily access a large number of servers with a single click.

Note that the User Station does NOT support the access to a target
server which is from a tiered KX Ill or a blade server. Use VKC or AKC
clients to access such targets instead.

KX Il KvM

--------- ‘=

KX Il KvMm

; ---EEBE=]

KX 11 KVvMm

'---n------%_:il—-:l ]

CC-5G

A USB Keyboard, USB mouse, and one or two HDMI- or
DisplayPort-interfaced monitors

Analog or digital audio appliances

Optional smart card reader for remote IT device authentication
External drives as virtual media, such as CD-ROM

USB drives for virtual media or User Station software update

Optional integration with CC-SG
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User Station Photo and Features

Dominion User Station

e Supports single or dual monitors

e Two 1080p streaming video sessions at 30 FPS
e Supports VGA, DVI, HDMI and DisplayPort video
e Favorites and hot-key switching

e Access hundreds of servers

e Ultra-fast connections and sub-second switching with the
non-blocking DKX3-808 model

e Dual Gigabit Ethernet ports
e Self-contained, low maintenance appliance
e Desktop, rack and VESA mountable

Operating the User Station

1. Have the required equipment properly connected to the User Station.
a. Power OFF all devices.

b. Connect a USB keyboard, mouse and one or two monitors to the
User Station.

c. Connect the User Station to the LAN/WAN network.
2. Poweronand login to the User Station.

= Forinitial login, use Raritan’s default username and password:
admin and raritan.

3. Add KX II's data. See Logging In to KX Il (on page 18).
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4. The added KX llI's are displayed in the Port Navigator window.

e

Favorite Ports

Click a KX Il to show a list of its servers.

Click a target server, and a KVM Client opens, showing the target
video. Now you can control the target with the attached keyboard and
mouse.

For detailed information, refer to the user documentation from the User
Station’s section on the Raritan website's Support page
(http://www.raritan.com/support/.
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Mobile KVM Client (MKC]) Help

In This Chapter
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Remotely Access Targets Using a Mobile Device
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KX Il supports remote access to targets from Apple® iPad® and iPhone®
with 10S 4.0 (or later).

Mobile access is provided through Mobile Access Client, which requires
the use of CommandCenter Secure Gateway (CC-SG).

Access and power control of your targets is supported using the Mobile
KVM Client (MKC).

MKC launches automatically from mobile devices. There is no
configuration or selection of MKC required. See Connect to a Target
Using the Mobile KVM Client (on page 365)

You connect to each interface using the same links as when accessing
from PC. When MKC opens, use the touch screen equivalent to each
mouse click operation for navigating. See Touch Mouse Functions (on
page 365).

The mobile device does not provide file storage for keyboard macros, so
keyboard macros that you have created and would like to use in MKC can
be stored on CC-SG with your profile data. You must import user-defined
keyboard macros, using the desktop Access Client, before they will be
available in MKC. See Manage Mobile Client Keyboard Macros (on page
369).
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Connect to a Target Using the Mobile KVM Client

v'wv'n“'
i
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Mobile access using the Mobile Access Client requires the use of
CommandCenter Secure Gateway (CC-SG).

Enable pop-ups in your mobile device browser before accessing Mobile
KVM Client (MKC) or CC-SG Mobile Access Client.

MKC does not support connections over IPvé6.

P To connect to a target via KX Ill on a mobile device:

1. Login to the Access Client using your mobile device browser.

2. Touch the node you want to access in the node list, then touch the
blue interface link in the Node Profile to the right.

3. The Mobile KVM Client opens and connects to the target.
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SHIFT CTRL ALT
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Manage Mobile Client Keyboard Macros

Each user must import their user-defined keyboard macros to make
them available for use while connected to targets using the Mobile KVM
Client (MKC).

Export the file from Virtual KVM Client (VKC], then import it using the
desktop Access Client. You cannot import macros using a mobile device.
Imported macros are available per user in MKC when you connect to a
target using your mobile device.
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In this mode, absolute coordinates are used to keep the client and target
cursors in synch, even when the target mouse is set to a different
acceleration or speed.

This mode is supported on servers with USB ports and is the default
mode for virtual media CIMs.

Absolute Mouse Synchronization requires the use of a virtual media CIM
e D2CIM-VUSB

e D2CIM-DVUSB

e D2CIM-DVUSB-DVI

e D2CIM-DVUSB-HDMI

D2CIM-DVUSB-DP

Note: For KX Il, Absolute Mouse Synchronization is available for use with
the virtual media-enabled USB CIM [D2CIM-VUSB and D2CIM-DVUSB)
only.

Intelligent Mouse Mode

In Intelligent Mouse mode, the device can detect the target mouse
settings and synchronize the mouse cursors accordingly, allowing
mouse acceleration on the target. Intelligent mouse mode is the default
for non-VM targets.

During synchronization, the mouse cursor does a “dance” in the top left
corner of the screen and calculates the acceleration. For this mode to
work properly, certain conditions must be met.

See the Dominion KXII User Guide for more details on Intelligent Mouse
mode.

Standard Mouse mode uses a standard mouse synchronization algorithm.
The algorithm determines relative mouse positions on the client and
target server.

In order for the client and target mouse cursors to stay in synch, mouse
acceleration must be disabled. Additionally, specific mouse parameters
must be set correctly.

371



Chapter 9: Mobile KVM Client (MKC) Help

The Auto-sense Video Settings command forces a re-sensing of the video
settings (resolution, refresh rate) and redraws the video screen.
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KX IIl Remote Console

In This Chapter

OVEIVIEW ittt ettt ettt ettt 374
Scanning Ports - Remote Console ..o 375
Changing @ PasswWord ........coiioiiieee e 380
ManNaging FaVOriteS. ..uui i 381

Overview

PSS ——

Time & Session
January 23, 2018 1902:02

User admin
State: 60 man idie
Your IP- 192 165 32 61

Last Login: Jan 18, 2018 11:57:08

Device Information:

Device Name: 03-61-16

IP Address:
192.168.61.16
192168 60.53

1007 2f2 6L 2032 200507 1800-25
1407 _2fa:6CM.2031:200:5dM.1e00-260

Firmware: 3.5.0.5.1952

Device Model DKX3-132

Network: LANT LANZ
serin 1. oo

Powerin2: off

Port States:

2 Fods: up

30 Ports: down
32 Pors” idle

Connected Users:
aamin (192 168 32 61)
60 min idle

online Help
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When you log in to the KX Ill via a network connection, you access the
Remote Console. The first page accessed is the Port Access page.

See Logging In to the KX Ill (see "Logging In to KX /II' on page 18) and
Port Access Page (Remote Console Display](on page 21)

[Fover Vi weds | UserWansgemer | Gevics seings | secury | Wamasance

Dominion™ KX 11l

Port Access

Click on the individual port name to see allowable operations.
0/ 1 Remote KVM channels currently in use,

VMW view o Group | view By searh | se scan |
1 Target 9-RSAI-SLIMLINE Dualy up e
2 SYSTEMTEST-OPTIPLEX Dual-viv up e
3 Dominion_KX3_Foria NotAvalable  down [
4 Dominien_KX3_Pors Not Available aowm e
5 Dominion_KX3_Ports Nol Available  down idie
L] Dominicn_KX3_Poné Mol Available down idie
7 Dominion_KX3_Pori? NotAvaiable  down e
& Dominion_KX3_Porid Not Available doem idie
a Dominicn_KX3_Porta Not Avaitable dewm die
10 Dominion_KX3_Ponid Nol Available down Lo
1 Dominion_KX3_Port11 Not Avatiable aowm Ik
12 Deminion_KX3_Pori12 Not Available dowm idte
1 Dominion_KX3_Porl1a NotAwiable  down idie
1 Dominion_KX3_Porttd NotAaiable  down i
15 Dominion_KX3_Pori15 Mot Avalable  down e
16 Dominion_KX3_Port16 Not Available down idie
17 Dominion_KX3_Pori1? NotAaiiable  down idie

Use the Remote Console to access and scan target servers, manage
favorites, and change your password.

For more in the Remote Console interface elements, see KX /// Remote
Console Interface (on page 20).
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Scanning Ports - Remote Console
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Use the port scanning feature to search for selected targets and display
them in individual thumbnails as part of a slide show.

This feature allows you to monitor up to 32 targets at one time since you

can view each target server individually as it is displayed during the slide
show.

Connect to targets or focus on a specific target as needed.

Scans can include standard targets, blade servers, tiered Dominion
devices, and KVM switch ports.

For dual video port groups, the primary port is included in a port scan,
but the secondary port is not included when connecting from a remote
client. Both ports can be included in the scan from the Local Port.

Note: The scan port feature is available from the Remote Console and
Local Console, but the feature varies slightly.
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Scanning Ports Slide Show - Remote Console
When you start a scan, the Port Scan window opens.
As each target is found, it is displayed as a thumbnail in a slide show.

The slide show scrolls through the target thumbnails based on the
default interval of 10 seconds or according to the interval you specify.

As the scan scrolls through the targets, the target that is the focus of the
slide show displays in the center of the page.

The name of the target is displayed below its thumbnail and in the task
bar at the bottom of the window.

If a target is busy, a blank screen is displayed instead of the target server
ac