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Safety Guidelines

WARNING! Read and understand all sections in this guide before installing or operating this product.

WARNING! Connect this product to an AC power source whose voltage is within the range specified
on the product's nameplate. Operating this product outside the nameplate voltage range may result in
electric shock, fire, personal injury and death.

WARNING! Connect this product to an AC power source that is current limited by a suitably rated
fuse or circuit breaker in accordance with national and local electrical codes. Operating this product
without proper current limiting may result in electric shock, fire, personal injury and death.

WARNING! Connect this product to a protective earth ground. Never use a "ground lift adaptor"
between the product's plug and the wall receptacle. Failure to connect to a protective earth ground
may result in electric shock, fire, personal injury and death.

WARNING! This product contains no user serviceable parts. Do not open, alter or disassembile this
product. All servicing must be performed by qualified personnel. Disconnect power before servicing
this product. Failure to comply with this warning may result in electric shock, personal injury and
death.

WARNING! Use this product in a dry location. Failure to use this product in a dry location may result
in electric shock, personal injury and death.

WARNING! Do not rely on this product's receptacle lamps, receptacle relay switches or any other
receptacle power on/off indicator to determine whether power is being supplied to a receptacle.
Unplug a device connected to this product before performing repair, maintenance or service on the
device. Failure to unplug a device before servicing it may result in electric shock, fire, personal injury
and death.

WARNING! Only use this product to power information technology equipment that has a UL/IEC
60950-1 or equivalent rating. Attempting to power non-rated devices may result in electric shock, fire,
personal injury and death.

WARNING! Do not use a Raritan product containing outlet relays to power large inductive loads such
as motors or compressors. Attempting to power a large inductive load may result in damage to the
relay.

WARNING! Do not use this product to power critical patient care equipment, fire or smoke alarm
systems. Use of this product to power such equipment may result in personal injury and death.

WARNING! If this product is a model that requires assembly of its line cord or plug, all such assembly
must be performed by a licensed electrician and the line cord or plugs used must be suitably rated
based on the product's nameplate ratings and national and local electrical codes. Assembly by
unlicensed electricians or failure to use suitably rated line cords or plugs may result in electric shock,
fire, personal injury or death.

WARNING! This product contains a chemical known to the State of California to cause cancer, birth
defects, or other reproductive harm.



Safety Instructions

1.

Installation of this product should only be performed by a person who has knowledge and
experience with electric power.

Make sure the line cord is disconnected from power before physically mounting or moving the
location of this product.

This product is designed to be used within an electronic equipment rack. The metal case of this
product is electrically bonded to the line cord ground wire. A threaded grounding point on the
case may be used as an additional means of protectively grounding this product and the rack.

Examine the branch circuit receptacle that will supply electric power to this product. Make sure
the receptacle’s power lines, neutral and protective earth ground pins are wired correctly and are
the correct voltage and phase. Make sure the branch circuit receptacle is protected by a suitably
rated fuse or circuit breaker.

If the product is a model that contains receptacles that can be switched on/off, electric power may
still be present at a receptacle even when it is switched off.
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FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. Operation of this equipment in a residential
environment may cause harmful interference.
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Warning

This is a class A product. In a domestic environment this product may cause radio inter-
ference in which case the user may be required to take adequate measures.

CAUTION: A

To reduce the risk of shock — Use
indoors only in a dry location. Mo
user serviceable parts inside. Re-
fer servicing to qualified personnel.
Far use with IT equipment only.Dis-
connect power before servicing.

%

Securelock™




Contents

Safety Guidelines ii
Safety Instructions i
Applicable Models XVii
What's New in the PX User Guide XixX
Chapter 1 Introduction 1
ProducCt MOGEIS .........ooiiii s 1
Package Contents...........coociiiiiii i 1

ZEI0 U PrOTUCES. ...ttt ettt ettt 1

L 2N o Yo 18 o £ ORI 2

P24 O I o oo (U T3 RSP 2

APIPA and LinK-LOCal AQArESSING .....cuuiiieiiiiiie ittt et e st e e e snbeee e s aneeeeas 2
Chapter 2 Rack-Mounting the PDU 4
Rackmount Safety GUIAEIINES ... 4
Circuit Breaker Orientation Limitation .............oooiiiiiiiii e 4
Mounting Zero U Models Using L-Brackets .............oooiiiiiiiii e 5
Mounting Zero U Models Using Button Mount............coooiiiiii e 6
Mounting Zero U Models Using Claw-Foot Brackets...........ccceveiiiiiiiiiiiiiiiee e 8
Mounting Zero U Models Using TWO Rear BUttONS ...........uuiiice e 9
Mounting TU OF 2U MOGEIS .......eeeiiieeeiieeie ettt e e e e e e e e e e e e e e e eeeaeeeeeannes 10
Chapter 3 Installation and Configuration 12
BefOre YOU BeGIN . ..o 12
Unpacking the Product and COmMPONENTS..........ccoiiiiiiiiiiiiie i 12

Preparing the Installation Site.............ooiiiiiiiii e 12

o - vi



Contents

Checking the Branch Circuit Rating.........coouiiiiiiiiii e 13

Filling Out the Equipment Setup Worksheet ... 13
Installing Cable Retention Clips on the Inlet (Optional)...........coooiiiiriiiiiie e 13
Connecting the PDU t0 @ POWET SOUICE ......coiuuiiiiiiiiiie et eetiee ettt naeee e e anneeaeens 14
ConfIQUIING the PX ... .ot e e et e e e et e e s et e e e e sbeeeeesreeeeeanes 15
Connecting the PX 10 @ COMPULET .........cooiiiiiiiieie e 16
Installing the USB-to-Serial Driver (Optional)............coviiiiiiiiiiiiiiieeee e 17
Connecting the PX 10 YOUr NEtWOTK........cccuviiiiiiiee et 18

Initial Network Configuration via CLI ...........ooiuiiiiiiie e 20

Bulk Configuration MethOdS. ...........ueiiii e 26
Cascading the PX VIa USB ...ttt e e e e enes 27
Installing Cable Retention Clips on Outlets (Optional) ............oooiiiiiiiiiiiie e 30
Chapter 4 Connecting External Equipment (Optional) 32
Connecting Environmental Sensor Packages ... 32
DPX SENSOr PACKAGES .....vveiieiiiiiee ettt ettt e et e e e st e e e st e e e e ennneeas 33

DPX2 SENSOr PACKAGES .....coeiiuiiiieiiiiiie ettt ettt e e e e s e e e enneee s 39

DPX3 SeNSOr PACKAgES .....ccciiuiiiieiiiiiie ettt ettt e e s ee e e e enneeee s 41

DX SENSOr PACKAGES ....vviiiiiiiiiitiiieie ettt e e e e e et e e e e e e e et e e e e e e e ennsnneees 44

Using an Optional DPX3-ENVHUB4 Sensor HUDb ...........ccoooiiiiiiiiii e 46
MixXing DIVErse SENSOr TYPES ...uuviiiiiieeiiiciitei ittt e e e e e e e e e e e e e st rre e e e e e e seansraeees 48
Guidelines for PX with TWO SeNSOr POrS ........occuuiiiiiiiiiieie e 52
Connecting Asset Management SENSOIS ..........uiii it e e areeae e 53
Combining Regular ASSEt SENSOIS........ciiiiiiiie e 54
INtrodUCHION 10 ASSEE TAGS .....utiiii it 56
Connecting Regular Asset Sensors to the PX ... 56
Connecting Blade EXtENSION STHPS .....eviiiiiiiieiiee e 58
Connecting Composite Asset SENSOrs (AMS-MX-Z) .......ccccvoreiiiiiieiiiiie e 61

USING @N X CaDIE......eeiiiiee et anneeas 64
Connecting a LogiteCh WEDCAM .........coiiiiiiii et e e e eneee e e 67
Connecting @ GSM MOGEIM ........uiiiiiiiii et e e e e e e e e e e e e e e e e s e naareeeeaaeens 68
Connecting an ANalog MOGEIM .......oiiiii i e e e e e e e e e e e e s e asarneeeaaeeas 68
Connecting an EXIEerNal BEEPET .......ccoi it e e e e 69
Connecting a Schroff LHX/SHX Heat EXChanger ..o 69
Chapter 5 Using the PDU 71
Panel COMPONENLS ...ttt e e e e et et e e e e e e e e e e e e e e e e eaannneneeeaeeannnes 71
L0310 o RS 71

L 1111 £ USRS 71
CONNECHON POMS ...ttt e e e e e et e e e et e e e e enneeeeeennes 73

[ I D =Y o] = SRR 75
RESEE BUHON ... 81
CHPCUIL BIrEAKETS ...ttt ettt et ean e e e s 81
Resetting the Button-Type Circuit Breaker...........ooocvviiiiiiiiiiiieeee e 82
Resetting the Handle-Type Circuit Breaker...........cccvveviiiiiiiiiiiiiieee e 82

7= SRS 83
Fuse Replacement on Zero U MOAEIS........cooiuiiiiiiiiiieiiiiee e 83

=i=Raritan. v



Contents

Fuse Replacement on 1U MOdEIS ...........ouiiiiiiiiei e 85
T Y o SRR 86
Chapter 6 Using the Web Interface 87
SUPPOIEAd WED BIOWSEIS ...ttt ettt e ettt e e e e et e e e e e e e e neeeaenas 87
Logging in t0 the WeD INTEIrfaCE .........cooiiiiieiiie e 88
oo 1o PSSP PPRROPRP 88
Changing Your PASSWOIQ.........ccoouuiiiiiiiee ettt e e e e e e e e e e e e e e sabaaeeeaaeeaeanns 91
Remembering User Names and PassSWords ..........ccc.uvviiieieeiiiiiiiiiieee e 91

[ Yo o ¥ | O RSP PR 91
Introduction to the Web INterfacCe............eii i 92
Y T £ 93

L (0] 0] (=1l =T 1= TSR 93

IS T= (U o J8 =01 (o o SRR 96

I = LU = = T SRR 96

o [0 I = To [ oo ] o I P PERRR 97

(D= e B = = SRR 98

MOre INFOMATION ...ttt e e e e e e s e e s s e e e e anneeeas 98
Viewing the DAasShbDOArd...........oooiiiiiiiiiiie e e e e e e e e e e e e e e anaaeae s 102
AICTEEA SENSOIS ...ttt ettt 102
AJBIMS LISt ..ot 103
DeVICe MaNAGEMENT ... ..ottt e ettt e e e sttt e e e et e e e e abe e e e e abee e e e aneeeeeane 104
Displaying PDU INfOrmation ...........ooueiioiiiii e 104
NamMING the PDU ... ..ottt et 109
Modifying the Network Configuration.............cocuuiiiiiiiii e 109
Modifying Network Service Settings ........ccuuvviiiiiiiiiiii e 119
Setting the Date and TiMe ..o 125
Setting Default Measurement UnNits...........cooiiiiiiiii i 129
Configuring the Feature POrt...........oooiiiii e 130
Configuring the Serial POrt ...........oooiiiiii e 131
Setting the Cascading MOE ...........uuiiiiiiiiiiee e 133
Setting Data LOGQINg .......uuvriiiiiee it e e e e aae s 140
Configuring SMTP SEEHNGS ....ceoiiiiiiieieie e e e e s rreaeaees 141
Configuring Data Push Settings ........cuuiiiiiiiiiiii e 142
Specifying the Device AITUAE ... 143
ReDb00tING the PX DEVICE ....cciiuiiiiieiiiiiie ettt 144
Resetting All Active Energy ReadingsS .........oii i 144
Monitoring Total Active Energy or POWET ..........ooiiiiiiiiiicee e 145
Checking the Internal Beeper State .........ccuoviiiiiiiiiii e 146
Setting the EnergyWise Configuration .............ccccoeoiiiiiiiiii e 146

USEr MaNAGEMIENT ...ttt e e e e e e ettt e e e e e e e nbe et eeaaeeeaanbneneeeaeeeannnee 147
Creating @ USer Profile .........oooie et 147
Modifying @ USEr Profile ..ot 151
Deleting @ USEr Profil@..........coiieiieeee ettt a e e e e 151
Setting Up Your Preferred Measurement UnitS...........cccvviiiieeiiiiiiiiiiiceee e 152
SettiNG UP ROIES ...ttt e et e e e enaeeee s 153
Creating @ ROIE.......ooie e 153
MOIfYING @ ROIE ...t 154
Deleting @ ROIE ....cooeee e 155

Vil == Raritan.



Contents

ACCESS SECUNLY CONIIOL.....iiiiii e 156
Forcing HTTPS ENCIYPHON .....eeiiiiiiieceie et 156
Configuring the FIreWall...........ocuiiiiiiii e 156
Setting Up User Login CONMIOIS ........ocuuiiiiiiiiie ettt 162
Setting Up Role-Based Access Control RUIES ..........cceieiiiiiiiiiiiiie et 166

Setting Up @ TLS CertifiCate ........uueiiiiiiiiiiee et e e 170
Certificate SiIgNiNG REQUEST...........uuiiiiiiiee e 171
Creating a Self-Signed CertifiCate ............ccouiiiiiiiiiii e 173
Installing Existing Key and Certificate Files..........occcoiiiiiiiie e 175
Downloading Key and Certificate Files...........oooiiiiiii e 175

Setting Up External AUthentiCation ..............ooi i 176
Gathering the External Authentication Information..............ccccooiiii 176
Adding AUthentiCation SEIVEIS ..........ciiiiiiii e 178
Sorting the ACCESS OFUET ......oiiiiiiie e 182
Testing the Server CONNECHON .........ciiiiii e e e 182
Editing Authentication Server Settings .........occuiiiiiiiii i 183
Deleting Authentication Server Settings.........ooouiviiiiiiie e 183
Disabling External AuthentiCation............ccccuuviiiiii e 183
Enabling External and Local Authentication Services...........ccocccvveeeiiiciiiiieeeee e, 184

(O 101 [T 1Y F= T F=Te =T o 1Y o ST PSPPPRT 184
NaMING OULIEES ... 184
O 011 1= 1Y/ (o] 71 (o Ty T Vo I PPUPPOPPRRN 185
OUtIEt SWItCNING ...t 187
Setting the Default Outlet State ... 190
Changing the Cycling Power-Off Period. ..o 191
Setting the Initialization Delay ..o 194
Setting the INrush Guard DElAY ...........coooiiiiiiiiiii e 195
Setting the Outlet POWer-On SEQUENCE .........cocuiiiiiiiiie et 195
Setting the Outlet-Specific Power-On Delay ...........cccociieiiiiiiiiiiiie e 196
Setting Non-Critical Outlets and Load Shedding Mode.............coooeviiiiiiieiciiiiiiiieeeeee, 197
Resetting Outlet Active Energy Readings ........ccoeeiiiiiiiiiiiiii et 200
Enabling Front Panel Outlet SWItChiNg ...........ccooiiiiiiiiiii e 201

Inlet and Overcurrent Protector Management ... 201
NamiNg the INIET ... 201
Naming Overcurrent ProteCOrS..........ueii i 202
Monitoring the INIEL ... e 202
Monitoring Overcurrent Prote€CtOrs .........oouuiiiiiiiiiie e 203
Resetting Inlet Active Energy Readings ........coouviiiiiiiiiii e 204
Disabling an Inlet (for Multi-Inlet PDUS) ........coouiiiiiie e 205

Setting POWET ThreShOIAS.......c.veiiiiiiiiie ettt e et e e e e e s eeaeannaee s 206
Setting an Outlet's TreShoIdS ..........c.ooiiiiiiiii e 206
Bulk Configuration for OQutlet ThresSholds ............ccooiiiiiiiiiiiie e 207
Setting INIet TAreShOIAS .....coii i e e 208
Setting an Overcurrent Protector's Thresholds ............ccovveiiiiiiiiiiiiiiee e, 209
Bulk Configuration for Overcurrent Protector Thresholds ...........cccocoiiviiiii s 210
Setting Thresholds for Total Active Energy or POWer............cooiiiiiiiiiiiie e 211

Event RUIES @nd ACHONS........uiiii et et e e e 213
Components of an EVENt RUIE.............oo i 213
Creating an EVENE RUIE ........cooiiii e 213
Sample EVENT RUIES ... e e e e e 257
A Note about INfiNite LOOP ......uveiiiiiiiieie e 261
Modifying @an EVENE RUIE.........ocuuiiiiieece et 262

=V - iX
=i=Raritan.



Contents

MOIfYING 8N ACHON ...t e 264
Deleting an Event Rule Or ACHON.........oooiiiiii e 264
A Note about Untriggered RUIES.............ueiiiiiiiie e 265
\V/E=Tat=Te TaTe l =AVZ=T o1 o o 1T R R PPSRRP 265
Viewing the LoCal EVENT LOQ ...coooiiiiieieeei e 265
Viewing the Wireless LAN DiagnostiCc LOG ........uvviiiiiieiiiiiiiiiiiiee et 266
Viewing CONNECIEA USETS ....ooiiiiiiiiiiiiiiie ettt e e e e e e e e e et e e e e e e e senanreees 267
Monitoring Server ACCESSIDIlILY ........cooieiiiiiii e e e 268
Adding IT Devices for Ping MONItOriNG ......cooiieiiiiiiiiieie e 269
Editing Ping Monitoring Settings........ccoiuiiiiiiii e 272
Deleting Ping Monitoring SEtiiNgs ........oooiiiiiiiiiii e 272
Checking Server Monitoring States ..........cuvviiiiiiii 272
Environmental Sensors and ACTUALOrS ...........oooiiiiiiiiii e 273
Identifying Environmental Sensors and ACtUators. ............ovoiiiiiiiiiiiee i 274
Managing Environmental Sensors or ACtUAOrS ..........cooviiiiiiiiiiiii e 278
Configuring Environmental Sensors or ACIUALOrS ..........cooceiieiiiiiieeiiie e 280
Viewing Sensor or ACtUAtOr Data .......ccuuviiiiiiiie e 285
Unmanaging Environmental Sensors or ACtUALOrsS ............coooviiiiiiiiie i, 289
Disabling the Automatic Management FUNCLON.............ccocooiiiiiiiiiii e, 290
(07e] a1 10| qTe I o1 18 F= (o] £ PRSPPI 291
ASSEE MANAGEMENT ...ttt et e et e e e eneeas 291
Configuring the ASSEt SENSOT........co i 291
Setting Asset SENSOr LED CoOlOrS.........ooiiiiiiieiiiiii ettt 293
Configuring a Specific RACK UNit.........oooiiiiiiiii e 293
Expanding a Blade EXtension STrip ..o 294
Displaying the Asset Sensor INformation ... 295
BUIK CONFIGUIALION. .....oiiiiiiie ettt e e e e e sttt e e sttt e e e anseeeesanbeeeeeaneeeeeanes 296
Saving the PX Configuration ............cciiiiiiii ot 297
Copying the PX Configuration ...........cccoeoiiiiiioiii et 298
Backup and Restore of PX Device Settings ......cccuuviiiiiiiiiiiiiieee e 299
WebCamM MaNAgEMIENT........eiiiie ittt e e e e e e e e e e e e e st eeee e e e e e st e s reeeaeeeeeannrnreees 300
Configuring WEDCAIMS ......uviiiiiiieiiecieee ettt e e e e e e e e e e e e renaaaae s 300
Adjusting IMage Properties ... 301
Viewing Webcam Snapshots or VIdEO0S .........cooiiiiiiiiiiiiiiiiiie e 302
Sending Snapshots or Videos in an Email or Instant Message ..........ccccooceeiiieeennen. 304
SNAPSNOL STOrAGE ... i 306
NEtWOIK DIAGNOSTICS ...ttt et et e e e eeeanes 309
PINGING @ HOSE ... 309
Tracing the NetWork ROULE ........ooiiie e 309
LiSting TCP CONNECHONS ....cociiiiiiiiiiiiie ettt e e e e e e 310
Downloading Diagnostic INfOrmation .............ccooiiiiiiii e 310
Managing the Schroff LHX/SHX Heat EXChanger ...........oooocuiiiiiiiii e 311
Enabling and Disabling Schroff LHX/SHX Heat Exchanger Support............cccoooevvveee... 312
Configuring the LHX/SHX ......ooo it e e 312
Monitoring the LHXISHX ...t 314
Turning the LHX/SHX ON OF Off ... 317
Requesting Maximum Cooling for an SHX-30..........cciiiiiiiiii e 318
FIrMWare UDPQGrade ........veeieiiiiiie ittt e et e e et e e e e 318
Updating the PX FIMMWAIE .........ooiiiiiiiii et 319
Viewing Firmware Update HiStOry ..........ooooiiiiiii e 321
FUIl DISASEr RECOVETY ...ttt e et e e e e e e e 322
Updating the Asset SENSOr FIMWare............coiuiiiiiiiiiie e 322



Contents

ACCESSING the HEIP ..o 322
Retrieving Software Packages Information ... 322
Browsing through the Onling Help.........coocuiiiiiiiii e 323

Chapter 7 Using SNMP 325

EN@bBING SINIMP ...ttt e e et e e e ettt e e e e bt e e e e e nte e e e e enbeeeeneeas 325

Configuring Users for Encrypted SNIMP V3 ...t 326

Configuring SNIMP NOEIfICAtIONS .....cocoiiiiiiiiiiice e 327
SNMPV2C NOTIfICATIONS ... e e e e e reaea e 328
SNMPV3 NOtfICAtIONS ...t e e e e e e e e e e eeaees 330

SNMP GEES @NA SIS ....uuciieiieeeeeee et e et e e e e e e e e e e e e e e e e e as 332
TRE PXIMIB .. .ot e e e e e aeeeae s 333
Retrieving ENergy USAGgE........uuiiiiiiiiiiie e 336
A Note about Enabling ThreSholdS............cooiiiiiiiiiii e 336

Chapter 8 Using the Command Line Interface 337

ADOUL thE INEEITACE. ... vttt e e e e e e e e e e eennnnnnnnn 337

[ oo 1 o 10 T8 (o TN O I PR PURRPTRRRN 338
WIith HYperTerminal........oceviiiiiieie et e e e e e e aeeeea s 338
WIith SSH OF TeINEL ... e e e e e 339
With an ANalog MOGEM .......eeiiiiiei e e e e e e e e e eaeae s 340
Different CLI Modes and Prompts .........ooeiiiiiiiiieee e 341
Closing @ Local CONNECHION ........uuiiiiiiiiee et 341

[ (= T T @70 4= T o USRS 342

Querying Available Parameters for a Command ............ooceiiiiiiiiiiiiiiie e 343

ShoWING INFOIMELION ....coiiiiiii et 343
Network ConfIQUration ...........ooueiiiii e 344
PDU CONfIQUIAtioN.......ooiiiiiiie ettt ettt e e st e e e et e e e e nbeeeeeanees 346
OULIEt INTOMMATION ...t ebnrebebnrnsnranes 347
Ta1= S0} (o)1 a b= ([0 ] o 1 348
Overcurrent Protector INformation .............ooooiiiiiiiie e 349
Date and Time SEHNGS ....ocooiiiieeee e 350
Default Measurement UNItS ..........ueiiiiiiiiiiiiiiiiecee et 350
Environmental Sensor INformation ..........ooooeveieiie e 351
Environmental Sensor Package Information .............cccooiiiiiiiiiee 353
P Yo (VE=) (o) gl 1 (0] 1 T 1] o 354
Outlet Sensor Threshold INformation .............cooooimiiiiie i 355
Outlet Pole Sensor Threshold Information ..............ooiiiiiiiiiieee e 356
Inlet Sensor Threshold INformation ..............eeeeiiiiiiii e 357
Inlet Pole Sensor Threshold INformation .................eeeiiiccccccecce e 358
Overcurrent Protector Sensor Threshold Information ...............oooovviviiiiiiiiiiiiiiieeeeiie, 359
Environmental Sensor Threshold INformation ... 360
Environmental Sensor Default Thresholds...........cccvvviiiiiiiiiiiiece e 361
SECUNLY SEHINGS ..oiiiiiiiii et e e e e e e e e e e e e e e s e neaeeaeas 362
EXiSting USEr Profil€S ..ot 363
EXIStING ROIES ..ottt n 364
Load Shedding SettiNgs ......oooiiiiii e 364

—= V= . Xi
=i=Raritan.



Contents

Serial Port SettiNgS .......oii i 365
ENergyWise SettiNgS .......veiiiiiiiii s 365
USB-Cascading Configuration Information .............ccccceiiiiiiiiiiiee e 365
ASSEE SENSOI SELHNGS ..uviiiieiiiiie e e st e e e e e eee e e e nneeeas 365
Rack Unit Settings of an ASSet SENSOT .........coiiiiiiiii e 366
Blade Extension Strip SettiNgS .......covvviiiiiiiiecee e 367
A=Y o1 I Yo TSP ER RO 368
Wireless LAN DiagnoStiC LOG .....ccooiuiiiiiiie ettt e neene e 369
Server Reachability Information ... 369
ComMMANG HISTOY ... ettt 371
History Buffer LENGEN ... ..o 371
REN@bility DAta......ccouieiiiiiiie s 371
REl@bility EFTOr LOG ....eeieiiieiei ittt e 371
= 0 1 0] L= S 372
Clearing INfOMMATION. ...ttt e e ettt e e s et eessnn e e e e ansseeeeanneeaean 374
Clearing EVENT LOG ... ..coi ittt ettt e et e e 374
Clearing WLAN LOQ ... .ciie ittt ettt e e e st e e e e e nbee e e e enae e e e eneeeeeenees 375
Configuring the PX Device and NETWOTK ..........cccieiiiiiiiiiiieeeee et 375
Entering Configuration MOAE............oocuiiiiiiiie et 375
Quitting Configuration MOGE..........cccuiiiiii e 376
PDU Configuration COMMANAS ..........eiiiiiiiiieiiiiie e 376
Network Configuration COMMEaNAS. ........oouuiiiiiiii e 383
Time Configuration COMMANAS........coiuiiiiiiiiie e 407
Checking the Accessibility of NTP Servers ... 411
Security Configuration ComMMAaNAS..........oocuiiiiiiiiiie e 412
Outlet Configuration COMMEANGS .........ooeiiiiiiie e 432
Inlet Configuration COMMANGAS ..........oiiiiiiiii e 433
Overcurrent Protector Configuration Commands ...........ccocociieeiiiiieeiiiiee e 435
User Configuration ComMMAaNAS ..........coiiiiiiiieiiiiiee et e e e 435
Role Configuration CoOMMEaNAS ........ccciiiiiiiiiiiiiie e e e e e e e e e e e eans 449
Environmental Sensor Configuration Commands .............cccccvviiiieeeiiicciiiieeeee e 454
Configuring Environmental Sensors' Default Thresholds............cccooiiviiiiiiiiiciiiiieeeeee, 459
Sensor Threshold Configuration Commands ............cceeiiiiiiiiiiiiiieeee e 461
Actuator Configuration COMMANGAS ..........oiiiiiiiiiei e 471
Server Reachability Configuration Commands ..o 472
EnergyWise Configuration ComMmMands ............coiiiiiiiiiiiiiiie et 476
USB-Cascading Configuration Commands ...........coocueiiiiiiiiiiiiiiie e 478
Asset Management COMMANGAS .........oooiiiiiiiiiiie e 478
Serial Port Configuration Commands............oooiiiiiieiiiiie et 485
Setting the History Buffer Length..........ooooiiiiiiii e 487
MUlti=ComMMAN SYNTAX .....eeiieiiiiiie e e e st e e e e nbee e e e nnneeeeeaneee 487
Load Shedding Configuration COmMmMAaNAS...........cc.uviiiiiieiiiiciiee e e 489
Enabling or Disabling Load Shedding ............ccooiiiiiiiiii e 490
Power Control OPEratioNS ..........coiiiiiiiiiiiiiie et e e e e e e e e et e e e e e e e e e snareaeeeaeeseaaanes 491
Turning ON the OULIEE(S) ..o 491
Turning Off the OULIET(S) ...coeeeeee e 492
Power Cycling the OULIET(S) .......eeiiiieiiee e 493
Canceling the POWEr-ON ProCESS .........ociiiiiiiiiiiiiie et 494
Example - Power Cycling Specific OULIES ..........cooiiiiiiiiiii e 494
Actuator Control OPEratioNS .........oo et e e e e e e e e e e e e e e e e e e nneeeas 494
SWiItChing ON @n ACIUATON .....ooiiiiiie e 495
Switching Off @n ACIUATOT ......coiiiiie e 495

Xii



Contents

Example - Turning On a Specific ACtUALOr ... 496
UNDIOCKING @ USET ...ttt e et e e e aab et e e s abe e e e e aaeeeeanes 496
RESEHING the P X ...ttt e e e e et e e e e e e s e e e e e s nnees 496

Restarting the PDU ... .. et e e e e e e e e e e anns 497

Resetting Active Energy ReadingsS ............uuiiiiiiiiiii e 497

Resetting to Factory Defaults ..........oooviiiiiiiiiieie e 498
NetWOork TroublEShOOTING ........vviiiiie e e e e e e e e ee e e e e e e e eaanes 498

Entering Diagnostic MOAE .........ooiiiiiiiiieee e 498

QuItting DIagnOStic MOTE ......coouiiiiiii e 499

Diagnostic COMMANGAS .......oiiiiiiiiie ittt e e s e e 499
Retrieving Previous COMMANGS ........cooiiiiiiiiiiiie ettt e et e e e aneeea e 501
Automatically Completing @ CommMaNd...........oooiiiiiiiiiiii e 501
LOGGING OUL OF CLIL...iiiiiieiie ittt e e bt e e et e e e e saneeeaanes 502

Chapter 9 In-Line Monitors 503
L0 Y=Y Yo PP RSI 503
Safety INSTIUCTIONS ...t et e e s e e e e e s et e e enneeaean 503
Flexible Cord Installation INSTrUCHONS .........ocuiiiiiiiie e 504

Flexible Cord SEIECHON.........coiiiiiie et 504

[ [ e RS T= (= Tox 110 o H SO OPPPRPPPRN 505

ReCEPtacCle SEIECHON .......ciii i 505

Derating @ Raritan ProdUCT...........oooiiiiiii e 505

Wiring of 3-Phase IN-Lin€ MONItOrS .........ooiiiiiiiiiiieee e 506

In-Line Monitor Unused ChannelS............ooiiiiiiiiiiiiiiei e 506

Step by Step Flexible Cord Installation .............oooo e 506
In-Line Monitor's LED DiSPIAY.........ccoiiiiiiiiiiiiee ittt 512

0 (o] 4= L[ /[ Yo [ SR 512

MANUAT IMOAE ...ttt e e e e ettt e e e e e e e eeeaaeeeenns 512
In-Line Monitor's Web INterface ..........ccuuviiiiiiiii e 513

Dashboard Page........ ... e e e 514

(O 101 [T ) = To [T USRS SOTRPPR 514

Xiii

=i=Raritan.



Contents

Appendix A Specifications 516
Maximum Ambient Operating TemMPEerature ..............ooooii i 516

Serial RS-232 Port PINOULS ...t e e 516
SenSOr RJ-T12 Port PINOULS .. ..ot e e e 516
Feature RJ-45 POt PINOULS ........uiiiiceeee et e e e e e e e e e e eeeees 517
Appendix B Equipment Setup Worksheet 518
Appendix C Configuration or Firmware Upgrade with a USB Drive 522
System and USB ReQUIFEMENTS ........oiiiiiiiiiieii e 523
CoNfIGUIALION FlES ...t 523

1LY 0 oo F= 1 LYo o [T OU PP PRRPR 525

o001 i{o 8 v 4 APPSR 528

L0 [NV (o7 TS T o1V 530

Creating Configuration Files via Mass Deployment Utility ............cccoveeeeeeeiiiiiiiiiiieeeee, 531

X == Raritan.



Firmware Upgrade Via USB .........cuuiiiiiii e

Appendix D Bulk Configuration or Firmware Upgrade via DHCP/TFTP

Contents

Bulk Configuration/Upgrade ProCedure ..............cooiuiieeiiiiee et
TETP REQUIFEMENTS. ....coiiiiiiiiiiieieee ettt e e e easbabsbs s asasssasssssssasnnssnnnnnes
DHCP IPv4 Configuration in WiNAOWS...........ccuuiiiiiiiiieiiiee e
DHCP IPv6 Configuration in WIiNAOWS............ccooiiiiiiiieie e
DHCP IPv4 Configuration in LiNUX...........eueiiiieiiiiiiiiieeee e
DHCP IPv6 Configuration in LiNUX............ueiiiiiiiiiiiiiieeee e

Appendix E Resetting to Factory Defaults

Using the Reset BUION .........eiiii e
Using the CLI COMMEANG .......ooiiiiiiiiiiiiiee e

Appendix F  Available SCP Commands

Firmware Update via SCP ...
Bulk Configuration via SCP ........cooiiiiiiie e
Backup and ReStOre via SCP ..........cooiiiiiiiiiii e

Appendix G LDAP Configuration lllustration

Step A. Determine User Accounts and ROIES.........cccvvviiiiii i
Step B. Configure User Groups on the AD SEIVET ..........cceeiiiiiiiiiiieiee e
Step C. Configure LDAP Authentication on the PX Device........cccccceeeiiiiiciiiiiieeeeeee,
Step D. Configure Roles on the PX DeviCe ..o

Appendix H Updating the LDAP Schema

Returning User Group INformation.............ooiuiiiiiiiiiii e

From LDAP/LDAPS ...ttt e e e e ane e e emeeeaneeas

From Microsoft Active DIir€CtOry .........cooiiiiiiiiiie e
Setting the Registry to Permit Write Operations to the Schema .............cccccooii
Creating @ New AHMDULE .......ooiii e
Adding Attributes 10 the Class ........ooiiiiiiiie i
Updating the Schema Cache............cooiiiiiiiiii e
Editing rciusergroup Attributes for User MemMDbErS..........ccvvviiiieeiiiiiiiiieiee e

Appendix | RADIUS Configuration lllustration

Microsoft Network POIICY SErVEr..........coiiiiiiiiie e
Step A: Add Your PX as @ RADIUS Client .........oovvveeiiiiiiiiieee e
—= e -

XV



Contents

Step B: Configure Connection Request POlICIES .........cc.eeiiiiiiiiiii e 583

Step C: Configure a Vendor-Specific AHFDULE ........oooiii e 598
AD-Related Configuration............oocuiiiiiiie e 600
NON-WINAOWS RADIUS SEIVET .......ueiiiiiiiiie ettt ettt e e et e e e st e e e e snneeaeans 603
[ Ted (o] = 1V 1= PO PPRSRPR 603
Format of the "StriNg" ......cooi e e e e e e 604
Appendix J Additional PX Information 606
IMIAC AQAIESS ...ttt b ettt ae et e bttt n 606
Locking Outlets @nd COMAS ........oii ittt et 606
SecureLock™ Qutlets and COrds ..........oooiiiiiiiiiiiie e 607
Button-Type LOCKING OULIELS ........oooiiiiiiiii e 608
Unbalanced Current CalCulation..............eiiiiie e e e 609
Reserving IP Addresses in WINdows DHCP SEIrVErS ........ccoiiiiiiiiiiiiiiiiiee e 610
Sensor Threshold SEHNGS ....coiveiiiiiii e 612
Thresholds and SeNSOr STAtES .......coiiiuiiiiiiie e 613

"To Assert" and Assertion TIMEOUL..........ooi i 615

"To De-assert" and Deassertion Hysteresis ... 617
PDView App for VIiewing the PX ...ttt a e e 619
Altitude COrreCtion FACIOIS ........eiiiiiiiiii e 621
Data for BTU CalCUIAtion ...........ooiuiiiiiiiiiiie et 622
Ways to Probe EXisting User Profil€s ...........ooo e 623
Truncated Data in the Web INterface..........oooeiiiiiiii e 623
Raritan Training WEDSITE ..........eiii e 624
Appendix K Integration 625
Dominion KX 1/ T ConfiQUuIration ...........eeiiiiiiiiiie e 625
Configuring RACK PDU Targets ........ccuuiiiiiiiiiie ettt 626
Turning Outlets On/Off and Cycling POWET ............oiiiiiiiiiiiiiie e 629
Dominion KSX II, SX or SX Il Configuration ..........c..ccoiiiiiiiiiiiiie e 630
DOMINION KSX 1 .o 630
Dominion SX and SX H1.....cuuiiiiiiiie e s 632
Power [Q CONfIQUIALION ........ouiiiii ettt e e e et e e e s bt e e e e nneeeeeanes 634
o (o3 I = o QSRR 635
(o (ol I = Tod Q@ Y=Y Y11 SR 636

Asset Management Sensors and dCTrack .........cooiuuiiiiiiiiiiiiiiiie e 637
Index 639

X == Raritan.



Applicable Models

This User Guide is applicable to the following PDUs (n indicated below
represents a number).

e PX2-3nnn series
e PX2-4nnn series
e PX2-5nnn series

In this User Guide, PX2-3nnn is called PX2-3000, PX2-4nnn is called
PX2-4000, and PX2-5nnn is called PX2-5000 for convenience.

Note: For information on other PX2 or PX3 models, see their respective
Online Help or User Guide on the Raritan website's Support page
(http://www.raritan.com/support/).

» PX models comparison in brief:

Features

PX2-1000

PX3-1000

PX2-2000

PX3-2000

PX2-3000

PX3-3000

PX2-4000

PX3-4000

PX2-5000

PX3-5000

Inlet power Outlet power Outlet Load
measurement measurement switching shedding
4
4 4 4
L
L L
L L L L
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» Comparison between PX2 and PX3 series:

PX2 series LED display RJ-12

PX3 phase | dC.haraCter LCD NE RJ-45
; isplay

series

PX3 phase || | Dotmatrix LCD e RJ-45 N
; display

series

XViii

* Only PX3 models with outlet switching (phase | and phase Il models)

have outlet latching relays.

** Only PX3 "Zero U" phase Il models have the replaceable controller.

*** PX3 phase | models do NOT support a replaceable controller.
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What's New in the PX User Guide

The following sections have changed or information has been added to
the PX User Guide based on enhancements and changes to the
equipment and/or user documentation.

APIPA and Link-Local Addressing (on page 2)

Configuring the PX (on page 15)

Connecting the PX to a Computer (on page 16)

Installing the USB-to-Serial Driver (Optional) (on page 17)
Bulk Configuration Methods (on page 26)

Connecting Environmental Sensor Packages (on page 32)
DPX Sensor Packages (on page 33)

DPX3 Sensor Packages (on page 41)

Connecting a DPX2 Sensor Package to DPX3 (on page 42)
Using an Optional DPX3-ENVHUB4 Sensor Hub (on page 46)
Mixing Diverse Sensor Types (on page 48)

Guidelines for PX with Two Sensor Ports (on page 52)
Connecting Regular Asset Sensors to the PX (on page 56)
Daisy-Chain Limitations of Composite Asset Sensors (on page 63)
Connecting an External Beeper (on page 69)

Supported Web Browsers (on page 87)

Login (on page 88)

Configuring the Serial Port (on page 131)

Overview of the Cascading Modes (on page 134)

Adding LDAP Server Settings (on page 178)

Send Sensor Report Example (on page 241)

Default Log Messages (on page 244)

Email and SMS Message Placeholders (on page 254)
Matching the Position (on page 275)

States of Unmanaged Sensors or Actuators (on page 289)
Unmanaging Environmental Sensors or Actuators (on page 289)

Downloading Diagnostic Information (on page 310)

XiX
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Clearing WLAN Log (on page 375)

Enabling or Disabling Peripheral Device Auto Management (on page
382)

Determining the SSH Authentication Method (on page 403)
Customizing the Date and Time (on page 410)

All Privileges (on page 450)

Setting the Baud Rates (on page 486)

Forcing the Device Detection Mode (on page 486)
Configuration or Firmware Upgrade with a USB Drive (on page 522)
Bulk Configuration/Upgrade Procedure (on page 533)
Updating the LDAP Schema (on page 571)

PDView App for Viewing the PX (on page 619)

Dominion KX Il / lll Configuration (on page 625)

Dominion KSX II, SX or SX Il Configuration (on page 630)

Please see the Release Notes for a more detailed explanation of the
changes applied to this version of PX.
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Introduction

Raritan PX is an intelligent power distribution unit (PDU) that allows you
to reboot remote servers and other network devices and/or to monitor
power in the data center.

The intended use of the Raritan PX is distribution of power to information
technology equipment such as computers and communication equipment
where such equipment is typically mounted in an equipment rack located
in an information technology equipment room.

Raritan offers different types of PX units -- some are outlet-switching
capable, and some are not. With the outlet-switching function, you can
recover systems remotely in the event of system failure and/or system
lockup, eliminate the need to perform manual intervention or dispatch
field personnel, reduce downtime and mean time to repair, and increase
productivity.

In This Chapter

Product MOEIS.......cooviieiiieeee e e e 1
Package ConteNtS ........ooi i 1
APIPA and Link-Local AddresSing .........cooocuerieiiiiiieiiiiiie e 2

Product Models

The PX comes in several models that are built to stock and can be
obtained almost immediately. Raritan also offers custom models that are
built to order and can only be obtained on request.

Download the PX Data Sheet from Raritan's website, visit the Product
Selector page (http://www.findmypdu.com/) on Raritan's website, or
contact your local reseller for a list of available models.

Package Contents

i

Raritan.

The following sub-topics describe the equipment and other material
included in the product package.

Zero U Products
e The PX device
e Screws, brackets and/or buttons for Zero U

¢ A null-modem cable with DB9 connectors on both ends (Raritan
number: 254-01-0006-00) (optional)

e Cable retention clips for the inlet (for some models only)
e Cable retention clips for outlets (for some models only)
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1U Products
e The PX device
1U bracket pack and screws

A null-modem cable with DB9 connectors on both ends (Raritan
number: 254-01-0006-00) (optional)

Cable retention clips for the inlet (for some models only)

2U Products
e The PX device
e 2U bracket pack and screws

e A null-modem cable with DB9 connectors on both ends (Raritan
number: 254-01-0006-00) (optional)

e Cabile retention clips for the inlet (for some models only)

APIPA and Link-Local Addressing

The PX supports Automatic Private Internet Protocol Addressing (APIPA)
as of release 3.2.0.

With APIPA, your PX automatically configures a link-local IP address and
a link-local host name when it cannot obtain a valid IP address from any
DHCP server in the TCP/IP network.

Only IT devices connected to the same subnet can access the PX using
the link-local address/host name. Those in a different subnet cannot
access it.

Exception: The PX in the Port Forwarding mode does not support APIPA.
See Setting the Cascading Mode (on page 133).

Once the PX can get a DHCP-assigned IP address, it stops using APIPA
and the link-local address is replaced by the DHCP-assigned address.

P Scenarios where APIPA applies:

e DHCP is enabled on the PX, but no IP address is assigned to the
PX.

This may be caused by the absence or malfunction of DHCP servers
in the network.

Note: Configuration by connecting the PX to a computer using a
network cable is an application of this scenario. See Connecting the
PX to a Computer (on page 16).

=i=Raritan.
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The PX previously obtained an IP address from the DHCP server,
but the lease of this IP address has expired, and the lease cannot be
renewed, or no new IP address can be obtained.

Link-local addressing:
IPv4 address:

Factory default is to enable IPv4 only. The link-local IPv4 address is
169.254.x.x/16, which ranges between 169.254.1.0 and
169.254.254.255.

IPv6 address:

A link-local IPv6 address is available only after IPv6 is enabled on
the PX. See Selecting the Internet Protocol (on page 113).

Host name - pdu.local:

You can type https://pdu.local to access the PX instead of typing the
link-local IP address.

Retrieval of the link-local address:

Perform the first three steps in the Initial Network Configuration
via CLI (on page 20).
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Rack-Mounting the PDU

This chapter describes how to rack mount a PX device. Only the most
common rackmount method is displayed. Follow the procedure suitable
for your model.

In This Chapter

Rackmount Safety GUIAEIINES ..........cccuviiiiiieecicieeee e 4
Circuit Breaker Orientation Limitation............ccccoooiiiiinie 4
Mounting Zero U Models Using L-Brackets..........ccccccoviiiiiiiiiiiiieee 5
Mounting Zero U Models Using Button Mount .............ccccoeiiiiiiiiieeeee 6
Mounting Zero U Models Using Claw-Foot Brackets ............cccccoceieennne 8
Mounting Zero U Models Using Two Rear Buttons.............ccccceeiviieeeenee 9
Mounting TU or 2U MOEIS.........coouiiiiiiiiiiiieie e 10

Rackmount Safety Guidelines

In Raritan products which require rack mounting, follow these
precautions:

= Operation temperature in a closed rack environment may be
greater than room temperature. Do not exceed the rated
maximum ambient temperature of the Power Distribution Units.
See Specifications (on page 516) in the User Guide.

= Ensure sufficient airflow through the rack environment.

= Mount equipment in the rack carefully to avoid uneven
mechanical loading.

= Connect equipment to the supply circuit carefully to avoid
overloading circuits.

= Ground all equipment properly, especially supply connections, to
the branch circuit.

Circuit Breaker Orientation Limitation

i
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Usually a PDU can be mounted in any orientation. However, when
mounting a PDU with circuit breakers, you must obey these rules:

e Circuit breakers CANNOT face down. For example, do not
horizontally mount a Zero U PDU with circuit breakers on the ceiling.

e If arackis subject to shock in environments such as boats or
airplanes, the PDU CANNOT be mounted upside down. If installed
upside down, shock stress reduces the trip point by 10%.

Note: If normally the line cord is down, upside down means the line
cord is up.
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Mounting Zero U Models Using L-Brackets

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 4) before mounting it.

i

i

To mount Zero U models using L-brackets:
Align the baseplates on the rear of the PX device.

Secure the baseplates in place. Use the included L-shaped hex key
to loosen the hex socket screws until the baseplate is "slightly"
fastened.

Align the L-brackets with the baseplates so that the five screw-holes
on the baseplates line up through the L-bracket's slots. The
rackmount side of brackets should face either the left or right side of
the PX device.

Fasten the brackets in place with at least three screws (one through
each slot). Use additional screws as desired.
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5. Using rack screws, fasten the PX device to the rack through the
L-brackets.

Mounting Zero U Models Using Button Mount

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 4) before mounting it.

B

» To mount Zero-U models using button mount:

Align the baseplates on the rear of the PX device. Leave at least 24
inches between the baseplates for stability.

2. Make the baseplates grasp the PX device lightly. Use the included
L-shaped hex key to loosen the hex socket screws until the
baseplate is "slightly" fastened.

=i=Raritan.
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Chapter 2: Rack-Mounting the PDU

Screw each mounting button in the center of each baseplate. The
recommended torque for the button is 1.96 N-m (20 kgf-cm).

Align the large mounting buttons with the mounting holes in the
cabinet, fixing one in place and adjusting the other.

Loosen the hex socket screws until the mounting buttons are
secured in their position.

Ensure that both buttons can engage their mounting holes
simultaneously.

Press the PX device forward, pushing the mounting buttons through
the mounting holes, then letting the device drop about 5/8". This
secures the PX device in place and completes the installation.
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Mounting Zero U Models Using Claw-Foot Brackets

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 4) before mounting it.

== [§;ﬂ
= §

» To mount Zero U models using claw-foot brackets:
Align the baseplates on the rear of the PX device.

2. Secure the baseplates in place. Use the included L-shaped hex key
to loosen the hex socket screws until the baseplate is "slightly"
fastened.

3. Align the claw-foot brackets with the baseplates so that the five
screw-holes on the baseplates line up through the bracket's slots.
The rackmount side of brackets should face either the left or right
side of the PX device.

4. Fasten the brackets in place with at least three screws (one through
each slot). Use additional screws as desired.

=i=Raritan.
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5. Using rack screws, fasten the PX device to the rack through the
claw-foot brackets.

Mounting Zero U Models Using Two Rear Buttons

The following describes how to mount a PDU using two buttons only. If
your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 4) before mounting it.

i

» To mount Zero U models using two buttons:
Turn to the rear of the PDU.

2. Locate two screw holes on the rear panel: one near the bottom and
the other near the top (the side of cable gland).

i
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3. Screw a button in the screw hole near the bottom. The
recommended torque for the button is 1.96 N-m (20 kgf-cm).

4. Screw a button in the screw hole near the top. The recommended
torque for the button is 1.96 N-m (20 kgf-cm).

5. Ensure that the two buttons can engage their mounting holes in the
rack or cabinet simultaneously.

6. Press the PX device forward, pushing the mounting buttons through
the mounting holes, then letting the device drop slightly. This secures
the PX device in place and completes the installation.

Mounting 1U or 2U Models

Using the appropriate brackets and tools, fasten the 1U or 2U PX device
to the rack or cabinet.

» To mount the PX device:

1. Attach a rackmount bracket to both sides of the PX with the provided
Screws.

2. Insert the cable-support bar into rackmount brackets.

10 -=1:""-R .
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3. Secure with the provided end cap screws.

4. Fasten the rackmount brackets' ears to the rack using your own
fasteners.

11
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Installation and Configuration

This chapter explains how to install a PX device and configure it for
network connectivity.

In This Chapter

Before YOU BeQIN ....eoiiiiieiiieeee e
Installing Cable Retention Clips on the Inlet (Optional)...........cccccceenn.
Connecting the PDU to @ POWEr SOUICE .........ccoeiiivviiiiiieeee e
Configuring the PX ..o
Bulk Configuration Methods ...........ccooiiiiiiiiiiii e
Cascading the PX via USB..........oooiiiiiii e
Installing Cable Retention Clips on Outlets (Optional)............ccccccoeei.

Before You Begin

-
—d:‘—
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Before beginning the installation, perform the following activities:
e Unpack the product and components

e Prepare the installation site

e Check the branch circuit rating

e Fill out the equipment setup worksheet

Unpacking the Product and Components

1. Remove the PX device and other equipment from the box in which
they were shipped. See Package Contents (on page 1) for a
complete list of the contents of the box.

2. Compare the serial number of the equipment with the number on the

packing slip located on the outside of the box and make sure they
match.

3. Inspect the equipment carefully. If any of the equipment is damage
or missing, contact Raritan's Technical Support Department for
assistance.

d

4. Verify that all circuit breakers on the PX device are set to ON. If not,

turn them ON.

Or make sure that all fuses are inserted and seated properly. If there

are any fuse covers, ensure that they are closed.

Note: Not all PX devices have overcurrent protection mechanisms.

Preparing the Installation Site

1. Make sure the installation area is clean and free of extreme
temperatures and humidity.

12
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Note: If necessary, contact Raritan Technical Support for the
maximum operating temperature for your model. See Maximum
Ambient Operating Temperature (on page 516).

2. Allow sufficient space around the PX device for cabling and outlet
connections.

3. Review Safety Instructions (on page iii) listed in this User Guide.

Checking the Branch Circuit Rating

The rating of the branch circuit supplying power to the PDU shall be in
accordance with national and local electrical codes.

Filling Out the Equipment Setup Worksheet

An Equipment Setup Worksheet is provided in this User Guide. See
Equipment Setup Worksheet (on page 518). Use this worksheet to
record the model, serial number, and use of each IT device connected to
the PDU.

As you add and remove devices, keep the worksheet up-to-date.

Installing Cable Retention Clips on the Inlet (Optional)

If your PX device is designed to use a cable retention clip, install the clip
before connecting a power cord. A cable retention clip prevents the
connected power cord from coming loose or falling off.

The use of cable retention clips is highly recommended for regions with
high seismic activities, and environments where shocks and vibrations
are expected.

&

P Toinstall and use a cable retention clip on the inlet:
1. Locate two tiny holes adjacent to the inlet.
2. Install the cable retention clip by inserting two ends of the clip into

the tiny holes.

13



Chapter 3: Installation and Configuration

Zero U models 1U/2U models

Nl

Connect the power cord to the inlet, and press the clip toward the
power cord until it holds the cord firmly.

Zero U models 1U/2U models

=l o

Connecting the PDU to a Power Source

1.

Verify that all circuit breakers on the PX device are set to ON. If not,
turn them ON.

Or make sure that all fuses are inserted and seated properly. If there
are any fuse covers, ensure that they are closed.

Note: Not all PX devices have overcurrent protection mechanisms.

Connect each PX to an appropriately rated branch circuit. See the
label or nameplate affixed to your PX for appropriate input ratings or
range of ratings.

Note: When a PX device powers up, it proceeds with the power-on
self test and software loading for a few moments. At this time, the
outlet LEDs cycle through different colors. Note that outlet LEDs are
only available on some PDU models.

When the software has completed loading, the outlet LEDs show a
steady color and the front panel display illuminates.

=i=Raritan.
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Configuring the PX

i

Raritan.

You can initially configure the PX by connecting it to a computer, or to a
TCP/IP network that supports DHCP.

> Configuration using a connected computer:

1. Connect the PX to a computer. See Connecting the PX to a
Computer (on page 16).

2. Use the connected computer to configure the PX via the command
line or web interface.

= Command line interface: See Initial Network Configuration via
CLI (on page 20).

=  Web interface: Launch the web browser on the computer, and
type the link-local IP address or pdu.local to access the PX. See
Login (on page 88).

For IP address retrieval, see step 2 below.

Note: For details on the link-local addressing, see APIPA and
Link-Local Addressing (on page 2).

> Configuration over a DHCP-enabled network:

1. Connect the PX to a DHCP network. See Connecting the PX to
Your Network (on page 18).

2. Retrieve the DHCP-assigned IPv4 address. Do one of the following:

= Perform the first three steps in the section titled Initial Network
Configuration via CLI (on page 20). The IPv4 address is
displayed in the communications program as illustrated below.

= Use the MAC address of the PX to retrieve the IP address.
Contact your administrator for help. See MAC Address (on page
606).

3. Launch a web browser to configure the PX. See Login (on page 88).

Tip: To configure a number of PX devices quickly, see Bulk
Configuration Methods (on page 26).

15
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Connecting the PX to a Computer

The PX can be connected to a computer for configuration via one of the
following ports.

e ETHERNET port (female)
e USB-B port (male)
e RS-232 serial port (male)
Zero U models:
usB-B
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ETHERNET

To use the command line interface (CLI) for configuration, establish an
RS-232 or USB connection.

To use a web browser for configuration, make a network connection to
the computer. The PX is automatically configured with the following
link-local addressing in any network without DHCP available:

e https://169.254.x.x (Where x is a number)
e https://pdu.local

Establish one of the following connections to a computer.

» Serial RS-232 connection:

Connect one end of the null-modem cable to the male RS-232 port
labeled CONSOLE / MODEM on the PX.

Connect the other end to your computer's RS-232 port (COM).

Perform Initial Network Configuration via CLI (on page 20).

» USB connection:

A USB-to-serial driver is required in Windows®. Install this driver
before connecting the USB cable. See Installing the USB-to-Serial
Driver (Optional) (on page 17).

2. Connect a USB cable between the PX device's USB-B port and a
computer's USB-A port.

3. Perform Initial Network Configuration via CLI (on page 20).

=i=Raritan.
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Note: Not all serial-to-USB converters work properly with the PX so
Raritan does not introduce the use of such converters.

» Direct network connection:

Connect one end of a standard network patch cable to the
ETHERNET port of the PX.

Connect the other end to a computer's Ethernet port.

On the connected computer, launch a web browser to access the PX,
using either link-local addressing: pdu.local or 169.254.x.x. See
Login (on page 88).

Installing the USB-to-Serial Driver (Optional)

The PX can emulate a USB-to-serial converter over a USB connection. A
USB-to-serial driver named "Dominion PX2 Serial Console" is required
for Microsoft® Windows® operating systems.

Download the USB serial console driver from the Raritan website's
Support page (http://www.raritan.com/support/). The driver contains
the dominion-serial.inf, dominion-serial.cat and
dominion-serial-setup-<n>.exe files.

Note: <n> in the filename of "dominion-serial-setup-<n>.exe" represents
the file's version number.

There are two ways to install this driver: automatic and manual
installation. Automatic driver installation is highly recommended.

> Automatic driver installation in Windows®:

Make sure the PX is NOT connected to the computer via a USB
cable.

2.  Run dominion-serial-setup-<n>.exe on the computer and follow
online instructions to install the driver.

Note: If any Windows security warning appears, accept it to continue
the installation.

3. Connect the PX to the computer via a USB cable. The driver is
automatically installed.

» Manual driver installation in Windows®:

Make sure the PX has been connected to the computer via a USB
cable.

2. The computer detects the new device and the "Found New Hardware
Wizard" dialog appears. If this dialog does not appear, choose
Control Panel > System > Hardware > Device Manager, right-click
the Dominion PX2 Serial Console, and choose Update Driver.
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3. Select the option of driver installation from a specific location, and
then specify the location where both dominion-serial.inf and
dominion-serial.cat are stored.

Note: If any Windows security warning appears, accept it to continue
the installation.

4. Wait until the installation is complete.

Note: If the PX enters the disaster recovery mode when the USB serial
driver is not installed yet, it may be shown as a 'GPS camera' in the
Device Manager on the computer connected to it.

* In Linux:

No additional drivers are required, but you must provide the name of the
tty device, which can be found in the output of the "dmesg" after
connecting the PX to the computer. Usually the tty device is
"/dev/ttyACM#" or "/dev/ttyUSB#," where # is an integer number.

For example, if you are using the kermit terminal program, and the tty
device is "/dev/ttyACMO," perform the following commands:

> set line /dev/ttyACMO

> Connect

Connecting the PX to Your Network

To remotely administer the PX, you must connect the PX to your local
area network (LAN). The PX can be connected to a wired or wireless
network.

Note: If your PX will be used as a master device in the USB-cascading
configuration where the bridging mode applies, make a wired connection.
See Cascading the PX via USB (on page 27).

» To make a wired connection:

Connect a standard network patch cable to the ETHERNET port on
the PX.

2. Connect the other end of the cable to your LAN.

==
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Below indicates the ETHERNET port on PX2 Zero U models:

wm. TLAE (R Gma ieaca
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For 1U/2U models, the ETHERNET port is usually located on the back except
for a few models. This diagram shows the port on the back.

SEMSOR 1 ETHEH:HET
SENSOR 2 FEMURE

Warning: Accidentally plugging an RS-232 RJ-45 connector into the
ETHERNET port can cause permanent damages to the Ethernet
hardware.

» To make awireless connection:
Do one of the following:

= Plug a supported USB wireless LAN adapter into the USB-A port
on your PX.

= Connect a USB docking station to the USB-A port on the PX.
Then plug the supported USB wireless LAN adapter into the
appropriate USB port on the docking station.

See USB Wireless LAN Adapters (on page 19) for a list of
supported wireless LAN adapters.

USB Wireless LAN Adapters

The PX supports the following USB Wi-Fi LAN adapters.

Wi-Fi LAN adapters Supported 802.11
protocols

Proxim Orinoco 8494 A/BIG

Zyxel NWD271N B/G

Edimax EW-7722UnD A/B/G/N

TP-Link TL-WDN3200 v1 A/B/G/N

Raritan USB WIFI A/B/G/N
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Note: To use the Edimax EW-7722UnD or Raritan USB WIFI wireless
LAN adapter to connect to an 802.11n wireless network, the handshake
timeout setting must be changed to 500 or greater, or the wireless
connection will fail.

Supported Wireless LAN Configuration

If wireless networking is preferred, ensure that the wireless LAN
configuration of your PX matches the access point. The following is the
wireless LAN configuration that the PX supports.

= Network type: 802.11 A/B/G/N
= Protocol: WPA2 (RSN)

= Key management: WPA-PSK, or WPA-EAP with PEAP and
MSCHAPV2 authentication

= Encryption: CCMP (AES)

Important: Supported 802.11 network protocols vary according to the
wireless LAN adapter being used with the PX. See USB Wireless LAN
Adapters (on page 19).

Initial Network Configuration via CLI

After the PX is connected to your network, you must provide it with an IP
address and some additional networking information.

This section describes the initial network configuration via a serial
RS-232 or USB connection. To configure the network settings using the
web interface, see Modifying the Network Configuration (on page
109).

> To configure the PX device:

On the computer connected to the PX, open a communications
program such as HyperTerminal or PuTTY.

2. Select the appropriate COM port, and set the following port settings:
= Bits per second = 115200 (115.2Kbps)
= Databits =8
= Stop bits = 1
= Parity = None

=  Flow control = None

=i=Raritan.
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Tip: For a USB connection, you can determine the COM port by
choosing Control Panel > System > Hardware > Device Managetr,
and locating the "Dominion PX2 Serial Console" under the Ports
group.

In the communications program, press Enter to send a carriage
return to the PX.

The PX prompts you to log in. Both user name and password are
case sensitive.

a. Username: admin
b. Password: raritan (or a new password if you have changed it).
If prompted to change the default password, change or ignore it.

= To change it, follow onscreen instructions to type your new
password.

= Toignore it, simply press Enter.
The # prompt appears.
Type config and press Enter.

To configure network settings, type appropriate commands and
press Enter. All commands are case sensitive.

a. To set the networking mode, type this command:
network mode <mode>
where <mode> is wired (default) or wireless.

b. For the wired network mode, you may configure the LAN
interface settings. In most scenarios, the default setting (auto)
works well and should not be changed unless required.

To set Use this command
LAN interface ' network interface
speed LANInterfaceSpeed <option>

<option> = auto, 10Mbps, or 100Mbps.

LAN interface |network interface
duplex mode | LANInterfaceDuplexMode <mode>

<mode> = half, full or auto.

Tip: You can combine multiple commands to configure multiple
parameters at a time. For example,

network interface LANInterfaceSpeed <option>
LANInterfaceDuplexMode <mode>

c. For the wireless network mode, you must configure the Service
Set Identifier (SSID) parameter.

21



Chapter 3: Installation and Configuration

To set
SSID

Use this command
network wireless SSID <ssid>

<ssid> = SSID string

If necessary, configure more wireless parameters shown in the
following table.

To set
BSSID

Authentication
method

PSK

EAP outer
authentication

EAP inner
authentication

EAP identity

EAP passord

Use this command
network wireless BSSID <bssid>

<bssid> = AP MAC address or none

network wireless authMethod
<method>

<method> = psk or eap
network wireless PSK <psk>
<psk> = PSK string

network wireless
eapOuterAuthentication
<outer_auth>

<outer_auth> = PEAP

network wireless
eaplnnerAuthentication
<inner_auth>

<inner_auth> = MSCHAPv2

network wireless eapldentity
<identity>

<identity> = your user name for EAP
authentication

network wireless eapPassword

When prompted to enter the password
for EAP authentication, type the
password.

=i=Raritan.
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To set Use this command
EAP CA network wireless
certificate eapCACertificate

When prompted to enter the CA
certificate, open the certificate with a
text editor, copy and paste the content
into the communications program.

The content to be copied from the CA certificate does NOT include
the first line containing "BEGIN CERTIFICATE" and the final line
containing "END CERTIFICATE." If a certificate is installed, configure
the following:

Whether to  Use this command

Verify the network wireless
certificate enableCertVerification
<optionl>

<option1> = true or false

Accept an network wireless
expired or not | al lowOFfTimeRangeCerts
valid <option2>

certificate

<option2> = true or false

Make the network wireless

connection allowConnectionWithincorrectC
successful by  lock <option3>

ignoring the

"incorrect"

system time | <option3> = true or false

d. To determine which IP protocol (IPv4 or IPv6) is enabled and
which IP address (IPv4 or IPv6) returned by the DNS server is
used, configure the following parameters.

To set Use this command
IP protocol network ip proto <protocol>

<protocol> = v40nly, v60Only or both
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To set Use this command

IP address network ip

returned by dnsResolverPreference
the DNS <resolver>

server

<resolver> = preferV4 or preferVé

e. After enabling the IPv4 or IPv6 protocol in the earlier step,
configure the IPv4 or IPv6 network parameters.

To set Use this command

IPv4 network ipv4

configuration | ipConfigurationMode <mode>
method <mode> = dhcp (default) or static
IPv6 network ipv6

configuration | ipConfigurationMode <mode>
method

<mode> = automatic (default) or static

= Configure the preferred host name for the IPv4 DHCP or IPv6
automatic configuration.

Note: The <version> variable in all of the following commands is
either ipv4 or ipv6, depending on the type of the IP protocol you have

enabled.

To set Use this command

Preferred host | network <version>

name preferredHostName <name>
(optional)

<name> = preferred host name

Tip: To override the DHCP-assigned DNS servers with those you
specify manually, type this command:

network <version> overrideDNS <option>

where <option> is enable or disable. See the table below for the
commands for manually specifying DNS servers.

==
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= For static IP configuration, configure these parameters.

To set

Static IPv4 or
IPv6 address

IPv4 subnet
mask

IPv4 or IPv6
gateway

IPv4 or IPv6
primary DNS
server

IPv4 or IPv6
secondary
DNS server
(optional)

Use this command

network <version> ipAddress<ip
address>

<ip address> = static IP address

network ipv4 subnetMask
<netmask>

<netmask> = subnet mask

network <version> gateway <ip
address>

<ip address> = gateway's IP address

network <version>
primaryDNSServer <ip address>

<ip address> = IP address of the
primary DNS server

network <version>
secondaryDNSServer <ip
address>

<ip address> = IP address of the
secondary DNS server

To quit the configuration mode, type either of the following
commands, and press Enter.

Command
apply

cancel

Description
Save all configuration changes and exit.

Abort all configuration changes and exit.

The # prompt appears, indicating that you have quit the configuration

mode.

To verify whether all settings are correct, type the following
commands one by one.

Command

show network

Description
Show network parameters.

show network ip all Show all IP configuration

show network

parameters.

Show all wireless parameters.

wireless details
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Tip: You can type "show networkwireless" to display a shortened
version of wireless settings.

11. If all are correct, type exit to log out of the PX. If any are incorrect,

repeat Steps 7 to 10 to change network settings.

The IP address configured may take seconds to take effect.

Bulk Configuration Methods

If you have to set up multiple PX devices, you can use one of the
following configuration methods to save your time.

>

26

Use a bulk configuration file:

Requirement: All PX devices to configure are of the same model and
firmware.

Procedure: First finish configuring one PX. Then save the bulk
configuration file from it and copy this file to all of the other PX
devices.

See Bulk Configuration (on page 296).

Use a TFTP server:

Requirement: DHCP is enabled in your network and a TFTP server
is available.

Procedure: Prepare special configuration files, which must include
fwupdate.cfg, and copy them to the root directory of the TFTP server.
Re-boot all PX after connecting them to the network.

See Bulk Configuration or Firmware Upgrade via DHCP/TFTP (on
page 533).

Use a USB flash drive:

Requirement: A FAT32-formatted USB flash drive containing special
configuration files is required.

Procedure: Plug this USB drive into the PX. When a happy smiley is
shown on the front panel display, press and hold one of the control
buttons on the front panel until the display turns blank.

See Configuration or Firmware Upgrade with a USB Drive (on
page 522).

==
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Cascading the PX via USB

i

Raritan.

You can use USB cables to cascade up to eight Raritan devices. All
devices in the USB-cascading chain share the Ethernet connectivity.
Different Raritan models can be cascaded as long as they are running an
appropriate firmware.

The first device in the chain is the master device and all the other are
slave devices. All devices in the chain are accessible over the network,
with the bridging or port-forwarding cascading mode activated on the
master device. See Setting the Cascading Mode (on page 133).

Only the master device is connected to the LAN. The LAN connection
method varies based on the cascading mode.

e The bridging mode supports the wired networking only.

e The port forwarding mode supports both the wired and wireless
networking.

For more information on the USB-cascading configuration, see the
USB-Cascading Solution Guide, which is available from Raritan
website's Support page (http://www.raritan.com/support/).

» To cascade the PX devices via USB:

Verify that the PDUs to be cascaded are running the following
firmware versions by choosing Maintenance > Device Information. If
not, upgrade these devices. See Updating the PX Firmware (on
page 319).

= PX2 series: version 2.3.1 or later

= PX3 series: version 2.5.10 or later

Note: Port forwarding mode over wireless LAN is supported as of
release 3.1.0. You must upgrade all devices in the chain to version
3.1.0 or higher if wireless networking is preferred.

2. Select one of the devices as the master device.

= When the port forwarding mode over wireless LAN is intended,
the master device must be a Raritan product with two USB-A
ports, such as PX3, EMX2-888, PX3TS or BCM2.

3. Connect the master device to the LAN via:

= A standard network patch cable (CAT5e or higher) if the bridging
mode is intended.

= A standard network patch cable or a Raritan USB WIFI wireless
LAN adapter if the port forwarding mode is intended.

For information on the Raritan USB WIF| adapter, see USB
Wireless LAN Adapters (on page 19).
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Connect the USB-A port of the master device to the USB-B port of
an additional PX via a USB cable. This additional device is Slave 1.

Connect Slave 1's USB-A port to the USB-B port of an additional PX
via a USB cable. The second additional device is Slave 2.

Repeat the same step to connect more slave devices. You may
connect up to 7 slave devices.

Do NOT connect any slave device to the LAN. That is, there is no
connection of a standard network cable or USB wireless LAN adapter
to the slave devices.

Log in to the master device to configure the cascading mode. See
Setting the Cascading Mode (on page 133) or Configuring the
Cascading Mode (on page 478).

Configure the master and/or each slave device's networking settings.

= Bridging mode: You need to configure each cascaded device's
network settings respectively.

= Port forwarding mode: Only the mater device's network settings
must be configured.

=i=Raritan.
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Number Device role
0 Master device

6 Slave 1
6 Slave 2
e Slave 3

Note: To remotely identify the master and slave devices and their

positions in the USB-cascading configuration, see ldentifying Cascaded

Devices (on page 106).

Tip: The USB-cascading configuration can be a combination of diverse

Raritan products that support the USB-cascading feature, including PX2,

PX3, PX3TS, EMX and BCM. See the USB-Cascading Solution Guide

on Raritan website's Support page (http://www.raritan.com/support/).
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Installing Cable Retention Clips on Outlets (Optional)

If your PX device is designed to use a cable retention clip, install the clip
before connecting a power cord. A cable retention clip prevents the
connected power cord from coming loose or falling off.

The use of cable retention clips is highly recommended for regions with
high seismic activities, and environments where shocks and vibrations
are expected.

These optional clips come in various sizes to accommodate diverse
power cords used on IT equipment, which are connected to C13 or C19
outlets. You can request a cable retention kit containing different sizes of
clips from you reseller. Make sure you use a clip that fits the power cord
snugly to facilitate the installation or removal operation (for servicing).

Note: Some NEMA sockets on PSE-certified PDUs for Japan have
integral locking capability and do not need cable retention clips. See
Locking Outlets and Cords (on page 606).

» Toinstall and use a cable retention clip on the outlet:
Locate two tiny holes at two sides of an outlet.

2. Install the cable retention clip by inserting two ends of the clip into
the tiny holes.
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3. Plug the power cord into the outlet, and press the clip toward the
power cord until it holds the cord firmly. The clip's central part holding
the plug should face downwards toward the ground, like an inverted
"U". This allows gravity to keep the clip in place.

4. Repeat the same steps to install clips and power cords on the other
outlets.

31
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Chapter 4 Connecting External Equipment
(Optional)

More features are available if you connect Raritan's or third-party
external equipment to your PX.

In This Chapter

Connecting Environmental Sensor Packages...........ccccooeeveeiiiieeienneen. 32
Connecting Asset Management SENSOIS ...........coovvcviiiiiieeeee e i 53
Connecting a Logitech Webcam ...........ccccoiiiiiiiiiiiiie e, 67
Connecting @ GSM MOAEM .......ouiiiiiiiiiiciieeee e 68
Connecting an Analog Modem ...........ccoiiiiiiiiiiiiie e 68
Connecting an External Beeper ... 69
Connecting a Schroff LHX/SHX Heat Exchanger .........cccccccoviiiininen. 69

Connecting Environmental Sensor Packages

The PX supports all types of Raritan environmental sensor packages,
including DPX, DPX2, DPX3 and DX sensor packages. For detailed
information on each sensor package, refer to the Environmental Sensors
Guide or Online Help on the Raritan website's Support page
(http://www.raritan.com/support/).

An environmental sensor package may comprise sensors only or a
combination of sensors and actuators.

The PX can manage a maximum of 32 sensors and/or actuators. The
supported maximum cabling distance is 98 feet (30 m), except for DPX
sensor packages.

For information on connecting different types of sensor packages, see:
e DPX Sensor Packages (on page 33)

e DPX2 Sensor Packages (on page 39)

e DPX3 Sensor Packages (on page 41)

e DX Sensor Packages (on page 44)

32
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DPX Sensor Packages

Most DPX sensor packages come with a factory-installed sensor cable
whose sensor connector is RJ-12.

@)

RJ-12

For the cabling length restrictions, see Supported Maximum DPX
Sensor Distances (on page 38).

Warning: For proper operation, wait for 15-30 seconds between each
connection operation or each disconnection operation of
environmental sensor packages.

» To connect a DPX sensor package with a factory-installed
sensor cable:

e Plug the sensor cable's RJ-12 connector into the RJ-12 SENSOR
port on the PX.

> To connect a DPX differential air pressure sensor:

Plug one end of a Raritan-provided phone cable into the IN port of a

differential air pressure sensor.

2. Plug the other end of this phone cable into the RJ-12 SENSOR port

on the PX.
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3. Ifintended, connect one DPX sensor package to the OUT port of the
differential air pressure sensor. It can be any DPX sensor package,
such as a DPX-T3H1.

The PX device

Raritan differential air pressure sensors

L~

One DPX sensor package (optional)

Using an Optional DPX-ENVHUB4 Sensor Hub

Optionally, you can connect a Raritan DPX-ENVHUB4 sensor hub to the
PX. This allows you to connect up to four DPX sensor packages to the
PX via the hub.

The DPX-ENVHUB4 sensor hub supports DPX sensor packages only.
Do NOT connect DPX2, DPX3 or DX sensor packages to this hub.

DPX-ENVHUB4 sensor hubs CANNOT be cascaded. You can only
connect one hub to each SENSOR port on the PX.

» To connect DPX sensor packages via the DPX-ENVHUB4 hub:
Connect the DPX-ENVHUB4 sensor hub to the PX.

a. Plug one end of the Raritan-provided phone cable (4-wire, 6-pin,
RJ-12) into the IN port (Port 1) of the hub.

b. Plug the other end of the cable into the RJ-12 SENSOR port of
the PX.

2. Connect DPX sensor packages to any of the four OUT ports on the
hub.
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This diagram illustrates a configuration with a sensor hub connected.

OCB®Q

The PX device

Raritan-provided phone cable
DPX-ENVHUB4 sensor hub

DPX sensor packages
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Using an Optional DPX-ENVHUB2 cable

A Raritan DPX-ENVHUB2 cable doubles the number of connected
environmental sensors per SENSOR port.

This cable supports DPX sensor packages only. Do NOT connect DPX2,
DPX3 or DX sensor packages to it.

» To connect DPX sensor packages via the DPX-ENVHUB?2 cable:

1. Plug the connector of this cable directly into the PX device's RJ-12
SENSOR port.

L/

[1_]
a4

RJ-12 SENSOR
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2. The cable has two RJ-12 sensor ports. Connect DPX sensor
packages to the cable's sensor ports.

-

3. Repeat the above steps if there are additional SENSOR ports on
your PX.
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PX

= 33'(10m)
cable

Supported Maximum DPX Sensor Distances

When connecting the following DPX sensor packages to the PX, you
must follow two restrictions.

e DPX-CC2-TR

e DPX-T1

e DPX-T3H1
e DPX-AF1

e DPX-T1DP1

» Sensor Connection Restrictions:

e Connect a DPX sensor package to the PX using the sensor cable
pre-installed (or provided) by Raritan. You MUST NOT extend or
modify the sensor cable's length by using any tool other than the
Raritan's sensor hubs.

e If using a DPX-ENVHUB4 sensor hub, the cabling distance between
the PX and the sensor hub is up to 33' (10 m).

» Maximum Distance lllustration:

The following illustrates the maximum distance when connecting DPX
sensor packages with a maximum 16' (5 m) sensor cable to a PX via a
sensor hub.

e The sum of a DPX-T3H1 sensor cable's length is 16' (5 m).

= o =
am 1m i Tm I

=
3m+1m+1im=58m

e The total cabling length between the PX and one DPX-T3H1 is 49'
(15 m) as illustrated below.
Note that the length 16' (5 m) is the length of each DPX-T3H1 sensor
cable, which is defined in the above diagram.

= 1 sensor hub =+ 16'(5m) = Upto 4 DPX-T3H1
cable sensor packages
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DPX2 Sensor Packages

A DPX2 sensor cable is shipped with a DPX2 sensor package. This
cable is made up of one RJ-12 connector and one to three head
connectors. You have to connect DPX2 sensor packages to the sensor
cable.

For more information on DPX2 sensor packages, access the
Environmental Sensors Guide or Online Help on Raritan website's
Support page (http://www.raritan.com/support/).

Item
0 DPX2 sensor package
6 DPX2 sensor cable with one RJ-12
connector and three head connectors
== Dot 39
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The following procedure illustrates a DPX2 sensor cable with three head
connectors. Your sensor cable may have fewer head connectors.

Warning: If there are free head connectors between a DPX2 sensor
cable's RJ-12 connector and the final attached DPX2 sensor package,
the sensor packages following the free head connector(s) on the same
cable do NOT work properly. Therefore, always occupy all head
connectors prior to the final sensor package with a DPX2 sensor
package.

» To connect DPX2 sensor packages to the PX:

1. Connect a DPX2 sensor package to the first head connector of the
DPX2 sensor cable.

2. Connect remaining DPX2 sensor packages to the second and then
the third head connector.

Tip: If the number of sensors you are connecting is less than the
number of head connectors on your sensor cable, connect them to
the first one or first two head connectors to ensure that there are NO
free head connectors prior to the final DPX2 sensor package
attached.

3. Plug the RJ-12 connector of the DPX2 sensor cable into the RJ-12
SENSOR port on the PX.
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OR you can directly connect the DPX2 sensor package to a DX
sensor chain without using any RJ-12 to RJ-45 adapter. See
Connecting a DPX2 Sensor Package to DX (on page 45).

Note: If your PX has "two" RJ-12 SENSOR ports, see Guidelines for PX
with Two Sensor Ports (on page 52) for sensor connection restrictions.

DPX3 Sensor Packages
A DPX3 sensor package features the following:

e lts connection interface is RJ-45.
¢ You can cascade a maximum of 12 DPX3 sensor packages.

Numbers Components

0 RJ-45 ports, each of which is located on
either end of a DPX3 sensor package.
9 LED for indicating the sensor status.

P To connect DPX3 sensor packages to the PX:

Connect an RJ-12 to RJ-45 adapter cable to the DPX3 sensor
package.

= Connect the adapter's RJ-45 connector to either RJ-45 port of the
DPX3 sensor package.

2. If you want to cascade DPX3 sensor packages, get an additional
standard network patch cable (CAT5e or higher) and then:

a. Plug one end of the cable into the remaining RJ-45 port on the
prior DPX3.

b. Plug the other end into either RJ-45 port on an additional DPX3.
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DPX3

Repeat the same steps to cascade more DPX3 sensor packages.

3. Connect the first DPX3 sensor package to the PX.

= Plug the adapter cable's RJ-12 connector into the RJ-12
SENSOR port on the PX.

Note: If your PX has "two" RJ-12 SENSOR ports, see Guidelines for PX
with Two Sensor Ports (on page 52) for sensor connection restrictions.

|
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Connecting a DPX2 Sensor Package to DPX3

You can connect only one DPX2 sensor package to the "end" of a DPX3
sensor chain. It is strongly recommended to use an RJ-12 to RJ-45
adapter for connecting the DPX2 to the final DPX3 in the chain.

The maximum number of DPX3 sensor packages in the chain must be
less than 12 when a DPX2 sensor package is involved.

» When connecting a DPX2 sensor package containing three
DPX2 sensors:

A maximum of nine DPX3 sensor packages can be cascaded
because 12-3=9.

DPX2
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»  When connecting a DPX2 sensor package containing two DPX2
sensors:

A maximum of ten DPX3 sensor packages can be cascaded because
12-2=10.

DPX2

» When connecting a DPX2 sensor package containing one DPX2
sensor:

A maximum of eleven DPX3 sensor packages can be cascaded
because 12-1=11.

DPX2
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DX Sensor Packages

Most DX sensor packages contain terminals for connecting detectors or
actuators. For information on connecting actuators or detectors to DX
terminals, refer to the Environmental Sensors Guide or Online Help on
Raritan website's Support page (http://www.raritan.com/support/).

You can cascade up to 12 DX sensor packages.

When cascading DX, remember that the PX only supports a maximum of
32 sensors and/or actuators.

If there are more than 32 sensors and/or actuators connected, every
sensor and/or actuator after the 32nd one is NOT managed by the PX.

For example, if you cascade 12 DX packages, and each package
contains 3 functions (a function is a sensor or actuator), the PX does
NOT manage the last 4 functions because the total 36 (12*3=36)
exceeds 32 by 4.

Tip: To manage the last 4 functions, you can release 4 sensors or
actuators that have been under management, and then manually bring
the last 4 functions into management. See Unmanaging Environmental
Sensors or Actuators (on page 289) and Managing Environmental
Sensors or Actuators (on page 278).

Numbers Components

0 RJ-45 ports, each of which is located on
either end of a DX sensor package.

e RJ-12 port, which is reserved for future use
and now blocked.

6 Removable rackmount brackets.

» Connect DX to the PX:

Connect an RJ-12 to RJ-45 adapter cable which is shipped with a
DX sensor package to the DX.

= Connect the adapter's RJ-45 connector to either RJ-45 port of the
DX.

=i=Raritan.
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2. If you want to cascade DX packages, get an additional standard
network patch cable (CAT5e or higher) and then:

a. Plug one end of the cable into the remaining RJ-45 port on the
prior DX package.

b. Plug the other end into either RJ-45 port on an additional DX
package.

Repeat the same steps to cascade more DX packages.

3. Connect the first DX sensor package to the PX.

= Plug the adapter cable's RJ-12 connector into the RJ-12
SENSOR port of the PX.

4. If needed, connect a DPX2 sensor package to the end of the DX
chain. See Connecting a DPX2 Sensor Package to DX (on page
45).

Note: If your PX has "two" RJ-12 SENSOR ports, see Guidelines for PX
with Two Sensor Ports (on page 52) for sensor connection restrictions.

Connecting a DPX2 Sensor Package to DX

You can connect only one DPX2 sensor package to the "end" of a DX
sensor chain. It is strongly recommended to use an RJ-12 to RJ-45
adapter for connecting the DPX2 to the final DX in the chain.

The maximum number of DX sensor packages in the chain must be less
than 12 when a DPX2 sensor package is involved.

» When connecting a DPX2 sensor package containing three
DPX2 sensors:

A maximum of nine DX sensor packages can be cascaded because
12-3=9.

DX DPX2

9
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>

When connecting a DPX2 sensor package containing two DPX2
Sensors:

A maximum of ten DX sensor packages can be cascaded because
12-2=10.

DX DPX2
| L & &
\“//_\-*, c-/-\“, ¢ 5
» When connecting a DPX2 sensor package containing one DPX2

sensor:
A maximum of eleven DX sensor packages can be cascaded
because 12-1=11.

DX DPX2

TN

~

46

L@»‘k e [‘-y [&.,J:m_/

11 5

&

>

Using an Optional DPX3-ENVHUB4 Sensor Hub

A Raritan DPX3-ENVHUB4 sensor hub is physically and functionally
similar to the DPX-ENVHUB4 sensor hub, which increases the number
of sensor ports for the PX, except for the following differences:

All ports on the DPX3-ENVHUB4 sensor hub are RJ-45 instead of
RJ-12 as the DPX-ENVHUB4 sensor hub.

The DPX3-ENVHUB4 sensor hub supports all Raritan environmental
sensor packages, including DPX, DPX2, DPX3 and DX sensor
packages.

To connect diverse types of sensor packages to this sensor hub, you
must follow the combinations shown in the section titled Mixing Diverse
Sensor Types (on page 48).

>

To connect DPX3 sensor packages via the DPX3-ENVHUB4 hub:

Connect the DPX3-ENVHUB4 sensor hub to the PX using an RJ-12
to RJ-45 adapter cable.

a. Plug the RJ-45 connector of this cable into the IN port (Port 1) of
the hub.

b. Plug the RJ-12 connector of this cable into the RJ-12 SENSOR
port of the PX.

=i=Raritan.
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2. Connect the Raritan sensor packages to any of the four OUT ports
on the hub.

= An RJ-12 to RJ-45 adapter is required for connecting a DPX or
DPX2 sensor package to the hub.

This diagram illustrates a configuration with a sensor hub connected.

RJ-12 to RJ-45 adapter cable

DPX3-ENVHUB4 sensor hub

cCode

Any Raritan sensor packages

47
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Mixing Diverse Sensor Types

You can mix DPX, DPX2, DPX3 and DX sensor packages on one PX
according to the following sensor combinations. In some scenarios, the
DPX3-ENVHUB4 sensor hub is required.

The PX does NOT support any other sensor-mixing combinations than
those described in this section.

When mixing different sensor types, remember that the PX supports a
maximum of 32 sensors/actuators.

» 1DX+1DPX:

e An RJ-12 to RJ-45 adapter cable is required for connecting the DX
sensor package to the PX.

e ltis strongly recommended to use an RJ-12 to RJ-45 adapter to
connect the DPX sensor package to the DX sensor package.

PX2

i

DPX

» Diverse combinations via the DPX3-ENVHUB4 sensor hub:

e You must use the DPX3-ENVHUB4 sensor hub instead of the old
DPX-ENVHUB4 sensor hub. Each port on the hub supports any of
the following:

A DX sensor package

A chain of DX sensor packages

A DPX3 sensor package

A chain of DPX3 sensor packages
A DPX2 sensor package

A DPX sensor package

=i=Raritan.



e An RJ-12 to RJ-45 adapter is recommended to connect a DPX or

Chapter 4: Connecting External Equipment (Optional)

DPX2 sensor package to DPX3-ENVHUB4.

¢ In the following diagrams, the sensor package in "green" can be

replaced by a DPX2 sensor package. The sensor package in "blue"

can be one DPX2, DPX3 or DX sensor package.

e An RJ-12 to RJ-45 adapter cable MUST be used for connecting the
DPX3-ENVHUBA4 to the PX.

This section only illustrations the following three combinations, but
actually there are tens of different combinations by using the
DPX3-ENVHUB4 sensor hub.

PX2

=& Raritan.

DX

DX/
DPX2/
DPX3

DX

DX/
DPX2

DPX3-ENVHUB4

DPX3

DPX

DPX3

DPX3/
DPX2
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PX2
=[O =
o uﬁ-%ﬂ ‘

DPX3-ENVHUB4

| DPX2 /

DPX3 /

DPX3 DX

1

: DPX2 /

| DPX3 /

I DX
DPX3

DPX

DPX3 /
DPX2

» Mix DPX3 and DX in a sensor chain:

Any DX sensor package in a chain can be replaced by a DPX3 sensor
package. For example, the following diagram shows a sensor chain
comprising both DX and DPX3 sensor packages. The total number of
sensor packages in this chain cannot exceed 12.

DPX3f— DX |— DX

—— DX —DPX3}—DPX3}— DX [—DPX3|—DFX3}— DX |— DX —DPX3

Raritan.

You can add a DPX2 sensor package to the end of such a sensor-mixing
chain if intended. See Connecting a DPX2 Sensor Package to DPX3
(on page 42) or Connecting a DPX2 Sensor Package to DX (on page
45).
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Guidelines for PX with Two Sensor Ports

You CANNOT simultaneously connect Raritan environmental sensor
packages to both sensor ports of the PX models with "two" sensor ports,
unless only DPX sensor packages are connected.

» DPX sensor packages:
e You can connect the DPX sensor package(s) to either or both sensor

ports.
PXx2
R 0 s iRCIJ-TS ::'RCIJTB :RGIJ'T‘I
% e. BETe efilde eff[Te
2 T N CROUTE CRCUT4 CROUTEZ
off e off[Te o[f[Te
DPX

DPX

> DPX2, DPX3 or DX sensor packages:

e You can connect the DPX2, DPX3 or DX sensor package(s) to either
sensor port, but you MUST NOT connect them to both sensor ports
simultaneously.

e An RJ-12 to RJ-45 adapter cable is required for connecting the
DPX3 or DX sensor package to the PX.

In the following diagram, the red box can be:
= A DPX2, DPX3 or DX sensor package

> =i=Raritan.
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= A DPX3 or DX sensor chain
PXx2

= CRCUTS CREUTS CRCUTY
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DX/
DPX2/
DPX3

» Sensor-mixing connections:

e The PX with "two" sensor ports supports the sensor-mixing
combinations listed in the section titled Mixing Diverse Sensor
Types (on page 48).

e You can connect the sensor-mixing combination to either sensor port,
but you MUST NOT connect them to both sensor ports
simultaneously.

Connecting Asset Management Sensors

i

Raritan.

You can remotely track the locations of up to 64 IT devices in the rack by
connecting an asset management sensor (asset sensor) to the PX after
IT devices are tagged electronically.

To use the asset management feature, you need the following items:

e Raritan asset sensors: An asset sensor transmits the asset
management tag's ID and positioning information to the PX.

e Raritan asset tags: An asset tag is adhered to an IT device. The
asset tag uses an electronic ID to identify and locate the IT device.
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Combining Regular Asset Sensors

Each tag port on the regular asset sensor corresponds to a rack unit and
can be used to locate IT devices in a specific rack (or cabinet).

For each rack, you can attach asset sensors up to 64U long, consisting
of one MASTER and multiple SLAVE asset sensors.

The difference between the master and slave asset sensors is that the
master asset sensor has an RJ-45 connector while the slave does not.

The following diagram illustrates some asset sensors. Note that Raritan
provides more types of asset sensors than the diagram.

T 5. P5.
i o u
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0 8U MASTER asset sensor with 8 tag ports
9 8U SLAVE asset sensor with 8 tag ports
6 5U "ending" SLAVE asset sensor with 5
tag ports

Note: Unlike general slave asset sensors, which have one DIN connector
respectively on either end, the ending slave asset sensor has one DIN
connector on only one end. An ending asset sensor is installed at the
end of the asset sensor assembly.

» To assemble asset sensors:
1. Connect a MASTER asset sensor to an 8U SLAVE asset sensor.

= Plug the white male DIN connector of the slave asset sensor into
the white female DIN connector of the master asset sensor.

=i=Raritan.
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= Make sure that the U-shaped sheet metal adjacent to the male
DIN connector is inserted into the rear slot of the master asset
sensor. Screw up the U-shaped sheet metal to reinforce the
connection.

2. Connect another 8U slave asset sensor to the one being attached to
the master asset sensor in the same manner as Step 1.

3. Repeat the above step to connect more slave asset sensors. The
length of the asset sensor assembly can be up to 64U.

= The final asset sensor can be 8U or 5U, depending on the actual
height of your rack.

= Connect the "ending" asset sensor as the final one in the
assembly.

4. Vertically attach the asset sensor assembly to the rack, next to the IT
equipment, making each tag port horizontally align with a rack unit.

5. The asset sensors are automatically attracted to the rack because of
magnetic stripes on the back.

Note: The asset sensor is implemented with a tilt sensor so it can be
mounted upside down.
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Introduction to Asset Tags

You need both asset sensors and asset tags for tracking IT devices.

Asset tags provide an ID number for each IT device. The asset tags are
adhered to an IT device at one end and plugged in to an asset sensor at
the other.

The asset sensor is connected to the PX, and the asset tag transmits the
ID and positioning information to the asset sensor.

The following diagram illustrates an asset tag.

® ©

A Barcode (ID number), which is available on
either end of the asset tag

B Tag connector

C Adhesive area with the tape

Note: The barcode of each asset tag is unique and is displayed in the PX
device's web interface for identification.

Connecting Regular Asset Sensors to the PX

The cabling distance between an asset sensor assembly and the PX can
be up to 10 meters.

The FEATURE port of PX2 supports 5 volts of power only, which is
insufficient for connecting an asset sensor at a distance between 1 and
10 meters. Therefore, the use of a Raritan X cable is required for PX2 to
connect an asset sensor whose cabling distance is over 1 meter.

> To connect a regular asset sensor assembly to PX2:

Assemble regular asset sensors according to your needs. See
Combining Regular Asset Sensors (on page 54).

2. Affix the adhesive end of an asset tag to each IT device through the
tag's tape. See Introduction to Asset Tags (on page 56).

3. Plug the connector of each asset tag into the corresponding tag port
on the asset sensor.
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Note: If an IT device occupies more than one rack unit in the rack, it
is suggested to plug the asset tag into the lowest tag port. For
example, if a device occupies the 5th and 6th rack units, plug the
asset tag into the tag port matches the 5th rack unit.

4. Connect the MASTER asset sensor's RJ-45 connector to the male
RJ-45 connector at the longer end of the Raritan X cable.

5. Plug the male RJ-12 phone connector at the shorter end of the X
cable into the SENSOR port on the PX2.

6. Plug the male RJ-45 connector at the shorter end of the X cable into
the FEATURE port on the PX2.

R
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(A) MASTER asset sensor
(B) Asset tags
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(C) IT devices
(D) Raritan X cable

Note: To connect Raritan's environmental sensor packages to PX2,
connect them to the female RJ-12 connector of the X cable. For details,
see Using an X Cable (on page 64).

Connecting Blade Extension Strips

For blade servers, which are contained in a single chassis, you can use
a blade extension strip to track individual blade servers.

Raritan's blade extension strip functions similar to a Raritan asset sensor
but requires a tag connector cable for connecting it to a tag port on the
regular or composite asset sensor. A blade extension strip contains 4 to
16 tag ports.

The following diagrams illustrate a tag connector cable and a blade
extension strip with 16 tag ports.

Tag connector cable

Barcode (ID number) for the tag
connector cable

Tag connector

® ©®

Cable connector for connecting the blade
extension strip

©)
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Note: A tag connector cable has a unique barcode, which is displayed in
the PX device's web interface for identifying each blade extension strip
where it is connected.

Blade extension strip with 16 tag ports

©

|
[ ' |

fo 00 ®00 0 00000 -T -@o@---@q\
® ®

Mylar section with the adhesive tape

Tag ports

@ ® 0 @

Cable socket(s) for connecting the tag
connector cable

Note: Each tag port on the blade extension strip is labeled a number,
which is displayed as the slot number in the PX device's web interface.

P Toinstall a blade extension strip:
1. Connect the tag connector cable to the blade extension strip.

= Plug the cable's connector into the socket at either end of the
blade extension strip.

m) [Cecoccccvo0® @L@o@--@-ﬁ
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2. Move the blade extension strip toward the bottom of the blade
chassis until its mylar section is fully under the chassis, and verify
that the blade extension strip does not fall off easily. If necessary,
you may use the adhesive tape in the back of the mylar section to
help fix the strip in place.

—

3. Connect one end of an asset tag to a blade server and the other end
to the blade extension strip.

a. Affix the adhesive part of the asset tag to one side of a blade
server through the tag's tape.

b. Plug the tag connector of the asset tag into a tag port on the
blade extension strip.

r

|-

4. Repeat the above step until all blade servers in the chassis are
connected to the blade extension strip via asset tags.
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5. Plug the tag connector of the blade extension strip into the closest
tag port of the regular or composite asset sensor on the rack.

=

= 2/ @

rl =

-

6. Repeat the above steps to connect additional blade extension strips.
Up to 128 asset tags on blade extension strips are supported per
FEATURE port.

Note: If you need to temporarily disconnect the blade extension strip
from the asset sensor, wait at least 1 second before re-connecting it
back, or the PX device may not detect it.

Connecting Composite Asset Sensors (AMS-Mx-Z)

A composite asset sensor is named AMS-Mx-Z, where x is a number,
such as AMS-M2-Z or AMS-M3-Z. It is a type of asset sensor that
functions the same as regular MASTER asset sensors except for the
following differences:

e It has two RJ-45 connectors.
e Multiple composite asset sensors can be daisy chained.

e A composite asset sensor contains less tag ports than regular asset
Sensors.

For example, AMS-M2-Z contains two tag ports and AMS-M3-Z
contains three tag ports only.

The composite asset sensor is especially useful for tracking large
devices such as SAN boxes in the cabinet.

The following diagram illustrates AMS-M3-Z.
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@ Two RJ-45 connectors

Tag ports

» To connect composite asset sensors to the PX device:

Connect a composite asset sensor to the PX device via a standard
network patch cable (CAT5e or higher).

a. Connect one end of the cable to the RJ-45 port labeled "Input”
on the composite asset sensor.

b. Connect the other end of the cable to the FEATURE port on the
PX device.

2. Affix an asset tag to the IT device. Then connect this asset tag to the
composite asset sensor by plugging the tag connector into the tag
port on the composite asset sensor. For details, see Connecting
Regular Asset Sensors to the PX (on page 56).

3. If necessary, daisy chain the same type of composite asset sensors
to track more IT devices.

a. Get a standard network patch cable that is within 2 meters.

b. Connect one end of the network cable to the RJ-45 connector
labeled "Output" on the previous composite asset sensor.

c. Connect the other end of the cable to the RJ-45 connector
labeled "Input" on the subsequent composite asset sensor.

d. Repeat the above steps to connect more composite asset
sensors. See Daisy-Chain Limitations of Composite Asset
Sensors (on page 63) for the maximum number of composite
asset sensors supported per chain.

=i=Raritan.
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e. ltis highly recommended using the cable ties to help hold the
weight of all connecting cables.

4. Repeat Step 2 to connect IT devices to the other composite asset
sensors in the chain.

Important: Do NOT mix AMS-M2-Z and AMS-M3-Z in a chain.

Daisy-Chain Limitations of Composite Asset Sensors

There are some limitations when daisy chaining composite asset sensors
"AMS-Mx-Z," where x is a number.

e The maximum cable length between composite asset sensors is 2
meters, but the total cable length cannot exceed 10 meters.

e The maximum number of composite asset sensors that can be daisy
chained vary according to the Raritan device.

Raritan devices Maximum sensors per chain
EMX2-111, Up to 4 composite asset sensors
PX2 PDUS, are supported.

BCM1 (NOT BCM2

series)

EMX2-888, Up to 6 composite asset sensors
PX3 PDUs, are supported.

PX3TS transfer

switches

PMC (BCM2 series)

i
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Tip: To increase the maximum number of composite asset sensors
attached to a Raritan PX2 PDU or EMX2-111, you can use Raritan's X
cable to enhance the power supply to the asset sensor chain. See Using
an X Cable (on page 64).

Important: Do NOT mix different types of composite asset sensors in a
chain. For example, all in the chain are AMS-M2-Z or all are
AMS-M3-Z.

Using an X Cable

Raritan's PX2 products support a maximum of four composite asset
sensors in a chain. For details, see Daisy-Chain Limitations of
Composite Asset Sensors (on page 63).

If you need to exceed the daisy-chain limitation, use Raritan's X cable to
connect composite asset sensors. This allows you to expand the
maximum number of composite asset sensors from four units per chain
to six units per chain.

An X cable is a combination of two male RJ-45 connectors, one
Raritan-defined male phone connector, and one female RJ-12 sensor
port.

The X cable supplies 12V voltage from the SENSOR port of the PX2 to
the connected composite asset sensors.

Note: An X cable does not help enhance the power supply to asset
sensors connected to Raritan's PX3 or PX3TS devices, so do not use
this cable with them.

» To connect composite asset sensors via an X cable:

1. Plug the male RJ-45 connector at the shorter end of the X cable into
the FEATURE port of the PX device.
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2. Plug the male phone connector of the X cable into the RJ-12
SENSOR port of the PX device. This step is required for
enhancing the power supply to asset sensors.

RJ-12
SENSOR FEATURE

RJ-12

3. Plug the male RJ-45 connector at the longer end of the X cable into
the RJ-45 port labeled "Input" on the composite asset sensors.

= A maximum of 5 additional composite asset sensors can be
connected to the first composite asset sensor being attached to
the X cable. See Connecting Composite Asset Sensors
(AMS-Mx-2Z) (on page 61) for step-by-step instructions.
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4. Connect any Raritan environmental sensor package or sensor hub to
the female RJ-12 sensor port of the X cable if environmental sensor
packages are needed. Note that a DX or DPX3 sensor requires an
RJ-12 to RJ-45 adapter to connect the X cable. See Connecting
Environmental Sensor Packages (on page 32).

=i=Raritan.



Chapter 4: Connecting External Equipment (Optional)

Connecting a Logitech Webcam

Connect webcams to PX in order to view videos or snapshots of the
webcam's surrounding area.

The following UVC-compliant webcams are supported:

e Logitech® Webcam® Pro 9000, Model 960-000048

e Logitech QuickCam Deluxe for Notebooks, Model 960-000043
e Logitech QuickCam Communicate MP, Model 960-000240

e Logitech C200, C210, C270 and C920

Other UVC-compliant webcams may work. However, Raritan has neither
tested them nor claimed that they will work properly. More information
about the scores of UVC-compliant webcams can be found at
http://www.ideasonboard.org/uvc
(http://Iwww.ideasonboard.org/uvc).

PX supports up to two webcams. You can use a "powered" USB hub to
connect webcams if needed.

After connecting a webcam, you can retrieve visual information from
anywhere through the PX web interface. If your webcam supports audio,
audio is available with videos.

For more information on the Logitech webcam, see the user
documentation accompanying it.

» To connect awebcam:

Connect the webcam to the USB-A port on the PX device. The PX
automatically detects the webcam.

2. Position the webcam properly.

Important: If a USB hub is used to connect the webcam, make sure it is a
"powered" hub.

Snapshots or videos captured by the webcam are immediately displayed
in the PX web interface after the connection is complete. See Viewing
Webcam Snapshots or Videos (on page 302).
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Connecting a GSM Modem

A Cinterion® MC52iT or MC55iT GSM modem can be connected to the
PXin order to send SMS messages containing event information. See
Creating Actions (on page 214) for more information on SMS
messages.

Note: PX cannot receive SMS messages.

» To connect the GSM modem:

Connect the GSM modem to the serial port labeled CONSOLE /
MODEM on the PX.

2. Configure the GSM modem as needed. See the supporting GSM
modem help for information on configuring the GSM modem.

3. Configure the GSM modem settings in PX.

a. Click Device Settings > Serial Port Settings. The Serial Port
Configuration dialog opens.

b. If needed, enter the GSM modem SIM PIN.

Connecting an Analog Modem

The PX supports remote dial-in communications to access the CLI
through an analog modem. This dial-in feature provides an additional
alternative to access the PX when the LAN access is not available. To
dial in to the PX, the remote computer must have a modem connected
and dial the correct phone number.

Below are the analog modems that the PX supports for sure:
e NETCOMM IG6000 Industrial Grade SmartModem
e US Robotics 56K modem

The PX may also support other analog modems which Raritan did not
test.

Note that the PX does NOT support dial-out or dial-back operations via
the modem.

P To connect an analog modem:
Plug a telephone cord into the phone jack of the supported modem.

2. Plug the modem's RS-232 cable into the serial port labeled
CONSOLE / MODEM on the PX.
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You need to enable the modem dial-in support to take advantage of this
feature, see Configuring the Serial Port (on page 131).

Connecting an External Beeper

The PX supports the use of an external beeper for audio alarms.

External beepers that are supported include but may not be limited to the
following:

= Mallory Sonalert MODEL SNP2R

After having an external beeper connected, you can create event rules
for the PX to switch on or off the external beeper when specific events
occur. See Creating an Event Rule (on page 213).

> To connect an external beeper:

1. Connect a standard network patch cable to the FEATURE port of the
PX.

2. Plug the other end of the cable into the external beeper's RJ-45
socket.

The beeper can be located at a distance up to 330 feet (100 m) away
from the PX.

Connecting a Schroff LHX/SHX Heat Exchanger

i

Raritan.

Note: Only the PDUs whose model names begin with PX2 or PX3
support the LHX/SHX heat exchangers.

To remotely monitor and administer the Schroff® LHX-20, LHX-40 and
SHX-30 heat exchangers through the PX device, you must establish a
connection between the heat exchanger and the PX device.

For more information on the LHX/SHX heat exchanger, see the user
documentation accompanying that product.

To establish a connection between the PDU and LHX/SHX heat
exchanger, an RJ-45 to RS-232 adapter cable provided by Schroff is
required.

P To connect an LHX or SHX heat exchanger:

Plug the RS-232 DB9 end of the adapter cable into the RS-232 port
on the Schroff LHX/SHX heat exchanger.

2. Plug the RJ-45 end of the cable into the port labeled FEATURE on
your PX device.
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See Managing the Schroff LHX/SHX Heat Exchanger (on page 311)
for enabling the support of the LHX/SHX heat exchanger.
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Chapter 5

Using the PDU

This chapter explains how to use the PX device. It describes the LEDs
and ports on the PDU, and explains how to use the front panel display. It
also explains how the overcurrent protector works and when the beeper
sounds.

In This Chapter

Panel COMPONENTS ......c.cciiiiiiieiee e 71
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FUS ..ttt e e e e e e e aeeaeana 83
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Panel Components

i

Raritan.

The PX comes in Zero U, 1U, and 2U sizes. All types of models come
with the following components on the outer panels.

e Power cord

e Oultlets
e Connection ports
e LED display

e Reset button

Power Cord

Most of Raritan PDUs come with an installed power cord, which is ready
to be plugged into an appropriate receptacle for receiving electricity.
Such devices cannot be rewired by the user.

Connect each PX to an appropriately rated branch circuit. See the label
or nameplate affixed to your PX for appropriate input ratings or range of
ratings.

There is no power switch on the PX device. To power cycle the PDU,
unplug it from the branch circuit, wait 10 seconds and then plug it back
in.

Outlets

The total number of outlets varies from model to model.
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LED state

Not lit

Red

Red flashing

Green

Green flashing

Red and Green
flashing alternatively

Cycling through Red,
Green and Yellow

PX2-3000 Series

These models are NOT outlet-switching capable so all outlets are always

in the ON state.

Outlet LEDs are not available.

PX2-4000 Series

These PDUs are NOT outlet-switching capable models so all outlets are
always in the ON state.

A small LED adjacent to each outlet indicates the outlet state. Outlet
LEDs always light red, indicating that the outlet power is ON.

PX2-5000 Series

These models are outlet-switching capable. A small LED adjacent to
each outlet indicates the outlet or PDU state. The PDU is shipped from
the factory with all outlets turned ON. The table below explains how to
interpret different outlet LED states.

Outlet status

Powered OFF

ON and LIVE

ON and LIVE

OFF and LIVE

OFF and NOT LIVE

ON and NOT LIVE

n/a

What it means

The outlet is not connected to power, or the control
circuitry's power supply is broken.

LIVE power. The outlet is on and power is
available.

The current flowing through the outlet is greater
than the upper warning (non-critical) threshold.

The outlet is turned off and power is available
when the outlet is turned on.

The outlet is turned off and power is not available
because the circuit breaker has tripped.

The outlet is turned on but power is not available
because a circuit breaker has tripped.

The PX device has just been plugged in and its
management software is loading. LED color cycling
does not interrupt power to outlets. It is an
indication of firmware loading.

Note: When a PX device powers up, it proceeds with the power-on self
test and software loading for a few moments. At this time, the outlet
LEDs cycle through different colors. When the software has completed
loading, the outlet LEDs show a steady color and the front panel display

illuminates.

==
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Connection Ports

Depending on the model you purchased, the total number of ports
available varies.

Zero U Connection Ports

For most of PX2 Zero U models, there are 6 ports on the front panel.

FOATURD -0 FOREOA

B

[-G

ETHERMET LISB.4, COKEOLE I MOCET

1U and 2U Port Locations

The difference between Zero U, 1U and 2U models is that Zero U
models have all the connection ports located on the front panel while 1U
and 2U models have the ports located respectively on the front and back
panels. In addition, many PX2 series 1U and 2U models are
implemented with two SENSOR ports on the back panel as shown on the
following diagram.

. SENSOR 1 i ETHERMNET
. SEMNSOR 2 ' FEATURE

Connection Port Functions

The table below explains the function of each port.

Used for...

e Cascading the PX devices for sharing a network connection. See
Cascading the PX via USB (on page 27).

e Establishing a USB connection between a computer and the PX for
using the command line interface or performing the disaster recovery.
For disaster recovery instructions, contact Raritan Technical Support.
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Port
USB-A

FEATURE

CONSOLE/
MODEM

SENSOR
(RJ-12)

ETHERNET

74

Used for...

This is a "host" port, which is powered, per USB 2.0 specifications.

e Connecting a USB device, such as a Logitech® webcam or wireless
LAN adapter.

e (Cascading the PX devices for sharing a network connection.
Connection to one of the following devices:

= A Raritan access product, such as Dominion KX [l KVM switch,
with the use of a power CIM.

= A Schroff® LHX-20, SHX-30 or LHX-40 device, using an RJ-45 to
RS-232 cable provided by Schroff.

= An external beeper with the RJ-45 socket.

= A Raritan asset management sensor, which allows you to track the
locations of IT devices on the rack.

See Connecting External Equipment (Optional) (on page 32).

Warning: This is not an RS-232 port so do NOT plug in an RS-232
device, or damages can be caused to the device.

Establishing a serial connection between the PX and a computer or
modem.

This is a standard DTE RS-232 port. You can use a null-modem cable with
two DB9 connectors on both ends to connect the PX to the computer.

Connection to one of the following devices:
= Raritan's environmental sensor package(s).

= Raritan's sensor hub, which expands the number of a sensor port to
four ports.

Connecting the PX to your company's network.

Connect a standard Cat5e/6 UTP cable to this port and connect the other
end to your network. This connection is necessary to administer or access
the PX device remotely using the web interface.

There are two small LEDs adjacent to the port:
= Green indicates a physical link and activity.

= Yellow indicates communications at 10/100 BaseT speeds.

Note: Connection to this port is not required if wireless connection is
preferred, or if the PX is a slave device in the USB-cascading configuration.
See Cascading the PX via USB (on page 27).
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LED Display

The LED display is located on the side where outlets are available.

These diagrams show the LED display on different types of PDUs. Note
that the LED display might slightly vary according to the PDU you

purchased.

Zero U models:
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2U models:
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The LED display consists of:
e Arow displaying three digits
e Arow displaying two digits
e Up and Down buttons
e Five LEDs for measurement units

A Zero U model can detect its own orientation through the built-in tilt
sensor and automatically changes the direction of the alphanumeric
digits shown on the LED display for readability.

Note: When a PX device powers up, it proceeds with the power-on self
test and software loading for a few moments. When the software has
completed loading, the LED display illuminates.

Three-Digit Row

The three-digit row shows the readings for the selected component.
Values that may appear include:

e Current, voltage, or active power of the selected outlet
e Active power or unbalanced load of the inlet

e Current of the selected circuit breaker

e Current and voltage of the selected line

Note: L1 voltage refers to the L1-L2 or L1-N voltage, L2 voltage
refers to the L2-L3 or L2-N voltage, and L3 voltage refers to the
L3-L1 or L3-N voltage.

e The text “FuP,” which indicates that the Firmware uPgrade is being
performed

e The text "CbE," which indicates the circuit breaker associated with
the selected outlet has tripped or the fuse has blown

i
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LEDs for Measurement Units

Five small LED indicators are on the LED display: four measurement
units LEDs and one Sensor LED.

The measurement units vary according to the readings that appear in the
three-digit row. They are:

e Amp (A) for current

e Volt (V) for voltage

¢ Kilowatt (kW) for active power

e Percentage (%) of the unbalanced load

One of the measurement unit LEDs will be lit to indicate the unit for the
value currently shown in the three-digit row.

The Sensor LED is lit only when PX detects the physical connection of
any environmental sensor.

The five LEDs look similar to this diagram but may slightly vary according
to the model you purchased.

CURRENT {J)
{a)
VOLTAGE

v

FOWER ()
kW)

UeE LOAD
(%) 2

SENSOR )

Two-Digit Row

The two-digit row shows the number of the currently selected outlet, line
or circuit breaker. Values that may appear include:

e Two-digit numbers: This indicates the selected outlet. For example,
03 indicates outlet 3.

e Cx: This indicates the selected circuit breaker, where x is the circuit
breaker number. For example, C1 represents Circuit Breaker 1.

e Lx: This indicates the selected line, where x is the line number. For
example, L2 represents Line 2.

Note: For a single-phase model, L1 current represents the Unit
Current.
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e AP: This indicates the selected inlet's active power.

e UL: This represents the selected inlet or outlet's Unbalanced Load,
which is only available for a three-phase PDU.

e ix: This refers to the selected inlet on a multi-inlet PDU, where x is
the inlet number. For example, i1 refers to Inlet 1, and 12 refers to
Inlet 2.

The two-digit row shows the inlet number while displaying an inlet's
line or active power on a multi-inlet PDU. It will cycle through the
selected inlet number and that inlet's line or active power (AP). For
example, when cycling through i1 and L1, the value displayed in the
three-digit row belongs to Inlet 1's L1, and when cycling through i2
and L1, the displayed value belongs to Inlet 2's L1.

Note: The point of the alphabet 'i' cannot be displayed on the LED
display so i1 looks like ;1 and i2 looks like | 2.

During the firmware upgrade, some PX models may show bx in the
two-digit row to indicate the relay or meter board numbered X is being
updated.

Automatic Mode

When left alone, the LED display cycles through the line readings and
circuit breaker readings at intervals of 10 seconds, as available for your
PX. This is the Automatic Mode.

If your PDU is a multi-inlet PDU, it will cycle through the line readings of
different inlets and circuit breaker readings.

For each line reading, the PX always displays i1 for Inlet 1 or i2 for Inlet
2 in the two-digit row of the LED display as described below:

=  When showing L1 of Inlet 1, the two-digit row cycles through i1
and L1.

=  When showing L1 of Inlet 2, the two-digit row cycles through 12
and L1.

Note: The point of the alphabet 'i' cannot be displayed on the LED
display so 11 looks like ;1 and 12 looks like | 2.
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Manual Mode

You can press the Up or Down button to enter the Manual Mode so that
a particular outlet, line or circuit breaker can be selected to show specific
readings.

In addition, you can select a particular inlet if your PDU has more than
one inlet. Each inlet is indicated as 11, i2, or the like in the two-digit row
of the LED display.

Note: The point of the alphabet 'I' cannot be displayed on the LED
display so i1 looks like ;1 and i2 looks like | 2.

> To operate the LED display:

1.

Press the Up or Down button until the desired outlet, line or circuit
breaker number is selected in the two-digit row. Or you can press
either button to select the inlet's active power, which is shown as AP.

= Pressing the A (UP) button moves up one selection.
= Pressing the ¥ (DOWN) button moves down one selection.

If your PDU is a multi-inlet PDU and you select a specific inlet's line
or active power (AP), the two-digit row will cycle through the selected
inlet number and that inlet's line or active power. For example:

=  When showing L1 of Inlet 1, the two-digit row cycles through i1
and L1.

=  When showing L1 of Inlet 2, the two-digit row cycles through 12
and L1.

=  When showing active power of Inlet 1, the two-digit row cycles
through 11 and AP.

=  When showing active power of Inlet 2, the two-digit row cycles
through 12 and AP.

Current of the selected component is shown in the three-digit row.
Simultaneously the CURRENT(A) LED is lit. See LEDs for
Measurement Units (on page 77).

When selecting an outlet or a line, you can press the Up and Down
buttons simultaneously to switch between voltage, active power and
current readings.

= When the voltage is displayed, the VOLTAGE(V) LED is lit. It is
displayed for about five seconds, after which the current reading
re-appears.

=  When the active power is displayed, the POWER(kW) LED is lit.
It is displayed for about five seconds, after which the current
reading re-appears.
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4. When selecting AP, it displays the selected inlet's active power
reading.

= When the active power is displayed, the POWER (kW) LED is lit.

Note: The LED display returns to the Automatic Mode after 20 seconds
elapse since the last time any button was pressed.

Outlet Switching

This section applies to outlet-switching capable models only.

You can operate the front panel LED display to turn on or off an outlet.
To do this, you must first enable the front panel outlet control function.
See Enabling Front Panel Outlet Switching (on page 201).

» To turn on an outlet:

Press the Up or Down button until the desired outlet's number is
shown in the two-digit row.

2. Press and hold the Up button until the confirmation message "on?" is
shown in the three-digit row.

orr

3. Press and hold the Up button until the above confirmation message
disappears, indicating that the outlet has been turned on.

4. Verify that the desired outlet's LED has turned red.

» To turn off an outlet:

Press the Up or Down button until the desired outlet's number is
shown in the two-digit row.

2. Press and hold the Down button until the confirmation message
"oF?" is shown in the three-digit row.

oF

3. Press and hold the Down button until the above confirmation
message disappears, indicating that the outlet has been turned off.

4. Verify that the desired outlet's LED has turned green.

== Raritan.
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Tip: If you want to abort the outlet switching operation after the
confirmation message appears, press either button (without holding it)
and the confirmation message will disappear.

Reset Button

The reset button is located inside the small hole near the display panel
on the PDU.

The PX device can be reset to its factory default values using this button
when a serial connection is available. See Resetting to Factory
Defaults (on page 556).

Without the serial connection, pressing this reset button restarts the PX
device's software without any loss of power to outlets.

The following image illustrates the location of the reset button on Zero U
models only.

PX2 Zero U models:
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Circuit Breakers

PX models rated over 20A (North American) or 16A (international)
contain overcurrent protectors for outlets, which are usually branch
circuit breakers. These circuit breakers automatically trip (disconnect
power) when the current flowing through the circuit breaker exceeds its
rating.

If the circuit breaker switches off power, the front panel display shows:
e CbE, which means "circuit breaker error."
e The lowest outlet number affected by the circuit breaker error.

You are still able to switch between outlets on the PDU's display panel
when the circuit breaker error occurs. Outlets affected by the error show
CbE. Unaffected outlets can show diverse sensor readings properly.

When a circuit breaker trips, power flow ceases to all outlets connected
to it. You must manually reset the circuit breaker so that affected outlets
can resume normal operation.

Depending on the model you purchased, the circuit breaker may use a
button- or handle-reset mechanism.

81



82

Chapter 5: Using the PDU

Resetting the Button-Type Circuit Breaker

Your button-type circuit breakers may look slightly different from the
images shown in this section, but the reset procedure remains the same.

> To reset the button-type breakers:

1. Locate the breaker whose ON button is up, indicating that the
breaker has tripped.

2. Examine your PX and the connected equipment to remove or resolve
the cause that results in the overload or short circuit. This step is
required, or you cannot proceed with the next step.

3. Press the ON button until it is completely down.

=] |
s

OFF

Resetting the Handle-Type Circuit Breaker

Your handle-type circuit breakers may look slightly different from the
images shown in this section, but the reset procedure remains the same.

> To reset the handle-type breakers:
Lift the hinged cover over the breaker.

2. Check if the colorful rectangle or triangle below the operating handle
is GREEN, indicating that the breaker has tripped.

==
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3. Examine your PX and the connected equipment to remove or resolve
the cause that results in the overload or short circuit. This step is
required, or you cannot proceed with the next step.

4. Pull up the operating handle until the colorful rectangle or triangle

turns RED.
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Fuse

Some PX devices may be implemented with fuses instead of circuit
breakers. A fuse blows to protect associated outlets if it detects the
overload.

If your PDU uses fuses, you must replace it with a new one when it
blows or malfunctions. The rating of the new fuse must be the same as
the original one.

Use of inappropriately rated fuse results
in damage to the PDU and connected

equipment, electric shock, fire, personal
injury or death.

Depending on the design of your PDU, the fuse replacement methods
differ.

Fuse Replacement on Zero U Models

This section only applies to a Zero U PDU with "replaceable" fuses.

> Toreplace afuse on the Zero U model:
1. Lift the hinged cover over the fuse.
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2. Verify the new fuse's rating against the rating specified in the fuse
holder's cover.

5. Insert a new fuse into the holder. There is no orientation limit for fuse
insertion.

6. Close the fuse holder and the hinged cover in a reverse order.

84 —
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Fuse Replacement on 1U Models

On the 1U model, a fuse is installed in a fuse knob, which fits into the
PDU's fuse carrier.

Number  Description
0 Fuse carrier

9 Fuse knob where a fuse is installed

> Toreplace afuse on the 1U PDUs:
Disconnect the PDU's power cord from the power source.

2. Remove the desired fuse from the PDU's fuse carrier using a flat
screwdriver.

a. Rotate the fuse knob counterclockwise until its slot is inclined to
45 degrees.

Raritan.

b. Take this knob out of the fuse carrier.

3. Remove the original fuse from this knob, and insert either end of a
new one into the knob. Make sure the new fuse's rating is the same
as the original one.

-~
v
—-——

Number  Description
0 Fuse knob
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Number  Description

9 Fuse

4. Install this knob along with the new fuse into the fuse carrier using a
flat screwdriver.

a. Have this knob's slot inclined 45 degrees when inserting the
knob into the fuse carrier.

\ \
b. Gently push this knob into the fuse carrier and then rotate it
clockwise until its slot is horizontal.

5. Verify whether this knob's head is aligned with the fuse carrier. If its
head is higher or lower than the fuse carrier, re-install it.

Number  Description
0 INAPPROPRIATE installations

(2] Appropriate installation

6. Connect the PDU's power cord to the power source and verify that
the corresponding fuse LED is lit, indicating that the fuse works
properly.

Beeper

The PX includes an internal beeper to issue an audible alarm for an
overcurrent protector which is open.

e The beeper sounds an alarm within 3 seconds of a circuit breaker
trip.

e The beeper stops as soon as all circuit breakers have been reset.

Tip: You can remotely check this beeper's state via the web interface.
See Checking the Internal Beeper State (on page 146).

=i=Raritan.



Chapter 6

Using the Web Interface

This chapter explains how to use the web interface to administer a PX.

In This Chapter
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Supported Web Browsers

=i=Raritan.

e Internet Explorer® 8, 9, 10 and 11
e Firefox® 25 and later

e Safari® 5.x (MacOS Lion)

e Google® Chrome® 32 and later

e Android 4.2 and later

e 10S7.0

e Windows Edge
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Logging in to the Web Interface

To log in to the web interface, you must enter a user name and
password.

The first time you log in to the PX, use the default user name (admin)
and password (raritan). For details, see the Quick Setup Guide
accompanying the product.

After successfully logging in, you can create user profiles for your other
users. These profiles define their login names and passwords. See
Creating a User Profile (on page 147).

Login

The web interface allows a maximum of 16 users to log in
simultaneously.

You must enable JavaScript in the web browser for proper operation.

» Tologintothe web interface:

1. Open a browser, such as Microsoft Internet Explorer or Mozilla
Firefox, and type this URL:

http(s)://<ip address>

where <ip address> is the IP address of the PX.

Tip: If the link-local addressing has been enabled, you can type
pdu.local instead of an IP address. See APIPA and Link-Local
Addressing (on page 2).

- — n » ¥
F I. _'_.- i H H

Q Back, d @ @ |\_;j /D Search "E,A{' Favorites Lirks
Address | 192.168.84.92 v B e

2. If a security alert message appears, click OK or Yes to accept. The
Login page then opens.

==
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3. Type your user name in the User Name field, and password in the
Password field. Both the user name and password are case

sensitive.

£ Login

Lser Mame: |

Password: |

| Login | | Clear

Note: If needed, click Clear to clear either the inputs or any error

message that appears.

4. |If a security agreement is displayed on the Login page, accept it.
Otherwise, you cannot log in successfully.

To select the agreement checkbox using the keyboard, press the

Space bar.

5. Click Login or press Enter. The PX page opens.

Depending on your hardware configuration, elements shown on the
web interface may appear slightly different from this image.
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Note: The IP address to access a slave device in the USB-cascading
configuration where the port forwarding mode is applied is a combination
of the IP address and the port number. See Port Forwarding Examples
(on page 137).

» Password change request for first login:

On first login, if you have both the Change Local User Management and
Change Security Settings permissions, you can choose to either change
the password or ignore it.

= Not Now ignores the request for this time only.

= Not now, and do not ask again ignores the request
permanently.

= Or enter the new password and click OK.

£ Password change recommended for User "oooc! (3¢

Password: | |

Confirm Password:

[Notnow. and donctaskacain| | ok [f NothMow |

Users without permissions listed must change password.

=i=Raritan.
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Changing Your Password

You must have the Change Own Password permission to change your
own password. See Setting Up Roles (on page 153).

You must have Administrator Privileges to change other users'
passwords. See Modifying a User Profile (on page 151).

» To change your password:

e Choose User Management > Change Password. The Change User
Password dialog appears.

e Passwords are case sensitive.
e Password length: 4 to 64 characters.

gj‘ Change User '‘admin’ Password
Old Passwaord: | |
Password: | Enter new password |

Confirm Passwiord: |Repeat news password |

|. oK | | Cancel |

Remembering User Names and Passwords

As of release 3.0.0, the PX supports the password manager of Microsoft
Internet Explorer® and Mozilla Firefox®.

You can choose to save the user name and password used to log in to
the PX when these two browsers ask whether you want to remember
them. If yes, next time your user name and password can be
automatically completed at login.

For information on how to activate a browser's password manager, see
the user documentation accompanying Internet Explorer or Firefox.

The PX does NOT support other browser password managers.

Logout

After finishing your tasks with the PX, you should log out to prevent
others from accessing the web interface.

» To log out of the web interface:
1. Do one of these:

= Click "logout" on the top-right corner of the web interface.
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= logout

= Close the web browser by clicking the Close button ([EI) on the
top-right corner of the browser.

Close the web browser by choosing File > Close, or File > Exit.
The command varies according to the version of the browser you

use.

Choose the Refresh command or click the Refresh button on the

web browser.

2. Either the login page opens or the browser is closed, depending on
your choice in the previous step.

Introduction to the Web Interface

The web interface provides two panes, a menu bar, a status bar, an Add
Page icon, and a logout button throughout every page.

(5]
I
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Number Web interface element
Setup button*

®

(4] Status bar
(5) Add Page icon
6) Logout button
(7] Data pane

* The Setup button is not available on some pages, such as the
Dashboard page.

For detailed information about these web interface elements, see the
sections that follow.

Menus

e User Management contains user profiles, permissions, and
password settings.

e Device Settings contains device name, network settings, security
settings, and system time.

e Maintenance contains event log, hardware information, firmware
upgrade and so on.

e Help displays firmware and open source information, and a link to
the online help.

PX Explorer Pane

The hierarchical tree to the left displays the PX device you are accessing
as well as all physical components embedded on or connected to this
product, such as inlets, outlets, and environmental sensors. In addition,
an icon named Dashboard is available for displaying the PDU summary
information.

The tree structure comprises three hierarchical levels.

First level Second level Third level
Dashboard None None
PDU folder* Inlet I None
Outlets folder 1 to n**
Overcurrent Protectors folder o  Circuit breakers -
C1to Cn**
e Fuses -
F1 to Fn**
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First level Second level Third level

Peripheral Devices folder A list of connected
environmental
sensors

Feature Port folder One of the following
is displayed,
depending on your
configuration:

e None
e Asset Strip

o Power CIM

e External Beeper

e LHX-20

e SHX-30

e LHX-40
Webcam Management folder e Snapshots

e Webcam

* The folder is named "my PX" by default. The name can be customized.
See Naming the PDU (on page 109).

** n represents the final number of that component.

Note: A Webcam icon appears only when a supported Logitech® webcam
is connected to the PX. See Connecting a Logitech Webcam (on page
67).

» To navigate through the tree:
To expand any folders, see Expanding the Tree (on page 94).

2. To show any tree item's data, click on that item. See Add Page Icon
(on page 97).

Expanding the Tree

The icons representing all components implemented on or connected to
the PX device are expanded by default. If they are hidden, you may
expand the tree manually to show all component icons.

> To expand the tree:
1. By default, the PDU folder has been expanded.

==
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Note: This folder is named "my PX" by default. The name can be
customized.

If it is not expanded, click the white arrow D prior to the folder icon,
or double-click the folder. The arrow then turns into a black, gradient
arrow 4, and icons of components or component groups appear
below the PDU folder.

2. To expand any component group at the second level, click the white
arrow D prior to the folder icon, or double-click the folder.

The arrow then turns into a black, gradient arrow 4, and icons
representing individual components appear below the group folder.

Repeat Step 2 for other component groups you want to expand. The
expanded tree looks similar to this image.
@ Dazhboard
4 7] my PX (192 168 57 47)

&z Inlst 11

a [ Outlets
i 1
i 2
il 3
i 4
i s
A l:[ﬂ Overcurrent Protectors
g
8 cz
4 n[ﬂ Peripheral Devices
¢ Humidity 1
4° Onfoff 1
l Temperature 1
4 i[ﬂ Feature Port
¥ Aszset Strip (1)
4 n[f] Webcam Management
=) Snapshots

M= Webcam

i
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© @

& my PX (1921

68.84.47)

Collapsing the Tree

You can collapse the whole tree structure or a specific component group

to hide all or partial tree items.

» To collapse the whole tree:

e Click the black, gradient arrow 4 prior to the root folder icon, or
double-click the root folder.

Note: This folder is named "my PX" by default. The name can be
customized.

The arrow then turns into a white arrow [>, and all items below the
folder disappear.

» To hide some tree items:

Click the black, gradient arrow 4 prior to the component group
folder that you want to collapse, or double-click the folder.

The arrow then turns into a white arrow [>, and all items below the
folder disappear.

2. Repeat Step 1 for other component groups you want to collapse.

Setup Button

The Setup button is available for most tree items. It triggers a setup
dialog where you can change settings for the selected tree item.

Status Bar

The status bar shows five pieces of information.

€) @

£ Administrator (admin) 45 Last Login: 7/2/14 12:13 AW

1. Device name:

®

& 721141253 AN

This is the name assigned to the PX device. The default is "my PX."

See Naming the PDU (on page 109).
2. IP address:

The numbers enclosed in parentheses is the IP address assigned to
the PX device. See Initial Network Configuration via CLI (on page

20) or Modifying Network Settings (on page 113).
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Tip: The presence of the device name and IP address in the status
bar indicates the connection to the PX device. If the connection is

lost, it shows " #% disconnectzd " instead.

Login name:
This is the user name you used to log in to the web interface.
Last login time:

This shows the date and time this login name was used to log in to
this PX device last time.

When the mouse pointer hovers over the last login time, detailed
information about the last login is displayed, including the access
client and IP address.

For the login via a local connection (serial RS-232 or USB), <local> is
displayed instead of an IP address.

There are different types of access clients:
=  Web GUI: Refers to the PX web interface.
= CLI: Refers to the command line interface (CLI).

The information in parentheses following "CLI" indicates how this
user is connected to the CLI.

- Serial: Represents the local connection (serial RS-232 or USB).
- SSH: Represents the SSH connection.

- Telnet: Represents the Telnet connection.

System date and time:

Current date, year, and time are displayed to the right of the bar. If
positioning the mouse pointer over the system date and time, the
time zone information is also displayed.

Add Page Icon

The Add Page icon @ located on the top of the data pane, lets you
open data pages of multiple tree items without overriding any opened

page.

>

1.

To open new data pages:
Click the Add Page icon @ A new tab along with a blank data
page appears.

Click a tree item whose data page you want to open. The data of the
selected tree item is then displayed on the blank page.

To open more data pages, repeat the above steps. All tabs
representing opened pages are shown across the top of the page.
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The following diagram shows a multi-tab example.

[ Dashboard @H my PX (192.168.84.68) @[ InletI1 @l QOutlets @[ Overcurrent Protectors @]

4. With multiple pages opened, you can take these actions:
= To switch to one of the opened data pages, click the
corresponding tab.
If there are too many tabs to be all shown, two arrows ( and

) appear at the left and right borders of the pane. Click either
arrow to navigate through all tabs.

= To close any data page, click the Close button (@) on the
corresponding tab.

Data Pane

The right pane shows the data page of the selected tree item. The data
page includes the item's current status, settings and a Setup button (if
available).

All tabs above the pane represent the opened data pages. The
highlighted tab indicates the current selection.

You can change the width of the pane to make the area larger or smaller.

» To adjust the pane's width:
Move the mouse pointer to the left border of the right pane.

2.  When the mouse pointer turns into a two-way arrow, drag the border
horizontally to widen or shrink the pane.

More Information

This section explains additional web interface elements or operations
that are useful.

Warning Icon

If the value you entered in a specific field is invalid, a red warning icon
appears to the right and the field in question is surrounded by a red
frame as shown in this illustration.

hello |©®

When this occurs, position your mouse pointer over the warning icon to
view the reason and modify the entered value accordingly.

=i=Raritan.
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The Yellow- or Red-Highlighted Sensors

When a numeric sensor's reading enters the warning or critical range,

the background color of the sensor row turns to yellow or red for alerting

you.

For a discrete (on/off) sensor, the row changes the background color
when the sensor enters the abnormal state.

If any circuit breaker trips or any fuse blows, the circuit breaker or fuse's

row is also highlighted in red.

See the table for the meaning of each color:

Color State
White The background is white in one of the following scenarios:

e For a numeric sensor, no thresholds have been
enabled.

e If any thresholds have been enabled for a numeric
sensor, the sensor reading is within the normal range,
which is between the lower and upper warning
thresholds.

e For a discrete (on/off) sensor, the sensor state is
normal.

e The sensor is unavailable or unmanaged.

Yellow The reading drops below the lower warning threshold or
rises above the upper warning threshold.

Red The meaning of the red color varies depending on the
sensor type:

e For a numeric sensor, this color indicates the reading
drops below the lower critical threshold or rises above
the upper critical threshold.

e For a discrete (on/off) sensor, this color indicates the
sensor is in the "alarmed" state.

e For an overcurrent protector sensor, it means the
circuit breaker has tripped or the fuse has blown.

e For a Schroff® LHX/SHX heat exchanger (if available),
this color indicates that at least one sensor
implemented on that heat exchanger fails.

i
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To find the exact meaning of the alert, read the information shown in the
State (or Status) column:

.
For
.
.

below lower critical: The numeric sensor's reading drops below the
lower critical threshold.

below lower warning: The numeric sensor's reading drops below the
lower warning threshold.

above upper critical: The numeric sensor's reading reaches or
exceeds the upper critical threshold.

above upper warning: The numeric sensor's reading reaches or
exceeds the upper warning threshold.

alarmed: The discrete sensor is NOT in the normal state.

Open: The circuit breaker has tripped or the fuse has blown.
information on threshold settings, see:

Setting Power Thresholds (on page 206)

Configuring Environmental Sensors or Actuators (on page 280)
Configuring Temperature and Fan Thresholds (on page 313)

=i=Raritan.
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Browser-Defined Shortcut Menu

A shortcut menu, which is built in the web browser, may appear when
right-clicking anywhere in the PX web interface.

The shortcut menu functions are defined by the browser. For example,
the Back command on the Internet Explorer® (IE) shortcut menu works
the same as the Back button in the IE browser. Both of these functions
take you to the previous page.

For information on each shortcut menu command or item, see the online
help or documentation accompanying your web browser.

Below is the illustration of the IE browser's shortcut menu. Available
menu commands or items may slightly differ based on your web browser
version.

Back

Select All

Create Shorkout
Add to Favorites. ..
Viesw Source

Encoding r

Print
Refresh

Append to Existing PDF
Carrvert to Adobe PDF
Export to Microsoft Excel

Froperties

101
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Viewing the Dashboard

When you log in to the web interface, the Dashboard page is displayed
by default. This page provides an overview of the PX device's status.

The page is divided into various sections according to the component
type, such as inlet(s), outlets, circuit breakers and alerted sensors.

Note: If a sensor row is colored, it means the sensor reading already
crosses one of the thresholds, the sensor enters an alarmed state, or the
overcurrent protector has tripped or blown. See The Yellow- or
Red-Highlighted Sensors (on page 99).

After clicking any other icon in the hierarchical tree, the Dashboard page
is overridden. To return to the Dashboard page, click the Dashboard
icon.

When the Dashboard page is opened, you can do the following to
uncover or hide specific data.

» To collapse any section:
1. Locate the section you want to collapse.

i

2. Click the upward arrow
to the section is hidden.

prior to the section title. The data specific

» To expand a collapsed section:

Locate the section you want to expand.

2. Click the downward arrow '™ prior to the section title. The data
specific to the section appears.

Alerted Sensors

One of the sections on the Dashboard page only displays critical or
warning conditions detected by internal or external sensors so that you
are alerted to take actions. This section is labeled Alerted Sensors.

The Alerted Sensors section lists any or all of the following:

= Any sensor that enters the warning or critical range if the
thresholds have been enabled

= Discrete (on/off) sensors that enter the alarmed state

102 — R »
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= Any tripped circuit breakers or blown fuses

E] Alerted Sensors

Senzor Reading State

Inlet 11 L1-L2 RMS Voltage 47TV above upper warning
Temperature 1 207 "C helowy [oweer warning
Temperature 2 202 °C helowy [oweer swarning

an/ofi 1 alarmed |

For the background color meanings in this section, see The Yellow- or
Red-Highlighted Sensors (on page 99).

Alarms List

You can create event rules that request users to acknowledge certain
alerts, and resend alert notifications if the acknowledgment action is not
taken yet. See Creating Actions (on page 214).

If any of these alerts has not been acknowledged since its occurrence,
the Alarms section on the dashboard shows this alert until it is
acknowledged. All alerts on the Alarms section are highlighted in red.

Below is the illustration of the alarms list.

|~ Alarms

Name Reason First Appearance Last Appearance Count ltore Alerts

el RSN S S R L SE P S1113 519 AM SRR 1 2moreressons  Detals |
Alarm - SUS Peripheral device Temperature Z in siot ' asserled above upper crtical at 77.6 deg . 5/11/13 5:38 AN SM3sI;A 1 - Detais |

The following table explains each column of the alarms list.

Column Description
Name The customized name of the Alarm action.
Reason The first event that triggers the alert.

First Appearance The date and time when the event indicated in
the Reason column occurred for the first time.

Last Appearance The date and time when the event indicated in
the Reason column occurred for the last time.

Count The number of times the event indicated in the
Reason column has occurred.

More Alerts = A dash is displayed when there is only one
event triggering this alert.

= |f there are other types of events triggering
the same alert, the total number of these
additional reasons is displayed. You can
double click that alarm to view a list of all
events that have occurred.
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Column Description

Details Click "Details" to trigger a dialog showing both
the alarm details and the acknowledgment
button.

Only users who have the Acknowledge Alarms permission can manually
acknowledge an alarm.

» To acknowledge an alarm:

1. Double-click the alarm that you want to acknowledge, or click Details
in the final column. A dialog appears.

Click Acknowledge Alarm to acknowledge it. That alarm then disappears
from the Alarms section.

104

Device Management

Using the web interface, you can retrieve basic hardware and software
information, give the PX a new device name, set the system date and
time, and modify network settings that were entered during the initial
configuration process.

Displaying PDU Information

To display information specific to the PX device that you are using, such
as inlet or outlet types, trigger the Device Information dialog.

> To display PDU-specific information:
1. Choose Maintenance > Device Information.

1) Device Information
J Device Information H MNetwork ” Outlets H Overcurrent Protectors H Controllers ” Asset Strips ]

Product Name: PX2-5704U

Serial Number: P0O70154001

Rating: 360415V, 244, 15.0-17.3kVA, 50/60Hz

Device MAC Address: 00:0d:5d:07:00:c5

Firmware Version: 3.2.0.5-42320

Board 10: POF1050005

Board Revision: 0x21

PDU2-MIB: download

ASSETMANAGEMENT-MIB: download

USB Console INF file: download

Cloze
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2. Click a tab to view type-specific information. The number of available
tabs varies according to the model you purchased.

Tab
Device Information

Network

Outlets

Controllers

Inlets

Overcurrent Protectors

Peripheral Devices

Asset Strips

Data

General PDU information, such as model
name, serial number, firmware version,
hardware revision, and so on.

The PDU specific network information, such
as the current networking mode, IPv4 and/or
IPv6 addresses and so on.

This tab also indicates whether the PDU is
part of an USB-cascading configuration. See
Identifying Cascaded Devices (on page
106).

Each outlet's receptacle type, operating
voltage and rated current.

Each outlet controller's serial number, board
ID, firmware version and hardware version.

Each inlet's plug type, rated voltage and
current.

Each overcurrent protector's type, rated
current and the outlets that it protects.

Serial numbers, model names and
firmware-related information of connected
external devices, such as environmental
sensor packages.

Each asset sensor's ID, boot version,
application version and protocol version.

3. Enlarge the dialog if necessary.

4. Click Close to quit the dialog.

Tip: The firmware version is also available by clicking the PDU folder in

the PX Explorer pane.

i
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Identifying Cascaded Devices

This section explains how to identify a cascaded PX in the Device

Information dialog.

For information on how to cascade devices using USB cables, see
Cascading the PX via USB (on page 27).

Note: For more information on the USB-cascading configuration, see the
USB-Cascading Solution Guide, which is available from Raritan
website's Support page (http://www.raritan.com/support/).

» To identify the USB-cascading status of a PX device:

1. Choose Maintenance > Device Information.

2. Select the Network tab and locate the Interface section. The
Interface section contains four read-only fields as listed below.

Fields
Networking Mode

Cascading Mode

Cascade Position

Cascaded Device
Connected

Description
Indicates how the PX is connected to the LAN.

= Wired: The device is connected to the LAN
through a standard network cable.

= Wireless: The device is connected to the LAN
through a supported USB wireless LAN
adapter. See USB Wireless LAN Adapters (on
page 19).

= XXX (USB): XXX represents Wired or Wireless.
The device is connected to the LAN through a
USB-cascading configuration. That is, it is a
slave device.

Shows the cascading mode applied. See Setting
the Cascading Mode (on page 133).

Indicates the position of the PX in the
USB-cascading configuration.

= 0 (zero) represents the master device.

= A non-zero number represents a slave device. 1
is Slave 1, 2 is Slave 2, 3 is Slave 3 and so on.

This field is NOT available on a standalone PX.

Indicates whether the presence of a slave device is
detected on the USB-A port.

= yes: Connection to a slave device is detected.

= no: NO connection to a slave device is
detected.

==
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= A master device shows 0 (zero) in the Cascade Position field and
yes in the Cascaded Device Connected field.

\i) Device Information
[ Device Information H Metwork l
. Interface
Networking Mode: Wired
Cascading Mode: Bridging
Cascade Position: 0 {Master)
Cascaded Device Connected: yes
I IPva
Address: 192.168. X .X
Gateway: 192.168. X.X
DNS Servers: 102.168. X.X , 192.168. X X
 IPvE
Address: n/a
Routes: n/a
DNS Servers: E!
Cloze

= A slave device in the middle position shows a non-zero number
which indicates its exact position in the Cascade Position field
and yes in the Cascaded Device Connected field.
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The following diagram shows 1, indicating it is the first slave -
Slave 1.

\1J Device Information

[ Device Information H Metwork l

I Interface
Networking Mode: Wired {USB)
Cascading Mode: Bridging
Cascade Position: 1 (Shkve 1}

Cascaded Device Connected: Yes

 IPv4

Address: 192.168. X .X

Gateway: 192,168, X.X

DNS Servers: 192.168. X.X , 192.168. X .X
 IPvE

Address: n/a

Routes: nfa

DMS Servers: nfa

Close

= The final slave device shows a non-zero number which indicates
its position in the Cascade Position field and no in the Cascaded
Device Connected field.

108 =i=Raritan.
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The following diagram shows 2, indicating it is the second slave -
Slave 2. The Cascaded Device Connected field shows no,
indicating that it is the final one in the chain.

\_y Device Information

[ Device Information H Metwork l

[ Interface
Networking Mode: Wired {USB)
Cascading Mode: Bridging
Cascade Position: 2 (Slave 2)

Cascaded Device Connected: no

[ IPvd

Address: 192.168. X .X

Gateway: 102.168. X.X

DNS Servers: 192.168. X.X , 192.168. X .X
[ IPv6

Address: nfa

Routes: nfa

DNS Servers: n/a

Close

Naming the PDU

The default name for PX root folder is my PX. You may give it a unique
device name.

To change the device name:

Click the PDU folder in the PX Explorer pane to open the PDU page.
Click Setup in the Settings section. The Pdu Setup dialog appears.
Type a new name in the Device Name field.

Click OK.

PO N~ Y

Modifying the Network Configuration

The network settings you can change via the web interface include wired,
wireless, IPv4 and/or IPv6 settings.
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Modifying Network Interface Settings

The PX supports two types of network interfaces: wired and wireless.
You should configure the network interface settings according to the
networking mode that applies. See Connecting the PX to Your
Network (on page 18).

Wired Network Settings

The LAN interface speed and duplex mode were set during the initial
configuration process.

By default, the LAN speed and duplex mode are set to "Auto" (automatic),
which works in nearly all scenarios. You can change them if there are
special local requirements.

P To modify the network interface settings:

Choose Device Settings > Network. The Network Configuration
dialog appears.

2. The Interface Settings tab should have been selected. If not, click the
Interface Settings tab.

3. Inthe Network Interface field, click the drop-down arrow, and select
Wired from the list.

4. To change the LAN speed, click the drop-down arrow in the Speed
field and select an option from the list.

= Auto: System determines the optimum LAN speed through
auto-negotiation.

= 10 Mbit/s: The LAN speed is always 10 Mbps.
= 100 Mbit/s: The LAN speed is always 100 Mbps.

5. To change the duplex mode, click the drop-down arrow in the Duplex
field and select an option from the list.

= Auto: The PX selects the optimum transmission mode through
auto-negotiation.

= Full: Data is transmitted in both directions simultaneously.

= Half: Data is transmitted in one direction (to or from the PX
device) at a time.

6. Click OK.

Tip: You can check the LAN status in the Current State field, including
the speed and duplex mode.
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Wireless Network Settings

Wireless SSID, PSK and BSSID parameters were set during the
installation and configuration process. You can change them later.

Note for USB-cascading configuration: Port forwarding mode over
wireless LAN is supported as of release 3.1.0. You must upgrade all
devices in the chain to version 3.1.0 or higher if wireless networking is
preferred. See Cascading the PX via USB (on page 27).

» To modify the wireless interface settings:

Choose Device Settings > Network. The Network Configuration
dialog appears.

2. The Interface Settings tab should have been selected. If not, click the
Interface Settings tab.

3. In the Network Interface field, click the drop-down arrow, and select
Wireless from the list.

4. Check the Hardware State field to ensure that the PX device has
detected a wireless USB LAN adapter. If not, verify whether the USB
LAN adapter is firmly connected or whether it is supported. See
Connecting the PX to Your Network (on page 18).

Type the name of the wireless access point (AP) in the SSID field.

If the BSSID is available, select the Force AP BSSID checkbox, and
type the MAC address in the BSSID field.

Note: BSSID refers to the MAC address of an access point in the
wireless network.

7. In the Authentication field, select an appropriate option from the
drop-down list.

Options Description
No Authentication | Select this option when no authentication data is
required.
PSK A Pre-Shared Key is required for this option.
= In the Pre-Shared Key field, type the PSK
string.

i
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Options Description

EAP - PEAP PEAP stands for Protected Extensible
Authentication Protocol.

Enter the following authentication data:

= Inner Authentication: Only Microsoft's
Challenge Authentication Protocol Version 2
(MSCHAPV2) is supported, allowing
authentication to databases that support
MSCHAPv2.

= |dentity: Type your user name.
= Password: Type your password.

= CA Certificate: A third-party CA certificate
may or may not be needed. If needed, follow
the step below.

8. When the PEAP authentication requires a CA certificate, do the
following:

a. Select the "Enable Verification of TLS Certificate Chain"
checkbox for the PX to verify the validity of the TLS certificate
that will be installed. For example, the PX will check the
certificate's validity period against the system time.

b. Click Browse to select a TLS certificate file. Then you can:
= Click Show to view the certificate's contents.

= (Click Remove to delete the installed certificate if it is
inappropriate.

c. Select the "Allow expired and not yet valid certificates" checkbox
if intending to make the wireless network connection successful
even though the installed TLS certificate chain contains any
certificate that is outdated or not valid yet.

d. Select the "Allow wireless connection if system clock is incorrect”
checkbox to make the wireless network connection successful
when the PX system time is earlier than the firmware build
before synchronizing with any NTP server. If the system time is
incorrect, the installed TLS certificate is considered not valid yet
and will cause the wireless network connection to fail while this
checkbox is not selected.

The incorrect system time issue may occur when the PX has
once been powered off for a long time.

9. Click OK.
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Modifying Network Settings

The PX was configured for network connectivity during the installation
and configuration process. See Configuring the PX (on page 15). If
necessary, you can modify any network settings later.

Selecting the Internet Protocol

The PX device supports two types of Internet protocols -- IPv4 and IPv6.
You can enable either or both protocols. After enabling the desired
Internet protocol(s), all but not limited to the following protocols will be
compliant with the enabled Internet protocol(s):

LDAP
NTP
SMTP
SSH
Telnet
FTP
SSL/TLS
SNMP
SyslLog

To select the appropriate Internet Protocol:

Choose Device Settings > Network. The Network Configuration
dialog appears.

Click the IP Protocol tab.

Select one checkbox according to the Internet protocol(s) you want
to enable:

= |Pv4 only: Enables IPv4 only on all interfaces. This is the default.
= |Pv6 only: Enables IPv6 only on all interfaces.
= |Pv4 and IPv6: Enables both IPv4 and IPv6 on all interfaces.

If you selected the "IPv4 and IPv6" checkbox in the previous step,
you must determine which IP address is used when the DNS
resolver returns both IPv4 and IPv6 addresses.

= |Pv4 Address: Use the IPv4 addresses returned by the DNS

server.

= |Pv6 Address: Use the IPv6 addresses returned by the DNS
server.

Click OK.
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Modifying IPv4 Settings

You must enable the IPv4 protocol before you can modify the IPv4
network settings. See Selecting the Internet Protocol (on page 113).

>

To modify IPv4 settings:

Choose Device Settings > Network. The Network Configuration
dialog appears.

Click the IPv4 Settings tab.

In the IP Auto Configuration field, click the drop-down arrow, and
select the desired option from the list.

Option
DHCP

Static

Description
To auto-configure the PX, select DHCP.

With DHCP selected, you can enter a preferred DHCP host
name, which is optional. Type the host name in the
Preferred Hostname field.

The host name:

= Consists of alphanumeric characters and/or hyphens
= Cannot begin or end with a hyphen

= Cannot contain more than 63 characters

= Cannot contain punctuation marks, spaces, and
other symbols

Select the "Specify DNS server manually" checkbox if
necessary. Then type the address of the primary DNS
server in the Primary DNS Server field. The secondary DNS
server and DNS suffix are optional.

To manually assign an IP address, select Static, and enter
the following information in the corresponding fields:

= |P address

= Netmask

= Default gateway

= Primary DNS server

= Secondary DNS server (optional)
= DNS Suffix (optional)

If your local network contains two subnets and IP forwarding
has been enabled, you can click Append to add static routes
so that your PX can communicate with the other subnet.
Each static route requires:

=i=Raritan.
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Description

Destination: IP address of the other subnet and subnet
mask using the format "IP address/subnet mask."

Next Hop: IP address of the next hop router.

See Static Route Examples (on page 117) for illustrations.

Note: The PX supports a maximum of 3 DNS servers. If two IPv4 DNS
servers and two IPv6 DNS servers are available, the PX only uses the
primary IPv4 and IPv6 DNS servers.

Modifying IPv6 Settings

You must enable the IPv6 protocol before you can modify the IPv6
network settings. See Selecting the Internet Protocol (on page 113).

>

To modify IPv6 settings:

Choose Device Settings > Network. The Network Configuration
dialog appears.

Click the IPv6 Settings tab.

In the IP Auto Configuration field, click the drop-down arrow, and
select the desired option from the list.

Option
Automatic

Static

Description
To auto-configure the PX, select Automatic.

With this option selected, you can enter a preferred host
name, which is optional. Type the host name in the
Preferred Hostname field.

The host name:

= Consists of alphanumeric characters and/or
hyphens

= Cannot begin or end with a hyphen
= Cannot contain more than 63 characters

= Cannot contain punctuation marks, spaces, and
other symbols

Select the "Specify DNS server manually" checkbox if
necessary. Then type the address of the primary DNS
server in the Primary DNS Server field. The secondary
DNS server and DNS suffix are optional.

To manually assign an IP address, select Static, and enter
the following information in the corresponding fields:
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Option

4. Click OK.

Description
= |P address
= Default gateway
= Primary DNS server
= Secondary DNS server (optional)
= DNS Suffix (optional)

If your local network contains two subnets and IP
forwarding has been enabled, you can click Append to
add static routes so that your PX can communicate with
the other subnet. Each static route requires:

= Destination: IP address of the current subnet and prefix
length using the format "IP address/prefix."

= Next Hop: IP address of the next hop router.

See Static Route Examples (on page 117) for
illustrations.

Note: The PX supports a maximum of 3 DNS servers. If two IPv4 DNS
servers and two IPv6 DNS servers are available, the PX only uses the
primary IPv4 and IPv6 DNS servers.
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Static Route Examples

This section has two static route examples: IPv4 and IPv6. Both
examples assume that two network interface controllers (NIC) have been
installed in one network server, leading to two available subnets, and IP
forwarding has been enabled. All of the NICs and PX devices in the
examples use static IP addresses.

> IPv4 example:
e Your PX:192.168.100.64
e Two NICs: 192.168.200.75 and 192.168.100.88
e Two networks: 192.168.200.0 and 192.168.100.0
e Subnet mask: 24
|
I
MNIC -1 | MIC -2
192.168.200.75 I 192.168.100.88
|
|
192.168.200.0 192.168.100.0

- -

192.168.200.X

=i=Raritan.
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In this example, NIC-2 (192.168.100.88) is the next hop router for your
PX to communicate with any device in the other subnet 192.168.200.0.
In the IPv4 "Append new Route" dialog, you should specify:

= Destination: 192.168.200.0/24
= Next Hop: 192.168.100.88

» IPv6 example:

e Your PX: fd07:2fa:6cff:2405::30

e Two NICs: fd07:2fa:6¢ff:1111::50 and fd07:2fa:6¢ff:2405::80
e Two networks: fd07:2fa:6cff:1111::0 and fd07:2fa:6cff:2405::0
e Prefix length: 64

NIC -1 MNIC - 2

|
|
|
fd07:2fa:6cf:1111:50 | fd07:2fa:6cff:2405::80
|
|

fd07:2fa:6¢cff:1111::0 fd07:2fa:6¢ff:2405::0

i =

) Raritan
fd07:2fa:6¢ff:2405::30

- -

fdO7:2fa:6cff:1111::X
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In this example, NIC-2 (fd07:2fa:6¢ff:2405::80) is the next hop router for
your PX to communicate with any device in the other subnet
fd07:2fa:6¢ff:1111::0. In the IPv6 'Append new Route' dialog, you should
specify:

= Destination: fd07:2fa:6¢cff:2405::0/64
= Next Hop: fd07:2fa:6¢cff:2405::80
Role of a DNS Server

As Internet communications are carried out on the basis of IP addresses,
appropriate DNS server settings are required for mapping domain names
(host names) to corresponding IP addresses, or the PX may fail to
connect to the given host.

Therefore, DNS server settings are important for external authentication.
With appropriate DNS settings, the PX can resolve the external
authentication server's name to an IP address for establishing a
connection. If the SSL/TLS encryption is enabled, the DNS server
settings become critical since only fully qualified domain name can be
used for specifying the LDAP server.

For information on external authentication, see Setting Up External
Authentication (on page 176).

Modifying Network Service Settings

The PX supports these network communication services: HTTPS, HTTP,
Telnet and SSH.

HTTPS and HTTP enable the access to the web interface, and Telnet
and SSH enable the access to the command line interface. See Using
the Command Line Interface (on page 337).

By default, SSH is enabled, Telnet is disabled, and all TCP ports for
supported services are set to standard ports. You can change default
settings if necessary.

Note: Telnet access is disabled by default because it communicates
openly and is thus insecure.

In addition, the PX also supports the SNMP and Modbus/TCP protocols.

Changing HTTP(S) Settings

Important: Raritan disables SSL 3.0 and uses TLS for releases 3.0.4,
3.0.20 and later releases due to published security vulnerabilities in SSL
3.0. Make sure your network infrastructure, such as LDAP and mail
services, uses TLS rather than SSL 3.0.
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HTTPS uses Transport Layer Security (TLS) technology to encrypt all
traffic to and from the PX device so it is a more secure protocol than
HTTP.

By default, any access to the PX device via HTTP is automatically
redirected to HTTPS. You can disable this redirection if needed.

» To change HTTP or HTTPS port settings:

Choose Device Settings > Network Services > HTTP. The HTTP
Settings dialog appears.

2. To use adifferent port for HTTP or HTTPS, type a new port number
in the corresponding field. Valid range is 1 to 65535.

Warning: Different network services cannot share the same TCP
port.

3. Enable or disable either or both ports.

= To enable or disable the HTTP port, select or deselect the "HTTP
access" checkbox.

= To enable or disable the HTTPS port, select or deselect the
"HTTPS access" checkbox.

» To enable or disable HTTPS redirection:

In the HTTP Settings dialog, the "Enforce use of HTTPS (redirect to
HTTPS)" checkbox determines whether the HTTP access to the PX
is redirected to HTTPS.

= To enable the redirection, select the checkbox.

= To disable the redirection, deselect the checkbox.

Note: The redirection checkbox is configurable only when both HTTP
and HTTPS ports have been enabled.
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Configuring SNMP Settings

You can enable or disable SNMP communication between an SNMP
manager and the PX device. Enabling SNMP communication allows the
manager to retrieve and control the power status of each outlet.

Besides, you may need to configure the SNMP destination(s) if the
built-in "System SNMP Notification Rule" is enabled and the SNMP
destination has not been set yet. See Event Rules and Actions (on
page 213).

> To configure SNMP communication:

1. Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

& SNMP Settings (>
General | Notfications |

SHMP v1 [ v2e Settings

SNMP v1 [ v2e: 7] enable
Read Community String: publc
Write Community String:

SHMP v3 Settings

SNMP v3: "] enable

~ MIB-II System Group
sysContact
syshame:

sysLocation:

| Downioad WE ~ 0K Cancal

2. Enable or disable "SNMP v1 / v2c" and/or "SNMP v3" by clicking the
corresponding "enable" checkbox. For details, see Enabling SNMP
(on page 325).

= The SNMP v1/v2c read-only access is enabled by default.

3. Enter the MIB-Il system group information, if applicable.

Important: You must download the SNMP MIB for your PX to use
with your SNMP manager. Click Download MIB in this dialog to
download the desired MIB file. For details, see Downloading SNMP
MIB (on page 333).

4. Click OK.
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To configure SNMP notification destinations:
Click the Notifications tab in the same SNMP dialog.
Select the Enabled checkbox.

Select an SNMP notification type - SNMP v2c Trap, SNMP v2c
Inform, SNMP v3 Trap, and SNMP v3 Inform.

e

4. Specify the SNMP notification destinations and enter necessary
information. For details, refer to either of the following:

= SNMPv2c Notifications (on page 328)
=  SNMPv3 Notifications (on page 330)
5. Click OK.

Tip: The SNMP notification destinations can be also set in the Event
Rule Settings dialog. See Modifying an Action (on page 264).

Changing SSH Settings

You can enable or disable the SSH access to the command line interface,
or change the default TCP port for the SSH service. In addition, you can
decide to log in using either the password or the public key over the SSH
connection.

» To change SSH service settings:

Choose Device Settings > Network Services > SSH. The SSH
Settings dialog appears.

2. To use a different port, type a new port number in the port field. Valid
range is 1 to 65535.

3. To enable the SSH application, select the Enable SSH Access
checkbox. To disable it, deselect the checkbox.

4. To select a different authentication method, select one of the
checkboxes.

= Password authentication only: Enables the password-based login
only.

= Public key authentication only: Enables the public key-based
login only.

= Password and public key authentication: Enables both the
password- and public key-based login. This is the default.

5. Click OK.

If the public key authentication is selected, you must type a valid SSH
public key for each user profile to log in over the SSH connection. See
Creating a User Profile (on page 147).
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Changing Telnet Settings

You can enable or disable the Telnet access to the command line
interface, or change the default TCP port for the Telnet service.

>

4.

To change Telnet service settings:

Choose Device Settings > Network Services > Telnet. The Telnet
Settings dialog appears.

To use a different port, type a new port number in the port field. Valid
range is 1 to 65535.

To enable the Telnet application, select the Enable Telnet Access
checkbox. To disable it, deselect the checkbox.

Click OK.

Changing Modbus/TCP Settings

You can enable or disable the Modbus/TCP access to the PX or the
read-only mode, or change the default TCP port for the Modbus service.

>

To change the Modbus service settings:

Choose Device Settings > Network Services > Modbus. The Modbus
Settings dialog appears.

To enable the Modbus/TCP access, select the Enable Modbus/TCP
Access checkbox. To disable it, deselect the checkbox.

To use a different port, type a new port number in the port field. Valid
range is 1 to 65535.

To enable the Modbus read-only mode, select the "Enable read-only
mode" checkbox. To disable it, deselect the checkbox.
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Enabling Service Advertisement

The PX advertises all enabled services that are reachable using the IP
network. This feature uses DNS-SD (Domain Name System-Service
Discovery) and mDNS (multicastDNS). The advertised services are
discovered by clients that have implemented DNS-SD and mDNS.

The advertised services include the following:

e HTTP
e HTTPS
e Telnet

e SSH

e Modbus
e json-rpc
e SNMP

By default, this feature is enabled.

Enabling this feature also enables Link-local Multicast Name Resolution
(LLMNR) and mDNS, which are required for resolving APIPA host
names. See APIPA and Link-Local Addressing (on page 2).

The service advertisement feature supports both IPv4 and IPv6
protocols.

If you have set a preferred host name for IPv4 and/or IPv6, that host
name can be used as the zero configuration .local host name, that is,
<preferred_host_name>.local, where <preferred_host_name> is the
preferred host name you have specified for PX. The IPv4 host name is
the first priority. If an IPv4 host name is not available, then use the IPv6
host name.

Note: For information on configuring IPv4 and/or IPv6 network settings,
see Modifying Network Settings (on page 113).

» To enable service advertisement:

Choose Device Settings > Network Services to select the Service
Advertisement checkbox.

2. Click Yes on the confirmation message to switch to zero
configuration advertising. The feature is enabled and the Service
Advertisement checkbox is selected in the submenu.

> To disable service advertisement:

Choose Device Settings > Network Services to deselect the Service
Advertisement checkbox.
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Click Yes on the confirmation message to switch off the zero
configuration advertising. The feature is disabled and the Service
Advertisement checkbox is deselected in the submenu.

Setting the Date and Time

Set the internal clock on the PX device manually, or link to a Network
Time Protocol (NTP) server.

o N~ Y

To set the date and time:
Choose Device Settings > Date/Time.
In the Time Zone field, select your time zone from the list.

If the daylight saving time applies to your time zone, verify the
Automatic Daylight Saving Time Adjustment checkbox is selected.

If the daylight saving time rules are not available for the selected time
zone, the checkbox is not configurable.

Choose one of the methods to set the date and time:

= To customize the date and time, select the User Specified Time
radio button, and then enter the date and time in appropriate
fields. Use the yyyy-mm-dd format for the date and the hh:mm:ss
format for the time.

= The time is measured in 24-hour format so enter 13 for
1:00pm, 14 for 2:00pm, and so on.

= Toletan NTP server set the date and time, select the
"Synchronize with NTP Server" radio button. There are two ways
to assign the NTP servers.

= To use the DHCP-assigned NTP servers, make sure the
"Always use the servers below and ignore DHCP-provided
servers" checkbox is deselected. This method is usable only
when either IPv4 or IPv6 DHCP is enabled.

= To use the NTP servers that are manually specified, select
the "Always use the servers below and ignore
DHCP-provided servers" checkbox, and specify the primary
NTP server in the First Time Server field. A secondary NTP
server is optional.
Click Check NTP Servers to verify the validity and
accessibility of the specified NTP servers.

Note: If the PX device's IP address is assigned through IPv4 or IPv6
DHCP, the NTP servers can be automatically discovered. When this
occurs, the data you entered in the fields of First and Second Time
Server will be overridden.

Click OK.
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The PX follows the NTP server sanity check per the IETF RFC. If your
PX has problems synchronizing with a Windows NTP server, see
Windows NTP Server Synchronization Solution (on page 128).

Note: If you are using Sunbird's Power 1Q to manage the PX, you must
configure Power 1Q and the PX to have the same date/time or NTP
settings.

How to Use the Calendar

The calendar icon @ next to the Date field is a convenient tool to
quickly change the year, month and date.

1999-12-31

S M T W T F b=
T 28 29 30 1 2 3
4 5 B 7 8 9 10
11 12 13 14 15 16 AT
18 19 20 22 23 24
25 26 27 28 29 30 3
1.2 3 4 5 6 7

|Tnday|

> To select a date using the calendar:
1. To change the year shown in the calendar, do either of the following:

= Press Ctrl+Up arrow or Ctrl+Down arrow to switch between
years.

126 Y=
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Click ﬂ, which is adjacent to the year, to show a list of years
and months. Select the desired year from the list to the right and

click OK. If the list does not show the desired year, click (4] or

[*] to show additional years.

Jan
Fehk
Iar
Apr
Py

Jun

_______ ITRN IR
A 2005
Sep 2006
Ot 2007
Moy 2005
Dec 2009

2010

2011

2mz

2013

2014

To change the month shown in the calendar, do one of the following:

Press Ctrl+Right arrow or Ctrl+Left arrow to switch between

months.

Click Bl or B on the top of the calendar to switch between

months.

Click ﬂ, which is adjacent to the year, to show a list of years
and months. Select the desired month from the list to the left and

click OK.

To select a date, click that date on the calendar.

Click Today if you want to select today.

Note: On the calendar, the date for today is marked with a red frame.
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Windows NTP Server Synchronization Solution

The NTP client on the PX follows the NTP RFC so the PX rejects any
NTP servers whose root dispersion is more than one second. An NTP
server with a dispersion of more than one second is considered an
inaccurate NTP server by the PX.

Note: For information on NTP RFC, visit
http:/tools.ietf.org/html/rfc4330 http://tools.ietf.org/html/rfc4330 to
refer to the section 5.

Windows NTP servers may have a root dispersion of more than one
second, and therefore cannot synchronize with the PX. When the NTP
synchronization issue occurs, change the dispersion settings to resolve
it.

» To change the Windows NTP's root dispersion settings:

1. Access the registry settings associated with the root dispersion on
the Windows NTP server.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\W3
2Time\Config

2. AnnounceFlags must be set to 0x05 or 0x06.

= 0x05 = 0x01 (Always time server) and 0x04 (Always reliable time
server)

= 0x06 = 0x02 (Automatic time server) and 0x04 (Always reliable
time server)

Note: Do NOT use 0x08 (Automatic reliable time server) because its
dispersion starts at a high value and then gradually decreases to one
second or lower.

3. LocalClockDispersion must be set to 0.


http://tools.ietf.org/html/rfc4330�
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Setting Default Measurement Units

Default measurement units are applied to the PX web and CLI interfaces
across all users, including users accessing the device via external
authentication servers. Default units apply before users set their own
preferred measurement units or the administrator changes preferred
units for any user.

Note: To set preferred measurement units for your own, see Setting Up
Your Preferred Measurement Units (on page 152). If your preferences
are different from the default measurement units, your preferences rather
than the defaults apply to the PX user interfaces after you log in.

>

To set up default user preferences:
Choose User Management > Default User Preferences.

Update any of the following as needed:

= In the Temperature Unit field, select “C (Celsius) or °F
(Fahrenheit) as the measurement unit for temperatures.

= In the Length Unit field, select "Meter" or "Feet" as the
measurement unit for length or height.

= In the Pressure Unit field, select "Pascal” or "psi" as the
measurement unit for pressure.

Click OK.
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Configuring the Feature Port

The

PX device supports connecting one of the following devices to its

FEATURE port:

Raritan Computer Interface Module (CIM) for KVM access. See
Dominion KX I / lll Configuration (on page 625).

Raritan serial access products, including Dominion KSX Il, SX or SX
II. See Dominion KSX Il, SX or SX Il Configuration (on page 630).

Raritan asset management sensors (asset sensors). See
Connecting Asset Management Sensors (on page 53).

External beeper. See Connecting an External Beeper (on page
69).

Schroff® LHX-20, SHX-30 or LHX-40 heat exchanger. See
Connecting a Schroff LHX/SHX Heat Exchanger (on page 69).

By default, the FEATURE port can automatically detect and display the

devi
Sch

ce connected to the FEATURE port. The only exception is the
roff® LHX/SHX device, which requires enabling the LHX/SHX support

before the PX can detect or display it. See Managing the Schroff
LHX/SHX Heat Exchanger (on page 311).

You

can change the mode applied to the FEATURE port so that the PX

web interface only displays the device in the manner you wish.

>

To configure the FEATURE port:

Click the Feature Port folder. The Feature Port page opens in the
right pane.

Select the Port# 1 device on the Feature Port page, and click Setup.
The Feature Port Setup dialog appears.

Select the desired mode in the Detection Mode field.

= Auto: The PX automatically detects and displays the device
connected to the FEATURE port. This is the default.

= Disabled: The FEATURE port is disabled so the PX does not
detect and display the connected device.

= A specific device type: The PX always displays the selected
device type no matter which device is connected or whether the
selected device is detected or not. After selecting a device type,
the Mode column shows "Pinned." Available device types are
listed below.

Device type Description

Asset Strip Raritan asset sensors.
External An external beeper with the RJ-45 socket.
Beeper

==

=i=Raritan.



-
—-":"——

Raritan.

Chapter 6: Using the Web Interface

Device type Description
LHX 20 Schroff® LHX-20 heat exchanger.

All Schroff® SHX/LHX device types are available only
after the LHX/SHX support is enabled. See Enabling
and Disabling Schroff LHX/SHX Heat Exchanger
Support (on page 312).

SHX 30 Schroff® SHX-30 heat exchanger.
LHX 40 Schroff® LHX-40 heat exchanger.
Power CIM Select this type when connecting one of the following

Raritan products:

= Raritan power CIM, D2CIM-PWR. This CIM is used
to connect the PX to the Raritan digital KVM switch
-- Dominion KX .

=  Dominion KSX II
=  Dominion SX or SX Il

4. Click OK.

Configuring the Serial Port

You can change the bit-rate of the serial port labeled CONSOLE /
MODEM on the PX device. The default bit-rate for both console and
modem operation is 115200 bps.

The PX supports the use of one of the following devices via the serial
interface:

e A computer or Raritan KVM product for console management.
e An analog modem for remote dial-in and access to the CLI.
e A GSM modem for sending out SMS messages to a cellular phone.

Bit-rate adjustment may be necessary. Change the bit-rate before
connecting the supported device to the PX through the serial port, or
there are communication problems.

Note: The serial port bit-rate change is needed when the PX works in
conjunction with Raritan's Dominion LX KVM switch. The Dominion LX
only supports 19200 bps for communications over the serial interface.

You can set diverse bit-rate settings for console and modem operations.
Usually the PX can detect the device type, and automatically apply the
preset bit-rate.

» To change the serial port baud rate settings:

1. Choose Device Settings > Serial Port Settings. The Serial Port
Configuration dialog appears.
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2. Inthe "Connected device" field, select an appropriate option to force
the serial port to enter the correct state.

Options Description
Automatic detection The PX automatically detects the device type on the
serial port.

Select this option unless your PX cannot correctly
detect the connected device.

Force console The port enters the local console state.
Force analog modem The port enters the analog modem state.
Force GSM modem The port enters the GSM modem state.

3. In the Console Baud Rate field, select the baud rate intended for
console management.

Note: For a serial RS-232 or USB connection between a computer
and the PX, leave it at the default (115200 bps).

4. In the Modem Baud Rate field, select the baud rate used for the
modem connected to the PX.

> To configure the analog modem settings:
Click the Analog Modem tab.

2. Select the "Answer incoming calls" checkbox to enable the remote
access via a modem. Otherwise, deselect this checkbox.

3. Specify the number of rings the PX must wait before answering the
call. You can either type a value or click the Up/Down arrow keys to
adjust the value in the "Number of rings until answering" field.

To configure the GSM modem settings:
Click the GSM Modem tab.
Enter the SIM PIN.

Select 'Use custom SMS center number' if a custom SMS will be
used.

Enter the SMS center number in the SMS Center field.

Click Advanced Information to show information.

A

Enter the number of the recipient's phone in the Recipients Phone
field, then click Send SMS Test to send a test SMS message.
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Setting the Cascading Mode

A maximum of eight PX devices can be cascaded using USB cables and
therefore share only one Ethernet connection. See Cascading the PX
via USB (on page 27).

The Ethernet sharing mode applied to the USB-cascading configuration
is either network bridging or port forwarding. This mode is determined by
the master device. See Overview of the Cascading Modes (on page
134).

Only the Admin user or a user with the Administrator Privileges
permission can configure the cascading mode.

To apply the "Port Forwarding" cascading mode, all cascaded PX
devices must be upgraded to version 2.5.20 or later, or those devices not
supporting the "Port Forwarding" mode cannot be accessed over the
network. See Updating the PX Firmware (on page 319).

Note: The PX in the Port Forwarding mode does not support APIPA. See
APIPA and Link-Local Addressing (on page 2).

» To configure the cascading mode:
Log in to the master device's web interface.

2. Choose Device Settings > USB Cascading. The USB Cascading
Configuration dialog appears.

3. Verify that the "Position in cascaded chain" field shows 0 (Master),
indicating that this PX is the master device.

4. Select the preferred cascading mode in the "Cascading mode" field.

= Bridging: Each device in the USB-cascading configuration is
accessed with a different IP address. This is the default.

= Port Forwarding: Each device in the USB-cascading
configuration is accessed with the same IP address but with a
different port number assigned. For details the port numbers, see
Port Number Syntax (on page 136).

Note: If reversing or disconnecting the USB cable from a slave
device, causing the slave device to become a master or standalone
device, you must plug an Ethernet cable to it to update its
USB-cascading status.

Click OK.

If selecting Port Forwarding, a list of port numbers for diverse
networking protocols will be available on the "Protocol to Port
Mapping" tab of each cascaded device.
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Return to the same dialog and click the "Protocol to Port Mapping"
tab to view the master device's port numbers.

USB Cascading Configuration

Settings Protocol to Port Mapping
Protocol = Transport
HTTF TCF
HTTPS TCFP
MODBUS TCF
SHMP LDP
S5H TCF
TELMET TCF

Port for accessing PDU
0100
S0000
0800
S0500
0200
0300

|. 0K | | Cancel

For information on accessing each cascaded device in the Port
Forwarding mode, see Port Forwarding Examples (on page 137).

Overview of the Cascading Modes

You must apply a cascading mode to the USB-cascading configuration.

See Setting the Cascading Mode (on page 133).

> Overview:

e The Bridging mode supports the wired network only while the Port
Forwarding mode supports both wired and wireless networks.

e All cascading modes support both DHCP and static IP addressing.

¢ In the Bridging mode, each cascaded device has a unique IP
address. In the Port Forwarding mode, all cascaded devices share

the same IP address.

e Each cascaded device can be remotely accessed through the
network regardless of the cascading mode applied.

» |llustration:

In the following diagrams, it is assumed that users enable the DHCP

networking in the USB-cascading configuration comprising four

devices. The first cascaded device is the master device (M) and the

other are slave devices (S).
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"Bridging" mode:

As illustrated in the following diagram, the DHCP server
communicates with every cascaded device respectively and assigns
four different IP addresses accordingly. Each device has one IP
address. The way to remotely access each cascaded device is
completely the same as accessing a standalone device in the
network.

DHCP

EEsrm s ——

"Port Forwarding" mode:

The DHCP server communicates with the master device only and
assigns one |IP address. All slave devices use the same IP address
as the master device. You must specify a 5XXXX port number
(where X is a number) when remotely accessing any slave device
through the network. See Port Number Syntax (on page 136).

DHCP

1001.1.1 100.1.1.1 100.1.1.1

LS 1.8 s |
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Port Number Syntax

In the Port Forwarding mode, all devices in the USB-cascading
configuration share the same IP address. To access any cascaded
device, you must assign an appropriate port number to it.

o Master device: The port number is either 5SNNXX or the standard
TCP/UDP port.

e Slave device: The port number is 5SNNXX.

»  5NNXX port number syntax:
¢ NN is a two-digit number representing the network protocol as shown

below:

Protocols NN
HTTPS 00
HTTP 01
SSH 02
TELNET 03
SNMP 05
MODBUS 06

e XXis a two-digit number representing the device position as shown

below:

Position XX
Master device 00
Slave 1 01
Slave 2 02
Slave 3 03
Slave 4 04
Slave 5 05
Slave 6 06
Slave 7 07
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For example, to access the Slave 4 device via Modbus/TCP, the port
number is 50604. See Port Forwarding Examples (on page 137) for
further illustrations.

Tip: The full list of each cascaded device's port numbers can be retrieved
from the web interface. See Setting the Cascading Mode (on page
133).

P Standard TCP/UDP ports:

The master device can be also accessed through standard TCP/UDP
ports as listed in the following table.

Protocols Port Numbers

HTTPS 443
HTTP 80
SSH 22
TELNET 23
SNMP 161

MODBUS 502

In the Port Forwarding mode, the PX does NOT allow you to modify the
standard TCP/UDP port configuration, including HTTP, HTTPS, SSH,
Telnet, SNMP and Modbus/TCP.

Port Forwarding Examples

To access a cascaded device in the Port Forwarding mode, assign a port
number to the |P address.

e Master device: Assign proper SNNXX port numbers or standard
TCP/UDP ports. See Port Number Syntax (on page 136) for details.

e Slave device: Assign proper 5SNNXX port numbers.

Assumption: The Port Forwarding mode is applied to a USB-cascading
configuration comprising three Raritan products. The IP address is
192.168.84.77.

» Master device:

Position code for the master device is 00 so each port number is 5SNNOO
as shown below.

Protocols Port numbers
HTTPS 50000
HTTP 50100
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Protocols Port numbers
SSH 50200
TELNET 50300
SNMP 50500
MODBUS 50600

Examples using "5NNOQ" ports:

e To access the master device via HTTPS, the IP address is:
https://192.168.84.77:50000/

e To access the master device via HTTP, the IP address is:
http://192.168.84.77:50100/

e To access the master device via SSH, the command is:
ssh -p 50200 192.168.84.77

Examples using standard TCP/UDP ports:

e To access the master device via HTTPS, the IP address is:
https://192.168.84.77:443/

e To access the master device via HTTP, the IP address is:
http://192.168.84.77:80/

e To access the master device via SSH, the command is:
ssh -p 22 192.168.84.77

» Slave 1 device:

Position code for Slave 1 is 01 so each port number is 5NNO1 as shown

below.

Protocols Port numbers
HTTPS 50001

HTTP 50101

SSH 50201
TELNET 50301

SNMP 50501
MODBUS 50601
Examples:

e To access Slave 1 via HTTPS, the IP address is:
https://192.168.84.77:50001/
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e To access Slave 1 via HTTP, the IP address is:
http://192.168.84.77:50101/

e To access Slave 1 via SSH, the command is:
ssh -p 50201 192.168.84.77

> Slave 2 device:

Position code for Slave 2 is 02 so each port number is 5NN02 as shown

below.

Protocols Port numbers
HTTPS 50002

HTTP 50102

SSH 50202
TELNET 50302

SNMP 50502
MODBUS 50602
Examples:

e To access Slave 2 via HTTPS, the IP address is:
https://192.168.84.77:50002/

e To access Slave 2 via HTTP, the IP address is:
http://192.168.84.77:50102/

e To access Slave 2 via SSH, the command is:
ssh -p 50202 192.168.84.77
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Setting Data Logging

The PX can store 120 measurements for each sensor in a memory buffer.
This memory buffer is known as the data log. Sensor readings in the
data log can be retrieved using SNMP.

You can configure how often measurements are written into the data log
using the Measurements Per Log Entry field. Since the PX internal
sensors are measured every second, specifying a value of 60, for
example, would cause measurements to be written to the data log once
every minute. Since there are 120 measurements of storage per sensor,
specifying a value of 60 means the log can store the last two hours of
measurements before the oldest one in the log gets overwritten.

Whenever measurements are written to the log, three values for each
sensor are written: the average, minimum and maximum values. For
example, if measurements are written every minute, the average of all
measurements that occurred during the preceding 60 seconds along with
the minimum and maximum measurement values are written to the log.

Note: The PX device's SNMP agent must be enabled for this feature to
work. See Enabling SNMP (on page 325). In addition, using an NTP
time server ensures accurately time-stamped measurements.

Enabling Data Logging

By default, data logging is enabled. You must have "Administrator" or
"Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration"
permissions to change the setting.

» To configure the data logging feature:

Choose Device Settings > Data Logging. The Data Logging Options
dialog appears.

2. To enable the data logging feature, select the "enable" checkbox in
the Enable Data Logging field.

3. Type a number in the Measurements Per Log Entry field. Valid range
is from 1 to 600. The default is 60.

4. Verify that all sensor logging is enabled. If not, click Enable All to
have all sensors selected.

5. Click OK.

Important: Although it is possible to selectively enable/disable logging for
individual sensors on the PX in Step 4, it is NOT recommended.
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Configuring SMTP Settings

The PX can be configured to send alerts or event messages to a specific
administrator by email. To do this, you have to configure the SMTP
settings and enter an IP address for your SMTP server and a sender's
email address.

If any email messages fail to be sent successfully, the failure event and
reason are available in the event log. See Viewing the Local Event Log
(on page 265).

Note: See Event Rules and Actions (on page 213) for information on
creating event rules to send email notifications.

>

To set SMTP server settings:

Choose Device Settings > SMTP Server. The SMTP Server Settings
dialog appears.

Type the name or IP address of the mail server in the Server Name
field.

Type the port number for the SMTP server in the Port field. The
default is 25.

Type an email address for the sender in the Sender Email Address
field.

Type the number of email retries in the "Number of Sending Retries"
field. The default is 2 retries.

Type the time interval between email retries in the "Time Interval
Between Sending Retries (in minutes)" field. The time is measured in
minutes. The default is 2 minutes.

If your SMTP server requires password authentication, do this:
a. Select the Server Requires Authentication checkbox.

b. Type a user name in the User Name field.

c. Type a password in the Password field.

If your SMTP server supports the Transport Layer Security (TLS),
select the "Enable SMTP over TLS (StartTLS)" checkbox. Then do
the following:

a. Click Browse to select the TLS CA certificate file. Then you may:
= Click Show to view the installed certificate's contents.

= Click Remove to delete the installed certificate if it is
inappropriate.

b. Select or deselect the "Allow expired and not yet valid
certificates" checkbox.
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10.

= To always send the email messages even though the
installed certificate chain contains a certificate that is
outdated or not valid yet, select this checkbox.

= To prevent the email messages from being sent when any
certificate in the installed certificate chain is outdated or not
valid yet, deselect this checkbox.

Now that you have set the SMTP settings, you can test it to ensure it
works properly. Do the following:

a. Type the recipient's email address in the Recipient Email
Addresses field. Use a comma to separate multiple email
addresses.

b. Click Send Test Email.
c. Check if the recipient(s) receives the email successfully.
Click OK.

Configuring Data Push Settings

If any Raritan asset sensors have been connected to PX, you can push
the asset sensor data to a remote server for data synchronization. The
data will be sent in JSON format using HTTP POST requests. You need
to set up the destination and authentication for data push on the PX.

For instructions on connecting asset sensors, see Connecting Asset
Management Sensors (on page 53).

After configuring the destination and authentication settings, do either or
both of the following:

To perform the data push after the occurrence of a certain event,
create the data push action and assign it to an event rule. See Push
Out Sensor Readings (on page 220).

To push the data at a regular interval, schedule the data push action.
See Scheduling an Action (on page 239).

To configure data push settings:

Choose Device Settings > Data Push. The Data Push dialog
appears.

Click New. The Add New Destination dialog appears.

In the URL field, determine the following information.

= Click the arrow to select http or https.

= Type the URL or host name in the accompanying text box.

If the destination server requires authentication, select the "Use
authentication" checkbox, and provide the authentication information:

= |Inthe "User name" field, type the login name.
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= In the Password field, type the login password.

5. Inthe "Entry type" field, determine the data that will be transmitted.

= Asset management information: Transmit the information of the

specified asset sensor(s), including the general status of the
specified sensor(s) and a list of asset tags on blade extension
strips if any.

= Asset management log: Transmit the log of all asset sensors,

which is generated when there are changes made to asset tags

and asset sensors, including asset tag connection or
disconnection events.

6. If "Asset management information" is selected in the above step,

specify the asset sensor(s) whose log to send. The PX has only one

FEATURE port so only one asset sensor is available.

= To specify the asset sensor, select it in the Available list box and

click [/ (Add) or | (Add All).

» Toremove the asset sensor, select it in the Selected list box a
click [#| (Remove) or [#!| (Remove All).

7. Click OK.

nd

Specifying the Device Altitude

You must specify the PX device's altitude above sea level if a Raritan's

DPX differential air pressure sensor is attached. This is because the
device's altitude is associated with the altitude correction factor. See
Altitude Correction Factors (on page 621).

The default altitude measurement unit is meter. You can have the
measurement unit vary between meter and foot according to user
credentials. See Setting Default Measurement Units (on page 129).

> To specify the altitude of the PX device:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Setup in the Settings section. The Pdu Setup dialog appears.

Type an integer number in the Altitude field. Depending on the
measurement unit displayed, the range of valid numbers differs.

= For meters (m), the value ranges between 0 and 3000.

= For feet (ft), the value ranges between 0 and 9842.

4. Click OK.
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Rebooting the PX Device

You can remotely reboot the PX device via the web interface.

Resetting the PX does not interrupt the operation of connected servers
because there is no loss of power to outlets. Outlets that have been
powered on prior to the reset remain powered on and outlets that have
been powered off remain powered off during and after the reset.

» To reboot the device:

1. Choose Maintenance > Unit Reset. The Reset Device dialog
appears.

l&;ﬁ Reset Device I [

Do you really want to reset the device?

| Yes I Mo |

Click Yes to reset the PX.

A message appears with a countdown timer showing the remaining
time of the operation. It takes about one minute to complete.

4. When the reset is complete, the Login page opens. Now you can log
back in to the PX device.

Note: If you are not redirected to the Login page after the reset is
complete, click the underlined text "this link" in the message.

Resetting All Active Energy Readings

An active energy reading is a value of total accumulated energy, which is
never reset, even if the power fails or the PX is reset. However, you can
manually reset this reading to restart the energy accumulation process.

Only users with the "Admin" role assigned can reset active energy
readings.

> To reset all active energy readings of the PX:
Click the PDU folder in the PX Explorer pane to open the PDU page.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Reset All Active Energy Counters in the Settings section.

Click Yes on the confirmation message. Now all 'Active Energy’
readings on the PX are reset to 0 (zero) Wh.
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Tip: You can also reset the active energy readings of an individual inlet.
See Resetting Inlet Active Energy Readings (on page 204). To reset
the active energy readings of specific outlets only, see Resetting Outlet
Active Energy Readings (on page 200).

Monitoring Total Active Energy or Power

This section applies only to multi-inlet models, including PX in-line
monitors.

A PX device with multiple inlets has two additional sensors for reporting
power-related readings at the PDU level: total active energy and total
active power.

For a regular PX model with multiple inlets:

e Total active energy = sum of all inlets' active energy values
e Total active power = sum of all inlets' active power values
For an in-line monitor with multiple inlets/outlets:

e Total active energy = sum of all outlets' active energy values
e Total active power = sum of all outlets' active power values

Tip: You can reset the active energy sensor(s) as needed. See
Resetting All Active Energy Readings (on page 144).

> To view the total active energy and/or power of a multi-inlet PX:
1. Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

2. Locate the Power section in the right pane. Both values and states of
Active Power and Active Energy are displayed.

| Value State
ow nomal
76914 Wh normal
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Checking the Internal Beeper State

The internal beeper can alert you if any overcurrent protector, including
fuses and circuit breakers, has tripped or blown on the PX. See Beeper
(on page 86).

If intended, you can set an event rule to turn on the internal beeper when
a specific event occurs. See Event Rules and Actions (on page 213).

You can remotely check this beeper's state.

» To check the internal beeper's state:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

2. Locate the "Internal Beeper" section in the right pane. Either of the
following states is displayed.

= Off: The beeper is turned off.

= Active: The beeper is turned on. A field titled "Activation reason"
appears below the beeper state, indicating why the beeper
sounds an alarm.

For example, if the internal beeper is turned on because of a
specific event rule "BBB," the PX shows the following "Activation
reason:"

Event Action triggered by rule: BBB

Tip: To check the internal beeper state via CLI, see PDU Configuration
(on page 346).

Setting the EnergyWise Configuration

If a Cisco® EnergyWise energy management architecture is implemented
in your place, you can enable the Cisco EnergyWise endpoint
implemented on the PX device so that this device becomes part of the
Cisco EnergyWise domain.

The Cisco EnergyWise feature implemented on the PX is disabled by
default.

» To set the Cisco EnergyWise configuration:

Choose Device Settings > EnergyWise. The EnergyWise
Configuration dialog appears.

2. Inthe Enable EnergyWise field, select the "enable" checkbox to
enable the Cisco EnergyWise feature.

==
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3. Inthe "Domain name" field, type the name of a Cisco EnergyWise
domain where the PX belongs. The domain name comprises up to
127 printable ASCII characters.

= Spaces and asterisks are NOT acceptable.

4. In the "Domain password" field, type the authentication password
(secret) for entering the Cisco EnergyWise domain. The password
comprises up to 127 printable ASCII characters.

= Spaces and asterisks are NOT acceptable.

5. In the Port field, type a User Datagram Protocol (UDP) port number
for communications in the Cisco EnergyWise domain. The port
ranges from 1 to 65535. Default is 43440.

6. Inthe "Polling interval" field, type a polling interval to determine how
often the PX is queried in the Cisco EnergyWise domain. The polling
interval ranges from 30 to 600 seconds. Default is 180 seconds.

7. Click OK.

For PX2-3000, PX2-4000, and PX2-5000 series, the parent/child
relationship is formed after the Cisco EnergyWise feature is enabled.

e The PDU becomes a parent domain member.
e All outlets become children of the PDU.

User Management

i

Raritan.

The PX is shipped with one built-in user profile: admin, which is used for
initial login and configuration. This profile has full permissions, and
should be reserved for the system administrator. It cannot be deleted
and its permissions are not user-configurable except for the SNMP v3
permission.

All users must have a user profile, which specifies a login name and
password, and contains additional (optional) information about the user.
Every user profile must have at least a role to determine the user's
permissions. See Setting Up Roles (on page 153).

Tip: By default, multiple users can log in simultaneously using the same
login name.

Creating a User Profile

» To create a user profile:

Choose User Management > Users. The Manage Users dialog
appears.

2. Click New. The Create New User dialog appears.
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3.

Type the information about the user in the corresponding fields. Note
that User Name, Password and Confirm Password fields are
required.

Field Type this...

User Name The name the user enters to log in to the PX.
= 4 to 32 characters
= Case sensitive

= Spaces are NOT permitted.

Full Name The user's first and last names.
Password, = 4 to 64 characters
Confirm Password = (Case sensitive

= Spaces are permitted.
Telephone Number The user's telephone number
eMail Address The user's email address

= Up to 64 characters

= Case sensitive

Select the Enabled checkbox. Enabled users can log in to the PX
device.

Select the "Force password change on next login" checkbox if you
prefer a password change by the user when the user logs in for the
first time after this checkbox is enabled.

Note: Users with both the Change Local User Management and
Change Security Settings permissions can choose to ignore the
password change request. See Login (on page 88).

Click the SNMPv3 tab to set the SNMPv3 access permission. The
permission is disabled by default.

a. To permit the SNMPv3 access by this user, select the "Enable
SNMPv3 access" checkbox. Otherwise, leave the checkbox
disabled.

Note: The SNMPv3 protocol must be enabled for SNMPv3 access.
See Configuring SNMP Settings (on page 121).

b. Setup SNMPv3 parameters if enabling the SNMPv3 access

permission.
Field Description
Security Level Click the drop-down arrow to select a preferred
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Use Password as
Authentication
Pass Phrase

Authentication
Pass Phrase

Confirm
Authentication
Pass Phrase

Use Authentication
Pass Phrase as
Privacy Pass
Phrase

Privacy Pass
Phrase

Confirm Privacy
Pass Phrase

Authentication
Protocol

i

Raritan.

Chapter 6: Using the Web Interface

Description
security level from the list:

= NoAuthNoPriv: No authentication and no
privacy.

= AuthNoPriv: Authentication and no
privacy.

= AuthPriv: Authentication and privacy. This
is the default.

This checkbox is configurable only if AuthNoPriv
or AuthPriv is selected.

When the checkbox is selected, the authentication
pass phrase is identical to the user's password.
To specify a different authentication pass phrase,
disable the checkbox.

Type the authentication pass phrase in this field if
the "Use Password as Authentication Pass
Phrase" checkbox is disabled.

The pass phrase must consist of 8 to 32 ASCII
printable characters.

Re-type the same authentication pass phrase for
confirmation.

This checkbox is configurable only if AuthPriv is
selected.

When the checkbox is selected, the privacy pass
phrase is identical to the authentication pass
phrase. To specify a different privacy pass
phrase, disable the checkbox.

Type the privacy pass phrase in this field if the
"Use Authentication Pass Phrase as Privacy Pass
Phrase" checkbox is disabled.

The pass phrase must consist of 8 to 32 ASCII
printable characters.

Re-type the same privacy pass phrase for
confirmation.

Click the drop-down arrow and select the desired
authentication protocol from the list. Two protocols
are available:

= MD5
= SHA-1 (default)
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7.

10.

Field Description

Privacy Protocol Click the drop-down arrow and select the desired
privacy protocol from the list. Two protocols are
available:

= DES (default)
= AES-128

Click the SSH tab to enter the public key if the public key
authentication for the SSH service is enabled. See Changing SSH
Settings (on page 122).

a. Open the SSH public key with a text editor.

b. Copy and paste all contents in the text editor into the Public Key
field on the SSH tab.

Click the Roles tab to determine the permissions of the user.
Select one or multiple roles by selecting corresponding checkboxes.
= The Admin role provides full permissions.

= The Operator role provides limited permissions for
frequently-used functions. See Setting Up Roles (on page 153)
for the scope of permissions. This role is selected by default.

= [f no roles meet your needs, you can:

= Modify the permissions of an existing role: To modify the
permissions of any role, double-click the role or highlight it
and then click Edit Role. See Modifying a Role (on page
154).

= Create a new role by clicking the Manage Roles button: See
Creating a Role (on page 153).

Note: With multiple roles selected, a user has the union of all roles'
permissions.

To change any measurement units displayed in the web interface
and command line interface for this new user, click the Preferences
tab, and do any of the following:

= In the Temperature Unit field, select “C (Celsius) or °F
(Fahrenheit) as the measurement unit for temperatures.

= In the Length Unit field, select "Meter" or "Feet" as the
measurement unit for length or height.

= In the Pressure Unit field, select "Pascal” or "psi" as the
measurement unit for pressure.

A Pascal is equal to one newton per square meter. Psi stands for
pounds per square inch.

==
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Note: The measurement unit change only applies to the web
interface and command line interface. Users can change the
measurement units at any time by setting up their own user
preferences. See Setting Up Your Preferred Measurement Units
(on page 152).

Modifying a User Profile

You can change any user profile's information except for the user name.

» To modify a user profile:

Choose User Management > Users. The Manage Users dialog
appears.

Select the user by clicking it.

Click Edit or double-click the user. The Edit User 'XXX' dialog
appears, where XXX is the user name.

4. Make all necessary changes to the information shown.

To change the password, type a new password in the Password and
Confirm Password fields. If the password field is left blank, the
password is not changed.

5. To change the SNMPv3 access permissions, click the SNMPv3 tab
and make necessary changes. For details, see Step 6 of Creating a
User Profile (on page 147).

6. To change the permissions, click the Roles tab and do one of these:
= Select or deselect any role's checkbox.

* To modify the permissions of any role, double-click the role or
highlight it and then click Edit Role. See Modifying a Role (on
page 154).

7. To change the measurement unit for temperature, length or pressure,
click the Preferences tab, and select a different option from the
drop-down list.

Note: The measurement unit change only applies to the web
interface and command line interface.

8. Click OK.

Deleting a User Profile

Delete outdated or redundant user profiles when necessary.
» To delete user profiles:

1. Choose User Management > Users. The Manage Users dialog
appears.
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2. Select the user you want to delete by clicking it. To make multiple
selections, press Citrl+click or Shift+click to highlight multiple ones.

Click Delete.

A message appears, prompting you to confirm the operation. Click
Yes to confirm the deletion.

Setting Up Your Preferred Measurement Units

The measurement units used in your PX user interfaces can be changed
according to your own preferences regardless of the permissions you
have.

Tip: Preferences can also be changed by administrators for specific
users from the Preferences tab of the Manage Users dialog. See
Creating a User Profile (on page 147).

Note: The measurement unit change only applies to the web interface
and command line interface. Setting your preferences does not change
the default measurement units, which apply to all users before any
individual user or the administrator sets preferred measurement units on
a per-user basis. See Setting Default Measurement Units (on page
129) for information on changing default measurement units.

» To change the measurement units applied to your PX user
interfaces:

1. Choose User Management > User Preferences. The Setup User
Preferences dialog opens.

2. Update any of the following as needed:

= In the Temperature Unit field, select “C (Celsius) or °F
(Fahrenheit) as the measurement unit for temperatures.

= In the Length Unit field, select "Meter" or "Feet" as the
measurement unit for length or height.

= In the Pressure Unit field, select "Pascal” or "psi" as the
measurement unit for pressure.

3. Click OK.
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Setting Up Roles
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A role defines the operations and functions a user is permitted to perform
or access. Every user must be assigned at least a role.

The PX is shipped with two built-in roles: Admin and Operator.

e The Admin role provides full permissions. You can neither modify nor
delete this role.

e The Operator role provides limited permissions for frequently-used
functions. You can modify or delete this role. By default, the Operator
role contains these permissions:

- Acknowledge Alarms

- View Event Settings

- View Local Event Log

- Change Pdu, Inlet, Outlet & Overcurrent Protector Configuration
- Change Own Password

- Switch Outlet (all outlets)

Note: PX2-3000 and PX2-4000 series are NOT outlet-switching
capable so the "Switch Outlet" permission is not available.

The Operator role is assigned to a newly created user profile by
default. See Creating a User Profile (on page 147).

Creating a Role

Create a new role when you need a new combination of permissions.

» To create arole:

Choose User Management > Roles. The Manage Roles dialog
appears.

Tip: You can also access the Manage Roles dialog by clicking the
Manage Roles button in the Edit User 'XXX' dialog.

Click New. The Create New Role dialog appears.
Type the role's name in the Role Name field.

Type a description for the role in the Description field.

o~ Db

Click the Privileges tab to assign one or multiple permissions.
a. Click Add. The "Add Privileges to new Role" dialog appears.

b. Select the permission you want from the Privileges list.
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c. If the permission you selected contains any argument setting,
the Arguments list is shown to the right, such as the Switch
Actuator permission. Then select one or multiple arguments.

For example, if the Switch Outlet permission is selected, the
Arguments list shows all outlets for you to determine which
outlets this role can control. Select the desired outlets'
checkboxes or select the checkbox labeled "all" if you want to
select all outlets.

d. Click Add to add the selected permission (and arguments if any).
e. Repeat Steps a to d until you add all necessary permissions.
Click OK.

Now you can assign the new role to any users. See Creating a User
Profile (on page 147) or Modifying a User Profile (on page 151).

Modifying a Role

You can change an existing role's settings except for the name.

>

To modify arole:

Choose User Management > Roles. The Manage Roles dialog
appears.

Tip: You can also access the Manage Roles dialog by clicking the
Manage Roles button in the Edit User 'XXX' dialog.

Select the role you want to modify by clicking it.

Click Edit or double-click the role. The Edit Role "XXX' dialog
appears, where XXX is the role name.

Tip: You can also access the Edit Role 'XXX' dialog by clicking the
Edit Role button in the Edit User 'XXX' dialog.

Modify the text shown in the Description field if necessary.

To change the permissions, click the Privileges tab.

Note: You cannot change the Admin role's permissions.

To delete any permissions, do this:

a. Select the permission you want to remove by clicking it. To make
multiple selections, press Ctrl+click or Shift+click to highlight
multiple ones.

b. Click Delete.
To add any permissions, do this:

a. Click Add. The "Add Privileges to Role XXX" dialog appears,
where XXX is the role name.

==
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o

Select the permission you want from the Privileges list.

If the permission you selected contains any argument setting,
the Arguments list is shown to the right, such as the Switch
Actuator permission. Then select one or multiple arguments.

o

For example, if the Switch Outlet permission is selected, the
Arguments list shows all outlets for you to determine which
outlets this role can control. Select the desired outlets'
checkboxes or select the checkbox labeled "all" if you want to
select all outlets.

d. Click Add to add the selected permission (and arguments if any).
e. Repeat Steps a to d until you add all necessary permissions.

8. To change a specific permission's arguments, do this:
a. Select the permission by clicking it.

b. Click Edit. The "Edit arguments of privilege XXX" dialog appears,
where XXX is the privilege name.

Note: If the permission you selected does not contain any arguments,
the Edit button is disabled.

c. Select the argument you want. You can make multiple

selections.
d. Click OK.
9. Click OK.

Deleting a Role
You can delete any role other than the Admin role.

» To delete arole:

Choose User Management > Roles. The Manage Roles dialog
appears.

Tip: You can also access the Manage Roles dialog by clicking the
Manage Roles button in the Edit User 'XXX' dialog.

2. Select the role you want to delete by clicking it. To make multiple
selections, press Ctrl+click or Shift+click to highlight multiple ones.

Click Delete.

A message appears, prompting you to confirm the operation. Click
Yes to confirm the deletion.
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Access Security Control

The PX provides tools to control access. You can enable the internal
firewall, create firewall rules, and create login limitations.

Tip: You can also create and install the certificate or set up external
authentication servers to control any access. See Setting Up a TLS
Certificate (on page 170) and Setting Up External Authentication (on
page 176).

Forcing HTTPS Encryption

You can force all accesses to the PX via HTTP to be redirected to
HTTPS. See Changing HTTP(S) Settings (on page 119).

Configuring the Firewall

The PX has a firewall that you can configure to prevent specific IP
addresses and ranges of IP addresses from accessing the PX device or
to prevent them from receiving any data from the PX.

The PX allows you to configure the firewall rules for inbound and
outbound traffic respectively. Inbound rules control the data sent to the
PX, and outbound rules control the data sent from the PX.

By default the firewall is disabled.

» To configure the firewall:
Enable the firewall. See Enabling the Firewall (on page 156).

2. Set the default policy. See Changing the Default Policy (on page
157).

3. Create firewall rules specifying which addresses to accept and which
ones to discard. See Creating Firewall Rules (on page 158).

Changes made to firewall rules take effect immediately. Any
unauthorized IP activities cease instantly.

Note: The purpose of disabling the firewall by default is to prevent users
from accidentally locking themselves out of the device.

Enabling the Firewall
The firewall rules, if any, take effect only after the firewall is enabled.
> To enable the PX firewall:

1. Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

=i=Raritan.
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To enable the IPv4 firewall, click the IPv4 tab, and select the Enable
IPv4 Access Control checkbox.

To enable the IPv6 firewall, click the IPv6 tab, and select the Enable
IPv6 Access Control checkbox.

Click OK.

Changing the Default Policy

After enabling the firewall, the default policy is to accept traffic from/to all
IP addresses. This means only IP addresses discarded by a specific rule
will NOT be permitted to access the PX or receive any data from the PX.

You can change the default policy to Drop or Reject, in which case traffic
to/from all IP addresses is discarded except the IP addresses accepted
by a specific rule.

Default policies for inbound and outbound traffic can be different.

>

To change the default policy for inbound traffic:

Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

To determine the default policy for IPv4 addresses:

a. Click the IPv4 tab if necessary.

b. Ensure the Enable IPv4 Access Control checkbox is selected.
c. Locate the Default Policy field in the Inbound Rules section.
d

The default policy is shown in the Default Policy field. To change
it, select a different policy from the drop-down list.

= Accept: Accepts traffic from all IPv4 addresses.

= Drop: Discards traffic from all IPv4 addresses, without
sending any failure notification to the source host.

= Reject: Discards traffic from all IPv4 addresses, and an ICMP
message is sent to the source host for failure notification.

To determine the default policy for IPv6 addresses:

a. Click the IPv6 tab.

b. Ensure the Enable IPv6 Access Control checkbox is selected.
c. Locate the Default Policy field in the Inbound Rules section.
d

The default policy is shown in the Default Policy field. To change
it, select a different policy from the drop-down list.
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= Accept: Accepts traffic from all IPv6 addresses.

= Drop: Discards traffic from all IPv6 addresses, without
sending any failure notification to the source host.

= Reject: Discards traffic from all IPv6 addresses, and an ICMP
message is sent to the source host for failure notification.

4. Click OK. The new default policy is applied.

» To change the default policy for outbound traffic:

Locate the Outbound Rules section on the IPv4 or IPv6 tab and then
follow the above procedure to set up its Default Policy field by
selecting one of the following options.

= Accept: Permits traffic sent from the PX to all IP addresses.

= Drop: Discards traffic sent from the PX to all IP addresses,
without sending any failure notification to the destination host.

= Reject: Discards traffic sent from the PX to all IP addresses, and
an ICMP message is sent to the destination host for failure
notification.

Creating Firewall Rules

Firewall rules determine whether to accept or discard traffic to/from the
PX, based on the IP address of the host sending or receiving the traffic.
When creating firewall rules, keep these principles in mind:

e Rule order is important.

When traffic reaches or is sent from the PX device, the rules are
executed in numerical order. Only the first rule that matches the IP
address determines whether the traffic is accepted or discarded. Any
subsequent rules matching the IP address are ignored by the PX.

e Subnet mask is required.

When typing the IP address, you must specify BOTH the address
and a subnet mask. For example, to specify a single address in a
Class C network, use this format:

X.X.X.X/24
where /24 = a subnet mask of 255.255.255.0.

To specify an entire subnet or range of addresses, change the
subnet mask accordingly.

Note: Valid IPv4 addresses range from 0.0.0.0 through
255.255.255.255. Make sure the IPv4 addresses entered are within
the scope.
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» To create firewall rules:

Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

2. Click the IPv4 tab for creating IPv4 firewall rules, or click the IPv6 tab
for creating IPv6 firewall rules.

3. Ensure the Enable IPv4 Access Control checkbox is selected on the

IPv4 tab, or the Enable IPv6 Access Control checkbox is selected on
the IPv6 tab.

4. To set rules for inbound traffic, go to the Inbound Rules section. To
set rules for outbound traffic, go to the Outbound Rules section.

5. Create specific rules. See the table for different operations.

Action Procedure
Add a rule to the end of = Click Append. The "Append new Rule" dialog appears.
the rules list

= Type an IP address and subnet mask in the IP/Mask field.

= Select Accept, Drop or Reject from the drop-down list in the Policy
field.

= Accept: Accepts traffic from/to the specified IP address(es).

= Drop: Discards traffic from/to the specified IP address(es), without
sending any failure notification to the source or destination host.

= Reject: Discards traffic from/to the specified IP address(es), and an
ICMP message is sent to the source or destination host for failure

notification.
= Click OK.
The system automatically numbers the rule.
Insert a rule between two = Select the rule above which you want to insert a new rule. For
existing rules example, to insert a rule between rules #3 and #4, select #4.

= Click Insert. The "Insert new Rule" dialog appears.
= Type an IP address and subnet mask in the IP/Mask field.

= Select Accept, Drop or Reject from the drop-down list in the Policy
field.

= Accept: Accepts traffic from/to the specified IP address(es).

= Drop: Discards traffic from/to the specified IP address(es), without
sending any failure notification to the source or destination host.

= Reject: Discards traffic from/to the specified IP address(es), and an

ICMP message is sent to the source or destination host for failure
notification.

= Click OK.

The system inserts the rule and automatically renumbers the following rules.
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6. When finished, the rules appear in the Configure IP Access Control
Settings dialog.

{ﬁ Configure IP Access Control Settings

| Pva || Pus |

Enable IPv4 Access Control:
 Inbound Rules
Default Policy: Accept |v |
# IP/Mazk Policy
1 182.1688.30.30:32 ACCEPT [:]
2 192 255 255.255/24 ACCEPT .
3 182155123.123032 DROP
[ Append l [ Inzert l [ Edit l [ Delete l

— Dutbound Rules

Default Policy: |hccept |v |
# | IPMMask Policy
1 182.168.88.88/24 REJECT [:]

[Apperu:l H Insert H Edit H Delete l

7. Click OK. The rules are applied.

Editing Firewall Rules

When an existing firewall rule requires updates of IP address range
and/or policy, modify them accordingly.

» To modify afirewall rule:

1. Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

100 =i=Raritan.



i

Chapter 6: Using the Web Interface
2. To modify the IPv4 firewall rules, click the IPv4 tab. To modify the
IPv6 firewall rules, click the IPv6 tab.

3. Ensure the Enable IPv4 Access Control checkbox is selected on the
IPv4 tab, or the Enable IPv6 Access Control checkbox is selected on
the IPv6 tab.

Select the rule to be modified in the rules list.

Click Edit or double-click the rule. The Edit Rule dialog appears.
Make changes to the information shown.

Click OK.

Click OK to quit the Configure IP Access Control Settings dialog, or
the changes are lost.

© N o o A

Sorting Firewall Rules

The rule order determines which one of the rules matching the same IP
address is performed.

» To sort the firewall rules:

Choose Device Settings > Security > IP Access Control. The
Configure IP Access Control Settings dialog appears.

2. To sort the IPv4 firewall rules, click the IPv4 tab. To sort the IPv6
firewall rules, click the IPv6 tab.

3. Ensure the Enable IPv4 Access Control checkbox is selected on the
IPv4 tab, or the Enable IPv6 Access Control checkbox is selected on
the IPv6 tab.

4. Select a specific rule by clicking it.

5. Click || or = to move the selected rule up or down until it
reaches the desired location.

6. Click OK.

Deleting Firewall Rules

When any firewall rules become obsolete or unnecessary, remove them
from the rules list.

» To delete a firewall rule:

Choose Device Settings > Security > I[P Access Control. The
Configure IP Access Control Settings dialog appears.

2. To delete the IPv4 firewall rules, click the IPv4 tab. To delete the
IPv6 firewall rules, click the IPv6 tab.
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3. Ensure the Enable IPv4 Access Control checkbox is selected on the
IPv4 tab, or the Enable IPv6 Access Control checkbox is selected on
the IPv6 tab.

4. Select the rule that you want to delete. To make multiple selections,
press Ctrl+click or Shift+click to highlight multiple ones.

Click Delete.

A message appears, prompting you to confirm the operation. Click
Yes to remove the selected rule(s) from the rules list.

7. Click OK.

Setting Up User Login Controls

You can set up login controls to make it more difficult for hackers to
access the PX and the devices connected to it. You can arrange to lock
persons out after a specified number of failed logins, limit the number of
persons who log in using the same user name at the same time, and
force users to create strong passwords.

Enabling User Blocking

User blocking determines how many times a user can attempt to log in to
the PX and fail authentication before the user is blocked.

Note that this function applies only to local authentication instead of
authentication through external AA servers.

Note: If any user blocking event occurs, you can unblock that user
manually by using the "unblock" CLI command via a local connection.
See Unblocking a User (on page 496).

> To enable user blocking:

Choose Device Settings > Security > Login Settings. The Login
Settings dialog appears.

Locate the User Blocking section.

To enable the user blocking feature, select the "Block user on login
failure" checkbox.

4. Type a number in the "Maximum number of failed logins" field. This
is the maximum number of failed logins the user is permitted before
the user is blocked from accessing the PX device.

5. To determine how long the user's login is blocked, select the desired
length of time from the drop-down list in the "Block timeout" field. The
following describes available options.

= Infinite: This option sets no time limit on blocking the login.
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= X min: This type of option sets the time limit to X minutes, where
X'is a number.

= X h: This type of option sets the time limit to X hours, where X is
a number.

= 1 d: This option sets the time limit to 1 day.

Tip: If the desired time option is not listed, you can manually type the
desired time in this field. For example, you can type "4 min" to set
the time to 4 minutes.

Click OK.

Enabling Login Limitations

Login limitations determine whether more than one person can use the
same login name at the same time, and how long users are permitted to
stay idle before being forced to log out.

>

5.

To enable login limitations:

Choose Device Settings > Security > Login Settings. The Login
Settings dialog appears.

Locate the Login Limitations section.

To prevent more than one person from using the same login at the
same time, select the "Prevent concurrent login with same
username" checkbox.

To adjust how long users can remain idle before they are forcibly
logged out by the PX, select a time option in the Idle Timeout Period
field. The default is 10 minutes.

= X min: This type of option sets the time limit to X minutes, where
X is a number.

= X h: This type of option sets the time limit to X hours, where X is
a number.

= 1 d: This option sets the time limit to 1 day.

Tip: If the desired time option is not listed, you can manually type the
desired time in this field. For example, you can type "4 min" to set
the time to 4 minutes.

Click OK.

Tip: Keep the idle timeout to 20 minutes or less if possible. This reduces
the number of idle sessions connected, and the number of simultaneous
commands sent to the PX.
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Enabling Strong Passwords

Use of strong passwords makes it more difficult for intruders to crack
user passwords and access the PX device. By default, strong passwords
should be at least eight characters long and contain upper- and
lower-case letters, numbers, and special characters, such as @ or &.

> To force users to create strong passwords:

Choose Device Settings > Security > Password Policy. The
Password Policy dialog appears.

2. Select the Strong Passwords checkbox to activate the strong
password feature. The following are the default settings:

Minimum length = 8 characters
Maximum length = 32 characters
At least one lowercase character = Required

At least one uppercase character = Required

At least one numeric character = Required

At least one special character = Required
Number of restricted passwords in history =5

Note: The maximum password length accepted by the PX is 64
characters.

Make necessary changes to the default settings.
Click OK.

Enabling Password Aging

Password Aging determines whether users are required to change
passwords at regular intervals. The default is to disable this feature.

> To force users to change passwords regularly:

Choose Device Settings > Security > Password Policy. The
Password Policy dialog appears.

2. Select the Password Aging checkbox to enable the password aging
feature.

3. To determine how often users are requested to change their
passwords, select a number of days in the Password Aging Interval
field. Users are required to change their password every time when
that number of days has passed.

104 =i=Raritan.



i

Raritan.

Chapter 6: Using the Web Interface

Tip: If the desired time option is not listed, you can manually type the
desired time in this field. For example, you can type "9 d" to set the
password aging time to 9 days.

4. Click OK.

Enabling and Editing the Security Banner

Use the PX restricted service agreement (security banner) if you want to
require users to read and accept a security agreement when they log in
to the PX.

A default agreement is provided. You can edit or replace the default text
as needed by typing directly in the security dialog or pasting text into it.

A maximum of 10,000 characters can be entered or pasted into the
security banner.

If a user declines the agreement, they cannot log in. An event notifying
you if a user has accepted or declined the agreement can be created.
See Default Log Messages (on page 244)

» To enable the service agreement:

Click Device Services > Security > Restricted Service Agreement
Banner. The Restricted Service Agreement Setup dialog opens.

Select the Enforce Restricted Service Agreement checkbox.
Edit the text or replace it as needed.
Click OK.

.. Restricted Service Agreement Setup

[] Enforce Restricted Service Agreement

Unauthorized access prohibited; all access and activities not explicitly authorized
by rmanagement are unauthorized. Al activiteise are monitored and logged.
There is no privacy on this systemn. Unauthorized access and activities or any
criminal activity will be reported to appropriate authorities.

9702 characters remaining.
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If the Restricted Service Agreement feature is enabled, the Restricted
Service Agreement is displayed when any user logs in to the PX. Do
either of the following, or you cannot successfully log in to the PX:

¢ In the web interface, select the checkbox labeled "l understand and
accept the Restricted Service Agreement.”

Tip: To select the agreement checkbox using the keyboard, press
the Space bar.

e Inthe CLI, type y when the confirmation message "l understand and
accept the Restricted Service Agreement” is displayed.

Setting Up Role-Based Access Control Rules

Role-based access control rules are similar to firewall rules, except they
are applied to members sharing a specific role. This enables you to grant
system permissions to a specific role, based on their IP addresses.

> To setup role-based access control rules:
Enable the feature. See Enabling the Feature (on page 166).

2. Set the default policy. See Changing the Default Policy (on page
167).

3. Create rules specifying which addresses to accept and which ones to
discard when the addresses are associated with a specific role. See
Creating Role-Based Access Control Rules (on page 167).

Changes made do not affect users currently logged in until the next login.

Enabling the Feature

You must enable this access control feature before any relevant rule can
take effect.

» To enable role-based access control rules:

Choose Device Settings > Security > Role Based Access Control.
The Configure Role Based Access Control Settings dialog appears.

2. To enable the IPv4 firewall, click the IPv4 tab, and select the "Enable
Role Based Access Control for IPv4" checkbox.

3. To enable the IPv6 firewall, click the IPv6 tab, and select the "Enable
Role Based Access Control for IPv6" checkbox.

4. Click OK.
166 — -
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Changing the Default Policy

The default policy is to accept all traffic from all IP addresses regardless
of the role applied to the user.

>

4.

To change the default policy:

Choose Device Settings > Security > Role Based Access Control.
The Configure Role Based Access Control Settings dialog appears.

To determine the default policy for IPv4 addresses:
a. Click the IPv4 tab if necessary.

b. Ensure the "Enable Role Based Access Control for IPv4"
checkbox is selected.

c. Select the action you want from the Default Policy drop-down list.

= Allow: Accepts traffic from all IPv4 addresses regardless of
the user's role.

= Deny: Drops traffic from all IPv4 addresses regardless of the
user's role.

To determine the default policy for IPv6 addresses:
a. Click the IPv6 tab.

b. Ensure the "Enable Role Based Access Control for IPv6"
checkbox is selected.

c. Select the action you want from the Default Policy drop-down list.

= Allow: Accepts traffic from all IPv6 addresses regardless of
the user's role.

= Deny: Drops traffic from all IPv6 addresses regardless of the
user's role.

Click OK.

Creating Role-Based Access Control Rules

Role-based access control rules accept or drop traffic, based on the
user's role and IP address. Like firewall rules, the order of rules is
important, since the rules are executed in numerical order.

>

To create role-based access control rules:

Choose Device Settings > Security > Role Based Access Control.
The Configure Role Based Access Control Settings dialog appears.

Click the IPv4 tab for creating IPv4 firewall rules, or click the IPv6 tab
for creating IPv6 firewall rules.
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3. Ensure the "Enable Role Based Access Control for IPv4" checkbox
is selected on the IPv4 tab, or the "Enable Role Based Access
Control for IPv6" checkbox is selected on the IPv6 tab.

4. Create specific rules:

Action Do this...
Add a rule to the end of = Click Append. The "Append new Rule" dialog
the rules list appears.
= Type a starting IP address in the Starting IP Address
field.
= Type an ending IP address in the Ending IP Address
field.

= Select a role from the drop-down list in the Role field.
This rule applies to members of this role only.

Select Allow or Deny from the drop-down list in the
Policy field.

= Allow: Accepts traffic from the specified IP
address range when the user is a member of the
specified role

= Deny: Drops traffic from the specified IP address
range when the user is a member of the specified

role
= Click OK.
The system automatically numbers the rule.
Insert a rule between = Select the rule above which you want to insert a new
two existing rules rule. For example, to insert a rule between rules #3

and #4, select #4.
= Click Insert. The "Insert new Rule" dialog appears.

= Type a starting IP address in the Starting IP Address
field.

= Type an ending IP address in the Ending IP Address
field.

= Select a role from the drop-down list in the Role field.
This rule applies to members of this role only.

= Select Allow or Deny from the drop-down list in the
Policy field.

= Allow: Accepts traffic from the specified IP
address range when the user is a member of the
specified role

= Deny: Drops traffic from the specified IP address
range when the user is a member of the specified
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Do this...
role

= Click OK.

The system inserts the rule and automatically renumbers the
following rules.

5. Click OK.

Editing Role-Based Access Control Rules

You can modify existing rules when these rules do not meet your needs.

» To modify arole-based access control rule:

Choose Device Settings > Security > Role Based Access Control.
The Configure Role Based Access Control Settings dialog appears.

2. To modify the IPv4 firewall rules, click the IPv4 tab. To modify the
IPv6 firewall rules, click the IPv6 tab.

3. Ensure the "Enable Role Based Access Control for IPv4" checkbox
is selected on the IPv4 tab, or the "Enable Role Based Access
Control for IPv6" checkbox is selected on the IPv6 tab.

Select the rule to be modified in the rules list.

Click Edit or double-click the rule. The Edit Rule dialog appears.
Make changes to the information shown.

Click OK.

N o a &

Sorting Role-Based Access Control Rules

Similar to firewall rules, the order of role-based access control rules
determines which one of the rules matching the IP address and role is
performed.

» To sort role-based access control rules:

Choose Device Settings > Security > Role Based Access Control.
The Configure Role Based Access Control Settings dialog appears.

2. To sort the IPv4 firewall rules, click the IPv4 tab. To sort the IPv6
firewall rules, click the IPv6 tab.

3. Ensure the "Enable Role Based Access Control for IPv4" checkbox
is selected on the IPv4 tab, or the "Enable Role Based Access
Control for IPv6" checkbox is selected on the IPv6 tab.

4. Select a specific rule by clicking it.

5. Click || or bl to move the selected rule up or down until it
reaches the desired location.
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6.

Click OK.

Deleting Role-Based Access Control Rules

When any access control rule becomes unnecessary or obsolete,
remove it.

>

To delete arole-based access control rule:

Choose Device Settings > Security > Role Based Access Control.
The Configure Role Based Access Control Settings dialog appears.

To delete the IPv4 firewall rules, click the IPv4 tab. To delete the
IPv6 firewall rules, click the IPv6 tab.

Ensure the "Enable Role Based Access Control for IPv4" checkbox
is selected on the IPv4 tab, or the "Enable Role Based Access
Control for IPv6" checkbox is selected on the IPv6 tab.

Select the rule to be deleted in the rules list. To make multiple
selections, press Ctrl+click or Shift+click to highlight multiple ones.

Click Delete.

A message appears, prompting you to confirm the operation. Click
Yes to confirm the deletion.

Click OK.
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Setting Up a TLS Certificate

Important: Raritan disables SSL 3.0 and uses TLS for releases 3.0.4,
3.0.20 and later releases due to published security vulnerabilities in SSL

3.0.

Make sure your network infrastructure, such as LDAP and mail

services, uses TLS rather than SSL 3.0.

== Raritan.
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Having an X.509 digital certificate ensures that both parties in an TLS
connection are who they say they are.

To obtain a certificate for the PX, create a Certificate Signing Request
(CSR) and submit it to a certificate authority (CA). After the CA
processes the information in the CSR, it provides you with a certificate,
which you must install on the PX device.

Note 1: If you are using a TLS certificate that is part of a chain of
certificates, each part of the chain is signed during the validation
process.

Note 2: See Forcing HTTPS Encryption (on page 156) for instructions
on forcing users to employ TLS when connecting to the PX.

A CSR is not required in either of the following scenarios:

e You decide to generate and use a self-signed certificate on the PX
device.

e Appropriate, valid certificate and key files are already available.

Certificate Signing Request

When appropriate certificate and key files for the PX are NOT available,
one of the alternatives is to create a CSR and private key on the PX
device, and send the CSR to a CA for signing the certificate.

Creating a Certificate Signing Request

Follow this procedure to create the CSR for your PX device.

» To create a CSR:

Choose Device Settings > Security > SSL Certificate. The Manage
SSL Certificate dialog appears.

Click the New SSL Certificate tab.
Provide the information requested.

= In the Subject section:

Field Type this information

Country (ISO Code) | The country where your company is located. Use the standard ISO
country code. For a list of ISO codes, visit the ISO website
(http://www.iso.org/iso/country_codes/iso_3166_code_lists.htm).

State or Province The full name of the state or province where your company is located.
Locality The city where your company is located.
Organization The registered name of your company.

Organizational Unit | The name of your department.
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Field
Common Name

Email Address

Field
Key Length

Self Sign

Challenge

Confirm Challenge
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Type this information
The fully qualified domain name (FQDN) of your PX device.

An email address where you or another administrative user can be
reached.

Note: All fields in the Subject section are mandatory, except for the
Organization, Organizational Unit and Email Address fields. If you
generate a CSR without values entered in the required fields, you
cannot obtain third-party certificates.

= In the Key Creation Parameters section:

Do this

Select the key length (bits) from the drop-down list in this field. A
larger key length enhances the security, but slows down the PX
device's response.

For requesting a certificate signed by the CA, ensure this
checkbox is NOT selected.

Type a password. The password is used to protect the certificate or
CSR. This information is optional, and the value should be 4 to 64
characters long.

The password is case sensitive, so ensure you capitalize the letters
correctly.

Type the same password again for confirmation.
4. Click Create New SSL Key to create both the CSR and private key.
This may take several minutes to complete.

5. To download the newly-created CSR to your computer, click
Download Certificate Signing Request.

a. You are prompted to open or save the file. Click Save to save it
onto your computer.

b. After the file is stored on your computer, submit it to a CA to
obtain the digital certificate.

c. Ifintended, click Delete Certificate Signing Request to remove
the CSR file permanently from the PX device.

6. To store the newly-created private key on your computer, click
Download Key. You are prompted to open or save the file. Click
Save to save it onto your computer.

7. Click Close to quit the dialog.
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Installing a CA-Signed Certificate

After the CA provides a signed certificate according to the CSR you
submitted, you must install it on the PX device.

» To install the certificate:

Choose Device Settings > Security > SSL Certificate. The Manage
SSL Certificate dialog appears.

Click the New SSL Certificate tab.

In the Certificate File field, click Browse to select the certificate file
provided by the CA.

4. Click Upload. The certificate is installed on the PX device.

Tip: To verify whether the certificate has been installed successfully,
click the Active SSL Certificate tab.

5. Click Close to quit the dialog.

Creating a Self-Signed Certificate

When appropriate certificate and key files for the PX device are
unavailable, the alternative, other than submitting a CSR to the CA, is to
generate a self-signed certificate.

> To create and install a self-signed certificate:

Choose Device Settings > Security > SSL Certificate. The Manage
SSL Certificate dialog appears.

Click the New SSL Certificate tab.

Provide the information requested.

Field Type this information
Country (ISO Code) | The country where your company is located. Use the standard ISO

country code. For a list of ISO codes, visit the ISO website
(http://www.iso.org/iso/country_codes/iso_3166_code_lists.htm).

State or Province The full name of the state or province where your company is located.

Locality The city where your company is located.

Organization The registered name of your company.

Organizational Unit | The name of your department.

Common Name The fully qualified domain name (FQDN) of your PX device.
Email Address An email address where you or another administrative user can be
reached.
=V= : 173
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Field Type this information

Key Length Select the key length (bits) from the drop-down list in this field. A
larger key length enhances the security, but slows down the PX
device's response.

Self Sign Ensure this checkbox is selected, which indicates that you are
creating a self-signed certificate.

Validity in days This field appears after the Self Sign checkbox is selected. Type the
number of days for which the self-signed certificate will be valid.

Note: All fields in the Subject section are mandatory, except for the
Organization, Organizational Unit and Email Address fields.

A password is not required for a self-signed certificate so the
Challenge and Confirm Challenge fields disappear after the Self Sign
checkbox is selected.

4. Click Create New SSL Key to create both the self-signed certificate
and private key. This may take several minutes to complete.

5. You can also do any of the following:

= Click "Install Key and Certificate" to immediately install the
self-signed certificate and private key. When any confirmation
and security messages appear, click Yes to continue.

Tip: To verify whether the certificate has been installed successfully,
click the Active SSL Certificate tab.

= To download the self-signed certificate or private key, click
Download Certificate or Download Key. You are prompted to
open or save the file. Click Save to save it onto your computer.

= To remove the self-signed certificate and private key permanently
from the PX device, click "Delete Key and Certificate".

6. If you installed the self-signed certificate in Step 5, after the
installation completes, the PX device resets and the login page
re-opens.
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Installing Existing Key and Certificate Files

If the TLS certificate and private key files are already available, you can
install them directly without going through the process of creating a CSR
or a self-signed certificate.

Note: If you are using a TLS certificate that is part of a chain of
certificates, each part of the chain is signed during the validation
process.

» To install existing key and certificate files:

Choose Device Settings > Security > SSL Certificate. The Manage
SSL Certificate dialog appears.

Click the New SSL Certificate tab.

Select the "Upload Key and Certificate" checkbox. The Key File and
Certificate File fields appear.

In the Key File field, click Browse to select the private key file.
In the Certificate File field, click Browse to select the certificate file.

Click Upload. The selected files are installed on the PX device.

Tip: To verify whether the certificate has been installed successfully,
click the Active SSL Certificate tab.

7. Click Close to quit the dialog.

Downloading Key and Certificate Files

You can download the key and certificate files currently installed on the
PX device for backup or other operations. For example, you can install
the files on a replacement PX device, add the certificate to your browser
and so on.

» To download the certificate and key files from the PX device:

Choose Device Settings > Security > SSL Certificate. The Manage
SSL Certificate dialog appears.

The Active SSL Certificate tab should open. If not, click it.

Click Download Key to download the private key file installed on the
PX device. You are prompted to open or save the file. Click Save to
save it onto your computer.

4. Click Download Certificate to download the certificate file installed on
the PX device. You are prompted to open or save the file. Click Save
to save it onto your computer.

5. Click Close to quit the dialog.
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Setting Up External Authentication

For security purposes, users attempting to log in to the PX must be
authenticated. The PX supports the access using one of the following
authentication mechanisms:

e Local database of user profiles on the PX device
o Lightweight Directory Access Protocol (LDAP)
e Remote Access Dial-In User Service (RADIUS) protocol

By default, the PX is configured for local authentication. If you stay with
this method, you do not need to do anything other than create user
profiles for each authorized user.

If you prefer external authentication, you must provide the PX with
information about the external Authentication and Authorization (AA)
server.

If both local and external authentication is needed, create user profiles
on the PX in addition to providing the external AA server's data.

When configured for external authentication, all PX users must have an
account on the external AA server. Local-authentication-only users will
have no access to the PX except for the admin, who always can access
the PX.

Only users who have the "Change Authentication Settings" permission
can set up or modify the authentication settings.

Important: Raritan disables SSL 3.0 and uses TLS for releases 3.0.4,
3.0.20 and later releases due to published security vulnerabilities in SSL
3.0. Make sure your network infrastructure, such as LDAP and mail
services, uses TLS rather than SSL 3.0.

Gathering the External Authentication Information

No matter which type of external authentication is preferred, the first step
is to gather the data of all external AA servers that you want to use.

== Raritan.
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Gathering the LDAP Information

It requires knowledge of your LDAP server and directory settings to

configure the PX for LDAP authentication. If you are not familiar with the

settings, consult your LDAP administrator for help.

To configure LDAP authentication, you need to check:

e The IP address or hostname of the LDAP server

e  Whether the Secure LDAP protocol (LDAP over TLS) is being used

= |If Secure LDAP is in use, consult your LDAP administrator for the

CA certificate file.
e The network port used by the LDAP server
e The type of the LDAP server, usually one of the following options:
=  OpenLDAP

= |f using an OpenLDAP server, consult the LDAP
administrator for the Bind Distinguished Name (DN) and
password.

= Microsoft Active Directory® (AD)

= |f using a Microsoft Active Directory server, consult your AD
administrator for the name of the Active Directory Domain.

e Bind Distinguished Name (DN) and password (if anonymous bind is

NOT used)
e The Base DN of the server (used for searching for users)
e The login name attribute (or AuthorizationString)
e The user entry object class
e The user search subfilter (or BaseSearch)

Gathering the RADIUS Information

To configure RADIUS authentication, you need to collect the RADIUS

information. If you are not familiar with the remote RADIUS information,

consult your RADIUS administrator for help.

Below is the RADIUS information to gather:

e The IP address or host name of the RADIUS server

e Authentication protocol used by the RADIUS server

e Shared secret for a secure communication

e UDP authentication port used by the RADIUS server
o UDP accounting port used by the RADIUS server
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Adding Authentication Servers

Add all external AA servers that you want to use to the PX. Later you can
use the sequence of the server list to control the AA servers' access
priority.

Adding LDAP Server Settings

To activate and use external LDAP/LDAPS server authentication, enable
LDAP authentication and enter the information you have gathered for
any LDAP/LDAPS server.

If the external LDAP/LDAPS server authentication fails, an
"Authentication failed" message is displayed. Details regarding the
authentication failure are available in the event log. See Viewing the
Local Event Log (on page 265).

Note: An LDAPS server refers to a TLS-secured LDAP server.

P To add new LDAP/LDAPS server settings:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

2. Select the LDAP radio button to activate the LDAP/LDAPS
authentication.

3. Click New to add an LDAP/LDAPS AA server. The "Create new
LDAP Server Configuration" dialog appears.

4. |P Address / Hostname - Type the IP address or hostname of your
LDAP/LDAPS authentication server.

Important: Without the TLS encryption enabled, you can type either
the domain name or IP address in this field, but you must type the
fully qualified domain name if the TLS encryption is enabled.

5. Type of LDAP Server - Choose one of the following options:
= OpenLDAP

= Microsoft Active Directory. Active Directory is an implementation
of LDAP/LDAPS directory services by Microsoft for use in
Windows environments.

6. Security - Determine whether you would like to use Transport Layer
Security (TLS) encryption, which is a cryptographic protocol that
allows the PX to communicate securely with the LDAPS server.

Three security options are available:
= StartTLS
= TLS
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= None

Port (None/StartTLS) - The default Port is 389. Either use the
standard LDAP TCP port or specify another port.

Port (TLS) - The default is 636. Either use the default port or specify
another port. This field is enabled only when "TLS" is selected in the
Security field.

Enable verification of LDAP Server Certificate - Select this checkbox
if you would like the PX to verify the validity of the selected LDAP
server certificate. For example, the PX will check the certificate's
validity period against the system time.

CA Certificate - Consult your AA server administrator to get the CA
certificate file for the LDAPS server. Click Browse to select the TLS
CA certificate file.

= Click Show to view the installed certificate's contents.

= Click Remove to delete the installed certificate if it is
inappropriate.

Allow expired and not yet valid certificates - If a certificate has been
installed, use this checkbox to determine whether the validity period
of the certificate affects the authentication.

= To always make the authentication succeed regardless of the
validity period, select this checkbox.

= To make the authentication fail when any TLS certificate in the
selected certificate chain is outdated or not valid yet, deselect
the checkbox.

Anonymous Bind - For "OpenLDAP," use this checkbox to enable or
disable anonymous bind.

= To use anonymous bind, select this checkbox.

=  When a Bind DN and password are required to bind to the
external LDAP/LDAPS server, deselect this checkbox.

Use Bind Credentials - For "Microsoft Active Directory," use this
checkbox to enable or disable anonymous bind.

»= To use anonymous bind, deselect this checkbox. By default it is
deselected.

=  When a Bind DN and password are required to bind to the
external LDAP/LDAPS server, select this checkbox.

Bind DN - Specify the DN of the user who is permitted to search the
LDAP directory in the defined search base. This information is
required only when the Use Bind Credentials checkbox is selected.

Bind Password and Confirm Bind Password - Enter the Bind
password in the Bind Password field first and then the Confirm Bind
Password field. This information is required only when the Use Bind
Credentials checkbox is selected.
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16. Base DN for Search - Enter the name you want to bind against the
LDAP/LDAPS (up to 31 characters), and where in the database to
begin searching for the specified Base DN. An example Base Search
value might be: cn=Users,dc=raritan,dc=com. Consult your AA
server administrator for the appropriate values to enter into these
fields.

17. Type the following information in the corresponding fields. LDAP
needs this information to verify user names and passwords.

= Login name attribute (also called AuthorizationString)
= User entry object class

= User search subfilter (also called BaseSearch)

Note: The PX will preoccupy the login name attribute and user entry
object class with default values, which should not be changed unless
required.

18. Active Directory Domain - Type the name of the Active Directory
Domain. For example, testradius.com. Consult with your Active
Directory Administrator for a specific domain name.

19. To verify if the authentication configuration is set correctly, you may
click Test Connection to check whether the PX can connect to the
remote authentication server successfully.

Tip: You can also do this by using the Test Connection button in the
Authentication Settings dialog.

20. Click OK. The new LDAP server is listed in the Authentication
Settings dialog.

21. To add additional LDAP/LDAPS servers, repeat Steps 3 to 20.
22. Click OK. The LDAP authentication is now in place.

> To duplicate LDAP/LDAPS server settings:

If you have added any LDAP/LDAPS server information to the PX, and
the server you are adding shares identical or similar settings with an
existing server, the most convenient way is to duplicate that
LDAP/LDAPS server's data.

1. Repeat Steps 1 to 4 in the above procedure to add the LDAP/LDAPS
server you want.

Select the "Use settings from LDAP Server" checkbox.

Click the drop-down arrow below the checkbox to select the
LDAP/LDAPS server whose settings you want to copy.

Make necessary changes to the information shown.
Click OK.
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Note: If the PX clock and the LDAP server clock are out of sync, the
installed TLS certificates, if any, may be considered expired. To ensure
proper synchronization, administrators should configure the PX and the
LDAP server to use the same NTP server(s).

Adding RADIUS Server Settings

To activate and use external RADIUS server authentication, enable
RADIUS authentication and enter the information you have gathered for
any RADIUS server.

>

10.

To set up RADIUS authentication:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

Select the Radius radio button to enable the RADIUS authentication.

Click New to add a RADIUS AA server. The "Create new RADIUS
Server Configuration" dialog appears.

Type the IP address or host name of the RADIUS server in the IP
Address / Hostname field.

Select an authentication protocol in the "Type of RADIUS
Authentication" field. Your choices include:

= PAP (Password Authentication Protocol)
= CHAP (Challenge Handshake Authentication Protocol)

CHAP is generally considered more secure because the user name
and password are encrypted, while in PAP they are transmitted in the
clear.

By default, the PX uses the standard RADIUS port 1812
(authentication) and 1813 (accounting). If you prefer to use
non-standard ports, change the ports.

Type the timeout period in seconds in the Timeout field. This sets the
maximum amount of time to establish contact with the RADIUS
server before timing out. Default is 1 second.

Type the number of retries permitted in the Retries field. Default is 3.

Type the shared secret in the Shared Secret and Confirm Shared
Secret fields. The shared secret is necessary to protect
communication with the RADIUS server.

To verify if the authentication configuration is set correctly, you may
click Test Connection to check whether the PX can connect to the
remote authentication server successfully.

Tip: You can also do this by using the Test Connection button in the
Authentication Settings dialog.
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11. Click OK. The new RADIUS server is listed in the Authentication
Settings dialog.

12. To add additional RADIUS servers, repeat Steps 3 to 11.
13. Click OK. RADIUS authentication is now in place.

More Information about AD or RADIUS Configuration

For more information about the LDAP configuration using Microsoft
Active Directory, see LDAP Configuration Illustration (on page 563).

For more information on RADIUS configuration, see RADIUS
Configuration lllustration (on page 579).

Sorting the Access Order

The order of the authentication server list determines the access priority
of remote authentication servers. The PX first tries to access the top
server in the list for authentication, then the next one if the access to the
first one fails, and so on until the PX device successfully connects to one
of the listed servers.

Note: After successfully connecting to one external authentication server,
the PX STOPS trying to access the remaining authentication servers in
the list regardless of the user authentication result.

> To re-sort the authentication server access list:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

2. Select the remote authentication server whose priority you want to
change.

3. Click "Move up" or "Move down" until the selected server reaches
the desired position in the list.

4. Click OK.

Testing the Server Connection

You can test the connection to any external authentication server to
verify the server accessibility or the validity of the authentication settings.

» To test the connection to an authentication server:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

Select the remote authentication server that you want to test.

Click Test Connection to start the connection test.
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Editing Authentication Server Settings

If the configuration of any external authentication server has been
changed, such as the port number, you must modify the authentication
settings on the PX device accordingly, or the authentication fails.

To modify the external authentication configuration:

—_

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

Select the remote authentication server that you want to edit.
Click Edit or double-click that server.

Make necessary changes to the information shown.

Click OK.

o M D

Deleting Authentication Server Settings

You can delete the settings of a specific authentication server when that
server is no longer available or used for remote authentication.

> Toremove one or multiple authentication servers:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

2. Select the remote authentication server that you want to remove. To
make multiple selections, press Ctrl+click or Shift+click to highlight
multiple ones.

Click Delete.

A message appears, prompting you to confirm the operation. Click
Yes to confirm the deletion.

5. Click OK.

Disabling External Authentication

When the remote authentication service is disabled, the PX
authenticates users against the local database stored on the PX device.

> To disable the external authentication service:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

Select the Local Authentication radio button.
Click OK.
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Enabling External and Local Authentication Services

To make authentication function properly all the time - even when
external authentication is not available, you can enable both the local
and remote authentication services.

When both authentication services are enabled, the PX follows these
rules for authentication:

¢ When any of the remote authentication servers in the access list is
accessible, the PX authenticates against the connected
authentication server only.

¢ When the connection to all remote authentication servers fails, the
PX allows authentication against the local database.

> To enable both authentication services:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

2. Make sure you have selected one external authentication radio
button, such as the LDAP radio button.

3. Select the "Use Local Authentication if Remote Authentication
service is not available" checkbox.

4. Click OK.

Outlet Management

PX allows you to remotely monitor and control outlets and manage outlet
settings through the web interface.

Note: To configure power thresholds, see Setting Power Thresholds
(on page 206).

Naming Outlets

You can give each outlet a unique name up to 32 characters long to
identify the equipment connected to it. The customized name is followed
by the label in parentheses.

Note: In this context, a label is an outlet number, such as 1, 2, 3 and so
on.

» To name an outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

2. Inthe PX Explorer pane, click the outlet you want. The page specific
to that outlet opens in the right pane.
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3. Click Setup in the right pane. The setup dialog for the selected outlet
appears.

Tip: Another way to trigger the same dialog is to use the Outlets
page. Select the Outlets folder, highlight the outlet on the Outlets
page and then click Setup at the bottom of the page.

4. Type a name in the Outlet Name field.
5. Click OK.

Outlet Monitoring

The PX Explorer pane provides quick access to the outlet information.
The outlet information, such as RMS current, active power, power factor,
and so on, is displayed immediately after an outlet icon in the tree is
selected.

Note: RMS refers to Root Mean Square, a statistical method for
measuring certain types of variables. In this context, it gives the value of
current that is equivalent to a DC value.

Monitoring All Outlets

You can view the current status of all outlets at a time.

» To monitor all outlets:

Expand the PDU folder in the PX Explorer pane if necessary. See
Expanding the Tree (on page 94).

2. Click the Outlets folder, and the Outlets page opens in the right pane,
showing all outlets with the following information:

i
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Outlet number (#)
Outlet name

Outlet status (on/off)
Outlet sensor readings:
- RMS current (A)

- Active power (W)

- Power factor

Non-critical outlet settings (True/False) if the PDU is
outlet-switching capable
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= Qutlet receptacle type

| Outlets || @ |
E| # Mame {Label} Status Current Active Power = Power Factor | Mon Critical = Receptacle Type
1 Outlet1 @ on 0.000 A ow 1.00 False IEC 60320 C19
2 Outlet 2 @ off 0.000 A ow 1.00 True IEC 60320 C13
3 Outlet3 @ on 0.000 A ow 1.00 False IEC 60320 C13
4 Outlet 4 @ on 0.000 A ow 1.00 Falze IEC 60320 C13
5 Outlet 5 @ off 0.000 A ow 1.00 False IEC 60320 C13
6 Outlet 6 @ on 0.000 A ow 1.00 False IEC 60320 C13
7 Outlet7 @ on 0.000 A ow 1.00 Falze IEC 60320 C13
8 Outlet & O an 0.000 A ow 1.00 False IEC 60320 C13

Note: If a sensor row is colored, it means the sensor reading already
crosses one of the thresholds, the sensor enters an alarmed state, or the
overcurrent protector has tripped or blown. See The Yellow- or
Red-Highlighted Sensors (on page 99).

Monitoring an Outlet

To view a particular outlet's detailed information, follow this procedure.

» To monitor an outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

2. Click the outlet you want in the PX Explorer pane, and the outlet's
details are shown in the right pane, including:

= Qutlet label (number)
= Outlet name
= Qutlet status (on/off)

Note: The outlet status is only available on an outlet-switching
capable PX device.

= Qutlet receptacle type
= Line pair associated with this outlet

= Overcurrent protector like a circuit breaker that protects this
outlet, if available on your model

= Qutlet state on device startup
= Power off period during power cycle

= Non-critical outlet settings (False/True)

Note: The above three pieces of information are only available on an
outlet-switching capable PX device.
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= Qutlet sensor readings:
- RMS current (A)
- RMS voltage (V)
- Active power (W)
- Apparent power (VA)
- Power factor
- Active energy (Wh)
- Line frequency (Hz), if available on your model

The outlet readings turn to zero if the associated circuit breaker trips
or the fuse blows.

Note: If a sensor row is colored, it means the sensor reading already
crosses one of the thresholds, the sensor enters an alarmed state, or the
overcurrent protector has tripped or blown. See The Yellow- or
Red-Highlighted Sensors (on page 99).

Outlet Switching

This section applies to outlet-switching capable models only.

You can change the power status of one or multiple outlets with one click
in the web interface. To change the power state, you must have the
Switch Outlet permission.

Tip: To switch an outlet using the front panel display, see Outlet
Switching (on page 80).

Switching Multiple or All Outlets

This section applies to outlet-switching capable models only.

The power state can be changed regardless of each outlet's current state.
That is, you can turn on or off or power cycle the outlets even if they are
already in the selected state.

Power cycling the outlet(s) turns the outlet(s) off and then back on.

> To turn on or off multiple or all outlets, or cycle their power:

1. Expand the PDU folder in the PX Explorer pane if necessary. See
Expanding the Tree (on page 94).

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).
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2. Click the Outlets folder, and the Outlets page opens in the right
pane.

3. Select the outlets whose power states you want to change, and
ensure their checkboxes are all selected.

= To select all outlets, select the top checkbox in the header row.

J outlets || @ |
# | Name (Label)
C[* 1 outlst 1
2 Outlet 2
3 Outlet 3
4 Qutlet 4
5 Qutlet 5
§ Outlet 6
7 Outlet 7

To select multiple outlets, click the checkbox of each desired
outlet one by one. Or press Shift while clicking on the rows of the
first and last outlets to select a range of consecutive outlets.

= To select a single outlet, select that outlet's checkbox.
Click On, Off, or Cycle.

A dialog for confirming the operation appears. Click Yes and all
outlets switch ON, OFF, or cycle their power.

il Outlet State Change

Do you really want to switch on all outlets?

| Y es ( Mo |
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Switching an Outlet

This section applies to outlet-switching capable models only.

You can turn on or off or power cycle any outlet regardless of the outlet's
current state.

Power cycling the outlet(s) turns the outlet(s) off and then back on.

There are different ways to turn an outlet on or off, or cycle its power.

> To control an outlet with a particular outlet icon selected:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

2. Click the outlet you want in the PX Explorer pane, and locate the
Control section in the right pane.

Click On, Off, or Cycle.

A dialog for confirming the operation appears. Click Yes and the
outlet switches ON, OFF, or cycles its power.

L Outlet State Change

Do you really want to switch off Cutlet 17

[ Yes [f Hao

» To control an outlet with the Outlets folder icon selected:

e The procedure is similar to the one described in the section titled
Switching Multiple or All Outlets (on page 187).

Stopping the Power-On Sequence

This section applies to outlet-switching capable models only.

The PX allows you to stop the outlet power-on sequence while all outlets
are being turned on. This function is useful when you have set a certain
power-on sequence and certain outlets' power-on delay timing causes it
to take a long time to turn on the next outlets, but you do not intend to
wait anymore.

P To cancel the power-on process:

1. Open the Outlets page to turn on ALL outlets. See Switching
Multiple or All Outlets (on page 187).
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2. The Cancel button as shown below appears at the bottom of the
Outlets page. The number in parentheses indicates how many
outlets are not powered on yet.

Outlet sequence running (7 remaining) | cancel |

3. Click Cancel to immediately stop the power-on process.

Setting the Default Outlet State

This section applies to outlet-switching capable models only.

Default outlet state determines the initial power state of outlets after the
PX device powers up. You can set up the default outlet state for all
outlets or for a specific outlet. Note that the value set for an individual
outlet always overrides the value set for all outlets.

After removing power from the PDU, you must wait for a minimum of 10
seconds before powering it up again. Otherwise, the default outlet state
settings may not work properly.

Setting the PDU-Defined Default State

This section applies to outlet-switching capable models only.

This procedure sets the PDU-defined outlet state, which determines the
initial power state of all outlets after powering up the PX device.

Tip: To set a different state on a particular outlet, see Setting the
Outlet-Specific Default State (on page 191).

» To set the default state for all outlets:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Setup in the Settings section. The Pdu Setup dialog appears.

In the "Outlet state on device startup" field, click the drop-down arrow
and select an option from the list.

= on: Turns on all outlets when the PX powers up.
= off: Turns off all outlets when the PX powers up.

= last known: Restores all outlets to their previous power states
before the PX was powered off.

4. Click OK.
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Setting the Outlet-Specific Default State

This section applies to outlet-switching capable models only.

By default, the power state of each outlet follows the PDU-defined setting.
Setting the default state of a particular outlet to a value other than "PDU
defined" overrides the PDU-defined setting on that outlet.

> To set the default power state for a specific outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

2. Inthe PX Explorer pane, click the outlet you want. The page specific
to that outlet opens in the right pane.

3. Click Setup in the right pane. The setup dialog for the selected outlet
appears.

Tip: Another way to trigger the same dialog is to use the Outlets
page. Select the Outlets folder, highlight the outlet on the Outlets
page and then click Setup at the bottom of the page.

4. In the "State on device startup" field, click the drop-down arrow and
select an option from the list.

= on: Turns on this outlet when the PX powers up.
= off: Turns off this outlet when the PX powers up.

= |ast known: Restores this outlet to the previous power state
before the PX was powered off.

= PDU defined: The outlet's default power state is determined
according to the PDU-defined state. See Setting the
PDU-Defined Default State (on page 190).

Tip: The information in parentheses following the option "PDU
defined" indicates the current PDU-defined selection.

5. Click OK.

Changing the Cycling Power-Off Period

This section applies to outlet-switching capable models only.

Power cycling the outlet(s) turns the outlet(s) off and then back on. You
can adjust the length of the time it takes for the outlets to turn back on
after they are switched OFF.

The power-off period during the power cycle can be set for all outlets or
for an individual outlet. Note that the value set for an individual outlet
always overrides the value set for all outlets.
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Changing the PDU-Defined Cycling Power-Off Period

This section applies to outlet-switching capable models only.

The "PDU-defined" power-off period determines how long it takes for ALL
outlets to turn on after they are turned OFF during the power cycle. The
default PDU-defined power-off period is 10 seconds (10 s).

Note: To set a different power-off period on a particular outlet, see
Changing the Outlet-Specific Cycling Power-Off Period (on page
193).

» To set the power-off period for all outlets:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Setup in the Settings section. The Pdu Setup dialog appears.

In the "Power off period during power cycle" field, click the
drop-down arrow and select an option from the list. Valid range is
zero second to one hour.

Time units in the list are explained below:
= s:second(s)

= min: minute(s)

= h: hour(s)

You can also type a value if the desired time is not listed. For
example, type "15 s" for 15 seconds.

4. Click OK.

Tip: When there are a large number of outlets, set the value to a lower
number so that you can avoid a long wait before all the outlets are
available again.
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Changing the Outlet-Specific Cycling Power-Off Period

This section applies to outlet-switching capable models only.

When the power cycling occurs, the default power-off period of each
outlet follows the PDU-defined setting. You can adjust the power-off
period of a particular outlet so that it is turned back on after a different
power-off period.

Setting the power-off period for a particular outlet to a value other than
"PDU defined" overrides the PDU-defined setting on that outlet.

>

To set the power-off period for a specific outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

In the PX Explorer pane, click the outlet you want. The page specific
to that outlet opens in the right pane.

Click Setup in the right pane. The setup dialog for the selected outlet
appears.

Tip: Another way to trigger the same dialog is to use the Outlets
page. Select the Outlets folder, highlight the outlet on the Outlets
page and then click Setup at the bottom of the page.

In the "Power off period during power cycle" field, click the
drop-down arrow and select an option from the list. Valid range is
zero second to one hour.

Time units in the list are explained below:
= s:second(s)

= min: minute(s)

= h: hour(s)

= To make the outlet's power-off period identical to the
PDU-defined setting, select the "PDU defined" option. See
Changing the PDU-Defined Cycling Power-Off Period (on
page 192).

Tip: The information in parentheses following the option "PDU
defined" indicates the current PDU-defined selection.

You can also type a value if the desired time is not listed. For
example, type "15 s" for 15 seconds.

Click OK.
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Setting the Initialization Delay

This section applies to outlet-switching capable models only.

The outlet initialization delay determines how long the PX device waits
before providing power to all outlets during power cycling or after
recovering from a temporary power loss. This is useful in cases where
power may not initially be stable after being restored, or when UPS
batteries may be charging.

> To set the initialization delay for all outlets:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Setup in the Settings section. The Pdu Setup dialog appears.

In the "Outlet initialization delay on device startup” field, click the
drop-down arrow and select an option from the list. Valid range is 1
second to 1 hour.

Time units in the list are explained below:
= s:second(s)

= min: minute(s)

= h: hour(s)

You can also type a value if the desired time is not listed. For
example, type "15 s" for 15 seconds.

4. Click OK.

Tip: When there are a large number of outlets, set the value to a lower
number so that you can avoid a long wait before all the outlets are
available again.
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Setting the Inrush Guard Delay

This section applies to outlet-switching capable models only.

When electrical devices are turned on, they can initially draw a very large
current known as inrush current. Inrush current typically lasts for 20-40
milliseconds. The inrush guard delay feature prevents a circuit breaker
trip due to the combined inrush current of many devices turned on at the
same time. For example, if the inrush guard delay is set to 100
milliseconds and two or more outlets are turned on at the same time, the
PDU will sequentially turn the outlets on with a 100 millisecond delay
occurring between each one.

> To settheinrush guard delay time:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Setup in the Settings section. The Pdu Setup dialog appears.

In the Inrush Guard Delay field, click the drop-down arrow and select
an option from the list. Valid range is from 100 milliseconds to 2
seconds.

Time units in the list are explained below:
= ms: millisecond(s)
= s:second(s)

You can also type a value if the desired time is not listed. For
example, type "600 ms" for 600 milliseconds.

4. Click OK.

Setting the Outlet Power-On Sequence

This section applies to outlet-switching capable models only.

By default, the outlets are sequentially powered on in ascending order
from outlet 1 to the highest-numbered outlet when turning ON or power
cycling all outlets on the PX device. You can change the order in which
the outlets power ON. This is useful when there is a specific order in
which some IT equipment should be powered up first.

> To set the outlet power-on sequence:

1. Trigger the Outlet Sequence Setup dialog by doing either of the
following:
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= Click the Outlets folder, and the Outlets page opens in the right
pane. Click Sequence Setup.

= Click the PDU folder, and then the Setup button in the Outlet
Sequence section.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

The Outlet Sequence Setup dialog appears, with the current
power-up sequence indicated by the outlet order in the list.

2. To change the priority of an outlet, select it from the list and click one
of the following buttons.

. T |: Moves the outlet to the top of the list, making it the first one
to receive power.

= | i |: Moves the outlet up one position in the list.
- 1® |: Moves the outlet down one position in the list.

N |: Moves the outlet to the bottom of the list, making it the final
one to receive power.

] |@| Restores the list to the default power-up sequence, that is,
the ascending order starting at outlet 1.
3. Click OK.

Next time when power cycling the PX, it will turn on all outlets based on
the new order of the list.

The new order also applies when performing the power-on or
power-cycling operation on partial outlets.

Setting the Outlet-Specific Power-On Delay

This section applies to outlet-switching capable models only.

You can make a power-on delay occur between two outlets that are
turned on consecutively when the PX turns on all outlets.

For example, if the power-up sequence is Outlet 1 through Outlet 12, and
you want the PX to wait for 5 seconds after turning on Outlet 3 before
turning on Outlet 4, assign a delay of 5 seconds on Outlet 3.

> To set the outlet-specific power-on delay:

1. Trigger the Outlet Sequence Setup dialog by doing either of the
following:
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= Click the Outlets folder, and the Outlets page opens in the right
pane. Click Sequence Setup.

= Click the PDU folder, and then the Setup button in the Outlet
Sequence section.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

2. Click the Delay column of the outlet where a delay is intended after
this outlet is turned on, delete the existing value and type a new
number in seconds. The number can be a decimal number.

= To disable the delay, simply type the number 0 (zero).

3. Repeat the above step to change the delay settings of additional
outlets.

4. Click OK.

Setting Non-Critical Outlets and Load Shedding Mode

This section applies to outlet-switching capable models only.

When a UPS supplying power to the PX switches into battery backup
operation, it may be desirable to switch off non-critical outlets to
conserve UPS battery life. This feature is known as load shedding.

Activation of load shedding can be accomplished using the web interface,
SNMP or CLI, or triggered by the contact closure sensors.

Outlets that are turned off when load shedding is activated are called
non-critical. Outlets that are not affected by load shedding are called
critical outlets. When load shedding is deactivated, the PX will turn back
on all non-critical outlets. By default, all outlets are configured as critical
until you configure them otherwise.

Marking All Outlets
This section applies to outlet-switching capable models only.
You can configure all critical and non-critical outlets at a time.

» To mark all outlets at a time:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

2. Click Setup in the Load Shedding section. The Load Shedding Setup
dialog appears.
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5.

Tip: Another way to trigger the same dialog is to use the Outlets
page. Select the Outlets folder, and then click the Setup button near
the Load Shedding section at the lower left corner of the page.

To mark an outlet as "non-critical," select it from the "Critical outlets"
list box, and click €/ to move it to the "Non-critical outlets" list box.
To make multiple selections, press Ctrl+click or Shift+click to
highlight multiple ones.

To move all outlets in the "Critical outlets" list box to the "Non-critical
outlets” list box, click /.

To mark an outlet as "critical," select it from the "Non-critical outlets"
list box, and click [*/ to move it to the "Critical outlets" list box. To

make multiple selections, press Ctrl+click or Shift+click to highlight
multiple ones.

To move all outlets in the "Non-critical outlets" list box to the "Critical
outlets" list box, click %!,

Click OK.

Marking an Outlet

This section applies to outlet-switching capable models only.

You can also choose to mark a specific outlet as a critical or non-critical
outlet in its setup dialog.

>

To mark an outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

In the PX Explorer pane, click the outlet you want. The page specific
to that outlet opens in the right pane.

Click Setup in the right pane. The setup dialog for the selected outlet
appears.

Tip: Another way to trigger the same dialog is to use the Outlets
page. Select the Outlets folder, highlight the outlet on the Outlets
page and then click Setup at the bottom of the page.

In the Non Critical field, select an option from the drop-down list.
= True: This option marks the outlet as a non-critical outlet.

= False: This option marks the outlet as a critical outlet.

Click OK.
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Activating or Deactivating the Load Shedding Mode

This section applies to outlet-switching capable models only.

When entering the load shedding mode, PX turns OFF all non-critical
outlets.

When exiting from the load shedding mode, PX turns ON all non-critical
outlets that were ON before entering the load shedding mode.

You can activate or deactivate this mode from the PDU or Outlets page.
> To enter or exit from the load shedding mode from the PDU

page:
1. Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

2. In the Load Shedding section, click Start to enter the load shedding
mode or Stop to deactivate the mode.

3. You are then prompted to confirm this operation.

If you chose to activate the mode in the previous step, click Yes to
turn off all non-critical outlets. If you chose to deactivate the mode,
click Yes to turn on all non-critical outlets that were previously ON
prior to the load shedding mode.

» To enter or exit from the load shedding mode from the Outlets
page:

1. Expand the PDU folder in the PX Explorer pane if necessary. See
Expanding the Tree (on page 94).

2. Click the Outlets folder, and the Outlets page opens in the right
pane.

3. To enter the load shedding mode, click Start near the Load Shedding
section at the lower left corner of the page. To exit from the load
shedding mode, click Stop.

4. You are then prompted to confirm this operation.

If you chose to activate the mode in the previous step, click Yes to
turn off all non-critical outlets. If you chose to deactivate the mode,
click Yes to turn on all non-critical outlets that were previously ON
prior to the load shedding mode.

Note: During the load shedding mode, this icon @ appears on all
non-critical outlets on the Outlets page, and you CANNOT turn on any of
them.
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Resetting Outlet Active Energy Readings

You can reset the active energy readings of either one outlet or multiple
outlets at a time.

Only users with the "Admin" role assigned can reset active energy
readings.

>

To reset active energy readings of one outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

In the PX Explorer pane, select the outlet whose active energy you
want to reset.

Click Reset Active Energy in the Sensors section.

Click Yes on the confirmation message. The "Active Energy" reading
of the selected outlet now shows 0 (zero) Wh.

To reset active energy readings of multiple or all outlets:
Click the Outlets folder to open the Outlets page.

On the Outlets page, select the checkboxes of the outlets whose
active energy you wan to reset.

= To select multiple outlets, click the checkbox of each desired
outlet one by one. Or press Shift while clicking on the rows of the
first and last outlets to select a range of consecutive outlets.

= To select all outlets, select the top checkbox in the header row.

| outlets [ © |

3.
4.

# | Name (Label)

C* 1 Outlet 4
2 Qutlet 2
3 Outlet 3
4 Qutlet 4
5 Qutlet 5
§ Outlet §
7 Outlet 7

Click Reset Active Energy at the bottom of the page.

Click Yes on the confirmation message. The "Active Energy"
readings of all selected outlets are now reset to 0 (zero) Wh.
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Enabling Front Panel Outlet Switching

This section applies to outlet-switching capable models only.

You can operate the front panel buttons to switch on or off an outlet. By
default, this function is disabled.

> To enable the front panel outlet switching function:

Choose Device Settings > Security > Front Panel Permissions. The
Front Panel Permissions dialog appears.

Select the "Outlet switching" checkbox.
Click OK.

Inlet and Overcurrent Protector Management

i

Raritan.

You can name each inlet and overcurrent protector or monitor the inlet
status. Or you can reset the inlet's active energy reading.

Note: To configure power thresholds, see Setting Power Thresholds
(on page 206).

Naming the Inlet

You can customize the inlet's name for your own purpose. For example,
you can name an inlet to identify its power source. The customized name
is followed by the label in parentheses.

Note: In this context, the label refers to the inlet number, such as I1.

This function is especially useful if there are multiple inlets on your PX
device.

» To name theinlet:

Click Inlet 11 in the PX Explorer pane, and the Inlet |1 page opens in
the right pane.

Click Setup. The Inlet 11 Setup dialog appears.
Type a new name in the Name field.
Click OK.
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Naming Overcurrent Protectors

You can name each overcurrent protector for easily identifying them. The
customized name is followed by the label in parentheses.

Note: In this context, a label is an overcurrent protector number, such as
C1 for a circuit breaker or F1 for a fuse.

» To name an overcurrent protector:

Expand the Overcurrent Protectors folder in the PX Explorer pane if
needed. See Expanding the Tree (on page 94).

2. Inthe PX Explorer pane, click the desired overcurrent protector. The
page specific to that overcurrent protector opens in the right pane.

3. Click Setup. The Overcurrent Protector Setup dialog appears.

Tip: You can also trigger the same dialog by selecting the
Overcurrent Protectors folder, then selecting an overcurrent protector
and clicking Setup on the Overcurrent Protectors page.

Type a new name in the Name field.
Click OK.

Monitoring the Inlet
You can view the inlet's details, including its:
= Label (number)
= Customized name
= Inlet sensor readings:
- RMS current per line (A)
- RMS voltage per line pair (V)
- Active power (W)
- Apparent power (VA)
- Power factor
- Active energy (Wh)
- Unbalanced load percentage (for 3-phase models)

- Line frequency (Hz), if available on your PDU
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Note: If a sensor row is colored, it means the sensor reading already
crosses one of the thresholds or the sensor enters the alarmed state.
See The Yellow- or Red-Highlighted Sensors (on page 99).

Raritan.

There are two ways to access the inlet information.

» To get the overview of the inlet status:

Click the Dashboard icon in the PX Explorer pane, and the
Dashboard page opens in the right pane.

2. Locate the Inlet section on the Dashboard page.

» To view the inlet's details:

Click Inlet 11 in the PX Explorer pane, and the Inlet 11 page opens in
the right pane.

Monitoring Overcurrent Protectors

Each overcurrent protector on the PX device delivers power to a bank of
outlets, and draws power from one or two lines.

You can view the overcurrent protector's details, including its:
= Label (number)
= Name
= Status (closed/open)
= Type
= Lines associated with this overcurrent protector
= Qutlets protected by this overcurrent protector
= Sensor readings:
- Current drawn (A)

- Current remaining (A)

Note: If a sensor row is colored, it means the sensor reading already
crosses one of the thresholds, the sensor enters an alarmed state, or the
overcurrent protector has tripped or blown. See The Yellow- or
Red-Highlighted Sensors (on page 99).

You can view the summary of all overcurrent protectors at a time or the
status of individual overcurrent protectors.

> To view all overcurrent protectors' status:

You can check the status of all overcurrent protector at a time via either
the Dashboard or Overcurrent Protectors page.

= Using the Dashboard page:
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a. Click the Dashboard icon in the PX Explorer pane, and the
Dashboard page opens in the right pane.

b. Locate the Overcurrent Protectors section on the Dashboard
page.
= Using the Overcurrent Protectors page:

a. Expand the PDU folder in the PX Explorer pane if necessary.
See Expanding the Tree (on page 94).

b. Click Overcurrent Protectors in the PX Explorer pane to open the
Overcurrent Protectors page.

» To view an overcurrent protector's details:

Expand the Overcurrent Protectors folder in the PX Explorer pane if
needed. See Expanding the Tree (on page 94).

2. Inthe PX Explorer pane, click the desired overcurrent protector. The
page specific to that overcurrent protector opens in the right pane.

Resetting Inlet Active Energy Readings

You can manually reset the active energy readings of an individual inlet
instead of resetting all active energy readings of the PDU. This is
especially useful when your PX has more than one inlet.

Only users with the "Admin" role assigned can reset active energy
readings.

> To reset active energy readings of one inlet:

If your PX has multiple inlets, expand the Inlet folder in the PX
Explorer pane to show all inlets. See Expanding the Tree (on page
94). If your PX has only one inlet, skip this step.

Select the inlet whose active energy you want to reset.
Click Reset Active Energy in the Power section.

Click Yes on the confirmation message. The 'Active Energy' reading
of the selected inlet now shows 0 (zero) Wh.

Tip: You can reset all active energy readings at a time. See Resetting
All Active Energy Readings (on page 144).
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Disabling an Inlet (for Multi-Inlet PDUs)

The PX, if it has more than one inlet, enables all inlets by default so that
the PX detects and displays all sensors' readings and states, and reports
or shows warnings, events or alarm notifications associated with all inlets,
outlets and overcurrent protectors (if available).

After disabling an inlet, the following information or feature is no longer
available:

o All of the sensor readings, states, warnings, event or alarm
notifications associated with the disabled inlet

e All of the sensor readings, states, warnings, event or alarm
notifications for the outlets and overcurrent protectors associated
with the disabled inlet

e The outlet-switching functionality, if available, for those outlets
associated with the disabled inlet

Exception: All active energy sensors continue to accumulate data
regardless of whether any inlet has been disabled.

Warning: A disabled inlet, if remaining connected to a power source,
continues to receive power from the connected power source and
supplies power continuously to the associated outlets and overcurrent
protectors.

» To disable an inlet:

—_

Click the Inlets folder in the PX Explorer pane, and the Inlets page
opens in the right pane.

Select the inlet that you want to disable.
Click Setup.
Select the "Disable this inlet" checkbox.

To disable additional inlets, repeat the above steps.

o gk w DN

If disabling an inlet will result in all inlets being disabled, a
confirmation dialog appears, indicating that all inlets will be disabled.
Then click Yes to confirm this operation or No to abort it.

Disabling all inlets

#»  Disabling this inlet wil result in all inlets
A being disabled. Do you wish to
continue?

| es || No |
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Setting Power Thresholds

206

Setting and enabling the thresholds causes the PX to generate alert
notifications when it detects that any component's power state crosses
the thresholds. See The Yellow- or Red-Highlighted Sensors (on page
99).

There are four thresholds for each sensor: Lower Critical, Lower Warning,
Upper Warning and Upper Critical.

e Upper and Lower Warning thresholds indicate the sensor reading
enters the warning level.

e Upper and Lower Critical thresholds indicate the sensor reading
enters the critical level.

To avoid generating a large amount of alert events, you can set the
assertion timeout and deassertion hysteresis.

For detailed information, see Sensor Threshold Settings (on page
612).

Note: After setting the thresholds, remember to configure event rules.
See Event Rules and Actions (on page 213).

Setting an Outlet's Thresholds

You can set up the thresholds, deassertion hysteresis and assertion
timeout for a particular outlet.

The threshold values set for an individual outlet will override the bulk
threshold values stored on that outlet. See Bulk Configuration for
Outlet Thresholds (on page 207).

» To set the thresholds for an outlet:

Expand the Outlets folder in the PX Explorer pane to show all outlets.
See Expanding the Tree (on page 94).

2. Inthe PX Explorer pane, click the outlet you want. The page specific
to that outlet opens in the right pane.

3. Click Setup in the right pane. The setup dialog for the selected outlet
appears.

Tip: Another way to trigger the same dialog is to use the Outlets
page. Select the Outlets folder, highlight the outlet on the Outlets
page and then click Setup at the bottom of the page.

4. Inthe Threshold Configuration table, click the sensor whose
thresholds you want to configure.

5. Click Edit or double-click the desired sensor. A threshold setup
dialog appears.
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Configure the Lower Critical, Lower Warning, Upper Warning and
Upper Critical thresholds respectively.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and Deassertion
Hysteresis (on page 617).

To set the assertion timeout, type a numeric value in the Assertion
Timeout (samples) field. See "To Assert" and Assertion Timeout
(on page 615).

Click OK in the threshold setup dialog to retain the changes.
To set the thresholds for other sensors, repeat Steps 4 to 9.
Click OK.

Important: The final step is required or the threshold changes are not
saved.

Bulk Configuration for Outlet Thresholds

The PX allows you to set the power thresholds for multiple outlets at a
time so that you can save time when configuring a number of outlet
thresholds.

Note: To set the power thresholds for an individual outlet, you can either
follow the instructions below or those described in the section Setting an
Outlet's Thresholds (on page 206).

>

To configure thresholds, deassertion hysteresis and assertion
timeout for multiple outlets:

Expand the PDU folder in the PX Explorer pane if necessary. See
Expanding the Tree (on page 94).

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click the Outlets folder. The Outlets page opens.

Click Bulk Setup. The Outlet Threshold Bulk Setup dialog appears,
with a list of all outlets.

In the "Show Outlet Sensors of Type" field, select the type of power
thresholds you want to configure.

In the "For Outlets of Receptacle Type" field, select the receptacle
type you want to configure.

All outlets of the selected receptacle type are then listed.
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= To show all outlets on the PX regardless of receptacle types,
select Any.

6. Select desired outlets by having their corresponding checkboxes
selected.

= To select all outlets in the list, select the checkbox labeled
Sensor in the header row, and all checkboxes are selected.

Sensor
Outlet 1
Outlet 2
Outlet 3
Outlet 4

» To select partial outlets, select the corresponding checkboxes of
those outlets by clicking their checkboxes.

= To deselect any outlet, just click the checkbox once again.
Click Edit Thresholds. The threshold bulk setup dialog appears.

Configure the Lower Critical, Lower Warning, Upper Warning and
Upper Critical thresholds respectively.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

9. To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and Deassertion
Hysteresis (on page 617).

10. To set the assertion timeout, type a numeric value in the Assertion
Timeout (samples) field. See "To Assert" and Assertion Timeout
(on page 615).

11. Click OK.

Setting Inlet Thresholds

You can set the inlet thresholds so that the alerts are generated when
the inlet current and/or voltage crosses the thresholds.

> To set the inlet thresholds:

Click Inlet 11 in the PX Explorer pane, and the Inlet 11 page opens in
the right pane.

2. Click Setup. The Inlet 11 Setup dialog appears.
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In the Threshold Configuration table, click the sensor whose
thresholds you want to configure.

Click Edit or double-click the desired sensor. A threshold setup
dialog appears.

Configure the Lower Critical, Lower Warning, Upper Warning and
Upper Critical thresholds respectively.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and Deassertion
Hysteresis (on page 617).

To set the assertion timeout, type a numeric value in the Assertion
Timeout (samples) field. See "To Assert" and Assertion Timeout
(on page 615).

Click OK in the threshold setup dialog to retain the changes.

To set the thresholds for other sensors, repeat Steps 4 to 8.

10. Click OK.

Important: The final step is required or the threshold changes are not
saved.

Setting an Overcurrent Protector's Thresholds

Setting the overcurrent protector thresholds enables the PX to generate
alerts when any overcurrent protector crosses the thresholds.

>

To set thresholds for an overcurrent protector:

Expand the Overcurrent Protectors folder in the PX Explorer pane if
needed. See Expanding the Tree (on page 94).

In the PX Explorer pane, click the desired overcurrent protector. The
page specific to that overcurrent protector opens in the right pane.

Click Setup. The Overcurrent Protector Setup dialog appears.

In the Threshold Configuration table, click the sensor whose
thresholds you want to configure.

Click Edit or double-click the desired sensor. A threshold setup
dialog appears.

Configure the Lower Critical, Lower Warning, Upper Warning and
Upper Critical thresholds respectively.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.
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= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

7. To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and Deassertion
Hysteresis (on page 617).

8. To set the assertion timeout, type a numeric value in the Assertion
Timeout (samples) field. See "To Assert" and Assertion Timeout
(on page 615).

9. Click OK.

Bulk Configuration for Overcurrent Protector Thresholds

The PX allows you to set power thresholds for multiple overcurrent
protectors at a time to save your time.

Note: To set the power thresholds for an individual overcurrent protector,
you can either follow the instructions below or those described in the
section Setting an Overcurrent Protector's Thresholds (on page 209).

» To configure thresholds, deassertion hysteresis and assertion
timeout for multiple overcurrent protectors:

1. Click the Overcurrent Protectors folder in the PX Explorer pane. The
Overcurrent Protectors page opens.

2. Click Bulk Setup. The Overcurrent Protector Threshold Bulk Setup
dialog appears, with a list of all overcurrent protectors.

3. Select desired overcurrent protectors by having their corresponding
checkboxes selected.

= To select all overcurrent protectors, select the checkbox labeled
Sensor in the header row, and all checkboxes are selected.

Sensnr
Owvercurrent Protector C1 RMS Current

Owercurrent Protector C2 RMS Current

= To select partial overcurrent protectors, click the corresponding
checkboxes of those overcurrent protectors.

= To deselect any overcurrent protectors, just click their
checkboxes once again.

Click Edit Thresholds. The threshold bulk setup dialog appears.

Configure the Lower Critical, Lower Warning, Upper Warning and
Upper Critical thresholds respectively.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.
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= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

6. To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and Deassertion
Hysteresis (on page 617).

7. To set the assertion timeout, type a numeric value in the Assertion
Timeout (samples) field. See "To Assert" and Assertion Timeout
(on page 615).

8. Click OK.

Setting Thresholds for Total Active Energy or Power

This section applies only to multi-inlet models, including PX in-line
monitors.

Thresholds for total active energy and total active power are disabled by
default. You can enable and set them so that you are alerted when the
total active energy or total active power hits a certain level.

For a regular PX model with multiple inlets:

e Total active energy = sum of all inlets' active energy values
e Total active power = sum of all inlets' active power values
For an in-line monitor with multiple inlets/outlets:

e Total active energy = sum of all outlets' active energy values
e Total active power = sum of all outlets' active power values

Tip: You can reset the active energy sensor(s) as needed. See
Resetting All Active Energy Readings (on page 144).

> To set thresholds for total active energy and/or power on a
multi-inlet PX:

1. Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Setup in the Settings section. The Pdu Setup dialog appears.

In the Threshold Configuration table, click the sensor whose
thresholds you want to configure.

4. Click Edit or double-click the desired sensor. A threshold setup
dialog appears.

5. Configure the Lower Critical, Lower Warning, Upper Warning and
Upper Critical thresholds respectively.
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= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

6. To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and Deassertion
Hysteresis (on page 617).

7. To set the assertion timeout, type a numeric value in the Assertion
Timeout (samples) field. See "To Assert" and Assertion Timeout
(on page 615).

8. Click OK.

i Pdu Setup
Device Name: [Pxname x|
Relay behaviour on power loss: | Non-latching |" |
Outlet state on device startup: |off |V |
Outlet initialization delay on device startup: |3 5 |V |
Power off period during power oycle: | 10s |V |
Inrush Guard Delay: |3I}D ms |V|
Peripheral Device Z Coordinate Format: | Free-Farm |V |
Peripheral Device Auto Management:

Altitude (m): o |
— Threshold Configuration
Sengor Lower Crifical Lower Waming | Upper WWaming = Upper Critical
| Active Energy O (@) B (o wn) 8 @wn B 0w
Active Power g aw O ow U owy O ow

OK ” Cancel ]
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Event Rules and Actions

i

Raritan.

A benefit of the product's intelligence is its ability to notify you of and
react to a change in conditions. This event notification or reaction is an
"event rule."

The PX is shipped with four built-in event rules, which cannot be deleted.

e System Event Log Rule: This causes ANY event occurred to the PX
to be recorded in the internal log. It is enabled by default.

e System SNMP Notification Rule: This causes SNMP traps or informs
to be sent to specified IP addresses or hosts when ANY event
occurs to the PX. It is disabled by default.

e System Tamper Detection Alarmed: This causes the PX to send
alarm notifications if a DX tamper sensor has been connected and
the PX detects that the tamper sensor enters the alarmed state.

e System Tamper Detection Unavailable: This causes the PX to sends
alarm notifications if a DX tamper sensor has been connected and
the PX detects that the communication with the connected tamper
sensor is lost.

If these do not satisfy your needs, you can create additional rules to
respond to different events. You need the Administrator Privileges to
configure event rules.

Note: Internet Explorer® 8 (IE8) does not use compiled JAVA script.
When using IE8 to create or change event rules, the CPU performance
may be degraded, resulting in the appearance of the connection time out
message. When this occurs, click Ignore to continue.

Components of an Event Rule

An event rule defines what the PX does in certain situations and is
composed of two parts:

e Event: This is the situation where the PX or part of it meets a certain
condition. For example, the inlet's voltage exceeds the warning
threshold.

e Action: This is the response to the event. For example, the PX
notifies the system administrator of the event and records the event
in the log.

Creating an Event Rule
The best way to create a new set of event rules in sequence is to:

e Create actions for responding to one or multiple events

e Create rules to determine what actions are taken when these events
occur

213



Chapter 6: Using the Web Interface

Creating Actions

The PX comes with three built-in actions:

e System Event Log Action: This action records the selected event in
the internal log when the event occurs.

e System SNMP Notification Action: This action sends SNMP
notifications to one or multiple IP addresses after the selected event
occurs.

e System Tamper Alarm: This action causes the PX to show the alarm
for the DX tamper sensor in the Alarms section of the Dashboard
until a person acknowledges it. By default, this action has been
assigned to the built-in tamper detection event rules. For information
on acknowledging an alarm, see Alarms List (on page 103).

Note: No IP addresses are specified in the "System SNMP Noatification
Action" by default so you must specify IP addresses before applying this
action to any event rule.

The built-in actions cannot be deleted.

» To create new actions:

Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired

action:

Action Function

Execute an action Creates a group of actions comprising existing

group actions. See Action Group (on page 216).

Alarm Requires the user to acknowledge the alert
when it is generated. If needed, you can have
the alert notifications regularly generated until
a person takes the acknowledgment action.
See Alarm (on page 217).

External beeper Enables or disables the connected external

beeper, or causes it to enter an alarm cycle.
See External Beeper (on page 218).
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Action
Log event message

Push out sensor
readings

Request LHX/SHX
maximum cooling

Send snapshots via
email

Send email

Send SNMP
notification

Syslog message

Send sensor report

Send SMS message

Internal beeper

Switch LHX/SHX

Record snapshots to
webcam storage

Change load
shedding state
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Function

Records the selected events in the internal log.
See Log an Event Message (on page 219).

Sends asset management sensor data to a
remote server using HTTP POST requests.
See Push Out Sensor Readings (on page
220).

Applies the maximum cooling to the LHX/SHX
device. See Request LHX/SHX Maximum
Cooling (on page 221).

This option is available only when the Schroff
LHX/SHX support has been enabled.

Emails the snapshots captured by a connected
Logitech® webcam (if available). See Send a
Snapshot via Email (on page 221).

Emails a textual message. See Send EMail
(on page 222).

Sends SNMP traps or informs to one or
multiple SNMP destinations. See Send an
SNMP Notification (on page 223).

Makes the PX automatically forward event
messages to the specified syslog server. See
Syslog Message (on page 226).

Reports the readings or status of the selected
sensors, including internal or external sensors.
See Send Sensor Report (on page 227).

Sends a message to a mobile phone. See
Send SMS Message (on page 230).

Turns on or off the internal beeper. See
Internal Beeper (on page 231).

Switches on or off the LHX/SHX device. See
Switch LHX/SHX (on page 231).

This option is available only when the Schroff
LHX/SHX support has been enabled.

Makes a connected webcam start or stop
taking snapshots. See Record Snapshots to
Webcam Storage (on page 233).

Enters or quits the load shedding mode. See
Change Load Shedding State (on page 229).
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Action Function

Switch outlets Switches on, off or cycles the power to the
specified outlet(s). See Switch Outlets (on
page 232).

Switch peripheral Switches on or off the mechanism or system

actuator connected to the specified actuator. See

Switch Peripheral Actuator (on page 233).

Note: The "Change load shedding state" and "Switch outlets" options
are only available for outlet-switching capable models.

Click OK to save the new action.

Note: If you do not click OK before quitting the current settings page,
a message appears. Then click Yes to save the changes, Discard to
abort or Cancel to return to the current settings page.

7.
8.

Acti

To create additional actions, repeat the above steps.

Click Close to quit the dialog.

on Group

You can create an action group that performs up to 32 actions. After
creating such an action group, you can easily assign this set of actions to
an event rule rather than selecting all needed actions one by one per

rule

>

To create an action group:

Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Execute an action group.

To mark an action as part of the action group, select it from the
Available Actions list box, and click €| to move it to the Used
Actions list box. To make multiple selections, press Citrl+click or
Shift+click to highlight multiple ones.

To move all actions to the Used Actions list box, click el A
maximum of 32 actions can be grouped.

==
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Actions list box, and click 1*| to move it to the Available Actions list

box. To make multiple selections, press Ctrl+click or Shift+click to

highlight multiple ones.

To remove all actions, click =],
8. Click OK.

9. To create additional action groups, repeat Steps 3 to 8.

Alarm

The Alarm is an action that requires users to acknowledge an alert. This
helps ensure that the user is aware of the alert.

If the Alarm action has been included in a specific event rule and no one

acknowledges that alert after it occurs, the PX resends or regenerates an
alert notification regularly until the alert is acknowledged or it reaches the
maximum number of alert notifications.

For information on acknowledging an alarm, see Alarms List (on page

103).

o N~y

To create an Alarm action:
Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a

sequential number starting at 1.

4. In the Action field, click the drop-down arrow and select the desired
action: Alarm.

5. In the Alarm Notifications list box, specify one or multiple ways to

issue the alert notifications.

a. Inthe Available Actions field, select the method to send alert

notifications. Available methods vary, depending on how many
notification-based actions have been created.

Notification-based action types include:

External beeper
Syslog message
Send email

Send SMS message

Internal beeper

If no appropriate actions are available, click Create New
Notification Action to immediately create them.

i
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Click @ to add the selected method to the Alarm Notifications
list box.

Repeat the above steps to add more methods if needed.

= To remove any method from the Alarm Notifications list box,

select that method and click |@|

6. In the Notification Options section, configure the
notification-resending or -regenerating feature.

a. To enable the notification-resending feature, select the "Enable
re-scheduling of alarm notifications" checkbox. To disable this
feature, deselect the checkbox.

b. In the "Period in Minutes" field, specify the time interval (in
minutes) at which the alert notification is resent or regenerated
regularly. You can either directly type a numeric value or click
the Up/Down arrow keys to adjust the time.

c. Inthe "Max. numbers" field, specify the maximum number of
times the alert notification is resent. Values range from 1 to
infinite.

7. If needed, you can instruct the PX to send the acknowledgment
notification after the alarm is acknowledged in the Acknowledgment
Notifications list box. (Optional)

a. Inthe Available Actions field, select the method to send the
acknowledge notification. Available methods are identical to
those for generating alarm notifications.

b. Click @ to add the selected method to the Acknowledgment
Notifications list box.

c. Repeat the above steps to add more methods if needed.
= Toremove any method from the Acknowledgment

Notifications list box, select that method and click |@|

8. Click OK.

External Beeper

If an external beeper is connected to the PX, the PX can change the
beeper's behavior or status to respond to a certain event.

» To control the connected external beeper:
Click the Actions tab.
2. Click New.

1.
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In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: External beeper.

From the Beeper Port drop-down list, select the port where the
external beeper is connected. This port is the FEATURE port.

From the Beeper Action drop-down list, select an action for the
external beeper to carry out.

= Alarm: Causes the external beeper to sound an alarm cycle
every 20 seconds - stays on for 0.7 seconds and then off for
19.3 seconds.

= On: Turns on the external beeper so that it buzzes continuously.
= Off: Turns off the external beeper so that it stops buzzing.
Click OK.

Note: If you create an event rule for the external beeper but disconnect it
when an event causes it to beep, the beeper no longer beeps after it is
re-connected even though the event triggering the beeping action
remains asserted.

Log an Event Message

This option records the selected events in the internal log.

>

To create a log event message:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Log event message.

Click OK.
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Push Out Sensor Readings

If you have connected Raritan's asset sensors to the PX, you can
configure the PX to push asset sensor data to a remote server after a
certain event occurs.

Before creating this action, make sure that you have properly defined the
destination servers and the sensor data type in the Data Push dialog.
See Configuring Data Push Settings (on page 142).

Tip: To send the asset sensor data at a regular interval, schedule this
action. See Scheduling an Action (on page 239). Note that the "Asset
management log" is generated only when there are changes made to
any asset sensors or asset tags, such as connection or disconnection
events.

» To push out the sensor data:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired
action: Push out sensor readings.

6. Select a server or host which receives the asset sensor data in the
Destination field.

= |f the desired destination is not available yet, go to the Data Push
dialog to enter it. See Configuring Data Push Settings (on
page 142).

7. Click OK.
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Request LHX/SHX Maximum Cooling

If Schroff LHX/SHX Support is enabled, the LHX/SHX-related actions will
be available. See Enabling and Disabling Schroff LHX/SHX Heat
Exchanger Support (on page 312).

The "Request LHX/SHX Maximum Cooling" action applies the maximum
cooling to the SHX-30 device only. The LHX-20 and LHX-40 devices do
not support this feature.

In the maximum cooling mode, an SHX-30 device runs at 100% fan
speed and the cold water valve is open 100%.

» To request maximum cooling for SHX-30:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired
action: Request LHX/SHX maximum cooling.

6. Click OK.
Send a Snapshot via Email

This option notifies one or multiple persons for the selected events by
emailing snapshots or videos captured by a connected Logitech®
webcam.

» To create a send snapshot via email action:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired
action: Send snapshots via email.

6. In the "Recipients email addresses" field, specify the email
address(es) of the recipient(s). Use a comma to separate multiple
email addresses.

7. To use the SMTP server specified in the SMTP Server Settings
dialog, select the Use Default SMTP Server checkbox.
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To use a different SMTP server, select the Use Custom SMTP
Settings checkbox.

If the SMTP server settings are not configured yet, click Configure.
See Configuring SMTP Settings (on page 141) for the information
of each field.

8. Select the webcam that is capturing the images you want sent in the
email.

9. Use the slide bars to increase or decrease the following:

= Number of Snapshots - the number of snapshots to be included
in the sequence of images that are taken when the event occurs.
For example, you can specify 10 images be taken once the
event triggers the action.

= Snapshots/Mail field - the number of snapshots from the
sequence to be sent at one time in the email.

= "Time before first Snapshot (s):" - the amount of time (in seconds)
between when the event is triggered and the webcam begins
taking snapshots.

= "Time between Snapshots (s):" - the amount of time between
when each snapshot is taken.

10. Click OK.

Send EMail

You can configure emails to be sent when an event occurs and can
customize the message.

Messages consist of a combination of free text and PX placeholders. The
placeholders represent information is pulled from the PX and inserted
into the message.

For example:

[USERNAME] logged into the device on [TIMESTAMP]
translates to

JQPublic logged into the device on 2012-January-30 21:00
See Email and SMS Message Placeholders (on page 254) for a list

and definition of available variables.

» To configure sending emails:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.
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In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Send email.

In the "Recipients email addresses" field, specify the email
address(es) of the recipient(s). Use a comma to separate multiple
email addresses.

To use the SMTP server specified in the SMTP Server Settings
dialog, select the Use Default SMTP Server checkbox.

To use a different SMTP server, select the Use Custom SMTP
Settings checkbox.

If the SMTP server settings are not configured yet, click Configure.
See Configuring SMTP Settings (on page 141) for the information
of each field. Default messages are sent based on the event. See
Default Log Messages (on page 244) for a list of default log
messages and events that trigger them.

If needed, select the Use Custom Log Message checkbox, and then
create a custom message up to 1024 characters in the provided
field.

= To start a new line in the text box, press Enter.

» Click the Information icon @ to open the Event Context
Information dialog, which contains a list of placeholders and their
definitions. See Email and SMS Message Placeholders (on
page 254) for more details.

Click OK.

Send an SNMP Notification

This option sends an SNMP notification to one or multiple SNMP
destinations.

>

To configure sending an SNMP notification:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.
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In the Action field, click the drop-down arrow and select the desired
action: Send SNMP notification.

Select the type of SNMP notification. See either procedure below
according to your selection.

To send SNMP v2c notifications:

From the Notification Type drop-down, select SNMPv2c Trap or
SNMPv2c Inform.

For SNMP INFORM communications, leave the resend settings at
their default or:

a. Inthe Timeout (sec) field, enter the interval of time, in seconds,
after which a new inform communication is resent if the first is
not received. For example, resend a new inform communication
once every 3 seconds.

b. In the Number of Retries field, enter the number of times you
want to resend the inform communication if it fails. For example,
inform communications are resent up to 5 times when the initial
communication fails.

In the Host fields, enter the IP address of the device(s) you want to
access. This is the address to which notifications are sent by the
SNMP system agent.

In the Port fields, enter the port number used to access the
device(s).

In the Community fields, enter the SNMP community string to access
the device(s). The community is the group representing the PX and
all SNMP management stations.

Tip:

An SNMP v2c notification action only permits entering a maximum of

three SNMP destinations. To assign more than three SNMP destinations
to a specific rule, first create several SNMP v2c notification actions, each
of which contains completely different SNMP destinations, and then add

all of these SNMP v2c notification actions to the same rule.

224

To send SNMP v3 notifications:

From the Notification Type drop-down, select SNMPv3 Trap or
SNMPvV3 Inform.

For SNMP TRAPs, the engine ID is prepopulated.

For SNMP INFORM communications, leave the resend settings at
their default or:

a. Inthe Timeout (sec) field, enter the interval of time, in seconds,
after which a new inform communication is resent if the first is
not received. For example, resend a new inform communication
once every 3 seconds.

=i=Raritan.
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In the Number of Retries field, enter the number of times you
want to resend the inform communication if it fails. For example,
inform communications are resent up to 5 times when the initial

communication fails.

4. For both SNMP TRAPS and INFORMS, enter the following as
needed and then click OK to apply the settings:

a.

b
C.
d

i
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Host name

Port number

User ID needed to access the host

Select the host security level

Security level
"noAuthNoPriv"

"authNoPriv"

"authPriv"

Description
Select this if no authorization or privacy protocols
are needed.

Select this if authorization is required but no
privacy protocols are required.

e Select the authentication protocol - MD5 or
SHA

e Enter the authentication passphrase and then
confirm the authentication passphrase

Select this if authentication and privacy protocols
are required.

e Select the authentication protocol - MD5 or
SHA

e Enter the authentication passphrase and
confirm the authentication passphrase

e Select the Privacy Protocol - DES or AES

e Enter the privacy passphrase and then confirm
the privacy passphrase
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Syslog Message

Use this action to automatically forward event messages to the specified
syslog server. Determine the syslog transmission mechanism you prefer
when setting it up - UDP, TCP or TLS over TCP.

The PX may or may not detect the syslog message transmission failure.
If yes, it will log this syslog failure as well as the failure reason in the
event log. See Viewing the Local Event Log (on page 265).

» To configure a syslog message action:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired
action: Syslog message.

6. Inthe "Syslog server" field, specify the IP address to which the
syslog is forwarded.

7. Inthe Transport Protocol field, select one of the syslog protocols:
TCP or UDP. The default is UDP.

Transport Next steps
protocol types

= In the UDP Port field, specify an appropriate port number. Default is 514.
= Select the "Legacy BSD Syslog Protocol (UDP only)" checkbox if applicable.

ubpP

TCP If NO TLS certificate is required, type an appropriate port number in the TCP Port field.
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Transport Next steps

protocol types

If a TLS certificate is required, select the "Enable Secure Syslog over TLS" checkbox, and
then do the following:

8.

Specify an appropriate port number in the "TCP Port (TLS)" field. Default is 6514.

In the CA Certificate field, click Browse to select a TLS certificate. After installing the
certificate, you may:

=  (Click Show to view its contents.

= Click Remove to delete it if it is inappropriate.

Determine whether to select the "Allow expired and not yet valid certificates"
checkbox.

»= To always send the event message to the specified syslog server after a TLS
certificate has been installed, select this checkbox.

= To prevent the event message from being sent to the specified syslog server
when any TLS certificate in the selected certificate chain is outdated or not valid
yet, deselect this checkbox.

Click OK.

Send Sensor Report

You may set the PX so that it automatically reports the latest readings or
states of one or multiple sensors by sending a message or email or
simply recording the report in a log. These sensors can be either internal
or environmental sensors as listed below.

i
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Inlet sensors, including RMS current, RMS voltage, active power,
apparent power, power factor and active energy.

Outlet sensors, including RMS current, RMS voltage, active power,
apparent power, power factor, active energy and outlet state (for
outlet-switching capable PDUs only).

Overcurrent protector sensors, including RMS current and tripping
state.

Peripheral device sensors, which can be any Raritan environmental
sensor packages connected to the PX, such as temperature or
humidity sensors.

To configure a sensor report action:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.
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4.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Send sensor report.

In the Destination Actions field, select the method(s) to report sensor
readings or states. The number of available methods varies,
depending on how many messaging actions have been created.

The messaging action types include:
= Log event message

= Syslog message

= Send email

= Send SMS message

a. If no messaging actions are available, click Create New
Destination Action to immediately create them.

b. To select any method, select it in the right list box, and click [
to move it to the left list box. To make multiple selections, press
Ctrl+click or Shift+click to highlight multiple ones.

To select all methods, simply click lre]

c. To delete any method, select it in the left list box, and click 1+ to
move it back to the right list box. To make multiple selections,
press Ctrl+click or Shift+click to highlight multiple ones.

To remove all methods, simply click =]

In the Available Sensors field, select the desired sensor.

a. Select the sensor type from the field to the left.

b. Select the specific sensor from the field to the right.

c. Click @ to add the selected sensor to the Report Sensors list
box.

For example, to monitor the current reading of the Inlet 1, select Inlet
1 from the left field, and then select RMS Current from the right field.

To report additional sensors simultaneously, repeat the above step
to add more sensors.

= To remove any sensor from the Report Sensors list box, select it

and click |@| To make multiple selections, press Ctrl+click or
Shift+click to highlight multiple ones.

To immediately send out the sensor report, click Send Report Now.
A message appears, indicating whether the sensor report is sent
successfully.

=i=Raritan.
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10. To save this action, click OK.

Note: When intending to send a sensor report using custom messages,
use the placeholder [SENSORREPORT] to report sensor readings. See
Email and SMS Message Placeholders (on page 254).

Change Load Shedding State

The "Change load shedding state" action is available only when your PX
is able to control outlet power. Use this action to activate or deactivate
the load shedding mode for responding to a specific event. See Setting
Non-Critical Outlets and Load Shedding Mode (on page 197) for
additional information.

o N =Y

To change the load shedding state:
Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Change load shedding state.

From the Operation drop-down, select either of the following:

= Start Load Shedding: Enters the load shedding mode when the
specified event occurs.

= Stop Load Shedding: Quits the load shedding mode when the
specified event occurs.

Click OK to save the new action.

Click Close to quit the dialog.
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Send SMS Message

You can configure emails to be sent when an event occurs and can
customize the message.

Messages consist of a combination of free text and PX placeholders. The
placeholders represent information which is pulled from the PX and
inserted into the message.

A supported modem, such as the Cinterion® GSM MC52i modem, must
be plugged in to the PX in order to send SMS messages.

Note: The PX cannot receive SMS messages.

For example:
[USERNAME] logged into the device on [TIMESTAMP]

translates to

JQPublic logged into the device on 2012-January-30 21:00

See Email and SMS Message Placeholders (on page 254) for a list
and definition of available variables.

» To configure SMS message:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired
action: Send SMS message.

6. In the Recipient Phone Number field, specify the phone number of
the recipient.

7. Select the Use Custom Log Message checkbox, then create a
custom message in the provided field.

Click the Information icon @ to open the Event Context Information
dialog, which contains a list of placeholders and their definitions. See
Email and SMS Message Placeholders (on page 254) for more
details.

Note: Only the 7-bit ASCII charset is supported for SMS messages.

8. Click OK.
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Internal Beeper

You can have the built-in beeper of the PX turned on or off when a
certain event occurs.

@ N =27

6.

To switch the internal beeper:
Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Internal beeper.

Select an option from the Operation field.
= Turn Beeper On: Turns on the internal beeper to make it buzz.

= Turn Beeper Off: Turns off the internal beeper to make it stop
buzzing.

Click OK.

Switch LHX/SHX

If Schroff LHX/SHX Support is enabled, the LHX/SHX-related actions will
be available. See Enabling and Disabling Schroff LHX/SHX Heat
Exchanger Support (on page 312).

Use this action to switch the LHX/SHX on or off when, for example,
temperature thresholds are reached.

>

To create a switch LHX/SHX action:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Switch LHX/SHX.

From the Operation drop-down, select Turn LHX/SHX On or Turn
LHX/SHX Off.

From the Available LHX/SHXSs list box, click on the LHX/SHX to be
turned on or off, then click [/ or [*/ to add to the Switched

LHX/SHXs list box. Use [#] or %] to remove the LHX/SHX from the
Switched LHXs list box, thereby removing the action.
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8. Click OK.
Switch Outlets

The "Switch outlets" action is available only when your PX is
outlet-switching capable. This action turns on, off or power cycles a
specific outlet.

To switch on, off or power cycle any outlet(s):
Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

@ N 2T

4. In the Action field, click the drop-down arrow and select the desired
action: Switch outlets.

5. From the Operation drop-down list, select an operation for the
selected outlet(s).

= Turn Outlet On: Turns on the selected outlet(s).
= Turn Outlet Off: Turns off the selected outlet(s).
= Cycle Outlet: Cycles power to the selected outlet(s).

6. To select the outlet where this action will be applied, select it from

the Available Outlets list box and click [/ to move it to the Switched
Outlets list box. To make multiple selections, press Ctrl+click or
Shift+click to highlight multiple ones.

To move all outlets to the Switched Outlets list box, click |"".|.

7. Toremove any outlet from the Switched Outlets list, select it from the
Switched Outlets list box and click [#/ to move it to the Available
Outlets list box. To make multiple selections, press Ctrl+click or
Shift+click to highlight multiple ones.

To remove all outlets, click |"".|.
Click OK to save the new action.

Click Close to quit the dialog.

2% =i=Raritan.
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Switch Peripheral Actuator

If you have any actuator connected to the PX, you can set up the PX so
it automatically turns on or off the system controlled by this actuator
when a specific event occurs.

Note: For information on connecting actuators to the PX, see DX Sensor
Packages (on page 44).

@ N =27

To switch on or off the system connected to an actuator:
Click the Actions tab.
Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

In the Action field, click the drop-down arrow and select the desired
action: Switch peripheral actuator.

From the Operation drop-down list, select an operation for the
selected actuator.

=  Turn On: Turns on the selected actuator.
=  Turn Off: Turns off the selected actuator.

To select the actuator where this action will be applied, select it from

the Available Actuators list and click ¢/ to add it to the Switched
Actuators list box. To make multiple selections, press Ctrl+click or
Shift+click to highlight multiple ones.

To add all actuators to the Switched Actuators list box, click |"‘*"|.

To remove any actuator from the Switched Actuators list, select it

and click [*/ to move it back to the Available Actuators list box. To
make multiple selections, press Ctrl+click or Shift+click to highlight
multiple ones.

To remove all actuators, click |.“'.|.
Click OK.

Record Snapshots to Webcam Storage

This option allows you to define an action that starts or stops a specific
webcam from taking snapshots.

>

To configure a record snapshot to webcam storage action:

Choose Device Settings > Event Rules. The Event Rules Settings
dialog opens.

Click the Actions tab.
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Click New.

In the "Action name" field, type a new name for the action. The
default name is New Action <number>, where <number> is a
sequential number starting at 1.

5. In the Action field, click the drop-down arrow and select the desired
action: Record snapshots to webcam storage.

Select a webcam from the Webcam drop-down.

Selecting the action to perform - Start recording or Stop recording. If
"Start recording" is selected, do the following:

a. Use the slide bar to specify the total number of snapshots to be
taken when the event occurs. The maximum amount of
snapshots that can be stored on the PXis ten (10). If you set it
for a number greater than ten and the storage location is on the
PX, after the tenth snapshot is taken and stored, the oldest
snapshots are overwritten.

Tip: By default, the storage location is on the PX. You can specify a
remote server to store the snapshots. See Configuring Webcam
Storage (on page 308).

b. In the "Time before first Snapshot (s):" field, use the slide bar to
specify the amount of time (in seconds) between when the event
is triggered and the webcam begins taking snapshots.

c. Inthe "Time between Snapshots (s):" field, use the slide bar to
specify the amount of time between each snapshot being taken.

8. Click OK.

Creating Rules

After required actions are available, you can create event rules to
determine what actions are taken to respond to specific events.

By default, the PX provides the following built-in event rules:

e System Event Log Rule

e System SNMP Notification Rule

e System Tamper Detection Alarmed

e System Tamper Detection Unavailable

If the built-in rules do not satisfy your needs, create new ones.

> To create event rules:

1. Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.
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On the Rules tab, click New.

In the "Rule name" field, type a new name for identifying the rule.
The default name is New Rule <number>, where <number> is a
sequential number.

Select the Enabled checkbox to activate this event rule.

Click Event to select an event for which you want to trigger an action.
A pull-down menu showing various types of events appears.

= Select the desired event type from the pull-down menu, and if a
submenu appears, continue the navigation until the desired
event is selected.

Note: To select all items or events listed on the same submenu,
select the option enclosed in brackets, such as <Any sub-event>,
<Any Server> and <Any user>.

According to the event you selected in the previous step, the "Trigger
condition" field containing three radio buttons may or may not
appear.

Event types Radio buttons
Numeric sensor Available radio buttons include "Asserted,"
threshold-crossing | "Deasserted" and "Both."

events, or the = Asserted: The PX takes the action only when

occurrence of the the event occurs. This means the status of

selected event -- the described event transits from FALSE to
true or false TRUE

= Deasserted: The PX takes the action only
when the event condition disappears. This
means the status of the described event
transits from TRUE to FALSE.

= Both: The PX takes the action both when the

event occurs (asserts) and when the event
condition disappears (deasserts).

Discrete (on/off) Available radio buttons include
sensor state change | "Alarmed/Open/On," "No longer
alarmed/Closed/Off" and "Both."

= Alarmed/Open/On: The PX takes the action
only when the chosen sensor enters the
alarmed, open or on state.

= No longer alarmed/Closed/Off: The PX takes
the action only when the chosen sensor
returns to the normal, closed or off state.

= Both: The PX takes the action whenever the
chosen sensor switches its state.
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Event types

Sensor availability

Network interface

link state

Function enabled or

disabled

User logon state

236

Radio buttons

Available radio buttons include "Unavailable,
"Available" and "Both."

= Unavailable: The PX takes the action only
when the chosen sensor is NOT detected
and becomes unavailable.

= Available: The PX takes the action only
when the chosen sensor is detected and
becomes available.

= Both: The PX takes the action both when the
chosen sensor becomes unavailable or
available.

Available radio buttons include "Link state is
up," "Link state is down" and "Both."

= Link state is up: The PX takes the action
only when the network link state changes
from down to up.

= Link state is down: The PX takes the action
only when the network link state changes
from up to down.

= Both: The PX takes the action whenever the
network link state changes.

Available radio buttons include "Enabled,"
"Disabled" and "Both."

= Enabled: The PX takes the action only when
the chosen function is enabled.

= Disabled: The PX takes the action only when
the chosen function is disabled.

= Both: The PX takes the action when the
chosen function is either enabled or
disabled.

Available radio buttons include "Logged in,"
"Logged out," and "Both."

= Logged in: The PX takes the action only
when the selected user logs in.

= Logged out: The PX takes the action only
when the selected user logs out.

= Both: The PX takes the action both when the
selected user logs in and logs out.

=i=Raritan.
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Event types Radio buttons
Restricted service Available radio buttons include "Accepted,"
agreement "Declined," and "Both."

= Accepted: The PX takes the action only
when the specified user accepts the
restricted service agreement.

= Declined: The PX takes the action only when
the specified user rejects the restricted
service agreement.

= Both: The PX takes the action both when the
specified user accepts or rejects the
restricted service agreement

Server monitoring Available radio buttons include "Monitoring
event started," "Monitoring stopped," and "Both."

= Monitoring started: The PX takes the action
only when the monitoring of any specified
server starts.

= Monitoring stopped: The PX takes the action
only when the monitoring of any specified
server stops.

= Both: The PX takes the action when the
monitoring of any specified server starts or
stops.

Server reachability | Available radio buttons include "Unreachable,"
"Reachable," and "Both."

= Unreachable: The PX takes the action only
when any specified server becomes
inaccessible.

= Reachable: The PX takes the action only
when any specified server becomes
accessible.

= Both: The PX takes the action when any
specified server becomes either inaccessible
or accessible.
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Event types Radio buttons

Device connection Available radio buttons include "Connected,"
or disconnection, "Disconnected" and "Both."

such as a

= Connected: The PX takes the action only
when the selected device is physically
connected to it.

= Disconnected: The PX takes the action only
when the selected device is physically
disconnected from it.

=  Both: The PX takes the action both when the
selected device is physically connected to it
and when it is disconnected.

USB-cascaded
slave device

Outlet power state | Available radio buttons include "On," "Off" and
change "Both."

= On: The PX takes the action only when the
chosen outlet is turned ON.

= Off: The PX takes the action only when the
chosen outlet is turned OFF.

= Both: The PX takes the action when the
chosen outlet is either turned ON or OFF.

PDU load shedding | Available radio buttons include "Started,"
"Stopped" and "Both."

= Started: The PX takes the action only when
activating the load shedding mode.

= Stopped: The PX takes the action only when
deactivating the load shedding mode.

= Both: The PX takes the action whenever the
load shedding mode is activated or
deactivated.

Note: The outlet power state change and PDU load shedding events
are available only for outlet-switching capable models.

7. Inthe Actions field, select the desired action from the "Available
actions" list box, and click ¥/ to move it to the "Selected actions" list
box. To make multiple selections, press Ctrl+click or Shift+click to
highlight multiple ones.

= To add all actions, simply click lte].

= |f the desired action is not available yet, click Create New Action
to immediately create it. Upon complete, the newly-created
action is moved to the "Selected actions" list box.
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8. Toremove any action, select it from the "Selected actions" list box,
and click %/ to move it back to the "Available actions" list box. To
make multiple selections, press Ctrl+click or Shift+click to highlight
multiple ones.

= To remove all actions, click %!,

9. Click OK to save the new event rule.

Note: If you do not click OK before quitting the current settings page,
a message appears. Then click Yes to save the changes, Discard to
abort or Cancel to return to the current settings page.

10. Repeat Steps 2 to 10 to create additional event rules.

11. Click Close to quit the dialog.

Scheduling an Action

An action can be regularly performed at a preset time interval instead of
being triggered by a specific event. For example, you can make the PX
report the reading or state of a specific environmental sensor regularly by
scheduling the "Send Sensor Report" action.

When scheduling an action, make sure you have a minimum of 1-minute
buffer time between this action's execution time and creation time.
Otherwise, the scheduled action will NOT be performed at the specified
time if the buffer time is too short. For example, if you want an action to
be performed at 11:00 am, you should finish scheduling this action at
10:59 am or earlier.

P To schedule any action(s):

Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

Click the Scheduled Actions tab.
Click New.

In the "Timer name" field, type a name for this scheduled action. The
default name is New Timer <n>, where <n> is the sequential number
starting at 1.

5. Make sure the Enabled checkbox is selected, or the PX will not carry
out this scheduled action.

6. Select the desired time frequency from the Execution Time field and
then specify the time interval or a specific date and time in the Time
field.
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Time options Frequency settings

) The frequency in minutes ranges from every minute, every 5
Minutes minutes, every 10 minutes and so on until every 30 minutes.

The hourly option sets the timing to either of the following:

Hourl
y The Minute field is set to 0 (zero). Then the action is

performed at 1:00 am, 2:00 am, 3:00 am and so on.

= The Minute field is set to a non-zero value. For example, if
it is set to 30, then the action is performed at 1:30 am,
2:30 am, 3:30 am and so on.

) You need to specify the time for this daily option. For
Daily example, if you specify 13:30 in the Time field, the action is
performed at 13:30 pm every day.

Both the day and time must be specified for the weekly
Weekly option. Days range from Sunday to Monday.

Both the date and time must be specified for the monthly
Monthly option. The dates range from 1 to 31, and the time is
specified in 24-hour format.

Note that NOT every month has the date 31, and February in
particular does not have the date 30 and probably even 29.
Check the calendar when selecting 29, 30 or 31.

Vearl This option requires three settings:
ear
y =  Month - January through December.

= Date -1 to 31.
= Time - the value is specified in 24-hour format.

In the Actions field, select the desired action from the "Available
actions" list box, and click ¢/ to move it to the "Selected actions" list
box. To make multiple selections, press Ctrl+click or Shift+click to
highlight multiple ones.

» To add all actions, simply click [/,

= |f the desired action is not available yet, click Create New Action
to immediately create it. Upon complete, the newly-created
action is moved to the "Selected actions" list box. See Creating
Actions (on page 214).

When creating new actions from the Scheduled Actions tab,
available actions are less than usual because it is meaningless to
schedule certain actions like "Alarm," "Log event message,"
"Send email," "Syslog message" and the like.

To remove any action, select it from the "Selected actions" list box,
and click |*/ to move it back to the "Available actions" list box. To
make multiple selections, press Ctrl+click or Shift+click to highlight
multiple ones.

==
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= Toremove all actions, click (%!,
9. Click OK.
Send Sensor Report Example

Below is an example of a scheduled action set to send a temperature
sensor report via email hourly.

In this example,

a. Define a 'Send email' destination action that is name Send Sensor
Temp Report Email.

= This destination action sends an email to the specified
recipient(s).

b. Define a 'Send sensor report' action that is named Send Hourly
Temperature Sensor Readings.

= This action reports temperature sensor readings via the selected
destination action -- Send Sensor Temp Report Email.

c. Define a timer that is named Hourly Sensor Temperature Readings.

= This timer determines that the 'Send Hourly Temperature Sensor
Readings' action shall take place on an hourly basis.

> Detailed steps:

If you have not already done so, create the destination action 'Send
Sensor Temp Report Email', which is performed when the 'Send
Hourly Temperature Sensor Readings' action occurs.

|2 Create New Action %
Action name: Send Hourly Temnperature Sensor Readings |
Action: |Send sensor report 4
Destination Actions: | Send Sensor Temp Report Email | | System Event Log Action
e
«|
% |
|
Report Sensors: | i e
Available Sensors: | peripheral Devices " ‘Sensor 1: Temperature 1 |" (=]
| Create New Destinaticn Action | | Send Report Mow | OK | | Cancel |
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= You must create the destination action as illustrated below prior
to creating the 'Send Hourly Temperature Sensor Readings'
action. For details, see Send EMail (on page 222).

| 4 Create New Action %
Action name: Send Sensor Temp Report Email
Action: Send EMai i

Recipients email | sensor_reporting@raritan.com
addresses:

@ Use Default SMTP Server
Server Mame: mail.raritan.info

Sender Email  test-mkr@peppercon.de
Address:

| configure |
(7 Use Custom SMTP Settings

Use Custom Log Message @
Hourly sensor report

| oK ||, Cancel. |

2. Create the 'Send sensor report' action -- Send Hourly Temperature
Sensor Readings.

a. Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

b. Click the Actions tab > New.

c. Enter the following information.
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= Type the action's name -- Send Hourly Temperature Sensor
Readings.
= Select the 'Send sensor report' action.

= Select the destination action 'Send Sensor Temp Report
Email'.

= Add the desired temperature sensor(s) from the Available
Sensors list to the Report Sensors box.

| Create New Action [%]
Action name: |Send Hourly Temperature Sensor Readings |
Action: I Send sensor report I |VI
| |
Destination Actions: | Send Sensor Temp Report Email | | Systemn Event Log Action
I
|«
|
| =]
Report Sensors: =]
Available Sensars: |Per|'|3hera| Devices EV | !Sensor 1: Temperature 1 i" | | (&)
|
| Create New Destination Action | | Send Report Now | | 6K | | Cancel |

d. Click OK. For details, see Send Sensor Report (on page 227).

3. Create a timer for this newly-created action in the same Event Rule

Settings dialog.
a. Click the Scheduled Actions tab > New.

b. Enter the following information.
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= Type the timer name -- Hourly Sensor Temperature
Readings.

= Select the Enabled checkbox.
= Select Hourly, and set the Minute to 30.

= Select the 'Send Hourly Temperature Sensor Readings'
action.

Timer name:

Enabled:

Minute:

Actions:

Execution Time:

|2 Create Scheduled Action

Haourly Sensor Temperature Readings

LA

30 Sl
Selected actions

Send Hourly Temperature Sensor Readings I

1]
[«
[ &
[ =]

| Create New Action |

Available actions
internal beeper off
internal beeper on

| QK || Cancel |

Click OK. For details, see Scheduling an Action (on page 239).

Then the PX will regularly send out an email containing the specified
temperature sensor readings at 0:30 am, 1:30 am, 2:30 am, 3:30 am,
4:30 am, and so on until 23:30 pm every day.

Default Log Messages

Following are default log messages triggered and emailed to specified
recipients when PX events occur (are TRUE) or, in some cases, do not
occur (are FALSE). See Send EMail (on page 222) for information
configuring email messages to be sent when specified events occur.

Event/Context

Asset Management > State
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Default Assertion Message when
the Event = TRUE

State of asset strip [STRIPID]
('[STRIPNAME]') changed to
'[STATE].

Default Assertion Message
when the Event = FALSE*



Event/Context

Asset Management > Rack Unit
>* > Tag Connected

Asset Management > Rack Unit
> * > Blade Extension
Connected

Asset Management > Firmware
Update

Asset Management > Device
Config Changed

Asset Management > Rack Unit
Config Changed

Asset Management > Blade
Extension Overflow

Asset Management >
Composite Asset Strip
Composition Changed

Card Reader Management >
Card inserted

Card Reader Management >
Card Reader attached

Card Reader Management >
Card Reader detached

Card Reader Management >
Card removed

Device > System started

Device > System reset

—-'.-—
-
o )
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Default Assertion Message when Default Assertion Message

the Event = TRUE when the Event = FALSE*

Asset tag with ID '[TAGID]' connected Asset tag with ID '[TAGID]'

at rack unit [RACKUNIT], slot disconnected at rack unit

[RACKSLOT] of asset strip [STRIPID] [RACKUNIT], slot [RACKSLOT] of

('[STRIPNAME]"). asset strip [STRIPID]
('[STRIPNAME]').

Blade extension with ID '[TAGID]' Blade extension with ID '[TAGID]'

connected at rack unit [RACKUNIT] of disconnected at rack unit

asset strip [STRIPID] [RACKUNIT] of asset strip

('[STRIPNAME]"). [STRIPID] ('[STRIPNAME]").

Firmware update for asset strip
[STRIPID] ([STRIPNAMEY'): status
changed to [STATE]".

Config parameter TPARAMETER]' of
asset strip [STRIPID] ('[STRIPNAME]")
changed to '[VALUE]' by user
'TUSERNAMET'.

Config of rack unit [RACKUNIT] of
asset strip [STRIPID] ('[STRIPNAME]")
changed by user [USERNAMET]' to:
LED Operation Mode '[LEDOPMODE]',
LED Color [LEDCOLORY, LED Mode

'[LEDMODET
Blade extension overflow occurred on  Blade extension overflow cleared
strip [STRIPID] ('[STRIPNAMEY]'). for strip [STRIPID]

([STRIPNAME]).

Composition changed on composite
asset strip [STRIPID]
('[STRIPNAME]").

Card Reader with id
'[CARDREADERID]' connected.

Card Reader with id
'[CARDREADERID]' disconnected.

Card of type [SMARTCARDTYPE]'
with ID [SMARTCARDID]' inserted.

Card of type [SMARTCARDTYPE]'
with ID [SMARTCARDID]' removed.

System started.

System reset performed by user
'TUSERNAMET' from host '[USERIP]'.
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Event/Context Default Assertion Message when Default Assertion Message
the Event = TRUE when the Event = FALSE*

Device > Firmware validation Firmware validation failed by user

failed 'TUSERNAME]' from host 'TUSERIPY'".

Device > Firmware update Firmware upgrade started from version

started '[OLDVERSION] to version

'VERSION] by user [USERNAME]'
from host '[USERIP]'.

Device > Firmware update Firmware upgraded successfully from

completed version '[OLDVERSION]' to version
'[VERSION]' by user TUSERNAME]'
from host '[USERIP]".

Device > Firmware update Firmware upgrade failed from version

failed '[OLDVERSION]' to version
'[VERSIONT]' by user TUSERNAME]'
from host '[USERIP]'.

Device > Device identification Config parameter TPARAMETER]'
changed changed to '[VALUE] by user
'TUSERNAME]' from host TUSERIP]'".

Device > Device settings saved Device settings saved from host

'TUSERIPY
Device > Device settings Device settings restored from host
restored '[USERIPY".
Device > Data push failed Data push to URL [DATAPUSH_URL]
failed. [ERRORDESC].
Device > Event log cleared Event log cleared by user
'TUSERNAME]' from host TUSERIPY]'".
Device > Bulk configuration Bulk configuration saved from host
saved 'TUSERIPY".
Device > Bulk configuration Bulk configuration copied from host
copied '[USERIPY".
Device > Network interface link  The [IFNAME] network interface link is  The [IFNAME] network interface
state is up now up. link is now down.
Device > Peripheral Device Firmware update for peripheral device
Firmware Update [EXTSENSORSERIAL] from
[OLDVERSION] to [VERSION]
[SENSORSTATENAME].
Device > Sending SMTP Sending SMTP message to
message failed '[RECIPIENTS]' using server

'[SERVER] failed.
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Event/Context

Device > Sending SNMP inform
failed or no response

Device > Sending Syslog
message failed

Device > Sending SMS
message failed

Device > An LDAP error
occurred

Device > An Radius error
occurred

Device > Unknown peripheral
device attached

Device > USB slave connected

Device > WLAN authentication
over TLS with incorrect system
clock

Device > Features > Schroff
LHX / SHX Support

Energywise > Enabled

Peripheral Device Slot > * >
Numeric Sensor > Unavailable

Peripheral Device Slot > * >
Numeric Sensor > Above upper
critical

Peripheral Device Slot > * >
Numeric Sensor > Above upper
warning

=i=Raritan.
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Default Assertion Message when
the Event = TRUE

Sending SNMP inform to manager
[SNMPMANAGER].[SNMPMANAGER
PORT] failed or no response.
[ERRORDESC].

Sending Syslog message to server
[SYSLOGSERVER]:[SYSLOGPORT]
([SYSLOGTRANSPORTPROTOQ])
failed. [ERRORDESC].

Sending SMS message to
'[PHONENUMBERY]' failed.

An LDAP error occurred:
[LDAPERRORDESC].

An Radius error occurred:
[RADIUSERRORDESC].

An unknown peripheral device with
rom code TROMCODE]' was attached
at position [PERIPHDEVPOSITION]'.

USB slave connected.

Established connection to wireless
network '[SSID]' via Access Point with
BSSID '[BSSID]' using
TAUTHPROTOY]' authentication with
incorrrect system clock.

Schroff LHX / SHX support enabled.

User TUSERNAMET]' from host
'[USERIP]' enabled EnergyWise.

Peripheral device
'[EXTSENSORNAME]' in slot
TEXTSENSORSLOT]' unavailable.

Peripheral device
'[EXTSENSORNAME]' in slot
TEXTSENSORSLOT]' asserted 'above
upper critical' at [READING].

Peripheral device
'[EXTSENSORNAME]' in slot
'[EXTSENSORSLOT] asserted 'above
upper warning' at [READING].

Default Assertion Message
when the Event = FALSE*

USB slave disconnected.

Schroff LHX / SHX support
disabled.

User TUSERNAME]' from host
'[USERIPY' disabled EnergyWise.

Peripheral device
'TEXTSENSORNAMET]' in slot
'[EXTSENSORSLOT]' available.

Peripheral device
'[EXTSENSORNAME]' in slot
'[EXTSENSORSLOT]' deasserted
'‘above upper critical' at
[READING].

Peripheral device
'[EXTSENSORNAME]' in slot
'[EXTSENSORSLOT]' deasserted
'‘above upper warning' at
[READING].
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Event/Context

Peripheral Device Slot > * >
Numeric Sensor > Below lower
warning

Peripheral Device Slot > * >
Numeric Sensor > Below lower
critical

Peripheral Device Slot > * >
State Sensor > Unavailable

Peripheral Device Slot > * >
State Sensor > Alarmed / Open
/ On

Inlet > * > Enabled

Inlet > * > Sensor > * >
Unavailable

Inlet > * > Sensor > * > Above
upper critical

Inlet > * > Sensor > * > Above
upper warning

Inlet > * > Sensor > * > Below
lower warning

Inlet > * > Sensor > * > Below
lower critical

Inlet > * > Sensor > * > Reset
Inlet > * > Pole > * > Sensor > *

> Unavailable

Inlet > * > Pole > * > Sensor > *
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Default Assertion Message when

the Event = TRUE

Peripheral device
'[EXTSENSORNAME]' in slot

[EXTSENSORSLOT]' asserted 'below

lower warning' at [READING].

Peripheral device
'[EXTSENSORNAMET]' in slot

'[EXTSENSORSLOT]' asserted 'below

lower critical' at [READING].

Peripheral device
'TEXTSENSORNAMET]' in slot
'TEXTSENSORSLOT]' unavailable.

Peripheral device
'[EXTSENSORNAME]' in slot
[EXTSENSORSLOT] is
[SENSORSTATENAME].

Inlet '[INLET]" has been enabled by
user [USERNAME]' from host
'[USERIPY".

Sensor [INLETSENSOR]' on inlet
'IINLET]" unavailable.

Sensor [INLETSENSOR]' on inlet
'TINLET]" asserted 'above upper
critical'.

Sensor '[INLETSENSORY]' on inlet
'TINLET]' asserted 'above upper
warning'.

Sensor [INLETSENSORY]' on inlet
'TINLET]' asserted 'below lower
warning'.

Sensor [INLETSENSORY]' on inlet

'TINLET] asserted 'below lower critical'.

Sensor [INLETSENSOR]' on inlet
'IINLET]' has been reset by user

'TUSERNAME]' from host TUSERIPT.

Sensor '[POLESENSOR]' on pole
TINLETPOLE] of inlet [INLET]'
unavailable.

Sensor '[POLESENSORY]' on pole

o
=—
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Default Assertion Message
when the Event = FALSE*

Peripheral device
'[EXTSENSORNAME] in slot
'[EXTSENSORSLOT]' deasserted
'below lower warning' at
[READING].

Peripheral device
'[EXTSENSORNAME]' in slot
'[EXTSENSORSLOT]' deasserted
'below lower critical' at
[READING].

Peripheral device
'TEXTSENSORNAMET]' in slot
'TEXTSENSORSLOT] available.

Peripheral device
'[EXTSENSORNAME]' in slot
[EXTSENSORSLOT] is
[SENSORSTATENAME].

Inlet TINLET]' has been disabled
by user TUSERNAME]' from host
'[USERIPY'.

Sensor [INLETSENSOR]' on inlet
'TINLET]" available.

Sensor [INLETSENSOR]' on inlet
'[INLET]' deasserted 'above upper
critical'.

Sensor '[INLETSENSORY]' on inlet
'[INLET]' deasserted 'above upper
warning'.

Sensor [INLETSENSOR]' on inlet
'TINLET]' deasserted 'below lower
warning'.

Sensor [INLETSENSOR]' on inlet
TINLET]' deasserted 'below lower
critical'.

Sensor '[POLESENSOR]' on pole
'INLETPOLE] of inlet [INLETY]'
available.

Sensor '[POLESENSOR]' on pole



Event/Context

> Above upper critical

Inlet > * > Pole > * > Sensor > *
> Above upper warning

Inlet > * > Pole > * > Sensor > *
> Below lower warning

Inlet > * > Pole > * > Sensor > *
> Below lower critical

Modem > Dial-in link
established

Modem > Modem attached

Modem > Modem detached

Outlet > * > Power control >
Powered on

Outlet > * > Power control >
Powered off

Outlet > * > Power control >
Power cycled

Outlet > * > Sensor > * >
Unavailable

Outlet > * > Sensor > * > Above
upper critical

Outlet > * > Sensor > * > Above
upper warning

Outlet > * > Sensor > * > Below
lower warning

Outlet > * > Sensor > * > Below
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Default Assertion Message when
the Event = TRUE

'TINLETPOLE] of inlet TINLET]'
asserted 'above upper critical'.

Sensor '[POLESENSOR]' on pole
TINLETPOLE] of inlet [INLET]'
asserted 'above upper warning'.

Sensor '[POLESENSOR]' on pole
TINLETPOLE] of inlet [INLET]'
asserted 'below lower warning'.

Sensor '[POLESENSOR]' on pole
TINLETPOLE] of inlet [INLET]'
asserted 'below lower critical'.

An incoming call from caller
'[CALLERID]" was received.

A [MODEMTYPE] modem was
attached.

A [MODEMTYPE] modem was
removed.

Outlet TOUTLET]" has been powered
on by user [USERNAME]' from host
'TUSERIPY".

Outlet TOUTLET]" has been powered
off by user [USERNAME]' from host
'[USERIPY".

Outlet TOUTLET]' power cycle initiated
by user TUSERNAME]' from host
'TUSERIPY".

Sensor [TOUTLETSENSORY]' on outlet
[OUTLET] unavailable.

Sensor TOUTLETSENSORY]' on outlet
'TOUTLET] asserted 'above upper
critical'.

Sensor TOUTLETSENSOR]' on outlet
'TOUTLET] asserted 'above upper
warning'.

Sensor TOUTLETSENSOR]' on outlet
'[OUTLET] asserted 'below lower
warning'.

Sensor TOUTLETSENSOR]' on outlet

Default Assertion Message
when the Event = FALSE*
'INLETPOLE] of inlet [INLETY]'
deasserted 'above upper critical'.

Sensor [POLESENSOR]' on pole
'INLETPOLE] of inlet TINLETY'
deasserted 'above upper
warning'.

Sensor '[POLESENSOR]' on pole
'INLETPOLE] of inlet [INLETY]'
deasserted 'below lower warning'.

Sensor '[POLESENSOR]' on pole
TINLETPOLE]' of inlet [INLET]'
deasserted 'below lower critical'.

The incoming call from caller
'[CALLERID]' was disconnected:
[CALLENDREASON].

Sensor [OUTLETSENSOR]' on
outlet TOUTLET]" available.

Sensor TOUTLETSENSOR]' on
outlet TOUTLET] deasserted
'‘above upper critical'.

Sensor TOUTLETSENSOR] on
outlet TOUTLET] deasserted
‘above upper warning'.

Sensor TOUTLETSENSOR] on
outlet TOUTLET] deasserted
'below lower warning'.

Sensor TOUTLETSENSOR]' on

249



Chapter 6: Using the Web Interface

Event/Context

lower critical

Outlet > * > Sensor > * > Reset

Outlet > * > Sensor > State >
On/Off

Outlet > * > Pole > * > Sensor >
Unavailable

Outlet > * > Pole > * > Sensor >
Above upper critical

Outlet > * > Pole > * > Sensor >
Above upper warning

Outlet > * > Pole > * > Sensor >
Below lower warning

Outlet > * > Pole > * > Sensor >
Below lower critical

Overcurrent Protector > * >
Sensor > * > Unavailable

Overcurrent Protector > * >
Sensor > * > Above upper
critical

Overcurrent Protector > * >
Sensor > * > Above upper
warning

Overcurrent Protector > * >
Sensor > * > Below lower
warning

Overcurrent Protector > * >
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Default Assertion Message when
the Event = TRUE

'[OUTLET] asserted 'below lower
critical'.

Sensor [OUTLETSENSOR]' on outlet

'[OUTLET] has been reset by user
TUSERNAME] from host 'JUSERIP]'.

Outlet [OUTLET] state changed to on.

Sensor '[POLESENSOR]' on pole
TOUTLETPOLE] of outlet TOUTLET]'
unavailable.

Sensor '[POLESENSORY]' on pole
'TOUTLETPOLE] of outlet TOUTLETY'
asserted 'above upper critical'.

Sensor '[POLESENSOR]' on pole
'[OUTLETPOLE] of outlet TOUTLET]'
asserted 'above upper warning'.

Sensor '[POLESENSOR]' on pole
'[OUTLETPOLE] of outlet TOUTLET]'
asserted 'below lower warning'.

Sensor '[POLESENSOR]' on pole
[OUTLETPOLE]' of outlet TOUTLETY]'
asserted 'below lower critical'.

Sensor '[OCPSENSOR]' on
overcurrent protector TOCP]'
unavailable.

Sensor TOCPSENSOR]' on
overcurrent protector TOCP]' asserted
'‘above upper critical'.

Sensor TOCPSENSOR]' on
overcurrent protector TOCP]' asserted
‘above upper warning'.

Sensor [OCPSENSOR]' on
overcurrent protector '[OCP]' asserted
'below lower warning'.

Sensor [OCPSENSORY]' on

Default Assertion Message
when the Event = FALSE*
outlet TOUTLET] deasserted
'below lower critical'.

Outlet TOUTLET]' state changed
to off.

Sensor '[POLESENSOR]' on pole
'[OUTLETPOLE]' of outlet
'[OUTLET]' available.

Sensor [POLESENSOR] on pole
'[OUTLETPOLE]' of outlet
'TOUTLET] deasserted 'above
upper critical'.

Sensor '[POLESENSOR]' on pole
'[OUTLETPOLE]' of outlet
'[OUTLET] deasserted 'above
upper warning'.

Sensor '[POLESENSORY]' on pole
'[OUTLETPOLE] of outlet
'[OUTLET] deasserted 'below
lower warning'.

Sensor '[POLESENSORY]' on pole
'TOUTLETPOLE]' of outlet
'TOUTLET] deasserted 'below
lower critical'.

Sensor [OCPSENSOR]' on
overcurrent protector TOCP]'
available.

Sensor TOCPSENSOR]' on
overcurrent protector 'TOCPY'
deasserted 'above upper critical'.

Sensor TOCPSENSOR]' on
overcurrent protector 'TOCPY'
deasserted 'above upper
warning'.

Sensor TOCPSENSOR]' on
overcurrent protector '[OCPY'
deasserted 'below lower warning'.

Sensor '[OCPSENSOR] on

e
A
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Sensor > * > Below lower
critical

Overcurrent Protector > * >
Sensor > * > Open/Closed

PDU > Load Shedding >
Started

Server Monitoring > * > Error

Server Monitoring > * >
Monitored

Server Monitoring > * >
Unreachable

Server Monitoring > * >
Unrecoverable

User Activity > * > User logon
state

User Activity > * >
Authentication failure

User Activity > * > User
accepted the Restricted Service
Agreement

User Activity > * > User blocked

User Activity > * > Session
timeout

User Administration > User
added

User Administration > User
modified

User Administration > User
deleted

User Administration > Password
changed

User Administration > Password
settings changed

User Administration > Role
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overcurrent protector [OCP]' asserted overcurrent protector TOCP]'

'below lower critical'. deasserted 'below lower critical'.

Sensor '[OCPSENSOR]' on Sensor TOCPSENSOR]' on

overcurrent protector TOCPY]' is open.  overcurrent protector [OCPY]' is
closed.

PX placed in Load Shedding Mode by PX removed from Load Shedding
user TUSERNAME]' from host Mode by user TUSERNAME]'
'[USERIPY'. from host '[USERIPY..

Error monitoring server
'IMONITOREDHOST]"

[ERRORDESC]

Server [SERVER]' is now being Server [SERVER]' is no longer
monitored. being monitored.

Server [SERVERY' is unreachable. Server [SERVERY]' is reachable.

Connection to server
'IMONITOREDHOST]' could not be

restored.
User TUSERNAME]' from host User TUSERNAME]' from host
'[USERIP]' logged in. 'TUSERIP]' logged out.

Authentication failed for user
TUSERNAME] from host '[USERIP]'.

User TUSERNAME]' from host User TUSERNAME]' from host
'TUSERIP]" accepted the Restricted 'TUSERIP]" declined the
Service Agreement. Restricted Service Agreement.

User TUSERNAME]' from host
'TUSERIP] was blocked.

Session of user TUSERNAME]' from
host 'TUSERIP]' timed out.

User '[TARGETUSER]' added by user
'[USERNAMET]' from host '[USERIP]'.

User '[TARGETUSER]' modified by
user [USERNAME]' from host
'TUSERIPY".

User [TARGETUSER]' deleted by user
'TUSERNAME]' from host 'TUSERIPY]'".

Password of user [TARGETUSER]'
changed by user '[USERNAME]' from
host TUSERIPY'.

Password settings changed by user
'TUSERNAME]' from host 'TUSERIP]'".

Role [TARGETROLE]' added by user
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added

User Administration > Role
modified

User Administration > Role
deleted

Webcam Management >
Webcam attached

Webcam Management >
Webcam detached

Webcam Management >
Webcam settings changed

LHX / SHX > Connected

LHX / SHX > Operational State

LHX / SHX > Sensor >
Unavailable

LHX/ SHX > Sensor > Above
upper critical threshold

LHX / SHX > Sensor > Above
upper warning threshold

LHX / SHX > Sensor > Below
lower warning threshold

LHX / SHX > Sensor > Below
lower critical threshold

LHX / SHX > Base Electronics
Failure

LHX/ SHX > Condenser Pump
Failure
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'[USERNAMET]' from host [USERIP]'.

Role TTARGETROLE] modified by
user [USERNAME]' from host
'TUSERIPY".

Role [TARGETROLE] deleted by user
'TUSERNAME]' from host 'TUSERIP]'".

Webcam TWEBCAMNAME]'
('TWEBCAMUVCID]') added to port
'TWEBCAMUSBPORT].

Webcam TWEBCAMNAME]'
('[WEBCAMUVCID]') removed from
port [WEBCAMUSBPORT]'.

Webcam TWEBCAMNAME]' settings
changed by user TUSERNAME]'".

LHX has been connected to
[PORTTYPE] port [PORTID].

LHX connected to [PORTTYPE] port
[PORTID] has been switched on.

Sensor '[LHXSENSORID] on LHX at
[PORTTYPE] port [PORTID]'
unavailable.

Sensor '[LHXSENSORID] on LHX at
[PORTTYPE] port '[PORTID]' asserted
'‘above upper critical'.

Sensor '[LHXSENSORID]' on LHX at
[PORTTYPE] port TPORTID] asserted
'‘above upper warning'.

Sensor [LHXSENSORID]' on LHX at
[PORTTYPE] port '[PORTID]' asserted
'below lower warning'.

Sensor [LHXSENSORID]' on LHX at
[PORTTYPE] port TPORTID]" asserted
'below lower critical'.

The base electronics on LHX at
[PORTTYPE] port TPORTID]' failed.

The condenser pump on LHX at
[PORTTYPE] port [PORTID]' failed.

LHX has been disconnected from
[PORTTYPE] port [PORTID].

LHX connected to [PORTTYPE]
port [PORTID] has been switched
off.

Sensor '[LHXSENSORID]' on LHX
at [PORTTYPE] port [PORTID]'
available.

Sensor '[LHXSENSORID]' on LHX
at [PORTTYPE] port [PORTID]'
deasserted 'above upper critical'.

Sensor '[LHXSENSORID]' on LHX
at [PORTTYPE] port TPORTID]'
deasserted 'above upper
warning".

Sensor [LHXSENSORID]' on LHX
at [PORTTYPE] port '[PORTID]
deasserted 'below lower warning'.

Sensor [LHXSENSORID]' on LHX
at [PORTTYPE] port TPORTID]'
deasserted 'below lower critical'.

The condenser pump on LHX at
[PORTTYPE] port 'TPORTID]' is
back to normal.



LHX / SHX > Emergency
Cooling

LHX / SHX > Maximum cooling
request

LHX / SHX > Parameter Data
Loss

LHX / SHX > ST-Bus
Communication Error

LHX / SHX > Collective fault
LHX / SHX > Door Contact

LHX / SHX > Sensor Failure

LHX / SHX > Fan Failure

LHX / SHX > Power Supply
Failure

LHX / SHX > Threshold Air Inlet

LHX / SHX > Threshold Air
Outlet

LHX / SHX > Threshold Water
Inlet

LHX / SHX > Threshold Water
Outlet

LHX / SHX > Voltage Low

=i=Raritan.

Emergency cooling on LHX at
[PORTTYPE] port '[PORTID] was
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Emergency cooling on LHX at
[PORTTYPE] port [PORTID] was

activated. deactivated.

Maximum cooling was requested for
LHX at [PORTTYPE] port '[PORTID]..

Maximum cooling is not any more
requested for LHX at
[PORTTYPE] port '[PORTID]".

Data loss in parameter memory was
detected on LHX at [PORTTYPE] port
'[PORTID]..

An ST-Bus communication error was
detected on LHX at [PORTTYPE] port
TPORTID]'.

A collective fault occurred on LHX at
[PORTTYPE] port TPORTID]'.

The door of LHX at [PORTTYPE] port The door of LHX at [PORTTYPE]
'TPORTID] was opened. port TPORTID]' was closed.

A sensor failure (broken or short
circuit) occurred on LHX at
[PORTTYPE] port '[PORTID]' at
sensor '[LHXSENSORID]'.

A fan motor failure occurred on LHX at
[PORTTYPE] port '[PORTID]" at fan
'[LHXFANID]".

A power supply failure occurred on
LHX at [PORTTYPE] port TPORTID]'
at power supply
'[LHXPOWERSUPPLYID]'.

The air inlet temperature threshold on
LHX at [PORTTYPE] port '[PORTID]'
was crossed.

The air inlet temperature on LHX
at [PORTTYPE] port '[PORTID] is
within thresholds.

The air outlet temperature threshold on
LHX at [PORTTYPE] port '[PORTID]'
was crossed.

The air outlet temperature on LHX
at [PORTTYPE] port [PORTID] is
within thresholds.

The water inlet temperature threshold
on LHX at [PORTTYPE] port
'[PORTID]' was crossed.

The water outlet temperature threshold
on LHX at [PORTTYPE] port
'[PORTID]' was crossed.

The supply voltage on LHX at
[PORTTYPE] port [PORTID]" is low.

The water inlet temperature on
LHX at [PORTTYPE] port
'[PORTID]' is within thresholds.

The water outlet temperature on
LHX at [PORTTYPE] port
'[PORTID]' is within thresholds.

The supply voltage on LHX at
[PORTTYPE] port '[PORTID]' is
back to normal.
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LHX / SHX > Threshold
Humidity

LHX / SHX > External Water
Cooling Failure

LHX / SHX > Water Leak

Power Metering Controller >
Power Meter Created

Power Metering Controller >
Power Meter Deleted

Power Metering Controller >
Power Meter Modified

The humidity threshold on LHX at
[PORTTYPE] port '[PORTID]' was
crossed.

An external water cooling failure
occurred on LHX at [PORTTYPE] port
'[PORTID]'.

Water leakage was detected on LHX
at [PORTTYPE] port [PORTIDY'.

Power meter [POWERMETER]' was
created.

Power meter [POWERMETER]' was
deleted."

Power meter [TPOWERMETER]' was
modified.

The humidity on LHX at
[PORTTYPE] port TPORTID]' is
within thresholds.

The asterisk symbol (*) represents anything you select for the 'trigger’

events.

Note: The PX does not support '‘Power Metering Controller' so you can
ignore them.

Email and SMS Message Placeholders

Following are placeholders that can be used in custom event email
messages.

Note: Click the Information icon @ to open the Event Context
Information dialog, which contains a list of placeholders and their
definitions. Then select the desired placeholder, and either double-click it
or click the "Paste into Message" button to insert it into the customized

message.
Placeholder Definition
[ACTIVEINLET] The label of the newly activated inlet
[AMSBLADESLOTPOSITION] The (horizontal) slot position, an action applies to
[AMSLEDCOLOR] The RGB LED color
[AMSLEDMODE] The LED indication mode
[AMSLEDOPMODE] The LED operating mode
[AMSNAME] The name of an asset strip
[AMSNUMBER] The numeric ID of an asset strip

—
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[AMSRACKUNITPOSITION]

[AMSSTATE]
[AMSTAGID]
[CIRCUITCTRATING]

[CIRCUITCURRENTRATING]

[CIRCUITNAME]
[CIRCUITPOLE]
[CIRCUITSENSOR]
[CIRCUIT]
[CONFIGPARAM]
[CONFIGVALUE]
[DATETIME]

[DEVICEIP]
[DEVICENAME]
[ERRORDESC]
[EVENTRULENAME]
[EXTSENSORNAME]
[EXTSENSORSLOT]
[EXTSENSOR]
[IFNAME]
[INLETPOLE]
[INLETSENSOR]
[INLET]
[ISASSERTED]

[LDAPERRORDESC]
[LHXFANID]
[LHXPOWERSUPPLYID]
[LHXSENSORID]
[MONITOREDHOST]
[OCPSENSOR]
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Definition

The (vertical) rack unit position, an action applies to
The human readable state of an asset strip
The asset tag ID

The circuit CT rating

The circuit current rating

The circuit name

The circuit power line identifier

The circuit sensor name

The circuit identifier

The name of a configuration parameter
The new value of a parameter

The human readable timestamp of the event
occurrence

The IP address of the device, the event occurred on
The name of the device, the event occurred on
The error message

The name of the matching event rule

The name of a peripheral device

The ID of a peripheral device slot

The peripheral device identifier

The human readable name of a network interface
The inlet power line identifier

The inlet sensor name

The power inlet label

Boolean flag whether an event condition was entered
(1) or left (0)

An LDAP error occurred

The ID of a fan connected to an LHX/SHX
The ID of an LHX/SHX power supply

The ID of an LHX/SHX sensor probe

The name or IP address of a monitored host

The overcurrent protector sensor name
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Placeholder
[OCP]

[OLDVERSION]

[OUTLETPOLE]
[OUTLETSENSOR]
[OUTLET]
[PDUPOLESENSOR]
[PDUSENSOR]
[PERIPHDEVPOSITION]
[PHONENUMBER]
[PORTID]

[PORTTYPE]

[POWERMETERPOLE]
[POWERMETERSENSOR]
[POWERMETER]
[RADIUSERRORDESC]
[ROMCODE]
[SENSORREADINGUNIT]
[SENSORREADING]
[SENSORREPORT]
[SENSORSTATENAME]
[SMTPRECIPIENTS]
[SMTPSERVER]
[SYSCONTACT]
[SYSLOCATION]
[SYSNAME]
[TIMEREVENTID]
[TIMESTAMP]

[TRANSFERSWITCHREASON]
[TRANSFERSWITCHSENSOR]

Definition
The overcurrent protector label

The firmware version the device is being upgraded
from

The outlet power line identifier

The outlet sensor name

The outlet label

The sensor name for a certain power line
The PDU sensor name

The position of an attached peripheral device
The phone number an SMS was sent to

The label of the external port, the event triggering
device is connected to

The type of the external port (for example, 'feature’ or
'auxiliary'), the event triggering device is connected to

The PMC power meter line identifier

The PMC power meter sensor name

The PMC power meter ID

A Radius error occurred

The rom code of an attached peripheral device
The unit of a sensor reading

The value of a sensor reading

The formatted sensor report contents

The human readable state of a sensor

The list of recipients, an SMTP message was sent to
The name or IP address of an SMTP server
SysContact as configured for SNMP
SysLocation as configured for SNMP
SysName as configured for SNMP

The id of a timer event

The timestamp of the event occurrence

The transfer reason

The transfer switch sensor name



Placeholder
[TRANSFERSWITCH]

[UMTARGETROLE]

[UMTARGETUSER]
[USERIP]
[USERNAME]
[VERSION]
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Definition
The transfer switch label

The name of a user management role, an action was
applied on

The user, an action was triggered for
The IP address, a user connected from
The user who triggered an action

The firmware version the device is upgrading to

Sample Event Rules

Sample PDU-Level Event Rule

In this example, we want the PX to record the firmware upgrade failure in
the internal log when it happens. The sample event rule looks like this:

>

Event: Device > Firmware update failed
Actions: System Event Log Action

To create the above event rule:

Select Event > Device to indicate we are specifying an event at the
PDU level.

Select "Firmware update failed" in the submenu because we want
the PX to respond to the event related to firmware upgrade failure.

Select System Event Log Action as we intend to record the firmware
update failure event in the internal log.
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Sample Outlet-Level Event Rule

In this example, we want the PX to send SNMP notifications to the
SNMP manager for any sensor change event of outlet 3.

Note: The SNMP notifications may be SNMP v2c or SNMP v3 traps or
informs, depending on the settings for the System SNMP Notification
Action. See Configuring SNMP Notifications (on page 327).

To do that we would set up an event rule like this:

e Event: Outlet > Outlet 3 > Sensor > Any sub-event
e Actions: System SNMP Notification Action

» To create the above event rule:

Select Event > Outlet to indicate we are specifying an event at the
outlet level.

2. Select "Outlet 3" from the submenu because that is the outlet in
question.

Select "Sensor" to refer to sensor events.

Select "Any sub-event" because we want to specify all events related
to all types of outlet sensors and thresholds, such as current, voltage,
upper critical threshold, upper warning threshold, lower critical
threshold, lower warning threshold, and so on.

5. Select "System SNMP Notification Action" to send SNMP
notifications to respond to the specified event.

Then the SNMP notifications are sent when:

= Any numeric sensor's reading moves past any threshold into the
warning or critical range.

= Any sensor reading or state returns to normal.
= Any sensor becomes unavailable.
= The active energy sensor is reset.

= Any discrete sensor changes its state -- either from normal to
alarmed or from alarmed to normal.

For example, when the outlet 3's voltage crosses into the upper
warning range, the SNMP natifications are sent, and when the
voltage drops below the upper warning threshold, the SNMP
notifications are sent again.
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Sample Inlet-Level Event Rule

In this example, we want the PX to send SNMP notifications to the
SNMP manager for any sensor change event of the Inlet I1.

Note: The SNMP notifications may be SNMP v2c¢ or SNMP v3 traps or
informs, depending on the settings for the System SNMP Noatification
Action. See Configuring SNMP Notifications (on page 327).

The event rule is set like this:

>

Event: Inlet > Inlet 11 > Sensor > Any sub-event
Actions: System SNMP Notification Action

To create the above event rule:

Select Event > Inlet to indicate we are specifying an event at the inlet
level.

Select "Inlet [1" from the submenu because that is the inlet in
question.

Select "Sensor" to refer to sensor events.

Select "Any sub-event" because we want to specify all events related
to all types of inlet sensors and thresholds, such as current, voltage,
upper critical threshold, upper warning threshold, lower critical
threshold, lower warning threshold, and so on.

Select "System SNMP Notification Action" to send SNMP
notifications to respond to the specified event.

Then the SNMP notifications are sent when:

= Any numeric sensor's reading moves past any threshold into the
warning or critical range.

= Any sensor reading or state returns to normal.
= Any sensor becomes unavailable.
= The active energy sensor is reset.

For example, when the Inlet 11's voltage enters the upper warning
range, the SNMP notifications are sent, and when the voltage drops
below the upper warning threshold, returning to the normal state, the
SNMP notifications are sent again.
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Sample Environmental-Sensor-Level Event Rule

This section applies to outlet-switching capable models only.

In this example, we want PX to enable the load shedding function when
a contact closure sensor enters the alarmed state. This sample event
rule requires creating a new action before creating the rule.

>

5.
6.
7.

Step 1: create a new action for enabling the load shedding
mode

Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

Click the Actions tab.
Click New Action.

In the Action Name field, type a name to identify this action. In this
illustration, type Activate Load Shedding.

In the Action field, select "Change load shedding state."
In the Operation field, select Start Load Shedding.

Click Save to save this action.

After the new action for enabling the load shedding mode is created, you
can create an event rule that can trigger the load shedding mode when
the contact closure sensor enters the alarmed state. This sample event
rule looks like this:

Event: Peripheral Device Slot > Slot 1 > State Sensor >
Alarmed/Open/On

Trigger condition: Alarmed/Open/On
Actions: Activate Load Shedding

Step 2: create the contact closure triggered load shedding event
rule

Click the Rules tab.
Click New Rule.

In the "Rule name" field, type a name to identify this event rule. In
this illustration, type Contact Closure Triggered Load Shedding.

Select the Enabled checkbox. Otherwise, the new event rule will not
be carried out.

Select Events > Peripheral Device Slot to indicate we are specifying
an event related to the environmental sensor.
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6. Select the ID number of the desired contact closure sensor. In this
illustration, the ID number of the desired contact closure sensor is 1,
so select Slot 1 in the submenu.

7. Select State Sensor because the contact closure sensor is a discrete
sensor, which indicates the environmental changes through the
status changes.

8. Select "Alarmed/Open/On" in the submenu since we want the action
"Activate Loading Shedding" to be taken when the selected contact
closure sensor changes its state related to the "alarmed" state.

9. In the "Trigger condition" field, select the Alarmed radio button
because we want the PX to respond to the event only when the
contact closure sensor enters the Alarm state.

A Note about Infinite Loop

You should avoid building an infinite loop when creating event rules.

The infinite loop refers to a condition where the PX keeps busy because
the action or one of the actions taken for a certain event triggers an
identical or similar event which will result in an action triggering one
event again.

Example 1

This example illustrates an event rule which continuously causes the PX
to send out email messages.

Event selected Action included
Device > Sending SMTP message Send email
failed

Example 2

This example illustrates an event rule which continuously causes the PX
to send out SMTP messages when one of the selected events listed on
the Device menu occurs. Note that <Any sub-event> under the Device
menu includes the event "Sending SMTP message failed."

Event selected Action included
Device > Any sub-event Send email
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Example 3

This example illustrates a situation where two event rules combined
regarding the outlet state changes causes the PX to continuously power
cycle outlets 1 and 2.

Event selected Action included
Outlet > Outlet 1 > Sensor > State > Cycle Outlet 2

On/Off (Switch Outlets --> Cycle Outlet -->
Outlet 2)

Outlet > Outlet 2 > Sensor > State > Cycle Outlet 1

On/Off (Switch Outlets --> Cycle Outlet -->
Outlet 1)

Modifying an Event Rule

You can change an event rule's event, action, trigger condition and other
settings, if any.

Exception: Events and actions selected in the built-in event rules are not
changeable, including System Event Log Rule, System SNMP
Notification Rule, System Tamper Detection Alarmed, and System
Tamper Detection Unavailable.

» To modify an event rule:

Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

2. On the Rules tab, select the event rule that you want to modify and
click Edit, or simply double-click that rule.

To disable the event rule, deselect the Enabled checkbox.

To change the event, click the desired tab in the Event field and
select a different item from the pull-down menu or submenu.
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For example, in a user activity event rule for the "admin" user, you
can click the "admin" tab to display a pull-down submenu showing all
user names, and then select a different user name or all users
(shown as <Any user>).

Rule name: Example rule
Enabled:
Event: | User Activity ~ ‘ admin = Authentication failure ~ |
Actions: Selected actiond admin p | Available actions
System SNMP | tester b System Event Log Action
John b Cystem Tamper Alarm
Mary By
<Any user> B oL
<Any sub-event> |

5. If the "Trigger condition" field is available, you may select a radio
button other than the current selection to change the rule triggering
condition.

6. To change the action(s), do any of the following in the Actions field:

= To add any action, select it from the "Available actions" list box,

and click ¢/, To make multiple selections, press Ctrl+click or
Shift+click to highlight multiple ones.

= To add all actions, click 1.

= Toremove any action, select it from the "Selected actions" list
box, and click [*/ to move it back to the "Available actions" list
box. To make multiple selections, press Ctrl+click or Shift+click
to highlight multiple ones.

= To remove all actions, click |4,

= To create a new action, click Create New Action. The newly
created action will be moved to the "Selected actions" list box
once it is created. See Creating Actions (on page 214) for
information on creating an action.

7. Click OK to save the changes.

Note: If you do not click OK before quitting the current settings page,
a message appears. Then click Yes to save the changes, Discard to
abort or Cancel to return to the current settings page.

8. Click Close to quit the dialog.
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Modifying an Action

An existing action can be changed so that all event rules where this
action is involved change their behavior accordingly.

Exception: The built-in actions "System Event Log Action" and "System
Tamper Alarm" are not user-configurable.

>

To modify an action:

Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

Click the Actions tab.

Select the action that you want to modify and click Edit, or simply
double-click that action.

Make necessary changes to the information shown.

Click OK to save the changes.

Note: If you do not click OK before quitting the current settings page,
a message appears. Then click Yes to save the changes, Discard to
abort or Cancel to return to the current settings page.

Click Close to quit the dialog.

Deleting an Event Rule or Action

If any event rule or action is obsolete, simply remove it.

Note: You cannot delete the built-in event rules and actions.

To delete an event rule or action:

Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

To delete an event rule:
a. Ensure the Rules tab is selected. If not, click the Rules tab.

b. Select the desired rule from the list. To make multiple selections,
press Ctrl+click or Shift+click to highlight multiple ones.

c. Click Delete.

d. Click Yes on the confirmation message.
To delete an action:

a. Click the Actions tab.

==
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b. Select the desired action from the list. To make multiple
selections, press Citrl+click or Shift+click to highlight multiple
ones.

c. Click Delete.
d. Click Yes on the confirmation message.

4. Click Close to quit the dialog.

A Note about Untriggered Rules

In some cases, a measurement exceeds a threshold causing the PX to
generate an alert. The measurement then returns to a value within the
threshold, but the PX does not generate an alert message for the
Deassertion event. Such scenarios can occur due to the hysteresis
tracking the PX uses. See "To De-assert" and Deassertion Hysteresis
(on page 617).

Managing Event Logging

i

Raritan.

By default, the PX captures certain system events and saves them in a
local (internal) event log.

Viewing the Local Event Log

You can view over 2000 historical events that occurred to the PX device
in the local event log.

When the log size exceeds 256KB, each new entry overwrites the oldest
entry.

> To display the local log:

Choose Maintenance > View Event Log. The Event Log dialog
appears.

Each event entry in the local log consists of:

= Date and time of the event

=  Type of the event

= A description of the event

= |D number of the event

2. The dialog shows the final page by default. You can:

= Switch between different pages by doing one of the following:
- Click 4 or Pl to go to the first or final page.
- Click 4 or P to go to the prior or next page.

- Type a number in the Page text box and press Enter to go to a
specific page.
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= Select a log entry from the list and click Show Details, or simply
double-click the log entry to view detailed information.

Note: Sometimes when the dialog is too narrow, the icon =» takes
the place of the Show Details button. In that case, click == and
select Show Detalils to view details.

» Click Wl to view the latest events.

= View a specific type of events only by selecting an event type in
the Filter Event Class field.

Clearing Event Entries

If it is not necessary to keep existing event history, you can remove all of
it from the local log.

>

To delete all event entries:

Choose Maintenance > View Event Log. The Event Log dialog
appears.

Click Clear Event Log.

Click Yes on the confirmation message.

Viewing the Wireless LAN Diagnostic Log

The PX provides a diagnostic log for inspecting connection errors that
occurred over the wireless network interface. The information is useful
for technical support engineers.

>

To display the wireless LAN diagnostic log:

Choose Device Settings > Network. The Network Configuration
dialog appears.

Click Show WLAN Diagnostic Log. The WLAN Diagnostic Log dialog
appears.

Each entry in the log consists of the event's:
= |D number
= Date and time

= Description

Note: The Show WLAN Diagnostic Log button is available only when
the Network Interface is set to Wireless.

The dialog shows the final page by default. You can:
= Switch between different pages by doing one of the following:

- Click 14 or Pl to go to the first or final page.
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- Click 4 or I to go to the prior or next page.

- Type a number in the Page text box and press Enter to go to a
specific page.

= Select a log entry from the list and click Show Details, or simply
double-click the log entry to view detailed information.

Note: Sometimes when the dialog is too narrow, the icon == takes
the place of the Show Details button. In that case, click =» and
select Show Details to view details.

= Click Wl to view the latest events.

> To clear the diagnostic log:
Click Clear WLAN Diagnostic Log.

2. Click Yes on the confirmation message.

Viewing Connected Users

You can see which users are connected to the PX device and their
status. If you have administrator privileges, you can terminate any user's
connection to the PX device.

» To view connected users:

1. Choose Maintenance > Connected Users. The Connected Users
dialog appears, showing a list of connected users with the following
information:

Column Description
User Name The login name used by each connected user.

IP Address The IP address of each user's host.

For the login via a local connection (serial RS-232 or
USB), <local> is displayed instead of an IP address.

Client Type The interface through which the user is being
connected to the PX.

=  Web GUI: Refers to the PX web interface.

= CLI: Refers to the command line interface
(CLI).

The information in parentheses following "CLI"
indicates how this user is connected to the
CLL.

- Serial: Represents the local connection
(serial RS-232 or USB).

- SSH: Represents the SSH connection.

- Telnet: Represents the Telnet connection.
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Column Description
Idle Time The length of time for which a user remains idle.

The unit "min" represents minutes.
2. Todisconnect any user, click the corresponding Disconnect button.
a. A dialog appears, prompting you to confirm the operation.

b. Click Yes to disconnect the user or No to abort the operation. If
clicking Yes, the connected user is forced to log out..

3. Click Close to quit the dialog.

Note: All Live Preview sessions sharing the same URL, including one
Primary Standalone Live Preview window and two associated remote
sessions, are identified as one single "<webcam>" user in the Connected
Users dialog. You can disconnect a "<webcam>" user from this dialog to
terminate a specific Primary Standalone Live Preview window and all of
its remote sessions. See Sending Snapshots or Videos in an Email or
Instant Message (on page 304).

268

Monitoring Server Accessibility

You can monitor whether specific IT devices are alive by having the PX
device continuously ping them. An IT device's successful response to the
ping commands indicates that the IT device is still alive and can be
remotely accessed.

This function is especially useful when you are not located in an area
with Internet connectivity.
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Adding IT Devices for Ping Monitoring

PX can monitor the accessibility of any type of IT equipment, such as
database servers, remote authentication servers, power distribution units
(PDUs), and so on.

PX supports monitoring a maximum of 8 devices.

The default ping settings may not be suitable for monitoring devices that
require high connection reliability so it is strongly recommended that you

should adjust the ping settings to meet your own needs.

Tip: To make the PX automatically log, send natifications or perform
other actions for any server accessibility or inaccessibility events, you
can create event rules associated with server monitoring. See Event
Rules and Actions (on page 213).

>

To add IT equipment for ping monitoring:

Choose Device Settings > Server Reachability. The Server
Reachability dialog appears.

Click New. The Add New Server dialog appears.

By default, the "Enable ping monitoring for this server" checkbox is
selected. If not, select it to enable this feature.

Provide the information required.

Field

IP address/hostname

Number of successful

pings to enable
feature

Wait time (in
seconds) after
successful ping

Wait time (in
seconds) after
unsuccessful ping

Number of
consecutive
unsuccessful pings
for failure

Description

IP address or host name of the IT
equipment which you want to monitor.

The number of successful pings required to
declare that the monitored equipment is
"Reachable." Valid range is 0 to 200.

The wait time before sending the next ping
if the previous ping was successfully
responded. Valid range is 5 to 600
(seconds).

The wait time before sending the next ping
if the previous ping was not responded.
Valid range is 3 to 600 (seconds).

The number of consecutive pings without
any response before the monitored
equipment is declared "Unreachable."
Valid range is 1 to 100.
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Field Description

Wait time (in The wait time before the PX resumes
seconds) before pinging after the monitored equipment is
resuming pinging declared "Unreachable." Valid range is 1 to
after failure 1200 (seconds).

Number of The number of times the monitored
consecutive failures | equipment is declared "Unreachable”
before disabling consecutively before the PX disables the
feature (0 = ping monitoring feature for it and shows
unlimited) "Waiting for reliable connection." Valid

range is 0 to 100.
5. Click OK.
6. To add more IT devices, repeat Steps 2 to 5.
7. Click Close to quit the dialog.

In the beginning, the status of the monitored equipment shows "Waiting
for reliable connection," which means the requested number of
consecutive successful or unsuccessful pings has not reached before the
PX can declare that the monitored device is reachable or unreachable.

Example: Ping Monitoring and SNMP Notifications

In this illustration, it is assumed that a significant PDU (IP address:
192.168.84.95) shall be monitored by your PX to make sure that PDU is
properly operating all the time, and the PX must send out SNMP
notifications (trap or inform) if that PDU is declared unreachable due to
power or network failure. The prerequisite for this example is that the
power source for your PX is different from the power source for that
PDU.

This requires two steps: set up the PDU monitoring and create an event
rule.

> Step 1: Set up the ping monitoring for the target PDU

Choose Device Settings > Server Reachability. The Server
Reachability dialog appears.

Click New.
Type 192.168.84.95 in the "IP address/hostname” field.

Ensure the "Enable ping monitoring for this server" checkbox is
selected.

5. To make the PX declare the accessibility of the monitored PDU
every 15 seconds (3 pings * 5 seconds) when that PDU is accessible,
do the following:
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a. Inthe "Number of successful pings to enable feature" field, type
3.

b. In the "Wait time (in seconds) after successful ping" field, type 5.

6. To make the PX declare the inaccessibility of the monitored PDU
when that PDU becomes inaccessible for around 12 seconds (4
pings * 3 seconds), do the following:

a. Inthe "Number of consecutive unsuccessful pings for failure"
field, type 4.

b. Inthe "Wait time (in seconds) after unsuccessful ping" field, type
3.

7. Inthe "Wait time (in seconds) before resuming pinging" field, type 60
to make the PX stops pinging the target PDU for 60 seconds (1
minute) after the PDU inaccessibility is declared. After 60 seconds,
the PX will re-ping the target PDU.

> Step 2: Create an event rule to send SNMP notifications for this
PDU

1. Choose Device Settings > Event Rules. The Event Rule Settings
dialog appears.

Click New.

In the "Rule name" field, type "Send SNMP notifications for PDU
(192.168.84.95) inaccessibility."

Select the Enabled checkbox to enable this new rule.

In the Event field, choose Server Monitoring > 192.168.84.95 >
Unreachable.

6. In the "Trigger condition" field, select the Unreachable radio button.
This makes the PX react only when the target PDU becomes
inaccessible.

7. Select the System SNMP Notification Action from the "Available

actions" list box, and click ¢/ to add it to the "Selected actions" list
box.

Note: If you have not configured the System SNMP Notification Action to
specify the SNMP destination(s), see Configuring SNMP Notifications
(on page 327).
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Editing Ping Monitoring Settings

You

can edit the ping monitoring settings for any IT device whenever

needed.

>

To modify the ping monitoring settings for an IT device:

Choose Device Settings > Server Reachability. The Server
Reachability dialog appears.

Select the IT device whose settings you want to modify.

Click Edit or double-click that IT device. The Edit Server 'XXX' dialog
appears, where XXX is the IP address or host name of the IT device.

Make changes to the information shown.
Click OK.

Deleting Ping Monitoring Settings

When it is not necessary to monitor the accessibility of any IT device, just
remove it.

>

To delete ping monitoring settings for an IT device:

Choose Device Settings > Server Reachability. The Server
Reachability dialog appears.

Select the IT device that you want to remove. To make multiple
selections, press Ctrl+click or Shift+click to highlight multiple ones.

Click Delete.
Click Yes on the confirmation message.

Click Close to quit the dialog.

Checking Server Monitoring States

Server monitoring results are available in the Server Reachability dialog
after specifying IT devices for the PX device to monitor their network
accessibility.

>

To check the server monitoring states and results:

Choose Device Settings > Server Reachability. The Server
Reachability dialog appears.

The column labeled "Ping Enabled" indicates whether the monitoring
for the corresponding IT device is activated or not.

= <% This icon denotes that the monitoring for the corresponding
device is enabled.
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= 3 : This icon denotes that the monitoring for the corresponding
device is disabled.

The column labeled "Status" indicates the accessibility of each
monitored equipment.

Status Description

Reachable The monitored equipment is accessible.
Unreachable The monitored equipment is inaccessible.
Waiting for reliable | The connection between the PX device and the
connection ;necinitored equipment is not reliably established

Click Close to quit the dialog.

Environmental Sensors and Actuators

The PX can monitor the environmental conditions, such as temperature
and humidity, where environmental sensors are placed. If an actuator is
connected to the PX, you can use it to control a system or mechanism.

>

To add environmental sensors and actuators:

Physically connect environmental sensor packages to the PX device.
See Connecting Environmental Sensor Packages (on page 32).

Log in to the PX web interface. The PX should have detected the
connected sensors and actuators, and display them in the web
interface.

Identify each sensor and actuator. See Identifying Environmental
Sensors and Actuators (on page 274).

The PX should automatically manage the detected sensors and
actuators. Verify whether detected sensors and actuators are
managed. If not, have them managed. See Managing
Environmental Sensors or Actuators (on page 278).

Configure the sensors and actuators. See Configuring
Environmental Sensors or Actuators (on page 280). The steps
include:

a. Name the sensor or actuator.

b. If the connected sensor is a Raritan contact closure sensor,
specify an appropriate sensor type.

c. Mark the sensor or actuator's physical location on the rack or in
the room.

d. For a numeric sensor, configure the sensor's threshold,
hysteresis and assertion timeout settings.

273



Chapter 6: Using the Web Interface

Note: Numeric sensors show both numeric readings and sensor states to
indicate environmental or internal conditions while discrete (on/off)
sensors show sensor states only to indicate state changes. Only numeric
sensors have threshold settings. As for actuators, they are used to
control a device or system so they show state changes only.

Identifying Environmental Sensors and Actuators

Raritan has developed four types of environmental sensor packages -
DPX, DPX2, DPX3 and DX series. The ways to identify each type of
environmental sensor packages in the web interface are different.

o DPX series: This type of environmental sensor package can be
identified through its serial number.

e DPX2, DPX3 and DX series: This type of environmental sensor
package can be identified either through its serial number or through
its chain position, which consists of the sensor port and its location in
the daisy chain.

See Matching the Serial Number (on page 274) and Matching the
Position (on page 275) in the PX User Guide.

Note: For detailed information on each sensor package, refer to the
Environmental Sensors Guide or Online Help on the Raritan website's
Support page (http://www.raritan.com/support/).

Matching the Serial Number

A DPX environmental sensor package includes a serial number tag on
the sensor cable.

o ==Raritan.
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A DPX2, DPX3 or DX sensor has a serial number tag attached to its rear
side.

The serial number for each sensor or actuator appears listed in the web
interface after each sensor or actuator is detected by the PX.

> To identify each detected environmental sensor or actuator via

serial numbers:

1. Click Peripheral Devices in the left pane.

2. Match the serial number from the tag to those listed in the sensor

table.

J Peripheral Devices l@‘

n
n
n
E
o

i

o

D!DA !Mume

1 Tempersturs 1
2 Humidity 1

3 Temperature 2
4 Humidity 2

5 Onfoff 1

6 Onfoff 2

Raritan.

Matching the Position

DPX2, DPX3 and DX sensor packages can be daisy chained. The PX
can indicate each sensor or actuator's position by showing the sensor

| Posifion
Port 1

Port 1
Port 1
Port 1
Fort 1
Port 1

Serial Mumber
AETADOOZZ
AEADONZ2
AETADOG21
AETADOR2T
PRCO180282
PRCO1S0292

| Type
l Temperature
& Humidity
l Temperature
& Humidity
4° Contact (QNIOfT)
4° Contact (QNIOfT)

Channel = Actustor | Reading
242

B0 %

2440

58 %

port where the environmental sensor package is connected as well as its
sequence in a sensor daisy chain.

» To identify an environmental sensor or actuator through its

position:

1. Click Peripheral Devices in the left pane.

2. Locate the Position column, which shows one, two or four pieces of

position information.

= The sensor port number, such as Port 1, Port 2, Port 3 and so

on.
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= The sensor or actuator's location in the sensor chain, such as
Chain Position 1, Chain Position 2, and so on.

J Peripheral Devices ”@

ID - Name

Temperature 1

]

Relative Humidity 1

W

Temperaturs 2

Relative Humidity 2

th

Temperature 3

(=]

Relative Humidity 3

=

Temperaturs 4

Ooooooom
=

o

Relative Humidity 4

Posifion Serial Mumber Type Channel | Actuater | Reading
Port 1, Chain Position 4 REB5333282 l Temperature 237 °C

Port 1, Chain Position 4 REB5893292 g Relative Humidity 63 %
Port 1, Chain Pozition 3 REB5893281 1 Temperaturs 238°C
Port 1, Chain Position 2 REB5893291 6 Relative Humidity 62 %
Port 1, Chain Position 2 REBS5333280 l Temperature 27 °C
Port 1, Chain Position 2 REB5893290 g Relative Humidity 65 %
Port 1, Chain Poziticn 1 REB5893289 l Temperaturs 238°C

Port 1, Chain Positicn 1 REBS58%3289 6 Relative Humidity 83 %

= |f a DPX3-ENVHUB4 sensor hub is used, the port number on the
hub is also indicated, such as Hub Port 1, Hub Port 2, and so on.

In addition, two pieces of chain position information are displayed
-- the first one indicates the sensor hub's chain position, which is
always Chain Position 1, and the second one indicates the
sensor's or actuator's chain position.

Mame Position Serial Mumber Type
Temperaturs 5 I Port 1, Chain Position 1, Hub Pert 2, Chain Position 3 I QMTS300114 l Temperature
P DPX sensor position information:

The PX only displays the sensor port where the DPX sensor package
is physically connected. No chain position information is displayed.

For example, if a DPX sensor package is connected to the SENSOR
port numbered 1, its Position column only shows "Port 1" no matter a
DPX3-ENVHUB4 sensor hub is used or not.

Note: For the PX devices with only one SENSOR port, it always
shows "Port 1."

276

DPX2, DPX3 and DX sensor position information:

The PX displays the sensor package's position in the chain in
addition to the sensor port number for DPX2, DPX3 and DX sensor
packages.

For example:

= |fa DPX2, DPX3 or DX sensor or actuator is located on the
second sensor package in the sensor chain directly connected to
the SENSOR port 1, its Position column shows "Port 1, Chain
Position 2."

=i=Raritan.
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= If this sensor chain is connected to the SENSOR port 1 via the
DPX3-ENVHUBA4 sensor hub, this sensor's or actuator's Position
column becomes "Port 1, Chain Position 1, Hub Port x, Chain
Position 2," where x is the hub's port to which this sensor or
actuator is physically connected.

Identifying Sensor or Actuator Channels

A sensor package may have multiple contact closure (CC) or dry contact
(DC) channels, such as DX-D2C6 or DX-PD2CS5.

When the PX initially detects and automatically manages a sensor
package with multiple channels, all channels are assigned with ID
numbers in sequence.

If you manually manage these channels by selecting "Automatically
assign a sensor number," the PX assigns ID numbers randomly because
this option assumes that users do not care about the sequence. In this
case, see the Channel column to identify each channel correctly. For
example, CC1 or DC1 is Channel 1, CC2 or DC2 is Channel 2, and so
on.

Position Serial Number Type Channel  Héciuator  Reading
Port 1, Chain Posiion 1~ QU74382507 4o Contact (On/OfH) 5

Port 1, Chain Position 1 QUT4582507 4© Contact (On/Of) 4

Port 1, Chain Posiion 1 QUT4582507 4o Contact (On/Of) 3

Porl 1, Chain Postion 1 QUT4382507 4o Contact (On/O11) 2

Port 1, Chain Position 1 QUT4582507 4o Contact (On/Off) |

Fort 1, Chain Posiiion 1 QU74582507 | 37 Powered Dry Contact 2 7

Port 1, Chain Posiion 1 QUT4582507 7] Powered Dry Contaet L o
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Managing Environmental Sensors or Actuators

The PX starts to retrieve an environmental sensor's reading and/or state
and records the state transitions after the environmental sensor is
managed. To control an actuator, you also need to have it managed.

The PX device can manage a maximum of 32 environmental sensors or
actuators.

When there are less than 32 managed sensors or actuators, the PX
automatically brings detected environmental sensors or actuators under
management by default. You have to manually manage a sensor or
actuator only when it is not under management.

Tip: You can disable the automatic management feature so that newly
connected environmental sensors or actuators are NOT brought under
management automatically. See Disabling the Automatic
Management Function (on page 290).

» To manually manage an environmental sensor or actuator:
1. Click Peripheral Devices in the left pane.

2. Select the checkbox of the desired sensor or actuator on the
Peripheral Devices page. To manage multiple ones, select multiple
checkboxes.

Note: To identify all detected sensors or actuators, see Identifying
Environmental Sensors and Actuators (on page 274).

3. Click Manage. If you selected only one sensor or actuator, the
"Manage peripheral device <serial number> (<sensor type>)" dialog
appears, where <serial number> is the sensor or actuator's serial
number and <sensor type> is its type.

Note: For a sensor package with contact closure (CC) or dry contact
(DC) channels, a channel number is added to the end of the <sensor

type>.

4. There are two ways to manage a sensor or actuator:

= To manage it by letting the PX assign a number to it, select
"Automatically assign a sensor number." This method does not
release any managed sensors or actuators.

= To manage it by assigning the number you want to it, select
"Manually select a sensor number." Then click the drop-down
arrow to select a number.

If the number you selected was already assigned to a sensor or
actuator, that sensor or actuator becomes released after losing
this ID number.

==
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Tip: The information in parentheses following each ID number
indicates whether the number has been assigned to any sensor or
actuator. If it has been assigned to a sensor or actuator, it shows its
serial number. Otherwise, it shows the word "unused."

The manual assignment method is unavailable if you selected
multiple sensors or actuators in Step 2.

5. Click OK. The PX starts to display the managed sensor or actuator's
reading and state.

6. To manage additional ones, repeat Steps 2 to 5.

Note: When the total number of managed sensors and actuators reaches
the maximum, you CANNOT manage additional sensors or actuators
unless you remove or replace any managed ones. To remove a sensor
or actuator, see Unmanaging Environmental Sensors or Actuators
(on page 289).

> Special note for a Raritan humidity sensor:

As of release 3.1.0, a Raritan humidity sensor is able to provide two
measurements in the user interface - relative and absolute humidity
values.

= A relative humidity value is measured in percentage (%).

= An absolute humidity value is measured in grams per cubic meter
(g/md).

Note: Prior to release 3.1.0, only relative humidity values are available.

Relative humidity sensors can be "automatically" managed but absolute
humidity sensors CANNOT. You must "manually" manage absolute
humidity sensors if absolute humidity measurements are required.

Relative and absolute humidity values of the same humidity sensor share
the same serial number and port position as illustrated below.

4 Relative Humidity 1

5 Absolut

& Humidity 1

Port 1 AEITADOOZZ 21 Relative Humidity 66 %

Part 1 AEITADODOZ2 é Absolute Humidity 14.7 aim?®

nomal

nomal

However, relative and absolute values of the same humidity sensor DO
NOT share the same ID number. The above diagram shows that the two
values have different ID numbers -- one is 4 and the other is 5.
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Configuring Environmental Sensors or Actuators

You can change the default name to easily identify the managed sensor
or actuator, and describe its location with X, Y and Z coordinates.

To configure environmental sensors or actuators:
Click Peripheral Devices in the left pane.

Select the sensor or actuator that you want to configure.

A

Click Setup in the right pane. The "Setup of peripheral device <serial
number> (<sensor type>)" dialog appears, where <serial number> is
its serial number and <sensor type> is its type.

For example, Setup of peripheral device AEI7A00022 (Temperature).

4. Configure available fields properly.

Fields Description

Name Assign a name for identification.

Description Type any descriptive text as needed.

Location (X, Y and  Describe the sensor's or actuator's location by assigning alphanumeric values to the

Z) X, Y and Z coordinates. See Describing the Sensor's or Actuator's Location (on
page 282).

When the term "Rack Units" appears inside the parentheses in the Z location field,
indicating that the Z coordinate format is set to Rack Units, you must type an integer
number. See Setting the Z Coordinate Format (on page 281).

Binary Sensor This field is available only when the selected sensor is a contact closure sensor.
Subtype Select one of the following sensor types:

= Contact: The detector/switch is designed to detect the door lock or door
open/closed status.

= Smoke Detection: The detector/switch is designed to detect the appearance
of smoke.

= Water Detection: The detector/switch is designed to detect the appearance
of water on the floor.

= Vibration: The detector/switch is designed to detect the vibration in the floor.

Alarmed to Normal | This field is available only when the selected sensor is the DX-PIR presence
Delay detector.

It determines the wait time before the PX announces that the presence detector
returns to the normal state after it is back to normal.

Type both the time and measurement units in this field. For example, type '30 s' for
30 seconds, or '2 min' for 2 minutes.

280 Y=
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If the selected sensor is a numeric sensor, its threshold settings are
displayed in the dialog. See Sensor Threshold Settings (on page
612) for detailed information.

There are two types of thresholds: sensor-specific thresholds and
default thresholds.

To use the sensor-specific threshold settings, select the Use Sensor
Specific Thresholds radio button.

= Click Edit or double-click the threshold setting row to open the
threshold setup dialog.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

= To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and
Deassertion Hysteresis (on page 617).

= To set the assertion timeout, type a numeric value in the
Assertion Timeout (samples) field. See "To Assert" and
Assertion Timeout (on page 615).

To use the default threshold settings, select the Use Default
Thresholds radio button. To modify the default threshold settings, see
Changing Default Thresholds (on page 283).

Note: The Upper Critical and Lower Critical values are points at
which the PX considers the operating environment critical and
outside the range of the acceptable threshold.

Click OK.

Repeat the same steps to configure additional ones.

Tip: You can configure thresholds of multiple sensors at a time as long
as these sensors belong to the same type. See Setting Thresholds for
Multiple Sensors (on page 284).

Setting the Z Coordinate Format

You can use either the number of rack units or a descriptive text to
describe the vertical locations (Z coordinates) of environmental sensors
and actuators.

>

To determine the Z coordinate format:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).
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Click Setup in the Settings section. The Pdu Setup dialog appears.

In the Peripheral Device Z Coordinate Format field, click the
drop-down arrow and select an option from the list.

= Rack Units: The height of the Z coordinate is measured in
standard rack units. When this is selected, you can type a
numeric value in the rack unit to describe the Z coordinate of any
environmental sensors or actuators.

= Free-Form: Any alphanumeric string can be used for specifying
the Z coordinate.

4. Click OK.

Describing the Sensor's or Actuator's Location

Use the X, Y and Z coordinates to describe each sensor or actuator's
physical location. You can use these location values to track records of
environmental conditions in fixed locations around your IT equipment.
The X, Y and Z values act as additional attributes and are not tied to any
specific measurement scheme. If you choose to, you can use
non-measurement values. For example:

X = Brown Cabinet Row
Y = Third Rack
Z = Top of Cabinet
Values for the X, Y and Z coordinates may consist of:

e For X and Y: Any combination of alphanumeric characters. The
coordinate value can be 0 to 24 characters long.

e For Z when the Z coordinate format is set to Rack Units, any numeric
value ranging from 0 to 60.

e For Zwhen the Z coordinate format is set to Free-Form, any
alphanumeric characters from 0 to 24 characters.

Tip: To configure and retrieve these coordinate values over SNMP, see
the PX MIB. To configure and retrieve these values over the CLI, see
Using the Command Line Interface (on page 337).
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Changing Default Thresholds

The default thresholds are the initial threshold values that automatically
apply to numeric environmental sensors. These values are configured on
a sensor type basis, which include:

e Temperature sensors

e Humidity sensors (both relative and absolute humidity)
e Air pressure sensors

e Air flow sensors

e Vibration sensors

Note that changing the default thresholds re-determine the initial
thresholds applying to the environmental sensors that are added or
detected later on.

In addition, changing the default thresholds also change the thresholds
of those environmental sensors where the default thresholds have been
selected as their threshold option. See Configuring Environmental
Sensors or Actuators (on page 280).

» To change the default threshold settings:
Click Peripheral Devices in the left pane.

2. Click Default Thresholds Setup on the Peripheral Devices page. A
dialog appears, showing a list of all numeric environmental sensor
types.

Select the desired sensor type.

Click Edit or double-click that sensor type to adjust its threshold
settings, deassertion hysteresis or assertion timeout.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

= To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and
Deassertion Hysteresis (on page 617).

= To set the assertion timeout, type a numeric value in the
Assertion Timeout (samples) field. See "To Assert" and
Assertion Timeout (on page 615).

5. Repeat the above step to modify the threshold settings of other
numeric sensor types.

6. Click OK.
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Setting Thresholds for Multiple Sensors

You can configure thresholds for multiple environmental sensors of the
same type at a time. For example, if you want all temperature sensors to
have identical upper and lower thresholds, follow the procedure below to
set up all temperature sensors together.

» To configure thresholds of multiple environmental sensors:
Click Peripheral Devices in the left pane.

2. Select the checkboxes of those environmental sensors whose
threshold settings should be the same. Make sure the selected
sensors belong to the same type.

= To select all of those listed on the Peripheral Devices page,
simply select the checkbox in the header row.

J Peripheral Devices ” @l

ID Mame
1 Temperature 1

2 Temperature 2
3. Click Setup. Note that the Setup button is disabled if any of the
selected sensors belongs to a different type.

4. Configure the thresholds as described in Configuring
Environmental Sensors or Actuators (on page 280).

5. Click OK.
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Viewing Sensor or Actuator Data

Readings and states of the environmental sensors or actuators will
display in the web interface after the sensors and actuators are properly
connected and managed.

The Dashboard page shows the information of managed environmental
sensors and actuators only, while the Peripheral Devices page shows
the information of both managed and unmanaged ones.

Both pages indicate an environmental sensor or actuator's position in
either of the following manners:

e Port <n>, where <n> is the number of the SENSOR port on the PX
where a specific environmental sensor package is connected. DPX
sensor packages show this information only.

e Port <n>, Chain Position <pos_num>, where <pos_num?> is the
sensor package's sequential position in a sensor daisy chain. DPX2,
DPX3 and DX sensor packages show this information.

If a sensor row is colored, it means the sensor reading already crosses
one of the thresholds, the sensor enters an alarmed state, or the
overcurrent protector has tripped or blown. See The Yellow- or
Red-Highlighted Sensors (on page 99).

» To view managed environmental sensors and actuators only:

Click the Dashboard icon in the PX Explorer pane, and the
Dashboard page opens in the right pane.

2. Locate the Peripheral Devices section on the Dashboard page. The
section shows:

= Total number of managed sensors and actuators
= Total number of unmanaged sensors and actuators
= Information of each managed sensor and actuator, including:
- Name
- Position
- Reading (for numeric sensors)
- State

» To view both managed and unmanaged ones:
Click Peripheral Devices in the left pane.

Detailed information for each connected sensor or actuator is
displayed, including:

= |D number

= Name
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= Position

= Serial number

= Type

= Channel (for a sensor package with contact closure or dry

contact channels)

= Whether the sensor is an 'Actuator' or not (if yes, this icon «*
appears in the Actuator column)

= Reading
= State

States of Managed Sensors

An environmental sensor shows the state after being managed.

Available sensor states vary depending on the sensor type -- numeric or
discrete sensors. For example, a contact closure sensor is a discrete
(on/off) sensor so it switches between three states only -- unavailable,

alarmed and normal.

Note: Numeric sensors show both numeric readings and sensor states to
indicate environmental or internal conditions while discrete (on/off)
sensors show sensor states only to indicate state changes.

Sensor state
unavailable

alarmed

normal

below lower critical
below lower warning
above upper warning

above upper critical
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"unavailable" State

The unavailable state means the connectivity or communications with the
sensor is lost.

The PX pings all managed sensors at regular intervals in seconds. If it
does not detect a particular sensor for three consecutive scans, the
unavailable state is displayed for that sensor.

When the communication with a contact closure sensor's processor is
lost, all detectors (that is, all switches) connected to the same sensor
package show the "unavailable" state.

Note: When the sensor is deemed unavailable, the existing sensor
configuration remains unchanged. For example, the ID number assigned
to the sensor remains associated with it.

The PX continues to ping unavailable sensors, and moves out of the
unavailable state after detecting the sensor for two consecutive scans.

For DPX2, DPX3 or DX sensor packages, all of the connected sensor
packages also enter the unavailable states if any of them is upgrading its
sensor firmware.

"normal” State
This state indicates the sensor is in the normal state.

For a contact closure sensor, usually this state is the normal state you
have set.

e If the normal state is set to Normally Closed, the normal state means
the contact closure switch is closed.

e If the normal state is set to Normally Open, the normal state means
the contact closure switch is open.

For a Raritan's DPX floor water sensor, the normal state must be set to
Normally Closed, which means no water is detected.

Note: See the Environmental Sensors Guide or Online Help for
information on setting the normal state or dip switch. This guide is
available on Raritan's Support page
(http:/lwww.raritan.com/support/).

For a numeric sensor, this state means the sensor reading is within the
acceptable range as indicated below:

Lower Warning threshold <= Reading < Upper Warning
threshold

Note: The symbol <= means smaller than (<) or equal to (=).
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"alarmed" State
This state means a discrete (on/off) sensor is in the "abnormal” state.

Usually for a contact closure sensor, the meaning of this state varies
based on the sensor's normal state setting.

e If the normal state is set to Normally Closed, the alarmed state
means the contact closure switch is open.

e If the normal state is set to Normally Open, the alarmed state means
the contact closure switch is closed.

For Raritan's floor water sensor, the normal state must be set to
Normally Closed, which means no water is detected. The alarmed state
indicates that the presence of water is detected.

Note: See the Environmental Sensors Guide or Online Help for
information on setting the normal state or dip switch. This guide is
available on Raritan's Support page

(http:/iwww .raritan.com/support/).

Tip: A contact closure sensor's LED is lit after entering the alarmed state.
Determine which contact closure switch is in the "abnormal” status
according to the corresponding LED.

"below lower critical" State

This state means a numeric sensor's reading is below the lower critical
threshold as indicated below:

Reading < Lower Critical Threshold
"below lower warning" State

This state means a numeric sensor's reading is below the lower warning
threshold as indicated below:

Lower Critical Threshold <= Reading < Lower Warning Threshold

Note: The symbol <= means smaller than (<) or equal to (=).

"above upper warning" State

This state means a numeric sensor's reading is above the upper warning
threshold as indicated below:

Upper Warning Threshold <= Reading < Upper Critical Threshold

Note: The symbol <= means smaller than (<) or equal to (=).
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"above upper critical" State

This state means a numeric sensor's reading is above the upper critical
threshold as indicated below:

Upper Critical Threshold <= Reading

Note: The symbol <= means smaller than (<) or equal to (=).

States of Managed Actuators

DX sensor packages with dry contact channels allow you to connect
actuators. An actuator has only three states described below. Note that
an actuator is never highlighted in red or yellow regardless of the
actuator states.

e unavailable: The communication with the actuator is lost.
e On: The actuator has been turned on.
e Off: The actuator has been turned off.

States of Unmanaged Sensors or Actuators

All sensors or actuators that are physically connected to the PX while
NOT under management always show the following state:

e unmanaged

Note: For firmware versions prior to 3.2.1, unmanaged sensors or
actuators show the state "unavailable."

Unmanaging Environmental Sensors or Actuators

When it is unnecessary to monitor a particular environmental factor, you
can unmanage or release the corresponding environmental sensor so
that the PX device stops retrieving the sensor's reading and/or state.
This procedure also applies if you want to unmanage an actuator.

> To release a managed sensor or actuator:
Click Peripheral Devices in the left pane.

2. Select the checkbox of the desired sensor or actuator on the
Peripheral Devices page. To release multiple ones, select multiple
checkboxes.

= To select all of those listed on the Peripheral Devices page,
simply select the checkbox in the header row.
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Note: If the desired action cannot be performed on any of the
selected sensors or actuators, that action becomes unavailable.
Deselect the inapplicable ones to perform the action.

J Peripheral Devices ” @l

ID Mame
1 Temperature 1

2 Temperature 2

3. Click Release.

> After a sensor or actuator is removed from management:

e The ID number assigned to it is released, and can be automatically
assigned to any newly-detected sensor or actuator if the Auto
Management feature has been enabled. See Disabling the
Automatic Management Function (on page 290).

e Ifitis no longer connected to the PX, it disappears from the sensor
list on the Peripheral Devices page.

e Ifit remains connected, it continues to be listed on the Peripheral
Devices page but its state is changed to unmanaged. See States of
Unmanaged Sensors or Actuators (on page 289).

Disabling the Automatic Management Function

The factory default is to enable the automatic management feature for
environmental sensors and actuators. Therefore, when the total number
of managed sensors and actuators has not reached 32 yet, the PX
automatically brings newly-connected environmental sensors and
actuators under management after detecting them.

When this feature is disabled, the PX no longer automatically manages
any newly-detected environmental sensors and actuators, and therefore
neither ID numbers are assigned nor sensor readings or states are
available for newly-added ones.

> To disable the automatic management feature:
Click the PDU folder.

Note: The folder is named "my PX" by default. The name can be
customized. See Naming the PDU (on page 109).

Click Setup in the Settings section. The Pdu Setup dialog appears.
Deselect the Peripheral Device Auto Management checkbox.
Click OK.
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Controlling Actuators

If you have any DX sensor packages with actuators connected, which
can move or control a mechanism or system, you can remotely turn on or
off the actuators to control the connected mechanism or system.

> To turn on or off an individual actuator:

Expand the Peripheral Devices folder in the left pane to show a list of
environmental sensors and/or actuators.

2. Click the desired actuator from the navigation tree. That actuator's
page opens in the right pane.

3. Click "Switch on" to turn on the actuator, or "Switch off" to turn it off.

» To turn on or off multiple actuators:
Click Peripheral Devices in the left pane.

2. Select the checkboxes of the desired actuators on the Peripheral
Devices page.

Tip: An actuator is indicated with the icon %* displayed in the
‘Actuator' column.

3. Click "Switch on" or "Switch off" to turn on or off the selected
actuators. Confirm you want to switch when prompted.

Asset Management

i
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Configure the asset management settings only when an asset sensor is
physically connected to the PX device.

Note: To set up an asset management system, see Connecting Asset
Management Sensors (on page 53).

Configuring the Asset Sensor

The PX cannot detect how many rack units (tag ports) a connected asset
management sensor supports, so you must provide this information
manually.

When you add an asset management sensor, you name it.

P To configure an asset sensor (asset strip):
Expand the Feature Port folder as needed.

2. Click the asset sensor in the left pane. The asset sensor's page
opens in the right pane.
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Note: The asset sensor is named "Asset Strip 1" by default. The
name changes after being customized.

Tip: The same asset sensor's page can be also opened by clicking
Feature Port in the left pane, and then double-clicking the asset
sensor in the right pane.

Click Setup. The setup dialog for the asset sensor appears.

Tip: You can also trigger the same dialog by clicking Asset
Management in the left pane, and then clicking Asset Strip Setup or
double-clicking the asset sensor in the right pane.

10.

To rename the asset sensor, type a new name in the Name field.

In the "Number of Rack Units" field, type the total number of rack
units supported by the AMS. Default is 48.

Here, rack units are the number of asset management tag ports on
the asset management strip. For example, if the AMS has 48 asset
management tag ports, it supports up to 48 rack units on a cabinet.

Determine how to number all rack units on the asset sensor by
selecting an option in the Numbering Mode.

=  Top-Down: The rack units are numbered in the ascending order
from the highest to the lowest rack unit.

= Bottom-Up: The rack units are numbered in the descending order
from the highest to the lowest rack unit.

In the Numbering Offset field, select the starting number. For
example, if you select 3, the first rack unit is numbered 3, the second
is numbered 4, the third is numbered 5, and so on until the final
number.

Indicate how the asset sensor is mounted on the rack in the
Orientation field. The rack unit that is most close to the RJ-45
connector of the asset sensor will be marked with the index number
1 in the web interface.

For the latest version of asset sensors with a built-in tilt sensor, it is
NOT necessary to configure the orientation setting manually. The PX
device can detect the orientation of the asset sensors and
automatically configure it.

= Top Connector: This option indicates that the asset sensor is
mounted with the RJ-45 connector located on the top.

= Bottom Connector: This option indicates that the asset sensor is
mounted with the RJ-45 connector located at the bottom. Click
OK.

Change the LED color settings as needed. See Setting Asset
Sensor LED Colors (on page 293).

==
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11. Click OK.

Setting Asset Sensor LED Colors

Each LED on the asset sensor indicates the presence and absence of a
connected asset tag by changing its color.

By default the LED color of the tag ports with tags connected is green,
and the color of the tag ports without tags connected is red. You can
change the default LED color settings for all tag ports on an asset sensor
assembly.

This feature is accessible only by users with Administrative Privileges.

» To configure all LED colors:
Expand the Feature Ports folder in the navigation tree.

2. Click the desired asset sensor in the left pane. The page specific to
that asset sensor opens in the right pane, showing the asset sensor
settings and information of all rack units (tag ports).

Note: You can also access this dialog by double-clicking the asset
sensor shown on the Dashboard page.

3. Click Setup on the asset sensor page. The setup dialog for that asset
sensor appears.

4. To change the LED color denoting the presence of a tag, either click
a color in the color palette or type the hexadecimal RGB value of the
color in the "Color with connected Tag" field.

5. To change the LED color denoting the absence of a tag, either click
a color in the color palette or type the hexadecimal RGB value of the
color in the "Color without connected Tag" field.

6. Click OK.

Tip: To make a specific LED's color settings different from other LEDs,
see Configuring a Specific Rack Unit (on page 293).

Configuring a Specific Rack Unit

In the PX web interface, a rack unit refers to a tag port on the asset
sensor. You can name a specific rack unit, or change its LED color
settings so that this LED behaves differently from others on the same
asset sensor.

» To configure a specific rack unit:
Expand the Feature Port folder as needed.

2. Click the asset sensor in the left pane. The asset sensor's page
opens in the right pane.
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Note: The asset sensor is named "Asset Strip 1" by default. The
name changes after being customized.

Tip: The same asset sensor's page can be also opened by clicking
Feature Port in the left pane, and then double-clicking the asset
sensor in the right pane.

Select the rack unit whose LED settings you want to change.

Click Configure Rack Unit or double-click the selected rack unit. The
setup dialog for the selected rack unit appears.

In the Name field, type a name for identifying this rack unit.
Select either Auto or Manual Override as this rack unit's LED mode.

= Auto (based on Tag): This is the default setting. With this option
selected, the LED follows the global LED color settings.

= Manual Override: This option differentiates this LED's behavior.
After selecting this option, you must select an LED mode and/or
an LED color for the selected rack unit.

= LED Mode: Select On to have the LED stay lit, Off to have it
stay off, "Slow blinking" to have it blink slowly, or "Fast
blinking" to have it blink quickly.

= LED Color: If you select On, "Slow blinking" or "Fast blinking"
in the LED Mode field, select an LED color by either clicking
a color in the color palette or typing the hexadecimal RGB
value of a color in the accompanying text box.

7. Click OK.

Expanding a Blade Extension Strip

A blade extension strip, like an asset sensor, has multiple tag ports. After
connecting it to a specific asset sensor, it is displayed as a folder on that
asset sensor's page.

Note: If you need to temporarily disconnect the blade extension strip
from the asset sensor, wait at least 1 second before re-connecting it
back, or the PX device may not detect it.

» To expand a blade extension strip folder:

1. Click the desired asset sensor in the left pane. The selected asset
sensor's page opens in the right pane.
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2. Locate the rack unit (tag port) where the blade extension strip is

connected.
Rack Units
Rack Unit Index Slot Mame Asszet/ 1D
(i) 1 1
o ~ z 2 00000007CACE
[m) 3 3
[ 4 4

3. Double-click that rack unit or click the white arrow D prior to the
folder icon. The arrow then turns into a black, gradient arrow 4, and
all tag ports of the blade extension strip appear below the folder.

— Rack Units
Rack Unit Index Slot Name Asszet/ 1D
[m] 1 1
a7 2 2 00000007CACE

] 1
[1om] 2
[1om] 3
| 4
) 5
[fom] [
] 7
[1om] 8
[1om] 9
| 10
[1ux] 1
[m] 12
[1om] 13
] 14
] 15
[1om] 18

[1ux] 3 3

| 4 4

P To collapse a blade extension strip:

= Double-click the blade extension strip folder, or click the black,
gradient arrow 4 prior to the folder icon. All tag ports under the
folder are hidden.

Displaying the Asset Sensor Information

The hardware and software information of the connected asset sensor is
available through the web interface.

> To display the asset sensor information:
1. Expand the Feature Ports folder in the navigation tree.
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2. Click the desired asset sensor in the left pane. The page specific to
that asset sensor opens in the right pane, showing the asset sensor
settings and information of all rack units (tag ports).

Note: You can also access this dialog by double-clicking the asset
sensor shown on the Dashboard page.

3. Click Extended Device Info, where the asset sensor data is
displayed.

4. Click Close to quit the dialog.
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Bulk Configuration

The Bulk Configuration feature lets you save the settings of a configured
PX device to your PC. You can use this configuration file to copy that
configuration to other PX devices of the same model and firmware
version.

You must have the Administrator Privileges or "Unrestricted View
Privileges" to save and copy the PX configurations.

‘_% Bulk Configuration

— Sawve Bulk Configuration

| Download Bulk Configuration

— Copy Bulk Configuration

Bulk Configuration File: | || Browse...

| Upload & Restore Bulk Configuration |

| Cloze |

Note: No device-specific data is saved to the Bulk Configuration file,
such as environmental sensor or certain network settings. To back up or
restore a specific PX device's all settings, use the Backup/Restore
feature instead. See Backup and Restore of PX Device Settings (on
page 299).

Tip: For the alternative to configure multiple PX devices, see Bulk
Configuration or Firmware Upgrade via DHCP/TFTP (on page 533).
For the other alternative, see Configuration or Firmware Upgrade with
a USB Drive (on page 522).
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Saving the PX Configuration

A source device is an already configured PX device that is used to create
a configuration file containing the settings that can be shared between
PX devices. These settings include user and role configurations,
thresholds, event rules, security settings, and so on.

This file does NOT contain device-specific information, including:

e Device name

e System name, system contact and system location

e Network settings (IP address, gateway, netmask and so on)
e Device logs

e Outlet names

e Oultlet status

e Environmental sensor and actuator names

e States and values of environmental sensors and actuators
e TLS certificate

Because the date and time settings are saved in the configuration file,
users should exercise caution when distributing the configuration file to
the PX devices in a different time zone than the source device.

» To save a configuration file:

Choose Maintenance > Bulk Configuration. The Bulk Configuration
dialog appears.

Click Download Bulk Configuration.

When the web browser prompts you to open or save the
configuration file, click Save. Choose a suitable location and save
the configuration file to your PC.

The file is saved in the XML format, and its content is encrypted using
the AES-128 encryption algorithm.

Tip: You can also save a configuration file using a Secure Copy (SCP)
command. See Bulk Configuration via SCP (on page 560).
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Copying the PX Configuration

A target device is the PX device that loads another PX device's
configuration file.

Copying a source PX device's configuration to a target device adjusts the
target PX device's settings to match those of the source PX device. In
order to successfully copy a source PX device's configuration:

The user must be the Admin user. Or the Admin role is assigned to
the user.

The target PX device must be running the same firmware version as
the source PX device.

The target PX device must be of the same model type as the source
PX device.

Bulk configuration is permitted if the differences between the target
and source device are only mechanical designs which are indicated
in @ model name's suffix as listed below. In the following list, n
represents a number.

- PDU chassis color, which is indicated as Kn, such as K1 and K601
- Line cord color, which is indicated as Bn, such as B2 and B5

- Line cord length (meters), which is indicated as An, such as A0 and
A14

- Line cord length (centimeters), which is indicated as Ln

For example, Raritan's PX2-4724-E2N1K2 and PX2-4724-E2N1K9
share the same specifications, and the only difference is their chassis
colors represented by K2 (blue) and K9 (gray).

To copy a PX configuration:
Log in to the target device's web interface.

If the target device's firmware version does not match that of the
source device, update the target's firmware. See Firmware Upgrade
(on page 318).

Choose Maintenance > Bulk Configuration. The Bulk Configuration
dialog appears.

In the Copy Bulk Configuration section, click Browse to select the
configuration file stored on your PC.

Click Upload & Restore Bulk Configuration to copy the file.

A message appears, prompting you to confirm the operation and
enter the admin password.

Enter the admin password, then click Yes to confirm the operation.

Wait until the PX device resets and the Login page re-appears,
indicating that the configuration copy is complete.

=i=Raritan.



Chapter 6: Using the Web Interface

Note: On startup, the PX performs all of its functions, including event
rules and logs, based on the new configuration file you have selected
instead of the previous configuration prior to the device reset. For
example, "Bulk configuration copied" is logged only when the new
configuration file contains the "Bulk configuration copied" event rule.

Tip: You can also copy a configuration file using a Secure Copy (SCP)
command. See Bulk Configuration via SCP (on page 560).

Backup and Restore of PX Device Settings

i
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Different from the Bulk Configuration file, the backup file contains
device-specific data like network settings. To back up or restore PX
device settings, you should perform the Backup/Restore feature.

All PX information is captured in the XML backup file except for the
device logs and TLS certificate.

Note: To perform the bulk configuration among multiple PX devices,
perform the Bulk Configuration feature instead. See Bulk Configuration
(on page 296).

» To download a backup PX XML file:

Choose Maintenance > Backup/Restore. The Backup/Restore of
Device Settings dialog opens.

2. Inthe Save Device Settings section, click Download Device Settings.
Save the file to your computer.

The file is saved in the XML format, and its content is encrypted
using the AES-128 encryption algorithm.

» To restore the PX using a backup XML file:

Choose Maintenance > Backup/Restore. The Backup/Restore of
Device Settings dialog opens.

In the Copy Device Settings section, click Browse to locate the file.
Click Upload & Restore Device Settings to upload the file.

A message appears, prompting you to confirm the operation and
enter the admin password.

Enter the admin password, then click Yes to confirm the operation.

Wait until the PX device resets and the Login page re-appears,
indicating that the restore is complete.
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Note: On startup, the PX performs all of its functions, including event
rules and logs, based on the new configuration file you have selected
instead of the previous configuration prior to the device reset. For
example, "Bulk configuration copied" is logged only when the new
configuration file contains the "Bulk configuration copied" event rule.

Tip: You can also back up and restore a configuration file using a Secure
Copy (SCP) command. See Backup and Restore via SCP (on page
561).

Webcam Management

300

With a Logitech® webcam connected to the PX device, you can visually
monitor the environment around the PX via snapshots or videos captured
by the webcam.

e To view snapshots and videos, you need the permission of either
"Change Webcam Configuration" or "View Webcam Sanpshots and
Configuration."

e To configure webcam settings, you need the "Change Webcam
Configuration" permission.

For more information on the Logitech webcam, see the user
documentation accompanying it. For information on connecting a
webcam to the PX, see Connecting a Logitech Webcam (on page 67).

You can manually store snapshots taken from the webcam onto the PX
or a remote server. See Saving Snapshots (on page 306) or
Configuring Webcam Storage (on page 308).

Links to snapshots or videos being captured by a webcam can be sent
via email or instant message. See Sending Snapshots or Videos in an
Email or Instant Message (on page 304).

Events that trigger emails containing snapshots from a webcam can be
created. See Creating Actions (on page 214).

Configuring Webcams

Before you can configure a webcam, it must be connected to the PX.
See Connecting a Logitech Webcam (on page 67).

» To configure a webcam:

In the navigation tree, click on the Webcam Management folder. The
Webcam Management page opens.

2. Click on the webcam you want to configure and then click Setup at
the bottom right of page. The Webcam Setup dialog opens.

3. Enter a name for the webcam. Up to 64 characters are supported.

=i=Raritan.
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Type the location information in each location field if needed. Up to
63 characters are supported.
Select a resolution for the webcam.

= |f you connect two webcams to one USB-A port using a powered
USB hub, set the resolution to 352x288 or lower for optimal
performance.

Select the webcam mode. This can be changed as needed once the
webcam is configured.

a. Video - the webcam is in video mode. Set the Framerate (frames
per second) rate.

b. Snapshot - the webcam displays images from the webcam. Set
the "Time between Snapshots" rate as measured in seconds.

Click OK. The image or video from the webcam is now available in
the PX once you click on the webcam in the navigation tree.

To edit a webcam configuration:

In the navigation tree, click on the Webcam Management folder. The
Webcam Management page opens.

Double-click on the webcam you want to edit. The webcam image or
video opens in a new tab.
Click Setup .

Edit the information as needed. Changes to the resolution do not
apply to existing, stored images - it applies only to images and
videos taken after the resolution is changed.

Click OK.

Adjusting Image Properties

If any snapshot or video properties, such as the brightness, contrast,
saturation, and gain settings, do not satisfy your needs, adjust them.

>

To adjust the image or video properties:

Select the webcam shown on the Webcam Management page or in
the navigation tree. See Configuring Webcams (on page 300).

Click Setup or =+,
Click the Controls tab.
Adjust the desired property by adjusting the corresponding slide bar.

ol

Or click "Set to webcam defaults" to restore all settings to this
webcam's factory defaults.

Click OK.
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Viewing Webcam Snapshots or Videos

You can switch between snapshots or live videos being captured by a
webcam.

The snapshot or video is displayed either in the PX web interface or in a
Primary Standalone Live Preview window that you open.

You can open a maximum of five Primary Standalone Live Preview
windows.

Note: For remote Live Preview sessions, such as those accessed via a
link in an email or instant message, a total of up to three (3)

simultaneous Live Preview sessions are supported at a time. One (1)
from the originator in the PX interface, and up to two (2) remote sessions.
See Sending Snapshots or Videos in an Email or Instant Message
(on page 304).

» To switch between snapshot and video modes:
1. Click the desired webcam's icon in the navigation tree.

Snapshots or videos captured by the webcam are displayed in the
right pane of the PX web interface once a webcam is selected in the
navigation tree.

Snapshots and videos can also be displayed in Live Preview mode in
the Primary Standalone Live Preview window by clicking on the Live

Preview icon

Note: All Live Preview sessions sharing the same URL, including one
Primary Standalone Live Preview window and two associated remote
sessions, are identified as one single "<webcam>" user in the
Connected Users dialog. You can disconnect a "<webcam>" user
from this dialog to terminate a specific Primary Standalone Live
Preview window and all of its remote sessions. See Viewing
Connected Users (on page 267).

2. By default the PX enters the snapshot mode. Wait around one
minute for the snapshot to appear.

In the snapshot mode, three pieces of information are displayed on
the top of the image:

= A snapshot mode icon [=l.
= The interval time between snapshots (in seconds).

= Atime stamp.

Interval 6 = 2/03/15 1-07 AM
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The webcam's location information, if available, is displayed in the
Location pane of the PX web interface.

= To change any image settings, click Setup -..:é_ See
Configuring Webcams (on page 300) or Adjusting Image
Properties (on page 301).

= To save the snapshot being displayed, click the "Store Snapshot
to Webcam Storage" icon 'H. See Saving Snapshots (on
page 306).
3. To switch to the video mode, click Setup e and select Video in the
Webcam Mode field.

In the video mode, two pieces of information are displayed on the top
of the image:

= A video mode icon E

= The number of frames to take per second (fps).

To change any video settings, click Setup '-5%.

4. To return to the snapshot mode, repeat the above step and select
Snapshot.
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Sending Snapshots or Videos in an Email or Instant Message

Whenever you open a Primary Standalone Live Preview window, a
unique URL is generated for this window session, which permits a link to
the snapshot or video being captured.

You are able to email or instant message up to two (2) recipients a link to
webcams attached to the PX. Users can then click on the links and view
snapshots or videos.

A total of three sessions based on the same URL are supported,
including a Primary Standalone Live Preview window of the sender and
two remote sessions of the recipients.

Note: All Live Preview sessions sharing the same URL, including one
Primary Standalone Live Preview window and two associated remote
sessions, are identified as one single "<webcam>" user in the Connected
Users dialog. You can disconnect a "<webcam>" user from this dialog to
terminate a specific Primary Standalone Live Preview window and all of
its remote sessions. See Viewing Connected Users (on page 267).

For explanation of this topic, the message sender is User A and the
recipient is User B.

The recipient is able to access the snapshot or video image via the link in
any of the following scenarios:

e The snapshot or video remains open in the Primary Standalone Live
Preview window in User A's side. If so, even though User A logs out
of the PX interface or the login session times out, the link is
available.

Or

e Atleast a remote session based on the same URL remains open. If
so, even though User A has closed the Primary Standalone Live
Preview window, the link is available.

Or
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Neither the Primary Standalone Live Preview window nor any remote
session based on the same URL remains open, but the idle timeout
period has not expired yet since the last Live Preview window
session was closed. For information on idle timeout, see Enabling
Login Limitations (on page 163).

Tip: If the idle timeout has not expired, the <webcam> user for that Live
Preview URL remains shown in the Connected Users dialog.

Best Practice

As a best practice, User A should open the snapshot or video using a
Primary Standalone Live Preview window and leave that window open at
least until User B opens the snapshot or video via the link.

Once User B opens the snapshot or video via the link, User A can close
the Primary Standalone Live Preview window.

User B should let User A know that the link has been opened.

>

To send a snapshot or video link via email or instant message:

In the navigation tree, click on the webcam that is capturing the
snapshot or video you want to provide a link to other people. The
snapshot or video is displayed in Live Preview mode in the right
pane.

. . — (1==|
Click on the Live Preview icon located above the snapshot or
video. The snapshot or video opens in a standalone Live Preview
window.

Copy the URL from the Live Preview window, paste it into the email
or instant message application. Leave the Live Preview window open
at least until the recipient opens the snapshot or video via the link.
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Snapshot Storage

Once a snapshot is taken using the Store Snapshot to Webcam Storage
feature, it is stored locally on the PX by default. Up to ten (10) images
can be stored on the PX at once.

To save more than 10 snapshots, save the images on a Common
Internet File System/Samba.

Note: NFS and FTP are not supported for this release and are disabled
on the dialog.

Snapshot files are saved as JPG files. The snapshot file is named based
on the number of the snapshot starting from 1. So the first snapshot that
is taken is named 1.jpg, the second is 2.jpg and so on.

Unless snapshots are deleted manually, the oldest snapshot is
automatically deleted from the device when the number of snapshots
exceeds ten. Rebooting the PX deletes all webcam snapshots that are
saved on the device.

Saving Snapshots

If it is intended to keep the snapshot being displayed on the webcam,
you can manually save it onto the PX. A snapshot is saved as a JPEG
file and stored on the Snapshots page.

Warning: The snapshots stored on the PX are cleared when rebooting
the PX. Check the importance of the snapshots before performing the
reset.

» To save the snapshot being displayed:

In the navigation tree, click on the webcam you want to take a
snapshot with. The webcam image is displayed in the right pane.

The webcam must be in snapshot mode in order to take snapshots. If
the webcam is in video mode, click Setup in the right pane above the
video image to open the Webcam Setup dialog, then select the
Snapshot radio button.

2. Once the snapshot image being taken by the selected webcam is
displayed in the right pane, click the Store Snapshot to Webcam

Storage = icon above the image to take a snapshot. Up to ten (10)
snapshots can be stored at once on the device.

3. Click on the Snapshots icon in the navigation tree to verify that those
snapshots are successfully saved and listed on the Snapshots page.
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Tip: To store snapshots on a remote server rather than the PX, see
Configuring Webcam Storage (on page 308).

Managing the Snapshots Saved to PX

A maximum of 10 saved snapshots can be stored and displayed on the
Snapshots page of the PX.

See Saving Snapshots (on page 306) for instructions on storing
snapshots on the PX.

The Snapshots page is categorized into three sections: Storage,
Snapshot and Details.

e Storage: shows a list of all saved snapshots.

On the top of the Storage section, the number following "Used"
indicates the total of saved snapshots and the number following
"Size" indicates maximum number of snapshots allowed in storage.

e Snapshot: displays the image of the snapshot being selected.

e Details: shows the information which had been entered when the
snapshot was saved, including resolution and location settings.

Tip: To save more than 10 snapshots, save snapshots onto a remote
server. See Configuring Webcam Storage (on page 308).

> To view the saved snapshots:

In the navigation tree, click Snapshots under the Webcam
Management folder. The snapshots are displayed in the right pane in
the Storage section of the page.

2. View an individual snapshot by clicking on a snapshot file in the
Storage section of the page.

The size of each snapshot file, the date and time each snapshot was
taken, and the webcam that took each snapshot, is displayed when
viewing snapshots.

Details, such as the webcam location and/or labels, if any, are
displayed in the Details section below the snapshot in the right pane.
This information is defined when the webcam is initially configured.
See Configuring Webcams (on page 300).

3. Use the navigation icons to move through each snapshot, or enter a
specific page number to jump to that snapshot page.

[4 4 |Pagez ok

4. Click the Refresh icon & to refresh the page. New snapshots are
displayed if they are available.
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> To delete any snapshot from the storage:

e Delete snapshots by selecting the checkbox next to the snapshot
you want to delete, then clicking the Delete icon D atthe top of the
section. To select and delete all snapshots at once, click the
checkbox in the checkbox column header, then click the Delete icon.

Configuring Webcam Storage

Once a snapshot is taken using the Store Snapshot to Webcam Storage
feature, it is stored locally on the PX by default. Up to ten (10) images
can be stored on the PX at once.

To save more than 10 snapshots, save the images on a Common
Internet File System/Samba.

Note: NFS and FTP are not supported for this release and are disabled
on the dialog.

Snapshot files are saved as JPG files. The snapshot file is named based
on the number of the snapshot starting from 1. So the first snapshot that
is taken is named 1.jpg, the second is 2.jpg and so on.

Unless snapshots are deleted manually, the oldest snapshot is
automatically deleted from the device when the number of snapshots
exceeds ten. Rebooting the PX deletes all webcam snapshots that are
saved on the device.

> To configure another storage location for images:
In the navigation tree, click Snapshots under the Webcam
Management folder. The Snapshots page opens.
2. Click on the Setup Storage icon '-ﬂorhj. The Storage Setup dialog
opens.
By default, Local, meaning the PX, is the designated default storage.
Select CIFS/Samba as the storage location.
Enter the server where to store the images.

If needed, enter the share drive/folder to store the images in.

N o o ko

Enter the username and password needed to access the server
where the images are stored.

8. Enter or use the slide bar to set the number of images that can be
saved to the storage location.

9. Click OK.
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Network Diagnostics
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The PX provides the following tools in the web interface for diagnosing
potential networking issues.

e Ping
e Trace Route
e List TCP Connections

Tip: These network diagnostic tools are also available through CLI. See
Network Troubleshooting (on page 498).

Pinging a Host

The Ping tool is useful for checking whether a host is accessible through
the network or Internet.

» To ping a host:

Choose Maintenance > Network Diagnostics > Ping. The Ping
Network Host dialog appears.

2. In the Host Name field, type the name or IP address of the host that
you want to check.

3. In the Number of Requests field, type a number up to 20 or adjust
the value by clicking either arrow. This number determines how
many packets are sent for pinging the host.

4. Click Run Ping to start pinging the host. A dialog appears, displaying
the Ping results.

5. Click Close to quit the dialog.

Tracing the Network Route

Trace Route lets you find out the route over the network between two
hosts or systems.

> To trace the route for a host:

Choose Maintenance > Network Diagnostics > Trace Route. The
"Trace Route to Host" dialog appears.

2. Type the IP address or name of the host whose route you want to
check in the Host Name field.

3. Inthe Timeout (s) field, type a timeout value in seconds to end the
trace route operation. Note that if the timeout value is too small, the
trace route results may be incomplete.

4. To use the Internet Control Message Protocol (ICMP) packets to
perform the trace route command, select the Use ICMP Packets
checkbox.
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5. Click Run. A dialog appears, displaying the Trace Route results.

Listing TCP Connections

You can use the "List TCP Connections" to display a list of TCP
connections.

» To list TCP connections:

Choose Maintenance > Network Diagnostics > List TCP Connections.
The TCP Connections window appears.

2. Click Close to quit the dialog.

Downloading Diagnostic Information

310

Important: This function is for use by Raritan Field Engineers or when
you are directed by Raritan Technical Support.

You can download the diagnostic file from the PX device to a client
machine. The file is compressed into a .tgz file and should be sent to
Raritan Technical Support for interpretation.

This feature is accessible only by users with Administrative Privileges or
"Unrestricted View Privileges."

> To retrieve a diagnostic file:

Choose Maintenance > Download Diagnostic Information. You are
then prompted to save or open the file.

Click Save to save the file.

E-mail this file as instructed by Raritan Technical Support.
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Managing the Schroff LHX/SHX Heat Exchanger

The PX supports monitoring and administering the Schroff® LHX-20,
LHX-40 and SHX-30 heat exchanger if this device is connected to the

PX.

From the PX, you can do the following remotely:

Name a connected LHX heat exchanger

Monitor LHX sensors and operational states
Configure the air outlet temperature setpoint
Configure the default fan speed

Configure sensor thresholds (for alert generation)

Request maximum cooling using the fan speed and opening the cold
water valve

Acknowledge alerts remotely (for example, return to normal
operation after maximum cooling is requested)

The exact information is dependent on your Schroff model. See your
Schroff LHX/SHX manual for details on each device's settings and
features.

>
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To monitor one LHX/SHX heat exchanger using the PX:

Connect an LHX-20, LHX-40 or SHX-30 heat exchanger to the PX if
it is not connected yet. See Connecting a Schroff LHX/SHX Heat
Exchanger (on page 69).

Enable the support of LHX/SHX heat exchanger on the PX. See
Enabling and Disabling Schroff LHX/SHX Heat Exchanger
Support (on page 312).

Configure the connected heat exchanger. See Configuring the
LHX/SHX (on page 312).

Now you can remotely monitor or control the connected LHX/SHX
heat exchanger via the PX.

= To monitor the heat exchanger, see Monitoring the LHX/SHX
(on page 314).

= To control the heat exchanger, see Turning the LHX/SHX On or
Off (on page 317).
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312

Enabling and Disabling Schroff LHX/SHX Heat Exchanger Support

By default, Schroff LHX/SHX Heat Exchanger support is disabled. As
such, support needs to be enabled before the device appears in the
navigation tree or on the dashboard.

Additionally, Schroff LHX/SHX Heat Exchanger support must be enabled
in order for the LHX-MIB to be accessible through SNMP.

P To enable the Schroff LHX/SHX Heat Exchanger:

1. Select Device Settings > Features, and then select the Schroff
LHX/SHX Support checkbox.

Device Settings -

Y& Features b Schraff LHX / SHX Support

2. Click Yes to confirm.
3. Reboot the PX.

Configuring the LHX/SHX

After enabling the LHX/SHX support on the PX, the PX should
automatically detect the connected LHX/SHX device and display it under
the Feature Port folder.

If the LHX/SHX device does not display, this is because the port is not
set to Auto mode. Change the mode so that the LHX/SHX device is
correctly displayed in the web interface. See Configuring the Feature
Port (on page 130).

After this device is displayed, you can set LHX/SHX temperature or fan
speed thresholds for alerts or to customize the name of the LHX/SHX
device for easy identification.

Note: The LHX/SHX settings are stored on the FEATURE port where the
LHX/SHX device is connected, and are lost if that device is re-connected
to a different PX.
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Setting Up an LHX/SHX

Once a Schroff LHX/SHX heat exchanger is connected, you can set up
the device by giving it a name, and configure its setpoint air outlet and
default fan speed.

To set up the LHX/SHX:
Expand the Feature Port folder as needed.

Click the desired LHX/SHX device. Its page opens in the right pane.

@ N~ Y

Click Setup in the Settings section of the page. The Setup dialog
opens.

4. Type a name for the heat exchanger in the Name field. The
customized LHX/SHX heat exchanger's name is followed by the
device type in parentheses.

5. Enter the air outlet's temperature set point in the Setpoint Air Outlet
(°C) field.

Enter the default fan speed in the Default Fan Speed (%) field.
Click OK.

Configuring Temperature and Fan Thresholds

An LHX/SHX heat exchanger is implemented with various sensors for
detecting the air temperature, water temperature, and fan speed.

You can set thresholds for these sensors so that the PX alerts you when
any sensor readings are getting close to a critical condition.

The LHX/SHX settings are stored on the FEATURE port where the
LHX/SHX device is connected, and are lost if that device is re-connected
to a different PX.

> To configure the thresholds for a sensor:
1. Expand the Feature Port folder as needed.

2. Click the desired LHX/SHX device. Its page opens in the right pane.
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3. Select the desired sensor in the Sensors table and click Setup
Thresholds, or double-click that sensor. The setup dialog for the
selected sensor appears.

@ Setup Sensor ‘Temperature CoolingWater' Thresholds ¥
Lower Critical (°C): 2.0
|| Lower Warning (°C): 5.0
Upper Warning (=C): 24.0
Upper Critical (2C): 30.0
Hysteresis (°C): 15.0

Cancel |

4. Adjust the threshold and deassertion hysteresis settings. The Upper
Critical and Lower Critical values are points at which the PX
considers the operating environment critical and outside the range of
the acceptable threshold.

= To enable any threshold, select the corresponding checkbox. To
disable a threshold, deselect the checkbox.

= After any threshold is enabled, type an appropriate numeric value
in the accompanying text box.

= To set the deassertion hysteresis, type a numeric value in the
Deassertion Hysteresis field. See "To De-assert" and
Deassertion Hysteresis (on page 617).

= To set the assertion timeout, type a numeric value in the
Assertion Timeout (samples) field. See "To Assert" and
Assertion Timeout (on page 615).

5. Click OK.

Monitoring the LHX/SHX

The PX web interface lets you monitor the status of the connected
LHX/SHX heat exchanger as well as the status of LHX/SHX built-in
Sensors.
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Viewing the Summary

Both the Dashboard and Feature Port pages display the summary of the
connected LHX/SHX heat exchanger, including the heat exchanger's
name and status.

If an LHX/SHX is highlighted in red in the summary, it indicates that there
is LHX/SHX sensor failure on that heat exchanger. View the State
column to identify failed sensors.

> LHX/SHX summary on the Dashboard page:

Click the Dashboard icon in the PX Explorer pane, and the
Dashboard page opens in the right pane.

2. Locate the LHX/SHX Heat Exchanger section where the LHX/SHX
summary is shown.

> LHX/SHX summary on the Feature Port page:
e Click the Feature Port folder in the PX Explorer pane.

The port page opens in the right pane, showing the LHX/SHX
summary.

Viewing Details

An LHX/SHX heat exchanger page shows detailed information, including:

e Device information and settings, such as the LHX/SHX device name
e The air outlet temperature

e The default fan speed

e Readings and states of all LHX/SHX built-in sensors

e Alerts and errors, such as failed LHX/SHX sensors or emergency
cooling activation

e Accumulative operating hours

If any LHX/SHX sensor enters the critical or warning level, that sensor
row is highlighted in red or yellow. See The Yellow- or Red-Highlighted
Sensors (on page 99).

In addition, SHX-30 models indicate the number of power supplies
present and if a condenser pump is present, since those options are
supported by the SHX-30.

> To view details of a specific LHX/SHX heat exchanger:
1. Expand the Feature Port folder as needed.

2. Click the desired LHX/SHX device. Its page opens in the right pane.
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Device States and Icon Variations

The PX web interface changes icons to represent different statuses of
the connected LHX/SHX heat exchanger.

Icons Device status
The heat exchanger is turned ON and operatin
i 9 9
normally.

The heat exchanger is turned OFF.
The heat exchanger is turned ON but enters the critical
state because of any LHX/SHX sensor failure.

At least one of the LHX/SHX sensor readings has
entered the warning range.

NO LHX/SHX device is detected on the specific port.

& & B &

» To identify the cause of a critical state, refer to:
e Viewing the Summary (on page 315)
e Alert States and LHX Event Log (on page 316)

Alert States and LHX Event Log

Remote Alert Acknowledgment is supported by the LHX-20 and LHX-40.
The SHX-30 does not support Remote Alert Acknowledgment.

When an LHX heat exchanger is physically connected to the PX device,
a section labeled Alert States appears on its device page.

The Alert States section contains information identifying the LHX sensors
that currently fail.

A button labeled Show Event Log is located in the Alert States section.
To view LHX events associated with the PX, click this button.

Note: To view the event log for an SHX-30, click Maintenance > View
Event Log.

Tip: The Dashboard and Feature Port pages also point out failed sensors.
See Viewing the Summary (on page 315).
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Operating Hours

Operating hours are the accumulative time since the LHX/SHX heat
exchanger is first connected to the PX device and turned ON.

The PX web interface displays the operating hours both for the heat
exchanger and its fans. Operating hour information is located in the
Statistics section of each heat exchanger page.

Statistics
Operating Hours (Varistar LHX): 41d16h
Operating Hours (Fan M1): 0h
Operating Hours (Fan M2): 4d4h
Operating Hours (Fan M3): g8deh
Operating Hours (Fan M4): 12d12h
Operating Hours (Fan M5): 16d16h
Operating Hours (Fan M&): 20d 20 h
Operating Hours (Fan M7): 25d

Below are the time units used for operating hours:
e h: hour(s)
e d: day(s)

For example, "3d 5h" means the total operating time is 3 days and 5
hours.

i
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Turning the LHX/SHX On or Off

The PX allows you to remotely turn on or off a connected heat
exchanger.

> To control the LHX/SHX heat exchanger:
Expand the Feature Port folder as needed.

2. Click the desired LHX/SHX device. Its page opens in the right pane.
In the Information section, click either Switch Off or Switch On.

3. If you clicked Switch Off, a dialog appears, prompting you to confirm
the operation. Click Yes to turn it off or No to abort the operation.

The heat exchanger's icon changes after being turned on or off. See
Device States and Icon Variations (on page 316).
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Requesting Maximum Cooling for an SHX-30

The PX allows you to remotely activate the Schroff SHX-30's maximum
cooling feature. The LHX-20 and LHX-40 do not support remote
activation of maximum cooling.

When you click Request Maximum Cooling on the PX web interface, the
SHX-30 enters into emergency cooling mode and runs at its maximum
cooling level of 100% in order to cool the device.

When maximum cooling is requested for an SHX-30, the message
"Maximum cooling requested” is displayed in the Alerts section of the
page.

For additional information on the SHX-30 maximum cooling feature, see
the SHX-30 documentation.

To request maximum cooling for an SHX-30:
Expand the Feature Port folder as needed.

Click the desired SHX-30 device. Its page opens in the right pane.

@ N =Y

In the Information section of the page, click Request Maximum
Cooling to cool the device. The maximum cooling process begins.

4. Click Cancel Maximum Cooling to stop the process (if needed).

Firmware Upgrade

You may upgrade your PX device to benefit from the latest
enhancements, improvements and features.

Firmware files are available on Raritan website's Support page
(http://www.raritan.com/support/).
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Updating the PX Firmware

When performing the firmware upgrade, the PX keeps each outlet's
power status unchanged so no server operation is interrupted. Outlets
that have been powered on prior to the firmware upgrade remain
powered on and outlets that have been powered off remain powered off
during and after the firmware upgrade.

You must be the system administrator or log in to the user profile with the
Firmware Update permission to update the PX firmware.

Before starting the upgrade, read the release notes downloaded from the
Raritan website's Support page (http://www.raritan.com/support/). If
you have any questions or concerns about the upgrade, contact Raritan
Technical Support BEFORE upgrading.

On a multi-inlet PDU (any model with X2 or X3 suffixes), all inlets must
be connected to the power source for the PDU to successfully upgrade
its firmware.

Warning: Do NOT perform the firmware upgrade over a wireless
network connection.

Firmware Update via Web Interface

After downloading the latest firmware, log in to the PX web interface to
upgrade the firmware.

P To update the firmware:

Choose Maintenance > Update Firmware. The Update Firmware
dialog appears.

2. Inthe Firmware File field, click Browse to select an appropriate
firmware file.

Click Upload. A progress bar appears to indicate the upload status.

When the upload is complete, version information of both the existing
firmware and uploaded firmware is shown, providing you a last
chance to terminate the update.

5. To view the certificate of the uploaded firmware, click View
Certificate. Optional.

6. To proceed with the update, click Update Firmware. The update may
take several minutes.

Warning: Do NOT power off the PX during the update.

During the firmware update:

= A progress bar appears in the web interface, indicating the
update status.
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= The front panel display on the PX shows three digits: 'FuP' or
'FUP.'

Exception: A PX3 Phase Il model shows the upgrade progress in
percent instead of FUP on its LCD display.

= The outlet LEDs flash when the relay boards are being updated.

Exception: If the firmware update does not include the update of the
relay board firmware, outlet LEDs do NOT flash.

= No users can successfully log in to the PX.
= The user management operation, if any, is forced to suspend.

7. When the update is complete, a message appears, indicating the
update is successful.

8. The PXresets, and the Login page re-appears. You can now log in
and resume your operation.

Note 1: The other logged-in users are also logged out when the firmware
update is complete.

Note 2: If you are using the PX with an SNMP manager, download its
MIB again after the firmware update to ensure your SNMP manager has
the correct MIB for the latest release you are using. See Using SNMP
(on page 325) in the User Guide.

Tip: There are other alternatives to update the firmware. See Firmware
Update via SCP (on page 559), and Bulk Configuration or Firmware
Upgrade via DHCP/TFTP (on page 533). Or see Firmware Upgrade
via USB (on page 532).
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A Note about Firmware Upgrade Time

The PDU firmware upgrade time varies from unit to unit, depending on
various external and internal factors.

External factors include, but are not limited to: network throughput,
firmware file size, and speed at which the firmware is retrieved from the
storage location. Internal factors include: the necessity of upgrading the
firmware on the microcontroller and the number of microcontrollers that
require upgrade (which depends on the number of outlets). The
microcontroller is upgraded only when required. Therefore, the length of
firmware upgrade time ranges from approximately 3 minutes (without any
microcontroller updated) to almost 7 minutes (with all microcontrollers for
48 outlets updated). Take the above factors into account when
estimating the PDU's firmware upgrade time.

The time indicated in this note is for PX web-interface-based upgrades.
Upgrades through other management systems, such as Raritan's Power
IQ, may take additional time beyond the control of the PDU itself. This
note does not address the upgrades using other management systems.

Viewing Firmware Update History

The firmware upgrade history, if available, is permanently stored on the
PX device.

This history indicates when a firmware upgrade event occurred, the prior
and new versions associated with the firmware upgrade event, and the
upgrade result.

> To view the firmware update history:

Choose Maintenance > View Firmware Update History. The
Firmware Update History dialog appears, with the following
information displayed.

= Date and time of the firmware upgrade event
= Previous firmware version

= Update firmware version

= Firmware upgrade result

2. You may change the number of displayed columns or re-sort the list
for better viewing the data.

3. To view the details of any firmware upgrade event, select it and click
Details, or simply double-click the event. The Firmware Update
Details dialog appears, showing detailed information of the selected
event.

4. Click Close to quit the dialog.
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Full Disaster Recovery

If the firmware upgrade fails, causing the PX device to stop working, you
can recover it by using a special utility rather than returning the device to
Raritan.

Contact Raritan Technical Support for the recovery utility, which works in
Windows XP/Vista/7 and Linux. In addition, an appropriate PX firmware
file is required in the recovery procedure.

Updating the Asset Sensor Firmware

After connecting the asset sensor to the PX device, it automatically
checks its own firmware version against the version of the asset sensor
firmware stored in the PX firmware. If two versions are different, the
asset sensor automatically starts downloading the new firmware from the
PX device to upgrade its own firmware.

During the firmware upgrade, the following events take place:

e The asset sensor is completely lit up, with the blinking LEDs
changing the color from red to green.

e Afirmware upgrade process is indicated in the PX web interface.
e An SNMP trap is sent to indicate the firmware upgrade event.

Accessing the Help

The Help menu provides:

e Current firmware and software packages information
e Alink to the PX help

Retrieving Software Packages Information

You can check the current firmware version and the information of all
open source packages embedded in the PX device through the web
interface.

> To retrieve the embedded software packages information:

Choose Help > About PX iPDU. The About PX iPDU dialog appears,
with a list of open source packages displayed.

2. You can click any link in the dialog to access related information or
download any software package.
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Browsing through the Online Help

The PX Online Help is accessible over the Internet.

To use online help, Active Content must be enabled in your browser. If
you are using Internet Explorer 7, you must enable Scriplets. Consult
your browser help for information on enabling these features.

>

To use the PX online help:

Choose Help > User Guide. The online help opens in the default web
browser.

To view the content of any topic, click the topic in the left pane. Then
its content is displayed in the right pane.

To select a different topic, do any of the following:
= To view the next topic, click the Next icon O in the toolbar.

= To view the previous topic, click the Previous icon @.
= To view the first topic, click the Home icon fal.

To expand or collapse a topic that contains sub-topics, do the
following:

= To expand any topic, click the white arrow D prior to the topic, or
double-click that topic. The arrow turns into a black, gradient
arrow 4, and sub-topics appear below the topic.

= To collapse any expanded topic, click the black, gradient arrow 4
prior to the topic, or double-click the expanded topic. The arrow
then turns into a white arrow P, and all sub-topics below that
topic disappear.

To search for specific information, type the key word(s) or string(s) in

the Search text box, and press Enter or click the Search icon P 1o
start the search.

= If necessary, select the "Match partial words" checkbox to include
information matching part of the words entered in the Search text
box.

The search results are displayed in the left pane.

To have the left pane show the list of topics, click the Contents tab at
the bottom.

To show the Index page, click the Index tab.

To email any URL link to the currently selected topic to any person,
click the "Email this page" icon B in the toolbar.

To email your comments or suggestions regarding the online help to
Raritan, click the "Send feedback" icon @
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10. To print the currently selected topic, click the "Print this page" icon

=,
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Using SNMP

This SNMP section helps you set up the PX for use with an SNMP
manager. The PX can be configured to send traps or informs to an
SNMP manager, as well as receive GET and SET commands in order to
retrieve status and configure some basic settings.

In This Chapter

ENabling SNIMP .....ooiiii et 325
Configuring Users for Encrypted SNMP v3 ..., 326
Configuring SNMP Notifications ............cooeeiiiiiiiiieiiiiceece e 327
SNMP Gets and Sets .....ocuiiiiiiiiiie e 332

Enabling SNMP

By default, SNMP v1/v2c is enabled on the PX so the PX can
communicate with an SNMP manager. If you have disabled the SNMP, it
must be enabled to communicate with an SNMP manager.

Note that read-only access is enabled and the community string is public.

» To enable SNMP:

1. Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

& SNMP Settings (%]
| General | Notifications | |

[ SNMP w1 [ vi2e Settings

SNMP v1 [ v2e: 7] enable
Read Community String: “pu bic
Write Community String:

- SHMP w3 Settings

|
|
SHMP v3: | enahle
|
|

~ MIB-II System Group

sysContact:

syshame:

|

| sysLocation:
|.

|

Dowenioad MB.~ OK | Cancel
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Select the "enable" checkbox in the "SNMP v1 / v2c" field to enable
communication with an SNMP manager using SNMP v1 or v2c
protocol.

=  Type the SNMP read-only community string in the Read
Community String field. Usually the string is "public.”

= Type the read/write community string in the Write Community
String field. Usually the string is "private."

Select the "enable" checkbox in the "SNMP v3" field to enable
communication with an SNMP manager using SNMP v3 protocol.

Tip: You can permit or disallow a user to access the PX via the
SNMP v3 protocol. See Configuring Users for Encrypted SNMP
v3 (on page 326).

Enter the MIB-II system group information, if applicable:

a. sysContact - the contact person in charge of the system
b. sysName - the name assigned to the system

c. syslLocation - the location of the system

Select the MIB to be downloaded. The SNMP MIB for your PX is
used by the SNMP manager.

Important: You must download the SNMP MIB for your PX to use
with your SNMP manager. Click Download MIB in this dialog to
download the desired MIB file. For details, see Downloading SNMP
MIB (on page 333).

Click OK.

326

Configuring Users for Encrypted SNMP v3

The SNMP v3 protocol allows for encrypted communication. To take
advantage of this, users need to have an Authentication Pass Phrase
and Privacy Pass Phrase, which act as shared secrets between them
and the PX.

>

To configure users for SNMP v3 encrypted communication:

Choose User Management > Users. The Manage Users dialog
appears.

Select the user by clicking it.

Click Edit or double-click the user. The Edit User 'XXX' dialog
appears, where XXX is the user name.

To change the SNMPv3 access permissions, click the SNMPv3 tab
and make necessary changes. For details, see Step 6 of Creating a
User Profile (on page 147).
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5. Click OK. The user is now set up for encrypted SNMP v3
communication.

Configuring SNMP Notifications

The PX automatically keeps an internal log of events that occur. See
Event Rules and Actions (on page 213). These events can also be
used to send SNMP v2c or v3 natifications to a third-party destination.

The PX provides you with the ability to create SNMPv2c and SNMPv3
TRAP communications, or SNMPv2c and SNMPv3 INFORM
communications.

SNMP TRAP communications capture and send information via SNMP,
but no confirmation that the communication between the devices has
succeeded is provided by the receiving device.

SNMP INFORM communications capture and send information via
SNMP, and an acknowledgment that the communication was received by
the receiving device is provided. If the inform communication fails, it is
resent. You can define the number of times and the intervals to resend
the inform communication, or leave the defaults of five resends in three
second intervals.

Note: SNMP INFORM communications may take up slightly more
network resources than SNMP TRAP communications since there are
additional communications between the devices, and due to additional
network traffic created should the initial communication fail and another
is sent.

Use SNMP TRAP rules if you do not need confirmation that the
communication has succeeded, and if you need to conserve network
resources. Use SNMP INFORM communications to ensure more reliable
communications, and if network resources can be managed with the
potential additional network traffic.

Note: You should update the MIB used by your SNMP manager when
updating to a new PX release. This ensures your SNMP manager has
the correct MIB for the release you are using. See Downloading SNMP
MIB (on page 333).

=hE Rarifan, %2



Chapter 7: Using SNMP

SNMPv2c Notifications

» To configure the PX to send SNMP notifications:

1. Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

RUSMHE cxtings (]
General || Notifications |

SHMP w1 | v2e Settings

SHMP w1 [ v2c: 7] enable
Read Community String: public
Write Community String:

" SHMP v3
SHMP v3: | enable

— MIB-II System Group
sysContact:

syshiame:

sysLocaton:

| Downioad 1B~ | ok 'Ii Cancel |

2. On the Notifications tab, select the Enabled checkbox to enable the
SNMP notification feature.
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3. From the Notification Type drop-down, select the type of SNMP
notification.

E.é.SNHPSetﬁngs %

Gerneral || Notifications

SNMP Notification Settings
Enabled
Notification Type: | SNMPv2c Inform hd
Timeout (sec): 3
Number of Retries: 5
Host 1 Port 1 Community 1
162
Host 2 Port 2 Community 2
162
Host 3 Port 3 Community 3

162

Please use the Device Settings > Event Rules Dialog for @ more detailed trap setup.

| Download MIB ~ | | OK || Cancel

4. For SNMP INFORM communications, leave the resend settings at
their default or:

a. Inthe Timeout (sec) field, enter the interval of time, in seconds,
after which a new inform communication is resent if the first is
not received. For example, resend a new inform communication
once every 3 seconds.

b. In the Number of Retries field, enter the number of times you
want to resend the inform communication if it fails. For example,
inform communications are resent up to 5 times when the initial
communication fails.

5. Inthe Host fields, enter the IP address of the device(s) you want to
access. This is the address to which notifications are sent by the
SNMP system agent. You can specify up to 3 SNMP destinations.

6. In the Port fields, enter the port number used to access the
device(s).

7. In the Community fields, enter the SNMP community string to access
the device(s). The community is the group representing the PX and
all SNMP management stations.

8. Click OK.
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SNMPv3 Notifications

» To configure the PX to send SNMPv3 notifications:

1. Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

RUSMHE cxtings (]
General || Notifications |

SHMP w1 | v2e Settings

SHMP w1 [ v2c: 7] enable
Read Community String: public
Write Community String:

" SHMP v3
SHMP v3: | enable

— MIB-II System Group
sysContact:

syshiame:

sysLocaton:

| Downioad 1B~ | ok 'Ii Cancel |

2. On the Notifications tab, select the Enabled checkbox to enable the
SNMP notification feature.
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3. From the Notification Type drop-down, select the type of SNMP
notification.
i.é.SﬂHPSettinqs |

o &

General | Notifications
SNMP Notification Settings
Enabled
Notffication Type: | SNMPv3 Trap o
EngineID: 0x8000353e807d216%e2c57b650feB06a388a7 21995ad507d%499d2128734e8e01
Haost:
Port: 162
UserID:

Timeout (sec): 3

Mumber of Retries: 5
Security Level: authPriv 2
Authentication Protocol: SHA v

Authentication Passphrase:

Confirm Authentication Passphrase:

Privacy Protocol: AES v
Privacy Passphrase:

Confirm Privacy Passphrase:

Please use the Device Settings = Event Rules Dialog for @ more detailed trap setup.

| Download MIB ~ | | oK 1 Cancel
For SNMP TRAPs, the engine ID is prepopulated.
For SNMP INFORM communications, leave the resend settings at

their default or:

a. Inthe Timeout (sec) field, enter the interval of time, in seconds,
after which a new inform communication is resent if the first is
not received. For example, resend a new inform communication
once every 3 seconds.

b. In the Number of Retries field, enter the number of times you
want to resend the inform communication if it fails. For example,
inform communications are resent up to 5 times when the initial
communication fails.

For both SNMP TRAPS and INFORMS, enter the following as
needed and then click OK to apply the settings:

a. Host name

b. Port number

c. User ID needed to access the host
d

Select the host security level
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Security level
"noAuthNoPriv"

"authNoPriv"

"authPriv"

Description
Select this if no authorization or privacy protocols
are needed.

Select this if authorization is required but no
privacy protocols are required.

e Select the authentication protocol - MD5 or
SHA

e Enter the authentication passphrase and then
confirm the authentication passphrase

Select this if authentication and privacy protocols
are required.

e Select the authentication protocol - MD5 or
SHA

e Enter the authentication passphrase and
confirm the authentication passphrase

e Select the Privacy Protocol - DES or AES

e Enter the privacy passphrase and then confirm
the privacy passphrase

SNMP Gets and Sets

In addition to sending notifications, the PX is able to receive SNMP get
and set requests from third-party SNMP managers.

e Get requests are used to retrieve information about the PX, such as
the system location, and the current on a specific outlet.

e Setrequests are used to configure a subset of the information, such
as the SNMP system name.

Note: The SNMP system name is the PX device name. When you
change the SNMP system name, the device name shown in the web
interface is also changed.

The PX does NOT support configuring IPv6-related parameters using

the SNMP set requests.

Valid objects for these requests are limited to those found in the SNMP
MIB-II System Group and the custom PX MIB.

332
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The PX MIB

The SNMP MIB file is required for using your PX device with an SNMP
manager. An SNMP MIB file describes the SNMP functions.

Downloading SNMP MIB

The SNMP MIB file for the PX can be easily downloaded from the web
interface. There are two ways to download the SNMP MIB file.

> File download via the SNMP Settings dialog:

Choose Device Settings > Network Services > SNMP. The SNMP
Settings dialog appears.

Click Download MIB. A submenu of MIB files appears.
Select the desired MIB file to download.
= PDU2-MIB: The SNMP MIB file for PX power management.

=  ASSETMANAGEMENT-MIB: The SNMP MIB file for asset
management.

= LHX-MIB: The SNMP MIB file for managing the LHX/SHX heat
exchanger(s).

4. Click Save to save the file onto your computer.

> File download via the Device Information dialog:
Choose Maintenance > Device Information.

2. Click the download link in the PDU2-MIB,
ASSETMANAGEMENT-MIB or LHX MIB field to download the
desired SNMP MIB file.

The "USB Console INF file" link lets you download the USB-to-serial
driver that may be required only when the PX is connected to a
computer via a USB cable. See Installing the USB-to-Serial Driver
(Optional) (on page 17) for details.

3. Click Save to save the file onto your computer.

Note: If the LHX/SHX support has been enabled, LHX-MIB is available
for download in either dialog.
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Layout

Opening the MIB reveals the custom objects that describe the PX system

at the unit level as well as at the individual-outlet level.

As standard, these objects are first presented at the beginning of the file,
listed under their parent group. The objects then appear again

individually, defined and described in detail.

B MIB - Notepad E@E

Fie Edt Formst View Hebp

measurenentsGroup OBJECT-GROUP
DBJECTS {

neasurenentsinitsensorisnvailable,
neasurenentsinitSensorstate,
neasurenentsnitSensorlalue,
neasurenentsinitSensorTimeStanp,
neasurenentsInletsensorlsivailable,
neasurenentsInletSensorstate,
neasurenents InletSensorlalue ,
neasurenents IinletSensorTinestamp,
neasurenentsInletPolesensorIsivailable,
neasurenentsInletPoleSensorState,
neasurenentsInletPoleSensorlalue,
neasurenentsInletPoleSensorTineStanp,
neasurenentsiutletSensorIsavailable,
neasurenentsiutletSensorState,
measurenentslutletSensorlalue,
neasurenentslutletSensorTineStamp,
neasurenentsoutletPolesensor Isnvailable,
neasurenentsoutletPoleSensorstate,
measurenentslutletPoleSensorValue,
neasurenentsutletPoleSensor TineStamp,

neasurenentsExternalsensor Isivailable,
neasurenentsExternalSensorState,
neasurenentsExternalSensorlalue ,
neasurenentsExternalSensorTineStamp

H
STATUS  current
DESGRIPTION

about the pdu."

neasurenentsivercurrentProtectorsensorIsnvailanle,
neasurenentsiverturrentProtectorsensorstate,
neasurenentsiverturrentProtectorSensorlalue,
neasurenentslverturrentProtectorSensorTineStanp,

"f collection of objects providing the logging capabilities

-

For example, the measurementsGroup group contains objects for sensor

readings of PX as a whole. One object listed under this group,
measurementsUnitSensorValue, is described later in the MIB as "The
sensor value". pduRatedCurrent, part of the configGroup group,

describes the PDU current rating.

e
e
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SNMP Sets and Thresholds

Some objects can be configured from the SNMP manager using SNMP
set commands. Objects that can be configured have a MAX-ACCESS
level of "read-write" in the MIB.

These objects include threshold objects, which causes the PX to
generate a warning and send an SNMP notification when certain
parameters are exceeded. See Setting Power Thresholds (on page
206) for a description of how thresholds work.

Note: When configuring the thresholds via SNMP set commands, ensure
the value of upper critical threshold is higher than that of upper warning
threshold.

Configuring NTP Server Settings

Using SNMP, you can change the following NTP server-related settings:

e Enable or disable synchronizing the PDU's date and time with NTP
servers (synchronizeWithNTPServer OID 1.3.6.1.4.1.13742.4.1.1.48)

e Enable or disable the use of DHCP-assigned NTP servers if
synchronization with NTP servers is enabled
(useDHCPProvidedNTPServer OID 1.3.6.1.4.1.13742.4.1.1.49)

e Manually assign the primary NTP server if the use of
DHCP-assigned NTP servers is disabled
(primaryNTPServerAddressType OID 1.3.6.1.4.1.13742.4.1.1.50 and
primaryNTPServerAddress OID 1.3.6.1.4.1.13742.4.1.1.51)

e Manually assign the secondary NTP server (optional)
(secondaryNTPServerAddressType OID 1.3.6.1.4.1.13742.4.1.1.52
and secondaryNTPServerAddress OID 1.3.6.1.4.1.13742.4.1.1.53)

Tip: To specify the time zone, use the CLI or web interface instead. For
the CLI, see Setting the Time Zone (on page 409). For the web
interface, see Setting the Date and Time (on page 125).

When using the SNMP SET command to specify or change NTP servers,
it is required that both the NTP server's address type and address be set
in the command line simultaneously.

For example, the SNMP command to change the primary NTP server's
address from IPv4 (192.168.84.84) to host name looks similar to the
following:

snmpset -v2c -c private 192.168.84.84
FirstNTPServerAddressType = dns FirstNTPServerAddress =
"‘angu.pep.com"
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Retrieving Energy Usage

You can discover how much energy an IT device consumes by retrieving
the Active Energy for the outlet this IT device is plugged into. The Active
Energy values are included in the outletSensorMeasurementsTable,
along with other outlet sensor readings.

A Note about Enabling Thresholds

When enabling previously disabled thresholds via SNMP, make sure you
set a correct value for all thresholds that are supposed to be enabled
prior to actually enabling them. Otherwise, you may get an error
message.
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Using the Command Line Interface

This section explains how to use the command line interface (CLI) to
administer a PX device.

In This Chapter

About the INterface ... 337
Logging in t0 CLI ....eeeeiiiiiiieeeee e 338
Help COMMANG.......oiiiiii e e e 342
Querying Available Parameters for a Command..............cccceeviieeeenee. 343
Showing INformation ............oooiiiii i 343
Clearing INformation .............oooiiiioiii e 374
Configuring the PX Device and Network ............cccoovvviiiiieiiiiiiece 375
Load Shedding Configuration Commands ............ccccccoriiiiiniiieeeiiinenn, 489
Power Control Operations ...........oooi i 491
Actuator Control Operations...........c..eeeeiiiiiiiiiiiiiieee e 494
UNDIOCKING @ USEI ...t 496
Resetting the PX ... e 496
Network TroubleShooting...........iiieiiiiiiiiiiiiee e 498
Retrieving Previous Commands...........cceeveeeeeiiiiiiiiiiieee e 501
Automatically Completing a Command ...........cccceeeeeeiiiiiiiiiieee e 501
Logging Out Of CLI .....ooiiiiiiiie e 502

About the Interface

=i=Raritan.

The PX provides a command line interface that enables data center
administrators to perform some basic management tasks.

Using this interface, you can do the following:

e Reset the PX device

¢ Display the PX and network information, such as the device name,
firmware version, IP address, and so on

e Configure the PX and network settings
e Troubleshoot network problems

You can access the interface over a local connection using a terminal
emulation program such as HyperTerminal, or via a Telnet or SSH client
such as PuTTY.

Note: Telnet access is disabled by default because it communicates
openly and is thus insecure. To enable Telnet, see Modifying Network
Service Settings (on page 119).
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Logging in to CLI

Logging in via HyperTerminal over a local connection is a little different
than logging in using SSH or Telnet.

If a security login agreement has been enabled, you must accept the
agreement in order to complete the login. Users are authenticated first
and the security banner is checked afterwards.

With HyperTerminal

You can use any terminal emulation programs for local access to the
command line interface.

This section illustrates HyperTerminal, which is part of Windows
operating systems prior to Windows Vista.

P Tolog in using HyperTerminal:
Connect your computer to the PX via a local connection.

2. Launch HyperTerminal on your computer and open a console
window. When the window first opens, it is blank.

Make sure the COM port settings use this configuration:
= Bits per second = 115200 (115.2Kbps)

= Data bits =8

= Stop bits =1

= Parity = None

= Flow control = None

Tip: For a USB connection, you can determine the COM port by
choosing Control Panel > System > Hardware > Device Manager,
and locating the "Dominion PX2 Serial Console" under the Ports

group.

3. In the communications program, press Enter to send a carriage
return to the PX. The Username prompt appears.

Username: _

4. Type a name and press Enter. The name is case sensitive. Then you
are prompted to enter a password.
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Username: admin
Password: _

5. Type a password and press Enter. The password is case sensitive.

After properly entering the password, the # or > system prompt
appears. See Different CLI Modes and Prompts (on page 341) in
the User Guide for more information.

Tip: The "Last Login" information, including the date and time, is also
displayed if the same user profile was used to log in to this product's
web interface or CLI.

6. You are now logged in to the command line interface and can begin
administering the PX.

With SSH or Telnet

You can remotely log in to the command line interface (CLI) using an
SSH or Telnet client, such as PuTTY.

Note: PuTTY is a free program you can download from the Internet. See
PuTTY's documentation for details on configuration.

» Tologin using SSH or Telnet:

1. Ensure SSH or Telnet has been enabled. See Modifying Network
Service Settings (on page 119) in the User Guide.

2. Launch an SSH or Telnet client and open a console window. A login
prompt appears.

login as: I

3. Type a name and press Enter. The name is case sensitive.

Note: If using the SSH client, the name must NOT exceed 25
characters. Otherwise, the login fails.

Then you are prompted to enter a password.

login as: admin

adminf192.165.

Type a password and press Enter. The password is case sensitive.

After properly entering the password, the # or > system prompt
appears. See Different CLI Modes and Prompts (on page 341) in
the User Guide for more information.
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Tip: The "Last Login" information, including the date and time, is also
displayed if the same user profile was used to log in to this product's
web interface or CLI.

You are now logged in to the command line interface and can begin
administering the PX.

With an Analog Modem

The PX supports remote access to the CLI via a connected analog
modem. This feature is especially useful when the LAN access is not
available.

>

340

To connect to the PX via the modem:

Make sure the PX has an analog modem connected. See
Connecting an Analog Modem (on page 68).

Make sure the computer you are using has an appropriate modem
connected.

Launch a terminal emulation program, and configure its baud rate
settings according to the baud rate set for the analog modem
connected to the PX. See Configuring the Serial Port (on page
131).

Type the following AT command to make a connection with the PX.
ATD<modem phone number>

The CLI login prompt appears after the connection is established
successfully. Then type the user name and password to log in to the
CLI.

To disconnect from the PX:
Return to the modem's command mode using the escape code +++.

After the OK prompt appears, type the following AT command to
disconnect from the PX.

ATH
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Different CLI Modes and Prompts

Depending on the login name you use and the mode you enter, the
system prompt in the CLI varies.

e User Mode: When you log in as a normal user, who may not have full
permissions to configure the PX device, the > prompt appears.

e Administrator Mode: When you log in as an administrator, who has
full permissions to configure the PX device, the # prompt appears.

e Configuration Mode: You can enter the configuration mode from the
administrator or user mode. In this mode, the prompt changes to
config:# or config:> and you can change PX device and network
configurations. See Entering Configuration Mode (on page 375).

e Diagnostic Mode: You can enter the diagnostic mode from the
administrator or user mode. In this mode, the prompt changes to
diag:# or diag:> and you can perform the network troubleshooting
commands, such as the ping command. See Entering Diagnostic
Mode (on page 498).

Closing a Local Connection

Close the window or terminal emulation program when you finish
accessing a PX device over the local connection.

When accessing or upgrading multiple PX devices, do not transfer the
local connection cable from one device to another without closing the
local connection window first.
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Help Command

The help (?) command shows a list of main CLI commands available for
the current mode. This is helpful when you are not familiar with CLI
commands.

» Help command under the administrator mode:
# ?

» Help command under the configuration mode:
config:# ?

» Help command under the diagnostic mode:

diag:# ?

Press Enter after typing the help command, and a list of main commands
for the current mode is displayed.

Tip: You can check what parameters are available for a specific CLI
command by adding the help command to the end of the queried
command. See Querying Available Parameters for a Command (on
page 343).
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Querying Available Parameters for a Command

If you are not sure what commands or parameters are available for a
particular type of CLI command or its syntax, you can have the CLI show
them by adding a space and the help command (?) to the end of that
command. A list of available parameters and their descriptions will be
displayed.

The following shows a few query examples.

> To query available parameters for the "show" command:
# show ?

» To query available parameters for the "show user" command:

# show user ?

» To query available network configuration parameters:
config:# network ?

» To query available role configuration parameters:
config:# role ?

> To query available parameters for the "role create" command:
config:# role create ?

Showing Information

You can use the show commands to view current settings or the status

of the PX device or part of it, such as the IP address, networking mode,

firmware version, states or readings of internal or external sensors, user
profiles, and so on.

Some "show" commands have two formats: one with the parameter
"details" and the other without. The difference is that the command
without the parameter "details" displays a shortened version of
information while the other displays in-depth information.

After typing a "show" command, press Enter to execute it.

Note: Depending on your login name, the # prompt may be replaced by
the > prompt. See Different CLI Modes and Prompts (on page 341).
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Network Configuration

This command shows all network configuration, such as the IP address,
networking mode, and MAC address.

# show network

IP Configuration

This command shows the IP-related configuration only, such as IPv4 and
IPv6 configuration, address(es), gateway, and subnet mask.

# show network ip <option>

Variables:

e <option> is one of the options: all, v4 or v6.

Option Description
all This options shows both IPv4 and IPv6 settings.

Tip: You can also type the command without
adding this option "all" to get the same data.

v4 This option shows the IPv4 settings only.

v6 This option shows the IPv6 settings only.

LAN Interface Settings

This command shows the LAN interface information only, including LAN
interface speed, duplex mode, current LAN interface status and LAN
interface MAC address.

# show network interface
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Networking Mode

This command shows whether the current networking mode is wired or
wireless.

# show network mode

Note: If the PX is a slave device connected to the LAN via the master PX
device, the show network mode command displays wired(USB) instead
of wired.

Wireless Configuration

This command only shows the wireless configuration of the PX device,
such as the SSID parameter.

# show network wireless

To show detailed information, add the parameter "details" to the end of
the command.

# show network wireless details

Network Service Settings

This command shows the network service settings only, including the
Telnet setting, TCP ports for HTTP, HTTPS, SSH and Modbus/TCP
services, and SNMP settings.

# show network services <option>

Variables:

e <option> is one of the options: all, http, https, telnet, ssh, snmp,
modbus and zeroconfig.

Option Description

all Displays the settings of all network services,
including HTTP, HTTPS, Telnet, SSH and SNMP.

Tip: You can also type the command without
adding this option "all" to get the same data.

http Only displays the TCP port for the HTTP service.
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Option Description

https Only displays the TCP port for the HTTPS service.

telnet Only displays the settings of the Telnet service.

ssh Only displays the settings of the SSH service.

snmp Only displays the SNMP settings.

modbus Only_ displays the settings of the Modbus/TCP
service.

zeroconfig Only displays the settings of the zero configuration
advertising.

PDU Configuration

This command shows the PDU configuration, such as the device name,
firmware version and model type.

# show pdu

To show detailed information, add the parameter "details" to the end of
the command.

# show pdu details
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Outlet Information

This command syntax shows the outlet information.

# show outlets <n>

To show detailed information, add the parameter "details" to the end of
the command.

# show outlets <n>details

Variables:

e <n>is one of the options: all, or a number.

Option Description
all Displays the information for all outlets.

Tip: You can also type the command without
adding this option "all" to get the same data.

A specific outlet | Displays the information for the specified outlet
number only.

Displayed information:

e Without the parameter "details," only the outlet name and state are
displayed.

e With the parameter "details," more outlet information is displayed in
addition to the state, such as rated current, voltage, active power,
active energy, and outlet settings.
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Inlet Information
This command syntax shows the inlet information.

# show inlets <n>

To show detailed information, add the parameter "details" to the end of
the command.

# show inlets <n>details

Variables:

e <n>is one of the options: all, or a number.

Option Description
all Displays the information for all inlets.

Tip: You can also type the command without
adding this option "all" to get the same data.

A specific inlet | Displays the information for the specified inlet only.

number An inlet number needs to be specified only when

there are more than 1 inlet on your PDU.

Displayed information:

e Without the parameter "details," only the inlet's name and RMS
current are displayed.

e With the parameter "details," more inlet information is displayed in
addition to the inlet name and RMS current, such as the inlet's RMS
voltage, active power and active energy.
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Overcurrent Protector Information

This command is only available for models with overcurrent protectors
for protecting outlets.

This command syntax shows the overcurrent protector information, such
as a circuit breaker or a fuse.

# show ocp <n>

To show detailed information, add the parameter "details" to the end of
the command.

# show ocp <n>details

Variables:

e <n>is one of the options: all, or a number.

Option Description
all Displays the information for all overcurrent
protectors.

Tip: You can also type the command without
adding this option "all" to get the same data.

A specific Displays the information for the specified
overcurrent overcurrent protector only.

protector

number

Displayed information:

e Without the parameter "details," only the overcurrent protector status
and name are displayed.

e With the parameter "details," more overcurrent protector information
is displayed in addition to status, such as the rating and RMS current
value.
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Date and Time Settings

This command shows the current date and time settings on the PX
device.

# show time

To show detailed information, add the parameter "details" to the end of
the command.

# show time details

Default Measurement Units

This command shows the default measurement units applied to the PX
web and CLI interfaces across all users, especially those users
authenticated through remote authentication servers.

# show user defaultPreferences

Note: If a user has set his/her own preferred measurement units or the
administrator has changed any user's preferred units, the web and CLI
interfaces show the preferred measurement units for that user instead of
the default ones after that user logs in to the PX. See Existing User
Profiles (on page 363) for the preferred measurement units for a specific
user.

==
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Environmental Sensor Information
This command syntax shows the environmental sensor's information.

# show externalsensors <n>

To show detailed information, add the parameter "details" to the end of
the command.

# show externalsensors <n> details

External sensor 3 ("Temperature 17)

Sensor type: Temperature

Reading: 31.8 deg C (normal)
Serial number: AE10950133
Description: Not configured
Location: X Not configured

Y Not configured
Z Not configured
Position: Port 1

Using default thresholds: yes

Variables:

e <n>is one of the options: all, or a number.

Option Description
all Displays the information of all environmental
Sensors.

Tip: You can also type the command without
adding this option "all" to get the same data.

A specific Displays the information for the specified
environmental | environmental sensor only.
sensor number*
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* The environmental sensor number is the ID number assigned to the
sensor, which can be found on the Peripheral Devices page of the PX
web interface.

Displayed information:

e Without the parameter "details," only the sensor ID, sensor type and
reading are displayed.

Note: A discrete (on/off) sensor displays the sensor state instead of
the numeric reading.

e With the parameter "details," more information is displayed in
addition to the ID number and sensor reading, such as the serial
number, sensor position, and X, Y, and Z coordinates.

Note: DPX sensor packages do not provide chain position information..
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Environmental Sensor Package Information

Different from the "show externalsensors" commands, which show
the reading, status and configuration of an individual environmental
sensor, the following command shows the information of all connected
environmental sensor packages, each of which may contain more than
one sensor or actuator.

# show peripheralDevicePackages

Information similar to the following is displayed. An environmental sensor
package is a peripheral device package.

Peripheral Device Package 1

Serial Number: AE17A00022
Package Type: DPX-T1H1
Position: Port 1
Package State: operational

Firmware Version: Not available

Peripheral Device Package 2

Serial Number: AE17A00021
Package Type: DPX-T3H1
Position: Port 1
Package State: operational

Firmware Version: Not available
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Actuator Information
This command syntax shows an actuator's information.

# show actuators <n>

To show detailed information, add the parameter "details" to the end of
the command.

# show actuators <n>details

Variables:

e <n>is one of the options: all, or a number.

Option Description
all Displays the information for all actuators.

Tip: You can also type the command without
adding this option "all" to get the same data.

A specific Displays the information for the specified actuator
actuator only.
number*

* The actuator number is the ID number assigned to the actuator. The ID
number can be found using the PX web interface or CLI. It is an integer
starting at 1.

Displayed information:

e Without the parameter "details," only the actuator ID, type and state
are displayed.

e With the parameter "details," more information is displayed in
addition to the ID number and actuator state, such as the serial
number and X, Y, and Z coordinates.
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Outlet Sensor Threshold Information

This command syntax shows the specified outlet sensor's
threshold-related information.

# show sensor outlet <n> <sensor type>

To show detailed information, add the parameter "details" to the end of
the command.

# show sensor outlet <n> <sensor type>details

Variables:

e <n>is the number of the outlet whose sensors you want to query.
e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor
activePower Active power sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor
lineFrequency Line frequency sensor

Displayed information:

e Without the parameter "details," only the sensor reading, state,
threshold, deassertion hysteresis and assertion timeout settings of
the specified outlet sensor are displayed.

e With the parameter "details," more sensor information is displayed,
including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not
available" message is displayed.
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Outlet Pole Sensor Threshold Information

This command is available for an in-line monitor only, including
PX2-3000 and PX3-3000 series.

This command syntax shows the specified outlet pole sensor's
threshold-related information.

# show sensor outletpole <n> <p> <sensor type>

To show detailed information, add the parameter "details" to the end of
the command.

# show sensor outletpole <n> <p> <sensor type>details

Variables:

e <n>is the number of the outlet whose pole sensors you want to
query.
e <p>is the label of the outlet pole whose sensors you want to query.

Pole Label Current sensor Voltage sensor
<p>

1 L1 L1 L1-L2

2 L2 L2 L2-L3

3 L3 L3 L3-L1

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor

activePower Active power sensor

apparentPower Apparent power sensor

powerFactor Power factor sensor

activeEnergy Active energy sensor
356 =Y=
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Displayed information:

¢ Without the parameter "details," only the reading, state, threshold,
deassertion hysteresis and assertion delay settings of the specified
outlet pole sensor are displayed.

e With the parameter "details," more sensor information is displayed,
including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not
available" message is displayed.

Inlet Sensor Threshold Information

This command is NOT available for an in-line monitor (PX2-3000
series).

This command syntax shows the specified inlet sensor's
threshold-related information.

# show sensor inlet <n> <sensor type>

To show detailed information, add the parameter "details" to the end of
the command.

# show sensor inlet <n> <sensor type>details

Variables:

e <n>is the number of the inlet whose sensors you want to query. For
a single-inlet PDU, <n> is always the number 1.

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor
activePower Active power sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor
unbalancedCurrent Unbalanced load sensor
lineFrequency Line frequency sensor
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Displayed information:

e Without the parameter "details," only the reading, state, threshold,
deassertion hysteresis and assertion timeout settings of the specified
inlet sensor are displayed.

e With the parameter "details," more sensor information is displayed,
including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not
available" message is displayed.

Inlet Pole Sensor Threshold Information

This command is only available for a three-phase PDU except for an
in-line monitor (PX2-3000 series).

This command syntax shows the specified inlet pole sensor's
threshold-related information.

# show sensor inletpole <n> <p> <sensor type>

To show detailed information, add the parameter "details" to the end of
the command.

# show sensor inletpole <n> <p> <sensor type>details

Variables:

e <n>is the number of the inlet whose pole sensors you want to query.
For a single-inlet PDU, <n> is always the number 1.

e <p>is the label of the inlet pole whose sensors you want to query.

Pole Label Current sensor Voltage sensor
<p>

1 L1 L1 L1-L2

2 L2 L2 L2-L13

3 L3 L3 L3-L1

e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor

activePower Active power sensor
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Sensor type Description
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor

Displayed information:

e Without the parameter "details," only the reading, state, threshold,
deassertion hysteresis and assertion timeout settings of the specified
inlet pole sensor are displayed.

e With the parameter "details," more sensor information is displayed,
including resolution and range.

e If the requested sensor type is not supported, the "Sensor is not
available" message is displayed.

Overcurrent Protector Sensor Threshold Information

This command is only available for models with overcurrent protectors
for protecting outlets.

This command syntax shows the specified overcurrent protector sensor's
threshold-related information.

# show sensor ocp <n> <sensor type>

To show detailed information, add the parameter "details" to the end of
the command.

# show sensor ocp <n> <sensor type>details

Variables:

e <n>is the number of the overcurrent protector whose sensors you
want to query.

e <sensor type> is one of the following sensor types:

Sensor type Description
current Current sensor

Displayed information:

¢ Without the parameter "details," only the reading, state, threshold,
deassertion hysteresis and assertion timeout settings of the specified
overcurrent protector sensor are displayed.

e With the parameter "details," more sensor information is displayed,
including resolution and range.
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Environmental Sensor Threshold Information

This command syntax shows the specified environmental sensor's
threshold-related information.

# show sensor externalsensor <n>

To show detailed information, add the parameter "details" to the end of
the command.

# show sensor externalsensor <n>details

External sensor 3 (Temperature):
Reading: 31.8 deg C

State: normal
Active Thresholds: Sensor specific thresholds

Default Thresholds for Temperature sensors:
Lower critical threshold: 10.0 deg C

Lower warning threshold: 15.0 deg C

Upper warning threshold: 30.0 deg C

Upper critical threshold: 35.0 deg C
Deassertion hysteresis: 1.0 deg C

Assertion timeout: 0 samples

Sensor Specific Thresholds:

Lower critical threshold: 8.0 deg C

Lower warning threshold: 13.0 deg C
Upper warning threshold: 28.0 deg C
Upper critical threshold: 33.0 deg C
Deassertion hysteresis: 1.0 deg C

Assertion timeout: 0 samples
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Variables:

e <n>is the environmental sensor number. The environmental sensor
number is the ID number assigned to the sensor, which can be found
on the Peripheral Devices page of the PX web interface.

Displayed information:

e Without the parameter "details," only the reading, threshold,
deassertion hysteresis and assertion timeout settings of the specified
environmental sensor are displayed.

e With the parameter "details," more sensor information is displayed,
including resolution and range.

Note: For a discrete (on/off) sensor, the threshold-related and
accuracy-related data is NOT available.

Environmental Sensor Default Thresholds

This command syntax shows a certain sensor type's default thresholds,
which are the initial thresholds applying to the specified type of sensor.

# show defaultThresholds <sensor type>

To show detailed information, add the parameter "details" to the end of
the command.

# show defaultThresholds <sensor type>details

Variables:

e <sensor type> is one of the following numeric sensor types:

Sensor types Description

absoluteHumidity Absolute humidity sensors

relativeHumidity Relative humidity sensors
temperature Temperature sensors
airPressure Air pressure sensors

airFlow Air flow sensors

vibration Vibration sensors

all All of the above numeric sensors

Tip: You can also type the command without
adding this option "all" to get the same data.
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Displayed information:

Without the parameter "details," only the default upper and lower
thresholds, deassertion hysteresis and assertion timeout settings of
the specified sensor type are displayed.

With the parameter "details," the threshold range is displayed in
addition to default thresholds settings.

Security Settings

This command shows the security settings of the PX.

#

show security

To show detailed information, add the parameter "details" to the end of
the command.

#

show security details

Displayed information:

Without the parameter "details," the information including IP access
control, role-based access control, password policy, and HTTPS
encryption is displayed.

With the parameter "details," more security information is displayed,
such as user blocking time, user idle timeout and front panel
permissions (if supported by your model).
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Existing User Profiles

This command shows the data of one or all existing user profiles.

# show user <user_name>

To show detailed information, add the parameter "details" to the end of
the command.

# show user <user_name>details

Variables:

e <user_name> is the name of the user whose profile you want to
query. The variable can be one of the options: all or a user's name.

Option Description
all This option shows all existing user profiles.

Tip: You can also type the command
without adding this option "all" to get the
same data.

a specific user's name | This option shows the profile of the
specified user only.

Displayed information:

e Without the parameter "details," only four pieces of user information
are displayed: user name, user "Enabled" status, SNMP v3 access
privilege, and role(s).

e With the parameter "details," more user information is displayed,
such as the telephone number, e-mail address, preferred
measurement units and so on.
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Existing Roles

This command shows the data of one or all existing roles.

# show roles <role_name>

Variables:

e <role_name> is the name of the role whose permissions you want to
query. The variable can be one of the following options:

Option Description
all This option shows all existing roles.

Tip: You can also type the command
without adding this option "all" to get the
same data.

a specific role's name | This option shows the data of the specified
role only.

Displayed information:

¢ Role settings are displayed, including the role description and
privileges.

Load Shedding Settings

This section applies to outlet-switching capable models only.

This command shows the load shedding settings.

# show loadshedding

Displayed information:

e The load shedding state is displayed along with non-critical outlets.

Note: The load shedding mode is associated with critical and non-critical
outlets. To specify critical and non-critical outlets through CLI, see
Specifying Non-Critical Outlets (on page 380).
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Serial Port Settings

This command shows the baud rate setting of the serial port labeled
CONSOLE / MODEM on the PX device.

# show serial

EnergyWise Settings

This command shows the PX device's current configuration for Cisco®
EnergyWise.

# show energywise

USB-Cascading Configuration Information

This command shows the USB-cascading configuration, such as the
cascading mode and device position.

# show cascading

To show detailed information, add the parameter "details" to the end of
the command.

# show cascading details

Asset Sensor Settings

This command shows the asset sensor settings, such as the total
number of rack units (tag ports), asset sensor state, numbering mode,
orientation, available tags and LED color settings.

# show assetStrip <n>

Variables:

e <n>is one of the options: all, or a number.

Option Description
all Displays all asset sensor information.

Tip: You can also type the command without
adding this option "all" to get the same data.
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Option Description

A specific asset | Displays the settings of the asset sensor
sensor number | connected to the specified FEATURE port number.

For the PX device with only one FEATURE port,
the valid number is always 1.

Rack Unit Settings of an Asset Sensor

For the Raritan asset sensor, a rack unit refers to a tag port. This
command shows the settings of a specific rack unit or all rack units on an
asset sensor, such as a rack unit's LED color and LED mode.

# show rackUnit <n> <rack unit>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <rack_unit> is one of the options: all or a specific rack unit's index

number.

Option Description

all Displays the settings of all rack units on the
specified asset sensor.
Tip: You can also type the command without
adding this option "all" to get the same data.

A specific Displays the settings of the specified rack unit on

number the specified asset sensor.

Use the index number to specify the rack unit. The
index number of each rack unit is available on the
Asset Strip page of the web interface.
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Blade Extension Strip Settings

This command shows the information of a blade extension strip,
including the total number of tag ports, and if available, the ID (barcode)
number of any connected tag.

#

show bladeSlot <n> <rack unit> <blade slot>

Variables:

<n> is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

<rack_unit> is the index number of the desired rack unit (tag port) on
the selected asset sensor. The index number of each rack unit is
available on the Asset Strip page of the web interface.

<blade_slot> is one of the options: all or a specific number of a tag
port on the blade extension strip.

Option
all

A specific
number

Description

Displays the information of all tag ports on the
specified blade extension strip connected to a
particular rack unit.

Tip: You can also type the command without
adding this option "all" to get the same data.

Displays the information of the specified tag port
on the blade extension strip connected to a
particular rack unit.

The number of each tag port on the blade
extension strip is available on the Asset Strip

page.
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Event Log

The command used to show the event log begins with show eventlog.
You can add either the limit or class parameters or both to show specific

events.
» Show the last 30 entries:
# show eventlog
» Show a specific number of last entries in the event log:
# show eventlog limit <n>
» Show a specific type of events only:
# show eventlog class <event_ type>
» Show a specific number of last entries associated with a
specific type of events only:
# show eventlog limit <n> class <event_type>
Variables:

<n> is one of the options: all or a number.

Option Description

all Displays all entries in the event log.

An integer Displays the specified number of last entries in the

number event log. The number ranges between 1 to
10,000.

<event_type> is one of the following event types.

Event type Description
all All events.
device Device-related events, such as system

starting or firmware upgrade event.

userAdministration | User management events, such as a new
user profile or a new role.

userActivity User activities, such as login or logout.

pdu Displays PDU-related events, such as entry
or exit of the load shedding mode.

=i=Raritan.



Event type
sensor

serverMonitor

assetManagement

Ihx

modem
timerEvent
webcam

cardReader

energywise

Chapter 8: Using the Command Line Interface

Description

Internal or external sensor events, such as
state changes of any sensors.

Server-monitoring records, such as a server
being declared reachable or unreachable.

Raritan asset management events, such as
asset tag connections or disconnections.

Schroff® LHX/SHX heat exchanger events.
Modem-related events.

Scheduled action events.

Events for webcam management, if available.

Events for card reader management, if
available.

Cisco EnergyWise-related events, such as
enabling the support of the EnergyWise
function.

Wireless LAN Diagnostic Log

This command shows the diagnostic log for the wireless LAN connection.

# show wlanlog

Server Reachability Information

This command shows all server reachability information with a list of
monitored servers and status.

# show serverReachability
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Server Reachability Information for a Specific Server

To show the server reachability information for a certain IT device only,
use the following command.

# show serverReachability server <n>

To show detailed information, add the parameter "details" to the end of
the command.

# show serverReachability server <n> details

Variables:

e <n>is a number representing the sequence of the IT device in the
monitored server list.

You can find each IT device's sequence number using the CLI
command of show serverReachability as illustrated below.

# IP address Enabled Status
192.168.84.126 VYes Waiting for reliable connection
www.raritan.com VYes Waiting for reliable connection

Displayed information:

e Without the parameter "details," only the specified device's IP
address, monitoring enabled/disabled state and current status are
displayed.

o With the parameter "details," more settings for the specified device
are displayed, such as number of pings and wait time prior to the
next ping.
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Command History

This command syntax shows the command history for current connection
session.

# show history

Displayed information:

e Alist of commands that were previously entered in the current
session is displayed.

History Buffer Length

This command syntax shows the length of the history buffer for storing
history commands.

# show history bufferlength

Displayed information:

e The current history buffer length is displayed.

Reliability Data
This command shows the reliability data.

# show reliability data

Reliability Error Log
This command shows the reliability error log.

# show reliability errorlog <n>

Variables:

e <n>is one of the options: 0 (zero) or any other integer number.

Option Description
0 Displays all entries in the reliability error log.

Tip: You can also type the command without
adding this option "0" to get all data.

A specific Displays the specified number of last entries in the
integer number | reliability error log.
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Examples

This section provides examples of the show command.

Example 1 - Basic Security Information

The diagram shows the output of the show security command.

# show security
IPv4 access control: Disabled

IPu6 access control: Disabled

Role based access control for IPvé4: Disabled
Role based access control for IPv6: Disabled
Password aging: Disabled

Prevent concurrent user login: HNo

Strong passwords: Disabled

Enforce HTTPS for web access: Yes

Restricted Service Agreement: disabled
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Example 2 - In-Depth Security Information

More information is displayed when typing the show security details
command.

# show security details
IPv4 access control: Disabled

IPv6 access control: Disabled

Role based access control for IPva4: Disabled
Role based access control for IPv6: Disabled

Password aging: Disabled

Prevent concurrent user login: No
Haximum number of failed logins: 3
User block time: 10 minutes

User idle timeout: 1440 minutes

Strong passwords: Disabled

Enforce HTTPS for web access: Yes

Restricted Service Agreement: disabled

Restricted Serwvice Agreement Banner Content:

Unauthorized access prohibited:; all access and activities not explicitly authori
zed by management are unauthorized. All activities are monitored and logged. The

re_is no privacy on this system. Unauthorized access and activities or any crimi
nal activity will be reported to appropriate authorities.

Example 3 - Basic PDU Information

The diagram shows the output of the show pdu command.

# show pdu
PDU "my PX’
Model : PX3-HHKK

Firmware Version: 2.¥.0.5-40956
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Example 4 - In-Depth PDU Information

More information is displayed when typing the show pdu details
command. Displayed information varies depending on the model you
purchased.

# show pdu details

PDU 'my PH’

Model : PRI-KKKK
Firmware Version: 2.H.0.5-40956
Serial Humber: 06723792136
Board Revision: 0x01

Voltage rating: 200-240Y
Current rating: 16A

Frequency rating: 50/60Hz
Power rating: 3.2-3.8kvA

Sensor data retrieval: Enabled
Measurements per log entry: 60

External sensor 7 coordinate format: Rack units
Device altitude: B m
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Clearing Information

You can use the clear commands to remove unnecessary data from the
PX.

After typing a "clear" command, press Enter to execute it.

Note: Depending on your login name, the # prompt may be replaced by
the > prompt. See Different CLI Modes and Prompts (on page 341).

Clearing Event Log

This command removes all data from the event log.
# clear eventlog
—-OR --

# clear eventlogly

If you entered the command without "/y," a message appears,
prompting you to confirm the operation. Type y to clear the event log or n
to abort the operation.

If you type y, a message "Event log was cleared successfully” is
displayed after all data in the event log is deleted.
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Clearing WLAN Log

This command removes all data from the diagnostic log for the wireless
LAN (WLAN) connection.

# clear wlanlog
—-0OR --

# clear wlanlog /y

If you entered the command without "/y," a message appears,
prompting you to confirm the operation. Type y to clear the WLAN log or
n to abort the operation.

If you type y, a message "WLAN log was cleared successfully" is
displayed to indicate all data in the WLAN log has been deleted.

Configuring the PX Device and Network

To configure the PX device or network settings through the CLI, it is
highly recommended to log in as the administrator so that you have full
permissions.

To configure any settings, enter the configuration mode. Configuration
commands are case sensitive so ensure you capitalize them correctly.

Entering Configuration Mode

Configuration commands function in configuration mode only.

» To enter configuration mode:

Ensure you have entered administrator mode and the # prompt is
displayed.

Note: If you enter configuration mode from user mode, you may have
limited permissions to make configuration changes. See Different
CLI Modes and Prompts (on page 341).

Type config and press Enter.

3. The config:# prompt appears, indicating that you have entered
configuration mode.

config:# _

4. Now you can type any configuration command and press Enter to
change the settings.

Important: To apply new configuration settings, you must issue the
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"apply" command before closing the terminal emulation program. Closing
the program does not save any configuration changes. See Quitting
Configuration Mode (on page 376).

Quitting Configuration Mode

Both of "apply" and "cancel" commands let you quit the configuration
mode. The difference is that "apply" saves all changes you made in the
configuration mode while "cancel" aborts all changes.

» To quit the configuration mode, use either command:
config:# apply
—-OR --

config:# cancel

The # or > prompt appears after pressing Enter, indicating that you have
entered the administrator or user mode. See Different CLI Modes and
Prompts (on page 341).

PDU Configuration Commands

A PDU configuration command begins with pdu. You can use the PDU
configuration commands to change the settings that apply to the whole
PX device.

Changing the PDU Name

This command changes the PX device's name.

config:# pdu name *‘<name>''

Variables:

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.
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Setting the Outlet Power-On Sequence

This section applies to outlet-switching capable models only.

This command sets the outlet power-on sequence when the PDU powers
up.

config:# pdu outletSequence <option>

Variables:

e <option> is one of the options: default, or a comma-separated list of
outlet numbers.

Option Description

default All outlets are switched ON in the ASCENDING
order (from outlet 1 to the final outlet) when the
PX device powers up.

A comma- All outlets are switched ON in the order you
separated list of | specify using the comma-separated list.

outlet numbers The list must include all outlets on the PDU.

Setting the Outlet Power-On Sequence Delay

This section applies to outlet-switching capable models only.

This command sets the delays (in seconds) for outlets when turning on
all outlets in sequence.
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config:# pdu outletSequenceDelay <outletl>:<delayl>;<outlet2>:<delay2>;
<outlet3>:<delay3>;...

Separate outlet numbers and their delay settings with a colon. Outlets
followed by delays are separated with a semicolon.

Variables:

e <outlet1>, <outlet2>, <outlet3> and the like are individual outlet
numbers or a range of outlets using a dash. For example, 3-8
represents outlets 3 to 8.

e <delay1>, <delay2>, <delay3> and the like are the delay time in
seconds.

Setting the PDU-Defined Default Outlet State

This section applies to outlet-switching capable models only.

This command determines the initial power condition of all outlets after
powering up the PDU.

config:# pdu outletStateOnDeviceStartup <option>

Variables:

e <option> is one of the options: off, on or lastKknownState.

Option Description

off Switches OFF all outlets when the PX device
powers up.

on Switches ON all outlets when the PX device
powers up.

lastKnownState | Restores all outlets to the previous status before
powering down the PX device when the PDU
powers up again.
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Setting the PDU-Defined Cycling Power-Off Period

This section applies to outlet-switching capable models only.

This command sets the power-off period of the power cycling operation
for all outlets.

config:# pdu cyclingPowerOffPeriod <timing>

Variables:

e <timing> is the time of the cycling power-off period in seconds, which
is an integer between 0 and 3600, or pduDefined for following the
PDU-defined timing.

Setting the Inrush Guard Delay Time

This section applies to outlet-switching capable models only.

This command sets the inrush guard delay.

config:# pdu inrushGuardDelay <timing>

Variables:

e <timing> is a delay time between 100 and 100000 milliseconds.

Setting the Qutlet Initialization Delay

This section applies to outlet-switching capable models only.

This command determines the outlet initialization delay timing on device
startup. See Setting the Initialization Delay (on page 194) for
information on outlet initialization delay.

config:# pdu outletinitializationDelayOnDeviceStartup <timing>

Variables:

e <timing> is a delay time between 1 and 3600 seconds.
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Specifying Non-Critical Outlets
This section applies to outlet-switching capable models only.

This command determines critical and non-critical outlets. It is associated
with the load shedding mode. See Setting Non-Critical Outlets and
Load Shedding Mode (on page 197).

config:# pdu nonCriticalOutlets <outletsl>:false;<outlets2>:true

Separate outlet numbers and their settings with a colon. Separate each
"false" and "true" setting with a semicolon.

Variables:

e <outlets1> is one or multiple outlet numbers to be set as critical
outlets. Use commas to separate outlet numbers.

Use a dash for a range of consecutive outlets. For example, 3-8
represents outlets 3 to 8.

e <outlets2> is one or multiple outlet numbers to be set as NON-critical
outlets. Use commas to separate outlet numbers.

Use a dash for a range of consecutive outlets. For example, 3-8
represents outlets 3 to 8.

Enabling or Disabling Data Logging

This command enables or disables the data logging feature.

config:# pdu dataRetrieval <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description

enable Enables the data logging feature.

disable Disables the data logging feature.
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For more information, see Setting Data Logging (on page 140).

Setting Data Logging Measurements Per Entry

This command defines the number of measurements accumulated per
log entry.

config:# pdu measurementsPerLogEntry <number>

Variables:

e <number> is an integer between 1 and 600. The default is 60
samples per log entry.

For more information, see Setting Data Logging (on page 140).

Specifying the Device Altitude

This command specifies your PX device's altitude above sea level (in
meters). You must specify the PX device's altitude above sea level if a
Raritan's DPX differential air pressure sensor is attached. This is
because the device's altitude is associated with the altitude correction
factor. See Altitude Correction Factors (on page 621).

config:# pdu deviceAltitude <altitude>

Variables:

e <altitude> is an integer between 1 and 3000 meters.
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Setting the Z Coordinate Format for Environmental Sensors

This command enables or disables the use of rack units for specifying
the height (Z coordinate) of environmental sensors.

config:# pdu externalSensorsZCoordinateFormat <option>

Variables:

e <option> is one of the options: rackUnits or freeForm.

Option Description

rackUnits The height of the Z coordinate is measured in
standard rack units. When this is selected, you
can type a numeric value in the rack unit to
describe the Z coordinate of any environmental
sensors or actuators.

freeForm Any alphanumeric string can be used for
specifying the Z coordinate.

Note: After determining the format for the Z coordinate, you can set a
value for it. See Setting the Z Coordinate (on page 457).

Enabling or Disabling Peripheral Device Auto Management

This command enables or disables the Peripheral Device Auto
Management feature.

config:# pdu peripheralDeviceAutoManagement <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description

enable Enables the automatic management feature for
environmental sensor packages.

disable Disables the automatic management feature for
environmental sensor packages.

For more information, see Disabling the Automatic Management
Function (on page 290).

=i=Raritan.



i

Raritan.

Chapter 8: Using the Command Line Interface

Examples

This section illustrates several PDU configuration examples.
Example 1 - PDU Naming

The following command assigns the name "my px12" to the PDU.

config:# pdu name "'my px12"

Example 2 - Outlet Sequence

The following command causes a 10-outlet PDU to first power on the 8th
to 6th outlets and then the rest of outlets in the ascending order after the
PDU powers up.

config:# pdu outletSequence 8-6,1-5,9,10

Example 3 - Outlet Sequence Delay

The following command determines that the outlet 1's delay is 2.5
seconds, outlet 2's delay is 3 seconds, and the delay for outlets 3
through 5 is 10 seconds.

config:# pdu outletSequenceDelay 1:2.5;2:3;3-5:10

Example 4 - Non-Critical Outlets

The following command sets outlets 1, 2, 3, 7, and 9 to be critical outlets,
and 4, 5, 6, 8, 10, 11 and 12 to be non-critical outlets on a 12-outlet PX.

config:# pdu nonCriticalOutlets 1-3,7,9:false;4-6,8,10-12:true

Network Configuration Commands

A network configuration command begins with network. A number of
network settings can be changed through the CLI, such as the IP
address, transmission speed, duplex mode, and so on.
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Setting the Networking Mode

If your PX device is implemented with both wired and wireless
networking mechanisms, you must determine which mechanism is
enabled for network connectivity before further configuring networking
parameters.

This command enables the wired or wireless networking mode.

config:# network mode <mode>

Variables:

e <mode> is one of the modes: wired or wireless.

Mode Description
wired Enables the wired networking mode.
wireless Enables the wireless networking mode.

Note: If you enable the wireless networking mode, and the PX does not
detect any wireless USB LAN adapter or the connected wireless USB
LAN adapter is not supported, the message "Supported Wireless device
not found" is displayed.

Configuring IP Protocol Settings

By default, only the IPv4 protocol is enabled. You can enable both the
IPv4 and IPv6 protocols, or only the IPv6 protocol for your PX device.

An IP protocol configuration command begins with network ip.

Enabling IPv4 or IPv6
This command determines which IP protocol is enabled on the PX.

config:# network ip proto <protocol>

Variables:

e <protocol> is one of the options: v4O0nly, v6Only or both.

Mode Description
v40nly Enables IPv4 only on all interfaces. This is the
default.
384 —

=i=Raritan.



i

Raritan.

Chapter 8: Using the Command Line Interface

Mode Description
v6Only Enables IPv6 only on all interfaces.
both Enables both IPv4 and IPv6 on all interfaces.

Selecting IPv4 or IPv6 Addresses

This command determines which IP address is used when the DNS
server returns both of IPv4 and IPv6 addresses. You need to configure
this setting only after both IPv4 and IPv6 protocols are enabled on the
PX.

config:# network ip dnsResolverPreference <resolver>

Variables:

e <resolver> is one of the options: preferV4 or preferVé.

Option Description

preferV4 Use the IPv4 addresses returned by the DNS
server.

preferV6 Use the IPv6 addresses returned by the DNS
server.

Setting Wireless Parameters

You must configure wireless parameters, including Service Set Identifier
(SSID), authentication method, Pre-Shared Key (PSK), and Basic
Service Set Identifier (BSSID) after the wireless networking mode is
enabled.

A wireless configuration command begins with network wireless.

Note: If current networking mode is not wireless, the SSID, PSK and
BSSID values are not applied until the networking mode is changed to
"wireless." In addition, a message appears, indicating that the active
network interface is not wireless.
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Setting the SSID
This command specifies the SSID string.

config:# network wireless SSID <ssid>

Variables:

e <ssid> is the name of the wireless access point, which consists of:
- Up to 32 ASCII characters
- No spaces
- ASCII codes 0x20 ~ Ox7E

Setting the Authentication Method

This command sets the wireless authentication method to either PSK or
Extensible Authentication Protocol (EAP).

config:# network wireless authMethod <method>

Variables:

e <method> is one of the authentication methods: PSK or EAP.

Method Description
PSK The wireless authentication method is set to PSK.
EAP The wireless authentication method is set to EAP.

Setting the PSK

If the Pre-Shared Key (PSK) authentication method is selected, you must
assign a PSK passphrase by using this command.

config:# network wireless PSK <psk>

Variables:

e <psk> is a string or passphrase that consists of:
- 8 to 63 characters
- No spaces
- ASCII codes 0x20 ~ Ox7E
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Setting EAP Parameters

When the wireless authentication method is set to EAP, you must
configure EAP authentication parameters, including outer authentication,
inner authentication, EAP identity, password, and CA certificate.

» Determine the outer authentication protocol:
config:# network wireless eapOuterAuthentication <outer_auth>

> Determine the inner authentication protocol:
config:# network wireless eaplnnerAuthentication <inner_auth>

> Set the EAP identity:
config:# network wireless eapldentity <identity>

> Set the EAP password:

config:# network wireless eapPassword
After performing the above command, the PX prompts you to enter the
password. Then type the password and press Enter.

> Provide a CA TLS certificate:
config:# network wireless eapCACertificate

After performing the above command, the system prompts you to enter
the CA certificate's contents. For details, see EAP CA Certificate
Example (on page 389).

» Enable or disable verification of the TLS certificate chain:

config:# network wireless enableCertVerification <optionl>

» Allow expired and not yet valid TLS certificates:
config:# network wireless allowOffTimeRangeCerts <option2>

> Allow wireless network connection with incorrect system time:
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config:#

388

network wireless allowConnectionWithlncorrectClock <option3>

Variables:

The value of <outer_auth> is PEAP because PX only supports
Protected Extensible Authentication Protocol (PEAP) as the outer
authentication.

The value of <inner_auth> is MSCHAPV2 because PX only supports
Microsoft's Challenge Authentication Protocol Version 2 (MSCHAPV2)
as the inner authentication.

<identity> is your user name for the EAP authentication.
<option1> is one of the options: true or false.

Option Description

true Enables the verification of the TLS certificate
chain.

false Disables the verification of the TLS certificate
chain.

<option2> is one of the options: true or false.

Option Description

true Always make the wireless network connection
successful even though the TLS certificate chain
contains any certificate which is outdated or not
valid yet.

false The wireless network connection is NOT
successfully established when the TLS certificate
chain contains any certificate which is outdated or
not valid yet.

<option3> is one of the options: true or false.

Option Description

true Make the wireless network connection successful
when the PX system time is earlier than the
firmware build before synchronizing with the NTP
server, causing the TLS certificate to become
invalid.

false The wireless network connection is NOT
successfully established when the PX finds that
the TLS certificate is not valid due to incorrect
system time.
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EAP CA Certificate Example

This section provides a CA certificate example only. Your CA certificate
contents should be different from the contents displayed in this example.

> To provide a CA certificate:

1. Make sure you have entered the configuration mode. See Entering
Configuration Mode (on page 375).

2. Type the following command and press Enter.
config:# network wireless eapCACertificate
The system prompts you to enter the contents of the CA certificate.

Open a CA certificate using a text editor. You should see certificate
contents similar to the following.

--- BEGIN CERTIFICATE ---

MIIC]TCCAfigAwIBAgIEMaY gRzALBgkghkiGO9wOIBAQQwWRTELMAKGA L UEBRMCWYW M
MjADBgNYBACTLUShdGhvbmFsIEFlcmauy X WV0aWNzIGFuZCBTcGF]JZSBBZG 1pbmiz
dHIhdGlvbjamFxESNA 1MjgxMzQSMDUMDgwMBCROT gwNTI4MTMOOT A1KZA4MDAw
ZZELMAKGA1UEBRMCWVYMxMJADBgNYBACTLUShdGlvbmFsIEFlcmauy XWV0aWNzIGFu
ZCBTcGFZSBBZG1pbmlzdHIhdGlvbEgMAKGAIUEBRMCMTY wEWYDVQQDEWxTdGY 2
ZSBTY2hwY2gwWDALBgkghkiG9w0BAQEDSQAwWRGIBAL rAwyY dgxmzNP,/ ts0UyfoBp

miZy¥ ket waNGET7ULaN4BSCNEZ 7575903 Y 3LecETgQ 5iQHmMkwIYDTL2fTgVfw0C
AQCjgaswgagwZAYDVROZAQH/BF ow WDBWMF QxCzAIBgNVBAY TANTMTY whAYDVQ QK
Ey10YXRpb25hbCBBZ XJvbmF 1dGljcyBhbmQgU3BhY2UgQWREaWSpc3RyY XRpb24x
DTALBgNWVBAMTBENSTDEWFwYDWROBAQH/BADWC4AIODMyOTcwODEWMBgGA1UdAQOQR
MABECTgzMjk3IMDgyM4ACBSAwDQYDWVROKBAY wBAMCBkAwCwY IKoZIhvcNAQEEA4GE
AHZyIVCEwW/ AdzaXzSY ZITTUi3uawbbFiS2yxHvgf28+8Js00HXk1H1w2dbgqOHH2 1
XB2tZX¥d/0ItG0g1TOusFFBOVYKE800ebgz/PEELINBLZ+at0ObEuly 122 0pBDWINR3
WkDMNLCGITkCKpOF SEWINDwhE4NNevkCQRZita+z4IBO

--- EMND CERTIFICATE ---

5. Select and copy the contents as illustrated below, excluding the
starting line containing "BEGIN CERTIFICATE" and the ending line
containing "END CERTIFICATE."

389




Chapter 8: Using the Command Line Interface

MIICjJTCCAFigAwIBAgIEMaYgRzALBgkghk 1 GOWOBAQQWRTELMAK
GALUEBhMCVVMxN jAOBgNVBAOTLUShdGIvbmFs IEFIcmOuYXVOoaWw
Nz IGFuZCBTcGFjZSBBZG1pbmlzdHJIhdGIvbjAmFXESN jAIMjgxM
zQ5MDUrMDgwMBCROTgWNT 14MTMOOTA1KZzA4MDAWZ zELMAKGALUE
BhMCVVMXNjAOBgNVBAOTLUShdG IvbmFsIEFIcmOuYXV0aWNz I GF
uZCBTcGFjZSBBZG1pbmlzdHIhdGlvbjEgMAKGALUEBRMCMTYWEW
YDVQQDEwWXTdGV2ZSBTY2hvY2gwWDALBgkghk i GOWOBAQEDSQAWR
gJBALrAwyYdgxmzNP/tsOUyf6BpmiJYktU/wANG67ULaN4B5CnE
z7k57s903YY3LecETgQ5i1QHmkw I YDTL2FTgVFwOCAQOjgaswgag
wZAYDVROZAQH/BFowWDBWMFQxCzAJBgNVBAYTAIVTMTYWNAYDVQ
QKEy10YXRpb25hbCBBZXJvbmF1dGI jcyBhbmQgU3BhY2UgQWRta
W5pc3RyYXRpb24xDTALBgNVBAMTBENSTDEWFwWYDVROBAQH/BAOwW
C4AJODMyOTcwODEWMBgGA1UdAgQRMASECTgzMj k3MDgyM4ACBSA
wDQYDVROKBAYWBAMCBKAWCWY JKoZ hvcNAQEEA4AGBAH2y1VCEW/
A4zaXzSYZITTUi3uawbbFiS2yxHvgf28+8Js00HXk1H1w2d6qOH
H21X82tZXd/0JtG0g1T9usFFBDVYK800ebgz/P5ELJINBL2+at0b
EuJdy1ZZ0pBDWINR3WKDNLCG i TKCKpOF5EWI rvVDwh54NNevkCQRZ
itat+z41BO

Paste the contents in the terminal.
Press Enter.

Verify whether the system shows the following command prompt,
indicating the provided CA certificate is valid.

config:#

Setting the BSSID
This command specifies the BSSID.

config:# network wireless BSSID <bssid>

Variables:

e <bssid> is either the MAC address of the wireless access point or
none for automatic selection.

Configuring IPv4 Parameters

An IPv4 configuration command begins with network ipv4.

Configuration commands are case sensitive so ensure you capitalize
them correctly.
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Setting the IPv4 Configuration Mode
This command determines the IP configuration mode.

config:# network ipv4 ipConfigurationMode <mode>

Variables:

e <mode> is one of the modes: dhcp or static.

Mode Description

dhcp The IPv4 configuration mode is set to DHCP.

static The IPv4 configuration mode is set to static IP
address.

Setting the IPv4 Preferred Host Name

After selecting DHCP as the IPv4 configuration mode, you can specify
the preferred host name, which is optional. The following is the
command:

config:# network ipv4 preferredHostName <name>

Variables:
e <name> is a host name which:
= Consists of alphanumeric characters and/or hyphens
= Cannot begin or end with a hyphen
= Cannot contain more than 63 characters
= Cannot contain punctuation marks, spaces, and other symbols

Setting the IPv4 Address

After selecting the static IP configuration mode, you can use this
command to assign a permanent IP address to the PX device.

config:# network ipv4 ipAddress <ip address>

Variables:

e <ip address> is the IP address being assigned to your PX device.
The value ranges from 0.0.0.0 to 255.255.255.255.
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Setting the IPv4 Subnet Mask

After selecting the static IP configuration mode, you can use this
command to define the subnet mask.

config:# network ipv4 subnetMask <netmask>

Variables:

e <netmask> is the subnet mask address. The value ranges from
0.0.0.0 to 255.255.255.255.

Setting the IPv4 Gateway

After selecting the static IP configuration mode, you can use this
command to specify the gateway.

config:# network ipv4 gateway <ip address>

Variables:

e <ip address> is the IP address of the gateway. The value ranges
from 0.0.0.0 to 255.255.255.255.

Setting the IPv4 Primary DNS Server

After selecting the static IP configuration mode, use this command to
specify the primary DNS server. If you have selected the DHCP
configuration mode, you still can manually specify DNS servers with this
command and then override the DHCP-assigned DNS servers. See
Overriding the IPv4 DHCP-Assigned DNS Server (on page 393).

config:# network ipv4 primaryDNSServer <ip address>

Variables:

e <ip address> is the IP address of the primary DNS server. The value
ranges from 0.0.0.0 to 255.255.255.255.
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Setting the IPv4 Secondary DNS Server

After selecting the static IP configuration mode, you can use this
command to specify the secondary DNS server. If you have selected the
DHCP configuration mode, you still can manually specify DNS servers
with this command and then override the DHCP-assigned DNS servers.
See Overriding the IPv4 DHCP-Assigned DNS Server (on page 393).

config:# network ipv4 secondaryDNSServer <ip address>

Variables:

e <ip address> is the IP address of the secondary DNS server. The
value ranges from 0.0.0.0 to 255.255.255.255.

i
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Note: The PX supports a maximum of 3 DNS servers. If two IPv4 DNS
servers and two IPv6 DNS servers are available, the PX only uses the
primary IPv4 and IPv6 DNS servers.

Overriding the IPv4 DHCP-Assigned DNS Server

After specifying the primary/secondary DNS server, you can use this
command to override the DHCP-assigned DNS server with the one you
specified.

config:# network ipv4 overrideDNS <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description

enable This option overrides the DHCP-assigned DNS
server with the primary/secondary DNS server
you assign.

disable This option resumes using the DHCP-assigned
DNS server.
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Setting IPv4 Static Routes

If the IPv4 network mode is set to static IP and your local network
contains two subnets, you can configure static routes to enable or
disable communications between the PX and devices in the other
subnet.

These commands are prefixed with network ipv4 staticRoutes.

> Add a static route:
config:# network ipv4 staticRoutes add <dest-1> <hop>

> Delete an existing static route:

config:# network ipv4 staticRoutes delete <route_ID>

» Modify an existing static route:

config:# network ipv4 staticRoutes modify <route ID> <dest-2> <hop>

Variables:

e <dest-1>is a combination of the IP address and subnet mask of the
other subnet. The format is IP address/subnet mask.

e <hop> is the IP address of the next hop router.

e <route_|D> is the ID number of the route setting which you want to
delete or modify.

e <dest-2> is a modified route setting that will replace the original route
setting. Its format is IP address/subnet mask. You can modify either
the IP address or the subnet mask or both.

Configuring IPv6 Parameters

An IPv6 configuration command begins with network ipv6.

Configuration commands are case sensitive so ensure you capitalize
them correctly.
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Setting the IPv6 Configuration Mode

This command determines the IP configuration mode.

config:# network ipv6 ipConfigurationMode <mode>

Variables:

<mode> is one of the modes: automatic or static.

Mode Description

automatic The IPv6 configuration mode is set to automatic.

static The IPv6 configuration mode is set to static IP
address.

Setting the IPv6 Preferred Host Name

After selecting DHCP as the IPv6 configuration mode, you can specify
the preferred host name, which is optional. The following is the
command:

config:# network ipv6 preferredHostName <name>

Variables:

<name> is a host name which:

= Consists of alphanumeric characters and/or hyphens
= Cannot begin or end with a hyphen

= Cannot contain more than 63 characters

= Cannot contain punctuation marks, spaces, and other symbols

Setting the IPv6 Address

After selecting the static IP configuration mode, you can use this
command to assign a permanent IP address to the PX device.

config:# network ipv6 ipAddress <ip address>

Variables:

<ip address> is the IP address being assigned to your PX device.
This value uses the IPv6 address format. Note that you must add /xx,
which indicates a prefix length of bits such as /64, to the end of this
IPv6 address.
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Setting the IPv6 Gateway

After selecting the static IP configuration mode, you can use this
command to specify the gateway.

config:# network ipv6 gateway <ip address>

Variables:

e <ip address> is the IP address of the gateway. This value uses the
IPv6 address format.

Setting the IPv6 Primary DNS Server

After selecting the static IP configuration mode, use this command to
specify the primary DNS server. If you have selected the automatic
configuration mode, you still can manually specify DNS servers with this
command and then override the DHCP-assigned DNS servers. See
Overriding the IPv6 DHCP-Assigned DNS Server (on page 397).

config:# network ipv6 primaryDNSServer <ip address>

Variables:

e <ip address> is the IP address of the primary DNS server. This value
uses the IPv6 address format.

Setting the IPv6 Secondary DNS Server

After selecting the static IP configuration mode, you can use this
command to specify the secondary DNS server. If you have selected the
automatic configuration mode, you still can manually specify DNS
servers with this command and then override the DHCP-assigned DNS
servers. See Overriding the IPv6 DHCP-Assigned DNS Server (on
page 397).

config:# network ipv6 secondaryDNSServer <ip address>

Variables:

e <ip address> is the IP address of the secondary DNS server. This
value uses the IPv6 address format.

Note: The PX supports a maximum of 3 DNS servers. If two IPv4 DNS
servers and two IPv6 DNS servers are available, the PX only uses the
primary IPv4 and IPv6 DNS servers.
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Overriding the IPv6 DHCP-Assigned DNS Server

After specifying the primary/secondary DNS server, you can use this
command to override the DHCP-assigned DNS server with the one you
specified.

config:# network ipv6 overrideDNS <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description

enable This option overrides the DHCP-assigned DNS
server with the primary/secondary DNS server
you assign.

disable This option resumes using the DHCP-assigned
DNS server.

Setting IPv6 Static Routes

If the IPv6 network mode is set to static IP and your local network
contains two subnets, you can configure static routes to enable or
disable communications between the PX and devices in the other
subnet.

These commands are prefixed with network ipv6 staticRoutes.

> Add a static route:
config:# network ipv6 staticRoutes add <dest-1> <hop>

» Delete a static route

config:# network ipv6 staticRoutes delete <route ID>

» Modify an existing static route:
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config:# network ipv6 staticRoutes modify <route ID> <dest-2> <hop>

Variables:

e <dest-1>is the IP address and prefix length of the subnet where the
PX belongs. The format is IP address/prefix length.

e <hop> is the IP address of the next hop router.

e <route_|D> is the ID number of the route setting which you want to
delete or modify.

e <dest-2> is a modified route setting that will replace the original route
setting. Its format is IP address/prefix length. You can modify either
the IP address or the prefix length or both.

Setting LAN Interface Parameters

A LAN interface configuration command begins with network interface.
Changing the LAN Interface Speed

This command determines the LAN interface speed.

config:# network interface LANInterfaceSpeed <option>

Variables:

e <option> is one of the options: auto, 10Mbps, and 100Mbps.

Option Description

auto System determines the optimum LAN speed
through auto-negotiation.

10Mbps The LAN speed is always 10 Mbps.

100Mbps The LAN speed is always 100 Mbps.
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Changing the LAN Duplex Mode
This command determines the LAN interface duplex mode.

config:# network interface LANInterfaceDuplexMode <mode>

Variables:

e <mode> is one of the modes: auto, half or full.

Option Description

auto The PX selects the optimum transmission mode
through auto-negotiation.

half Half duplex:

Data is transmitted in one direction (to or from the
PX device) at a time.

full Full duplex:

Data is transmitted in both directions
simultaneously.

Setting Network Service Parameters

A network service command begins with network services.
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400

Setting the HTTP Port

The commands used to configure the HTTP port settings begin with
network services http.

P Change the HTTP port:
config:# network services http port <n>

» Enable or disable the HTTP port:
config:# network services http enabled <option>

Variables:

e <n>is a TCP port number between 1 and 65535. The default HTTP
port is 80.

e <option> is one of the options: true or false.

Option Description
true The HTTP port is enabled.
false The HTTP port is disabled.
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Setting the HTTPS Port

The commands used to configure the HTTPS port settings begin with
network services https.

» Change the HTTPS port:
config:# network services https port <n>

> Enable or disable the HTTPS access:
config:# network services https enabled <option>

Variables:

e <n>isa TCP port number between 1 and 65535. The default HTTPS
port is 443.

e <option> is one of the options: true or false.

Option Description

true Forces any access to the PX via HTTP to be
redirected to HTTPS.

false No HTTP access is redirected to HTTPS.

Changing the Telnet Configuration

You can enable or disable the Telnet service, or change its TCP port
using the CLI commands.

A Telnet command begins with network services telnet.

Enabling or Disabling Telnet
This command enables or disables the Telnet service.

config:# network services telnet enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Telnet service is enabled.
false The Telnet service is disabled.
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Changing the Telnet Port
This command changes the Telnet port.

config:# network services telnet port <n>

Variables:
e <n>is a TCP port number between 1 and 65535. The default Telnet
port is 23.

Changing the SSH Configuration

You can enable or disable the SSH service, or change its TCP port using
the CLI commands.

An SSH command begins with network services ssh.

Enabling or Disabling SSH
This command enables or disables the SSH service.

config:# network services sshenabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The SSH service is enabled.
false The SSH service is disabled.

Changing the SSH Port
This command changes the SSH port.

config:# network services ssh port <n>

Variables:
e <n>is a TCP port number between 1 and 65535. The default SSH
port is 22.
402 —
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Determining the SSH Authentication Method
This command syntax determines the SSH authentication method.

config:# network services ssh authentication <auth_method>

Variables:

e <option> is one of the options: passwordOnly, publicKeyOnly or
passwordOrPublicKey.

Option Description
passwordOnly Enables the password-based login only.
publicKeyOnly Enables the public key-based login only.

passwordOrPublicKey | Enables both the password- and public
key-based login. This is the default.

If the public key authentication is selected, you must type a valid SSH
public key for each user profile to log in over the SSH connection. See
Specifying the SSH Public Key (on page 444).

Setting the SNMP Configuration

You can enable or disable the SNMP v1/v2c or v3 agent, configure the
read and write community strings, or set the MIB-II parameters, such as
sysContact, using the CLI commands.

An SNMP command begins with network services snmp.

Enabling or Disabling SNMP v1/v2c
This command enables or disables the SNMP v1/v2c protocol.

config:# network services snmp v1/v2c <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable The SNMP v1/v2c protocol is enabled.
disable The SNMP v1/v2c protocol is disabled.
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404

Enabling or Disabling SNMP v3
This command enables or disables the SNMP v3 protocol.

config:# network services snmp v3 <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable The SNMP v3 protocol is enabled.
disable The SNMP v3 protocol is disabled.

Setting the SNMP Read Community
This command sets the SNMP read-only community string.

config:# network services snmp readCommunity <string>

Variables:

e <string> is a string comprising 4 to 64 ASCII printable characters.
e The string CANNOT include spaces.

Setting the SNMP Write Community

This command sets the SNMP read/write community string.

config:# network services snmp writeCommunity <string>

Variables:

e <string> is a string comprising 4 to 64 ASCII printable characters.
e The string CANNOT include spaces.

Setting the sysContact Value

This command sets the SNMP MIB-Il sysContact value.

config:# network services snmp sysContact <value>

Variables:

e <value> is a string comprising 0 to 255 alphanumeric characters.

==
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Setting the sysName Value
This command sets the SNMP MIB-1l sysName value.

config:# network services snmp sysName <value>

Variables:

e <value> is a string comprising 0 to 255 alphanumeric characters.
Setting the sysLocation Value
This command sets the SNMP MIB-II sysLocation value.

config:# network services snmp sysLocation <value>

Variables:
<value> is a string comprising 0 to 255 alphanumeric characters.
Changing the Modbus Configuration

You can enable or disable the Modbus agent, configure its read-only
capability, or change its TCP port.

A Modbus command begins with network services modbus.

Enabling or Disabling Modbus
This command enables or disables the Modbus protocol.

config:# network services modbus enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Modbus agent is enabled.
false The Modbus agent is disabled.
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Enabling or Disabling the Read-Only Mode

This command enables or disables the read-only mode for the Modbus
agent.

config:# network services modbus readonly <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The read-only mode is enabled.
false The read-only mode is disabled.

Changing the Modbus Port
This command changes the Modbus port.

config:# network services modbus port <n>

Variables:

e <n>is a TCP port number between 1 and 65535. The default
Modbus port is 502.

Enabling or Disabling the Service Advertisement

This command enables or disables the zero configuration protocol, which
enables advertising or auto discovery of network services. See Enabling
Service Advertisement (on page 124) for details.

config:# network services zeroconfig enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description

true The zero configuration protocol is enabled.

false The zero configuration protocol is disabled.
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Examples

This section illustrates several network configuration examples.
Example 1 - Networking Mode
The following command enables the wired networking mode.

config:# network mode wired

Example 2 - Enabling Both IP Protocols

The following command determines that both IPv4 and IPv6 protocols
are enabled.

config:# network ip proto both

Example 3 - Wireless Authentication Method
The following command sets the wireless authentication method to PSK.

config:# network wireless authMethod PSK

Example 4 - Static IPv4 Configuration
The following command enables the Static IP configuration mode.

config:# network ipv4 ipConfigurationMode static

Time Configuration Commands

A time configuration command begins with time.

Determining the Time Setup Method

This command determines the method to configure the system date and
time.

config:# time method <method>

Variables:

e <method> is one of the time setup options: manual or ntp.

Mode Description

manual The date and time settings are customized.

407



Chapter 8: Using the Command Line Interface

Mode Description

ntp The date and time settings synchronize with a
specified NTP server.

Setting NTP Parameters

A time configuration command that is used to set the NTP parameters
begins with time ntp.

Specifying the Primary NTP Server

This command specifies the primary time server if synchronization with
the NTP server is enabled.

config:# time ntp FirstServer <first_server>

Variables:

e The <first_server> is the IP address or host name of the primary
NTP server.

Specifying the Secondary NTP Server

This command specifies the primary time server if synchronization with
the NTP server is enabled.

config:# time ntp secondServer <second_server>

Variables:

e The <second_server> is the IP address or host name of the
secondary NTP server.
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Overriding DHCP-Assigned NTP Servers

This command determines whether the customized NTP server settings
override the DHCP-specified NTP servers.

config:# time ntp overrideDHCPProvidedServer <option>

Variables:

e <option> is one of these options: true or false.

Mode Description

true Customized NTP server settings override the
DHCP-specified NTP servers.

false Customized NTP server settings do NOT override

the DHCP-specified NTP servers.

Setting the Time Zone

The CLI has a list of time zones to configure the date and time for the
PX.

config:# time zone

After a list of time zones is displayed, type the index number of the time
zone or press Enter to cancel.

Example

P To set the time zone:
Type the time zone command as shown below and press Enter.
config:# time zone

2. The system shows a list of time zones. Type the index number of the
desired time zone and press Enter.

3. Type apply for the selected time zone to take effect.

409

Raritan.



Chapter 8: Using the Command Line Interface

Customizing the Date and Time

If intending to manually configure the date and time, use the following
CLI commands to specify them.

Note: You shall set the time configuration method to "manual” prior to
customizing the date and time. See Determining the Time Setup
Method (on page 407).

» Assign the date:
config:# time set date <yyyy-mm-dd>

> Assign the time:
config:# time set time <hh:mm:ss>

Variables:

Variable Description
<yyyy-mm-dd> Type the date in the format of yyyy-mm-dd.

For example, type 2015-11-30 for November 30,
2015.

<hh:mm:ss> Type the time in the format of hh:mm:ss in the
24-hour format.

For example, type 13:50:20 for 1:50:20 pm.

Setting the Automatic Daylight Savings Time

This command determines whether the daylight savings time is applied
to the time settings.

config:# time autoDST <option>

Variables:

e <option> is one of the options: enable or disable.

Mode Description

enable Daylight savings time is enabled.

disable Daylight savings time is disabled.
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Examples
This section illustrates several time configuration examples.
Example 1 - Time Setup Method

The following command sets the date and time settings by using the NTP
servers.

config:# time method ntp

Example 2 - Primary NTP Server
The following command sets the primary time server to 192.168.80.66.

config:# time ntp FirstServer 192.168.80.66

Checking the Accessibility of NTP Servers

This command verifies the accessibility of NTP servers specified
manually on your PX and then shows the result. For instructions on
specifying NTP servers via CLI, see Setting NTP Parameters (on page
408).

To perform this command successfully, you must:

¢ Own the "Change Date/Time Settings" permission.

e Customize NTP servers. See Setting NTP Parameters (on page
408).

e Make the customized NTP servers override the DHCP-assigned
ones. See Overriding DHCP-Assigned NTP Servers (on page
409).

This command is available either in the administrator/user mode or in the
configuration mode. See Different CLI Modes and Prompts (on page
341).

» In the administrator/user mode:
# check ntp

» Inthe configuration mode:
config# check ntp
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config:#

config:#

config:#

config:#

Security Configuration Commands

A security configuration command begins with security.

Firewall Control

You can manage firewall control features through the CLI. The firewall
control lets you set up rules that permit or disallow access to the PX
device from a specific or a range of IP addresses.

e An IPv4 firewall configuration command begins with security
ipAccessControl ipv4.

e An IPv6 firewall configuration command begins with security
ipAccessControl ipv6.

Modifying Firewall Control Parameters
There are different commands for modifying firewall control parameters.

e |Pv4 commands

» Enable or disable the IPv4 firewall control feature:

security ipAccessControl ipv4 enabled <option>

» Determine the default IPv4 firewall control policy for inbound
traffic:

security ipAccessControl ipv4 defaultPolicyln <policy>

» Determine the default IPv4 firewall control policy for outbound
traffic:

security ipAccessControl ipv4 defaultPolicyOut <policy>

e |Pv6 commands

» Enable or disable the IPv6 firewall control feature:

security ipAccessControl ipv6 enabled <option>

> Determine the default IPv6 firewall control policy for inbound
traffic:
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config:# security ipAccessControl ipv6 defaultPolicyln <policy>

> Determine the default IPv6 firewall control policy for outbound
traffic:

config:# security ipAccessControl ipv6 defaultPolicyOut <policy>

Variables:

e <option> is one of the options: true or false.

Option Description
true Enables the IP access control feature.
false Disables the IP access control feature.

e <policy> is one of the options: accept, drop or reject.

Option Description
accept Accepts traffic from all IP addresses.
drop Discards traffic from all IP addresses, without

sending any failure notification to the source host.

reject Discards traffic from all IP addresses, and an
ICMP message is sent to the source host for
failure notification.

Tip: You can combine both commands to modify all firewall control
parameters at a time. See Multi-Command Syntax (on page 487).

Managing Firewall Rules
You can add, delete or modify firewall rules using the CLI commands.

e An IPv4 firewall control rule command begins with security
ipAccessControl ipv4 rule.

¢ An IPv6 firewall control rule command begins with security
ipAccessControl ipv6 rule.

Adding a Firewall Rule

Depending on where you want to add a new firewall rule in the list, the
command for adding a rule varies.

e |Pv4 commands

> Add anew rule to the bottom of the IPv4 rules list:
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config:#

config:#

config:#

config:#

config:#

config:#

security ipAccessControl ipv4 rule add <direction> <ip_mask> <policy>

> Add anew IPv4 rule by inserting it above or below a specific
rule:

security ipAccessControl ipv4 ruleadd <direction><ip_mask><policy><insert>
<rule_number>

—-OR -

security ipAccessControl ipv4 rule add <direction> <insert> <rule_number>
<ip_mask> <policy>

e |Pv6 commands

> Add anew rule to the bottom of the IPv6 rules list:

security ipAccessControl ipv6 rule add <direction> <ip_mask> <policy>

» Add anew IPv6 rule by inserting it above or below a specific
rule:

security ipAccessControl ipv6 ruleadd <direction><ip_mask><policy><insert>
<rule_number>

—-OR --
security ipAccessControl ipv6 rule add <direction> <insert> <rule_number>

<ip_mask> <policy>

Variables:

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.
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e <ip_mask> is the combination of the IP address and subnet mask
values (or prefix length), which are separated with a slash. For
example, an IPv4 combination looks like this: 192.168.94.222/24.

e <policy> is one of the options: accept, drop or reject.

Policy Description

accept Accepts traffic from/to the specified IP
address(es).

drop Discards traffic from/to the specified IP

address(es), without sending any failure
notification to the source or destination host.

reject Discards traffic from/to the specified IP
address(es), and an ICMP message is sent to the
source or destination host for failure notification.

e <insert> is one of the options: insertAbove or insertBelow.

Option Description

insertAbove Inserts the new rule above the specified rule
number. Then:

new rule's number = the specified rule number

insertBelow Inserts the new rule below the specified rule
number. Then:

new rule's number = the specified rule number + 1

e <rule_number> is the number of the existing rule which you want to
insert the new rule above or below.

Modifying a Firewall Rule
Depending on what to modify in an existing rule, the command varies.

e |Pv4 commands

» Modify an IPv4 rule's IP address and/or subnet mask:

config:# security ipAccessControl ipv4 rule modify <direction> <rule_number> ipMask
<ip_mask>

» Modify an IPv4 rule's policy:

config:# security ipAccessControl ipv4 rule modify <direction> <rule_number> policy
<policy>

» Modify all contents of an existing IPv4 rule:
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config:# security ipAccessControl ipv4 rule modify <direction> <rule_number> ipMask
<ip_mask> policy <policy>

e |Pv6 commands

» Modify an IPv6 rule's IP address and/or prefix length:

config:# security ipAccessControl ipv6 rule modify <direction> <rule_number> ipMask
<ip_mask>

> Modify an IPv6 rule's policy:

config:# security ipAccessControl ipv6 rule modify <direction> <rule_number> policy
<policy>

» Modify all contents of an IPv6 existing rule:

config:# security ipAccessControl ipv6 rule modify <direction> <rule_number> ipMask
<ip_mask> policy <policy>

Variables:

<direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <rule_number> is the number of the existing rule that you want to
modify.

e <ip_mask> is the combination of the IP address and subnet mask
values (or prefix length), which are separated with a slash. For
example, an IPv4 combination looks like this: 192.168.94.222/24.

e <policy> is one of the options: accept, drop or reject.

Option Description

accept Accepts traffic from/to the specified IP
address(es).

drop Discards traffic from/to the specified IP

address(es), without sending any failure
notification to the source or destination host.
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Option Description

reject Discards traffic from/to the specified IP
address(es), and an ICMP message is sent to the
source or destination host for failure notification.

Deleting a Firewall Rule
The following commands remove a specific IPv4 or IPv6 rule from the

list.

» |Pv4 commands

config:# security ipAccessControl

» |Pv6 commands

config:# security ipAccessControl

i

Variables:

ipvd rule delete <direction> <rule_number>

ipv6 rule delete <direction> <rule_number>

e <direction> is one of the options: in or out.

Direction Description
in Inbound traffic.
out Outbound traffic.

e <rule_number> is the number of the existing rule that you want to

remove.

Restricted Service Agreement

The CLI command used to set the Restricted Service Agreement feature
begins with security restrictedServiceAgreement,

Raritan.
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Enabling or Disabling the Restricted Service Agreement

This command activates or deactivates the Restricted Service
Agreement.

config:# security restrictedServiceAgreement enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description

true Enables the Restricted Service Agreement
feature.

false Disables the Restricted Service Agreement
feature.

If the Restricted Service Agreement feature is enabled, the Restricted
Service Agreement is displayed when any user logs in to the PX. Do
either of the following, or you cannot successfully log in to the PX:

¢ Inthe web interface, select the checkbox labeled "l understand and
accept the Restricted Service Agreement.”

Tip: To select the agreement checkbox using the keyboard, press
the Space bar.

e Inthe CLI, type y when the confirmation message "l understand and
accept the Restricted Service Agreement"” is displayed.

Specifying the Agreement Contents

This command allows you to create or modify contents of the Restricted
Service Agreement.

config:# security restrictedServiceAgreement bannerContent

After performing the above command, do the following:

1. Type the text comprising up to 10,000 ASCII characters when the
CLI prompts you to enter the content.

2. To end the content:
a. Press Enter.
b. Type --END-- to indicate the end of the content.

c. Press Enter again.
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If the content is successfully entered, the CLI displays this message
"Successfully entered Restricted Service Agreement" followed by the
total number of entered characters in parentheses.

Note: The new content of Restricted Service Agreement is saved only
after typing the apply command. See Quitting Configuration Mode
(on page 376).

Example
The following example illustrates how to specify the content of the
Restricted Service Agreement.

1. Type the following command and press Enter to start entering the
content.

config:# security restrictedServiceAgreement bannerContent

2. Type the following content when the CLI prompts you to enter the
content.

IMPORTANT!! You are accessing a PDU. If you are not the
system administrator, do NOT power off or power cycle
any outlet without the permission of the system
administrator.

Press Enter.

Type the following:

--END--

Press Enter again.

Verify that the message "Successfully entered Restricted Service
Agreement” is displayed, indicating that the content input is
successful.

Login Limitation

The login limitation feature controls login-related limitations, such as
password aging, simultaneous logins using the same user name, and the
idle time permitted before forcing a user to log out.

A login limitation command begins with security loginLimits.

You can combine multiple commands to modify various login limitation
parameters at a time. See Multi-Command Syntax (on page 487).
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Single Login Limitation

This command enables or disables the single login feature, which
controls whether multiple logins using the same login name
simultaneously is permitted.

config:# security loginLimits singleLogin <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable Enables the single login feature.
disable Disables the single login feature.

Password Aging

This command enables or disables the password aging feature, which
controls whether the password should be changed at a regular interval:

config:# security loginLimits passwordAging <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable Enables the password aging feature.
disable Disables the password aging feature.

Password Aging Interval
This command determines how often the password should be changed.

config:# security loginLimits passwordAginglnterval <value>

Variables:

e <value> is a numeric value in days set for the password aging
interval. The interval ranges from 7 to 365 days.
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Idle Timeout

This command determines how long a user can remain idle before that
user is forced to log out of the PX web interface or CLI.

config:# security loginLimits idleTimeout <value>

Variables:

e <value> is a numeric value in minutes set for the idle timeout. The
timeout ranges from 1 to 1440 minutes (24 hours).

User Blocking

There are different commands for changing different user blocking
parameters. These commands begin with security userBlocking.

You can combine multiple commands to modify the user blocking
parameters at a time. See Multi-Command Syntax (on page 487).

» Determine the maximum number of failed logins before
blocking a user:

config:# security userBlocking maximumNumberOfFailedLogins <valuel>

» Determine how long a user is blocked:
config:# security userBlocking blockTime <value2>

Variables:

e <value1>is an integer between 3 and 10, or unlimited, which sets no
limit on the maximum number of failed logins and thus disables the
user blocking function.

e <value2> is a numeric value ranging from 1 to 1440 minutes (one
day), or infinite, which blocks the user all the time until the user is
unblocked manually.
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Strong Passwords

The strong password commands determine whether a strong password
is required for login, and what a strong password should contain at least.

A strong password command begins with security
strongPasswords.

You can combine multiple strong password commands to modify
different parameters at a time. See Multi-Command Syntax (on page
487).

Enabling or Disabling Strong Passwords
This command enables or disables the strong password feature.

config:# security strongPasswords enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true Enables the strong password feature.
false Disables the strong password feature.

Minimum Password Length
This command determines the minimum length of the password.

config:# security strongPasswords minimumLength <value>

Variables:

e <value>is an integer between 8 and 32.

Maximum Password Length

This command determines the maximum length of the password.

config:# security strongPasswords maximumLength <value>

Variables:

e <value>is an integer between 16 and 64.

==
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Lowercase Character Requirement

This command determines whether a strong password includes at least a
lowercase character.

config:# security strongPasswords enforceAtlLeastOnelLowerCaseCharacter <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one lowercase character is required.
disable No lowercase character is required.

Uppercase Character Requirement

This command determines whether a strong password includes at least a
uppercase character.

config:# security strongPasswords enforceAtlLeastOneUpperCaseCharacter <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one uppercase character is required.
disable No uppercase character is required.

Numeric Character Requirement

This command determines whether a strong password includes at least a
numeric character.

config:# security strongPasswords enforceAtLeastOneNumericCharacter <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description

enable At least one numeric character is required.
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Option Description

disable No numeric character is required.

Special Character Requirement

This command determines whether a strong password includes at least a
special character.

config:# security strongPasswords enforceAtlLeastOneSpecialCharacter <option>

Variables:

e <option> is one of the options: enable or disable.

Option Description
enable At least one special character is required.
disable No special character is required.

Maximum Password History

This command determines the number of previous passwords that
CANNOT be repeated when changing the password.

config:# security strongPasswords passwordHistoryDepth <value>

Variables:

e <value> is an integer between 1 and 12.

Role-Based Access Control

In addition to firewall access control based on IP addresses, you can
configure other access control rules that are based on both IP addresses
and users' roles.

e An IPv4 role-based access control command begins with security
roleBasedAccessControl ipv4.

¢ An IPv6 role-based access control command begins with security
roleBasedAccessControl ipv6.
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Modifying Role-Based Access Control Parameters

There are different commands for modifying role-based access control
parameters.

e |Pv4 commands

» Enable or disable the IPv4 role-based access control feature:

config:# security roleBasedAccessControl ipv4 enabled <option>

P Determine the IPv4 role-based access control policy:

config:# security roleBasedAccessControl ipv4 defaultPolicy <policy>

e |Pv6 commands

» Enable or disable the IPv6 role-based access control feature:

config:# security roleBasedAccessControl ipv6 enabled <option>

» Determine the IPv6 role-based access control policy:

config:# security roleBasedAccessControl ipv6 defaultPolicy <policy>

Variables:

e <option> is one of the options: true or false.

Option Description
true Enables the role-based access control feature.
false Disables the role-based access control feature.

e <policy> is one of the options: allow or deny.

Policy Description

allow Accepts traffic from all IP addresses regardless of
the user's role.

deny Drops traffic from all IP addresses regardless of
the user's role.

Tip: You can combine both commands to modify all role-based access
control parameters at a time. See Multi-Command Syntax (on page
487).
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config:#

config:#

config:#

Managing Role-Based Access Control Rules
You can add, delete or modify role-based access control rules.

e An IPv4 role-based access control command for managing rules
begins with security roleBasedAccessControl ipv4 rule.

e An IPv6 role-based access control command for managing rules
begins with security roleBasedAccessControl ipv6 rule.

Adding a Role-Based Access Control Rule

Depending on where you want to add a new rule in the list, the command
syntax for adding a rule varies.

e |Pv4 commands

» Add anew rule to the bottom of the IPv4 rules list:

security roleBasedAccessControl ipv4 rule add <start ip> <end_ip> <role>
<policy>

> Add anew IPv4 rule by inserting it above or below a specific
rule:

security roleBasedAccessControl ipv4 rule add <start ip> <end_ip> <role>
<policy> <insert> <rule_number>

e |Pv6 commands

» Add anew rule to the bottom of the IPv6 rules list:

security roleBasedAccessControl ipv6 rule add <start_ip> <end_ip> <role>
<policy>

» Add anew IPv6 rule by inserting it above or below a specific
rule:
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config:# security roleBasedAccessControl ipv6 rule add <start_ip> <end_ip> <role>
<policy> <insert> <rule_number>

Variables:

<start_ip> is the starting IP address.

e <end_ip>is the ending IP address.

e <role> is the role for which you want to create an access control rule.
e <policy> is one of the options: allow or deny.

Policy Description

allow Accepts traffic from the specified IP address
range when the user is a member of the specified
role

deny Drops traffic from the specified IP address range

when the user is a member of the specified role

e <insert> is one of the options: insertAbove or insertBelow.

Option Description

insertAbove Inserts the new rule above the specified rule
number. Then:

new rule's number = the specified rule number

insertBelow Inserts the new rule below the specified rule
number. Then:

new rule's number = the specified rule number + 1

e <rule_number> is the number of the existing rule which you want to
insert the new rule above or below.

Modifying a Role-Based Access Control Rule

Depending on what to modify in an existing rule, the command syntax
varies.

e |Pv4 commands

» Modify arule's IPv4 address range:

config:# security roleBasedAccessControl ipv4 rule modify <rule_number>
startlpAddress <start ip> endlpAddress <end_ip>

» Modify an IPv4 rule's role:
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config:#

config:#

config:#

config:#

config:#

config:#

security roleBasedAccessControl ipv4 rule modify <rule_number> role <role>

» Modify an IPv4 rule's policy

security roleBasedAccessControl ipv4 rule modify <rule_number> policy
<policy>

» Modify all contents of an existing IPv4 rule:

security roleBasedAccessControl ipv4 rule modify <rule_number>
startlpAddress<start_ip>endlpAddress<end_ip>role<role>policy<policy>

e |Pv6 commands

» Modify arule's IPv6 address range:

security roleBasedAccessControl ipv6 rule modify <rule_number>
startlpAddress <start_ip> endlpAddress <end_ip>

» Modify an IPv6 rule's role:

security roleBasedAccessControl ipv6 rule modify <rule_number> role <role>

» Modify an IPv6 rule's policy:

security roleBasedAccessControl ipv6 rule modify <rule_number> policy
<policy>

» Modify all contents of an existing IPv6 rule:
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config:# security roleBasedAccessControl ipv6 rule modify <rule_number>
startlpAddress<start_ip>endlpAddress<end_ip>role<role>policy<policy>

Variables:

e <rule_number> is the number of the existing rule that you want to
modify.

e <start_ip> is the starting IP address.

e <end_ip>is the ending IP address.

e <role> is one of the existing roles.

e <policy> is one of the options: allow or deny.

Policy Description

allow Accepts traffic from the specified IP address
range when the user is a member of the specified
role

deny Drops traffic from the specified IP address range

when the user is a member of the specified role

Deleting a Role-Based Access Control Rule
These commands remove a specific rule from the list.

» |Pv4 commands

config:# security roleBasedAccessControl ipv4 rule delete <rule_number>

» |Pv6 commands

config:# security roleBasedAccessControl ipv6 rule delete <rule_number>

Variables:

e <rule_number> is the number of the existing rule that you want to
remove.
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Enabling or Disabling Front Panel Outlet Switching

This section applies to outlet-switching capable models only.

The following CLI commands control whether you can turn on or off an
outlet by operating the front panel display.

» To enable the front panel outlet control feature:

config:# security frontPanelPermissions add switchOutlet

> To disable the front panel outlet control feature:
config:# security frontPanelPermissions remove switchOutlet

Examples
This section illustrates several security configuration examples.
Example 1 - IPv4 Firewall Control Configuration

The following command sets up two parameters of the IPv4 access
control feature.

config:# security ipAccessControl ipv4 enabled true defaultPolicyln accept
defaultPolicyOut accept

Results:

e The IPv4 access control feature is enabled.
e The default policy for inbound traffic is set to "accept.”
e The default policy for outbound traffic is set to "accept."

Example 2 - Adding an IPv4 Firewall Rule

The following command adds a new IPv4 access control rule and
specifies its location in the list.
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config:# security ipAccessControl ipv4 rule add 192.168.84.123/24 accept

insertAbove 5

Results:

o A new IPv4 firewall control rule is added to accept all packets sent
from the IPv4 address 192.168.84.123.

e The newly-added rule is inserted above the 5th rule. That is, the new
rule becomes the 5th rule, and the original 5th rule becomes the 6th
rule.

Example 3 - User Blocking

The following command sets up two user blocking parameters.

config:# security userBlocking maximumNumberOfFailedLogins 5 blockTime 30

Results:

e The maximum number of failed logins is set to 5.
e The user blocking time is set to 30 minutes.

Example 4 - Adding an IPv4 Role-based Access Control Rule

The following command creates a newlPv4 role-based access control
rule and specifies its location in the list.

config:# security roleBasedAccessControl ipv4 rule add 192.168.78.50 192.168.90.100

i

admin deny insertAbove 3

Results:

e Anew IPv4 role-based access control rule is added, dropping all
packets from any IPv4 address between 192.168.78.50 and
192.168.90.100 when the user is a member of the role "admin."

e The newly-added IPv4 rule is inserted above the 3rd rule. That is, the
new rule becomes the 3rd rule, and the original 3rd rule becomes the
4th rule.
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Outlet Configuration Commands

An outlet configuration command begins with outlet. Such a command
allows you to configure an individual outlet.

Changing the Outlet Name

This command names an outlet.

config:# outlet <n> name ''<name>"'

Variables:

e <n>is the number of the outlet that you want to configure.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.

Changing an Outlet's Default State

This section applies to outlet-switching capable models only.
This command determines the initial power condition of an outlet after
the PX powers up.

config:# outlet <n> stateOnDeviceStartup <option>

Variables:

e <n>is the number of the outlet that you want to configure.

e <option> is one of the options: off, on, lastknownState and
pduDefined.

Option Description
off Turn off the outlet.
on Turn on the outlet.

lastKnownState | Restore the outlet to the state prior to last PDU
power down.

pduDefined PDU-defined setting.
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Note: Setting the outlet's default state to an option other than pduDefined
overrides the PDU-defined default state on that outlet. See Setting the
PDU-Defined Default Outlet State (on page 378).

Setting an Outlet's Cycling Power-Off Period

This section applies to outlet-switching capable models only.
This command determines the power-off period of the power cycling
operation for a specific outlet.

config:# outlet <n> cyclingPowerOffPeriod <timing>

Variables:

e <n>is the number of the outlet that you want to configure.

o <timing> is the time of the cycling power-off period in seconds, which
is an integer between 0 and 3600, or pduDefined for following the
PDU-defined timing.

Note: This setting overrides the PDU-defined cycling power-off period on
a particular outlet. See Setting the PDU-Defined Cycling Power-Off
Period (on page 379).

Example - Outlet Naming

The following command assigns the name "Win XP" to outlet 8.

config:# outlet 8 name "Win XP"

Inlet Configuration Commands

An inlet configuration command begins with inlet. You can configure an
inlet by using the inlet configuration command.
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Changing the Inlet Name

This command syntax names an inlet.

config:# inlet <n> name '"'<name>"'

Variables:

e <n>is the number of the inlet that you want to configure. For a
single-inlet PDU, <n> is always the number 1. The value is an
integer between 1 and 50.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.

Enabling or Disabling an Inlet (for Multi-Inlet PDUs)

Enabling or disabling an inlet takes effect on a multi-inlet PDU only.

This command enables or disables an inlet.
config:# inlet <n> enabled <option>
Variables:

e <n>is the number of the inlet that you want to configure. For a
single-inlet PDU, <n> is always the number 1. The value is an
integer between 1 and 50.

e <option> is one of the options: true or false.

Option Description
true The specified inlet is enabled.
false The specified inlet is disabled.

Note: If performing this command causes all inlets to be disabled, a
warning message appears, prompting you to confirm. When this occurs,
press y to confirm or n to cancel the operation.

434 =Y

=i=Raritan.



i

Raritan.

Chapter 8: Using the Command Line Interface

Example - Inlet Naming

The following command assigns the name "AC source" to the inlet 1. If
your PX device contains multiple inlets, this command names the 1st
inlet.

config:# inlet 1 name "AC source"

Overcurrent Protector Configuration Commands

An overcurrent protector configuration command begins with ocp. The
command configures an individual circuit breaker or fuse which protects
outlets.

Changing the Overcurrent Protector Name

This command names a circuit breaker or a fuse which protects outlets
on your PX.

config:# ocp <n> name '‘<name>"

Variables:

e <n>is the number of the overcurrent protector that you want to
configure. The value is an integer between 1 and 50.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.

Example - OCP Naming

The command assigns the name "Email servers CB" to the overcurrent
protector labeled 2.

config:# ocp 2 name "Email servers CB

User Configuration Commands

Most user configuration commands begin with user except for the
password change command.
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Creating a User Profile

This command creates a new user profile.

config:# user create <name> <option> <roles>

After performing the user creation command, the PX prompts you to
assign a password to the newly-created user. Then:

1. Type the password and press Enter.

2. Re-type the same password for confirmation and press Enter.

Variables:

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable CANNOT contain spaces.

e <option> is one of the options: enable or disable.

Option Description
enable Enables the newly-created user profile.
disable Disables the newly-created user profile.

e <roles>is arole or a list of comma-separated roles assigned to the
specified user profile.

Modifying a User Profile

A user profile contains various parameters that you can modify.

Tip: You can combine all commands to modify the parameters of a
specific user profile at a time. See Multi-Command Syntax (on page
487).
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Changing a User's Password

This command allows you to change an existing user's password if you
have the Administrator Privileges.

config:# user modify <name> password

After performing the above command, PX prompts you to enter a new
password. Then:

1. Type a new password and press Enter.

2. Re-type the new password for confirmation and press Enter.

Variables:

e <name> is the name of the user whose settings you want to change.
Example

The following procedure illustrates how to change the password of the
user "May."

1. Verify that you have entered the configuration mode. See Entering
Configuration Mode (on page 375).

2. Type the following command to change the password for the user
profile "May."

config:# user modify May password
Type a new password when prompted, and press Enter.
Type the same new password and press Enter.

If the password change is completed successfully, the config:#
prompt appears.
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Modifying a User's Personal Data

You can change a user's personal data, including the user's full name,
telephone number, and email address.

Various commands can be combined to modify the parameters of a
specific user profile at a time. See Multi-Command Syntax (on page
487).

>

Change a user's full name:
config:# user modify <name> fullName "<full_name>"

» Change a user's telephone number:

config:# user modify <name> telephoneNumber *<phone_number>"
» Change a user's email address:

config:# user modify <name> eMailAddress <email_address>
Variables:

<name> is the name of the user whose settings you want to change.

<full_name> is a string comprising up to 32 ASCII printable
characters. The <full_name> variable must be enclosed in quotes
when it contains spaces.

<phone_number> is the phone number that can reach the specified
user. The <phone_number> variable must be enclosed in quotes
when it contains spaces.

<email_address> is the email address of the specified user.
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Enabling or Disabling a User Profile

This command enables or disables a user profile. A user can log in to the
PX device only after that user's user profile is enabled.

config:# user modify <name> enabled <option>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option> is one of the options: true or false.

Option Description
true Enables the specified user profile.
false Disables the specified user profile.

Forcing a Password Change

This command determines whether the password change is forced when
a user logs in to the specified user profile next time.

user modify <name> forcePasswordChangeOnNextLogin <option>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option> is one of the options: true or false.

Option Description

true A password change is forced on the user's next
login.

false No password change is forced on the user's next
login.
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Modifying SNMPv3 Settings

There are different commands to modify the SNMPv3 parameters of a
specific user profile. You can combine all of the following commands to
modify the SNMPv3 parameters at a time. See Multi-Command Syntax
(on page 487).

» Enable or disable the SNMP v3 access to PX for the specified
user:

config:# user modify <name> snmpV3Access <optionl>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option1> is one of the options: enable or disable.

Option Description

enable Enables the SNMP v3 access permission for the
specified user.

disable Disables the SNMP v3 access permission for the
specified user.

» Determine the security level:
config:# user modify <name> securitylLevel <option2>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option2> is one of the options: noAuthNoPriv, authNoPriv or

authPriv.

Option Description

noAuthNoPriv | No authentication and no privacy.
authNoPriv Authentication and no privacy.
authPriv Authentication and privacy.

> Determine whether the authentication passphrase is identical to
the password:

=i=Raritan.
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config:# user modify <name> userPasswordAsAuthenticationPassphrase <option3>

Variables:
e <name> is the name of the user whose settings you want to change.
e <option3> is one of the options: true or false.

Option Description

true Authentication passphrase is identical to the
password.

false Authentication passphrase is different from the
password.

» Determine the authentication passphrase:

config:# user modify <name> authenticationPassPhrase <authentication_passphrase>

Variables:
e <name> is the name of the user whose settings you want to change.

e <authentication_passphrase> is a string used as an authentication
passphrase, comprising 8 to 32 ASCII printable characters.

> Determine whether the privacy passphrase is identical to the
authentication passphrase:

config:# user modi fy <name> useAuthenticationPassPhraseAsPrivacyPassPhrase <option4>

Variables:
e <name> is the name of the user whose settings you want to change.
e <option4> is one of the options: true or false.

Option Description

true Privacy passphrase is identical to the
authentication passphrase.

false Privacy passphrase is different from the
authentication passphrase.
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» Determine the privacy passphrase:

config:# user modify <name> privacyPassPhrase <privacy_ passphrase>

Variables:

e <name> is the name of the user whose settings you want to change.

e <privacy_passphrase> is a string used as a privacy passphrase,
comprising 8 to 32 ASCII printable characters.

> Determine the authentication protocol:

config:# user modify <name> authenticationProtocol <option5>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option5> is one of the options: MD5 or SHA-1.

Option Description
MD5 MD5 authentication protocol is applied.
SHA-1 SHA-1 authentication protocol is applied.

> Determine the privacy protocol:

config:# user modify <name> privacyProtocol <option6>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option6> is one of the options: DES or AES-128.

Option Description
DES DES privacy protocol is applied.
AES-128 AES-128 privacy protocol is applied.
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Changing the Role(s)
This command changes the role(s) of a specific user.

config:# user modify <name> roles <roles>

Variables:

e <name> is the name of the user whose settings you want to change.

e <roles>is arole or a list of comma-separated roles assigned to the
specified user profile. See All Privileges (on page 450).

Changing Measurement Units

You can change the measurement units displayed for temperatures,
length, and pressure for a specific user profile. Different measurement
unit commands can be combined so that you can set all measurement
units at a time. To combine all commands, see Multi-Command Syntax
(on page 487).

Note: The measurement unit change only applies to the web interface
and command line interface.

Tip: To set the default measurement units applied to the PX user
interfaces for all users via CLI, see Setting Default Measurement Units
(on page 446).

> Set the preferred temperature unit:

config:# user modify <name> preferredTemperatureUnit <optionl>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option1>is one of the options: C or F.

Option Description

C This option displays the temperature in Celsius.

F This option displays the temperature in
Fahrenheit.
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> Set the preferred length unit:
config:# user modify <name> preferredLengthUnit <option2>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option2> is one of the options: meter or feet.

Option Description

meter This option displays the length or height in
meters.

feet This option displays the length or height in feet.

> Set the preferred pressure unit:

config:# user modify <name> preferredPressureUnit <option3>

Variables:

e <name> is the name of the user whose settings you want to change.
e <option3> is one of the options: pascal or psi.

Option Description

pascal This option displays the pressure value in Pascals
(Pa).

psi This option displays the pressure value in psi.

Specifying the SSH Public Key

If the SSH key-based authentication is enabled, specify the SSH public
key for each user profile using the following procedure.

» To specify or change the SSH public key for a specific user:

Type the SSH public key command as shown below and press
Enter.

config:# user modify <name> sshPublicKey

2. The system prompts you to enter the contents of the SSH public key.
Do the following to input the contents:

a. Open your SSH public key with a text editor.

b. Copy all contents in the text editor.
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c. Paste the contents into the terminal.

d. Press Enter.

» Toremove an existing SSH public key:
Type the same command as shown above.

2. When the system prompts you to input the contents, press Enter
without typing or pasting anything.

Example

The following procedure illustrates how to change the SSH public key for
the user "assistant."

1. Verify that you have entered the configuration mode. See Entering
Configuration Mode (on page 375).

2. Type the following command and press Enter.
config:# user modify assistant sshPublicKey
You are prompted to enter a new SSH public key.

Type the new key and press Enter.

Deleting a User Profile

This command deletes an existing user profile.

config:# user delete <name>

Changing Your Own Password

Every user can change their own password via this command if they
have the Change Own Password privilege. Note that this command does
not begin with user.

config:# password

After performing this command, the PX prompts you to enter both current
and new passwords respectively.

Important: After the password is changed successfully, the new
password is effective immediately no matter you type the command
"apply" or not to save the changes.

Example
This procedure changes your own password:

1. Verify that you have entered the configuration mode. See Entering
Configuration Mode (on page 375).
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config:#

2. Type the following command and press Enter.
config:# password

3. Type the existing password and press Enter when the following
prompt appears.

Current password:

4. Type the new password and press Enter when the following prompt
appears.

Enter new password:

5. Re-type the new password for confirmation and press Enter when
the following prompt appears.

Re-type new password:

Setting Default Measurement Units

Default measurement units, including temperature, length, and pressure
units, apply to the PX user interfaces across all users except for those
whose preferred measurement units are set differently by themselves or
the administrator. Diverse measurement unit commands can be
combined so that you can set all default measurement units at a time. To
combine all commands, see Multi-Command Syntax (on page 487).

Note: The measurement unit change only applies to the web interface
and command line interface.

Tip: To change the preferred measurement units displayed in the PX
user interfaces for a specific user via CLI, see Changing Measurement
Units (on page 443).

> Set the default temperature unit:

user defaultpreferences preferredTemperatureUnit <optionl>

Variables:

e <option1> is one of the options: C or F.

Option Description

C This option displays the temperature in Celsius.

F This option displays the temperature in
Fahrenheit.

P Set the default length unit:
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config:# user defaultpreferences preferredLengthUnit <option2>

Variables:
e <option2> is one of the options: meter or feet.

Option Description

meter This option displays the length or height in
meters.

feet This option displays the length or height in feet.

> Set the default pressure unit:

config:# user defaultpreferences preferredPressureUnit <option3>

Variables:
e <option3> is one of the options: pascal or psi.

Option Description
pascal This option displays the pressure value in Pascals
(Pa).
psi This option displays the pressure value in psi.
Examples

This section illustrates several user configuration examples.

Raritan.
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Example 1 - Creating a User Profile

The following command creates a new user profile and sets two
parameters for the new user.

config:# user create May enable admin

Results:

e A new user profile "May" is created.
e The new user profile is enabled.
e The admin role is assigned to the new user profile.

Example 2 - Modifying a User's Roles
The following command assigns two roles to the user "May."

config:# user modify May roles admin,tester

Results:

e The user May has the union of all privileges of "admin" and "tester.'

Example 3 - Default Measurement Units

The following command sets all default measurement units at a time.
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user defaultpreferences preferredTemperatureUnit F preferredLengthUnit feet

preferredPressureuUnit psi

Results:

e The default temperature unit is set to Fahrenheit.
e The default length unit is set to feet.

e The default pressure unit is set to psi.

Role Configuration Commands

A role configuration command begins with role.

Creating a Role

This command creates a new role, with a list of semicolon-separated
privileges assigned to the role.

role create <name> <privilegel>;<privilege2>;<privilege3>...

If a specific privilege contains any arguments, that privilege should be
followed by a colon and the argument(s).

role create <name> <privilegel>:<argumentl>,<argument2>...;

<privilege2>:<argumentl>,<argument2>...;
<privilege3>:<argumentl>,<argument2>.._;

Raritan.

Variables:

e <name> is a string comprising up to 32 ASCII printable characters.

e <privilege1>, <privilege2>, <privilege3> and the like are names of
the privileges assigned to the role. Separate each privilege with a
semi-colon. See All Privileges (on page 450).

e <argument1>, <argument2> and the like are arguments set for a
particular privilege. Separate a privilege and its argument(s) with a
colon, and separate arguments with a comma if there are more than
one argument for a privilege.
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All Privileges

This table lists all privileges. Note that available privileges vary according
to the model you purchased. For example, a PDU without the outlet
switching function does not have the privilege "switchOutlet."

Privilege
acknowledgeAlarms
adminPrivilege

changeAssetStripConfiguration

changeAuthSettings

changeDataTimeSettings

changeExternalSensorsConfiguration

changelLhxConfiguration

changeModemConfiguration
changeNetworkSettings
changePassword

changePduConfiguration

changeSecuritySettings
changeSnmpSettings

changeUserSettings

changeWebcamSettings
clearLog
firmwareUpdate
performReset
switchOutlet*
switchActuator**
switchTransferSwitch
viewEventSetup

viewEverything

Description
Acknowledge Alarms
Administrator Privileges

Change Asset Strip
Configuration

Change Authentication Settings
Change Date/Time Settings

Change Peripheral Device
Configuration

Change LHX/SHX
Configuration

Change Modem Configuration
Change Network Settings
Change Own Password

Change Pdu, Inlet, Outlet &
Overcurrent Protector
Configuration

Change Security Settings
Change SNMP Settings

Change Local User
Management

Change Webcam Configuration
Clear Local Event Log
Firmware Update

Reset (Warm Start)

Switch Outlet

Switch Actuator

Switch Transfer Switch

View Event Settings

Unrestricted View Privileges
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Privilege Description

viewLog View Local Event Log

viewSecuritySettings View Security Settings

viewSnmpSettings View SNMP Settings

viewUserSettings View Local User Management

viewWebcamSettings View Webcam Snapshots and
Configuration

* The "switchOutlet" privilege requires an argument that is separated with
a colon. The argument could be:

All outlets, that is,
switchOutlet:all

An outlet number. For example:
switchOutlet:1

switchOutlet:2
switchOutlet:3

A list of comma-separated outlets. For example:
switchOutlet:1,3,5,7,8,9

** The "switchActuator” privilege requires an argument that is separated
with a colon. The argument could be:

All actuators, that is,
switchActuator:all

An actuator's ID number. For example:
switchActuator:1
switchActuator:2
switchActuator:3

A list of comma-separated ID numbers of different actuators. For
example:

switchActuator:1,3,6

Note: The ID number of each actuator is shown in the PX web interface.
It is an integer between 1 and 32.
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Modifying a Role

You can modify diverse parameters of an existing role, including its
privileges.

» Modify arole's description:
config:# role modify <name> description ''<description>"

Variables:
e <name> is a string comprising up to 32 ASCII printable characters.

e <description> is a description comprising alphanumeric characters.
The <description> variable must be enclosed in quotes when it
contains spaces.

» Add more privileges to a specific role:

config:# role modify <name> addPrivileges
<privilegel>;<privilege2>;<privilege3>. ..

If a specific privilege contains any arguments, add a colon and the
argument(s) after that privilege.
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config:# role modify <name> addPrivileges

<privilegel>:<argumentl>,<argument2>...;
<privilege2>:<argumentl>,<argument2>...;
<privilege3>:<argumentl>,<argument2>...;

Variables:

<name> is a string comprising up to 32 ASCII printable characters.

<privilege1>, <privilege2>, <privilege3> and the like are names of
the privileges assigned to the role. Separate each privilege with a
semi-colon. See All Privileges (on page 450).

<argument1>, <argument2> and the like are arguments set for a
particular privilege. Separate a privilege and its argument(s) with a
colon, and separate arguments with a comma if there are more than
one argument for a privilege.

Remove specific privileges from a role:

config:# role modify <name> removePrivileges
<privilegel>;<privilege2>;<privilege3>. ..

If a specific privilege contains any arguments, add a colon and the
argument(s) after that privilege.

config:# role modify <name> removePrivileges
<privilegel>:<argumentl>,<argument2>...;
<privilege2>:<argumentl>,<argument2>...;
<privilege3>:<argumentl>,<argument2>...;

Note: When removing privileges from a role, make sure the specified
privileges and arguments (if any) exactly match those assigned to the
role. Otherwise, the command fails to remove specified privileges that
are not available.

Variables:

<name> is a string comprising up to 32 ASCII printable characters.

<privilege1>, <privilege2>, <privilege3> and the like are names of
the privileges assigned to the role. Separate each privilege with a
semi-colon. See All Privileges (on page 450).

<argument1>, <argument2> and the like are arguments set for a
particular privilege. Separate a privilege and its argument(s) with a
colon, and separate arguments with a comma if there are more than
one argument for a privilege.
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Deleting a Role

This command deletes an existing role.

config:# role delete <name>

Example - Creating a Role

The following command creates a new role and assigns privileges to the
role.

config:# role create tester fFirmwareUpdate;viewEventSetup

Results:

e A new role "tester" is created.

e Two privileges are assigned to the role: firmwareUpdate (Firmware
Update) and viewEventSetup (View Event Settings).

Environmental Sensor Configuration Commands

An environmental sensor configuration command begins with
externalsensor. You can configure the name and location parameters of
an individual environmental sensor.

Note: To configure an actuator, see Actuator Configuration
Commands (on page 471).

454 R
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Changing the Sensor Name

This command names an environmental sensor.

config:# externalsensor <n> name ''<name>"'

Variables:

e <n>is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.

Note: To name an actuator, see Actuator Configuration Commands
(on page 471).

Specifying the CC Sensor Type

Raritan's contact closure sensor (DPX-CC2-TR) supports the connection
of diverse third-party or Raritan's detectors/switches. You must specify
the type of connected detector/switch for proper operation. Use this
command when you need to specify the sensor type.

config:# externalsensor <n> sensorSubType <sensor_type>

Variables:

e <n>is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

e <sensor_type> is one of these types: contact, smokeDetection,
waterDetection or vibration.

Type Description

contact The connected detector/switch is for detection of
door lock or door closed/open status.

smokeDetection  The connected detector/switch is for detection of
the smoke presence.

waterDetection | The connected detector/switch is for detection of
the water presence.

vibration The connected detector/switch is for detection of
the vibration.
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Setting the X Coordinate

This command specifies the X coordinate of an environmental sensor.

config:# externalsensor <n> xlabel '<coordinate>"

Variables:

<n> is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

<coordinate> is a string comprising up to 24 ASCII printable
characters, and it must be enclosed in quotes.

Setting the Y Coordinate

This command specifies the Y coordinate of an environmental sensor.

config:# externalsensor <n> ylabel '<coordinate>"

Variables:

<n> is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

<coordinate> is a string comprising up to 24 ASCII printable
characters, and it must be enclosed in quotes.
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Setting the Z Coordinate

This command specifies the Z coordinate of an environmental sensor.

config:# externalsensor <n> zlabel '<coordinate>"

Variables:

e <n>is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

e Depending on the Z coordinate format you set, there are two types of
values for the <coordinate> variable:

Type Description

Free form <coordinate> is a string comprising up to 24
ASCII printable characters, and it must be
enclosed in quotes.

Rack units <coordinate> is an integer number in rack units.

Note: To specify the Z coordinate using the rack units, see Setting the Z
Coordinate Format for Environmental Sensors (on page 382).

Changing the Sensor Description

This command provides a description for a specific environmental
Sensor.

config:# externalsensor <n> description "<description>"

Variables:

e <n>is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

e <description> is a string comprising up to 64 ASCII printable
characters, and it must be enclosed in quotes.
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Using Default Thresholds

This command determines whether default thresholds, including the
deassertion hysteresis and assertion timeout, are applied to a specific
environmental sensor.

config:# externalsensor <n> useDefaultThresholds <option>

Variables:

e <n>is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

e <option> is one of the options: true or false.

Option Description

true Default thresholds are selected as the threshold
option for the specified sensor.

false Sensor-specific thresholds are selected as the
threshold option for the specified sensor.

Setting the Alarmed to Normal Delay for DX-PIR

This command determines the value of the Alarmed to Normal Delay
setting for a DX-PIR presence detector.

config:# externalsensor <n> alarmedToNormalDelay <time>

Variables:

e <n>is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

e <time> is an integer number in seconds, ranging between 0 and 300.

Examples

This section illustrates several environmental sensor configuration

examples.
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Example 1 - Environmental Sensor Naming

The following command assigns the name "Cabinet humidity" to the
environmental sensor with the ID number 4.

config:# externalsensor 4 name "'Cabinet humidity"

Example 2 - Sensor Threshold Selection

The following command sets the environmental sensor #1 to use the
default thresholds, including the deassertion hysteresis and assertion
timeout, as its threshold settings.

config:# externalsensor 1 useDefaultThresholds true

Configuring Environmental Sensors' Default Thresholds

You can set the default values of upper and lower thresholds,
deassertion hysteresis and assertion timeout on a sensor type basis,
including temperature, humidity, air pressure and air flow sensors. The
default thresholds automatically apply to all environmental sensors that
are newly detected or added.

A default threshold configuration command begins with
defaultThresholds.

You can configure various default threshold settings for the same sensor
type at a time by combining multiple commands. See Multi-Command
Syntax (on page 487).

> Set the Default Upper Critical Threshold for a specific sensor
type:
config:# defaultThresholds <sensor type> upperCritical <value>

> Set the Default Upper Warning Threshold for a specific sensor
type:
config:# defaultThresholds <sensor type> upperWarning <value>
> Set the Default Lower Critical Threshold for a specific sensor
type:

config:# defaultThresholds <sensor type> lowerCritical <value>

> Set the Default Lower Warning Threshold for a specific sensor
type:
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config:#

defaultThresholds <sensor type> lowerWarning <value>

> Set the Default Deassertion Hysteresis for a specific sensor

type:
config:#

defaultThresholds <sensor type> hysteresis <hy_value>

> Set the Default Assertion Timeout for a specific sensor type:

config:#

Variables:

defaultThresholds <sensor type> assertionTimeout <as_value>

e <sensor type> is one of the following numeric sensor types:

Sensor types
absoluteHumidity
relativeHumidity
temperature
airPressure
airFlow

vibration

Description

Absolute humidity sensors
Relative humidity sensors
Temperature sensors

Air pressure sensors

Air flow sensors

Vibration sensors

e <value> is the value for the specified threshold of the specified
sensor type. Note that diverse sensor types use different

measurement units.

Sensor types
absoluteHumidity
relativeHumidity

temperature

airPressure

airFlow

vibration

Measurement units
g/m”3 (that is, g/m®)
%

Degrees Celsius (°C) or Fahrenheit (°F),
depending on your measurement unit settings.

Pascal (Pa) or psi, depending on your
measurement unit settings.

m/s

g

e <hy value> is the deassertion hysteresis value applied to the

specified sensor type.

e <as_value> is the assertion timeout value applied to the specified
sensor type. It ranges from 0 to 100 (samples).
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Example - Default Upper Thresholds for Temperature

It is assumed that your preferred measurement unit for temperature is
set to degrees Celsius. Then the following command sets the default
Upper Warning threshold to 20°C and Upper Critical threshold to 24°C
for all temperature sensors.

defaultThresholds temperature upperWarning 20

upperCritical 24

config:# sensor

config:# sensor

—-'.-—
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Sensor Threshold Configuration Commands

A sensor configuration command begins with sensor. You can use the
commands to configure the threshold, hysteresis and assertion timeout
values for any sensor associated with the following items:

= Outlets

= Inlets

= Inlet poles (for three-phase PDUs only)
= Overcurrent protectors

=  Environmental sensors

It is permitted to assign a new value to the threshold at any time
regardless of whether the threshold has been enabled.

Commands for Outlet Sensors

A sensor configuration command for outlets begins with sensor outlet.

You can configure various outlet sensor threshold settings at a time by
combining multiple commands. See Multi-Command Syntax (on page
487).

> Set the Upper Critical threshold for an outlet sensor:

outlet <n> <sensor type> upperCritical <option>

> Set the Upper Warning threshold for an outlet sensor:

outlet <n> <sensor type> upperWarning <option>

» Set the Lower Critical threshold for an outlet sensor:
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config:# sensor outlet <n> <sensor type> lowerCritical <option>

> Set the Lower Warning threshold for an outlet sensor:

config:# sensor outlet <n> <sensor type> lowerWarning <option>

> Set the deassertion hysteresis for an outlet sensor:

config:# sensor outlet <n> <sensor type> hysteresis <hy value>

> Set the assertion timeout for an outlet sensor:

config:# sensor outlet <n> <sensor type> assertionTimeout <as value>

Variables:
e <n>is the number of the outlet that you want to configure.
e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor
activePower Active power sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor
lineFrequency Line frequency sensor

Note: If the requested sensor type is not supported, the "Sensor is
not available" message is displayed.

e <option> is one of the options: enable, disable or a numeric value.

Option Description

enable Enables the specified threshold for a specific
outlet sensor.

disable Disables the specified threshold for a specific
outlet sensor.
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Option Description
A numeric Sets a value for the specified threshold of a
value specific outlet sensor and enables this threshold

at the same time.

e <hy value> is a numeric value that is assigned to the hysteresis for
the specified outlet sensor. See "To De-assert" and Deassertion
Hysteresis (on page 617).

e <as_value> is a number in samples that is assigned to the assertion
timeout for the specified outlet sensor. See "To Assert" and
Assertion Timeout (on page 615).

Commands for Inlet Sensors

A sensor configuration command for inlets begins with sensor inlet.

You can configure various inlet sensor threshold settings at a time by
combining multiple commands. See Multi-Command Syntax (on page
487).

> Set the Upper Critical threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> upperCritical <option>

> Set the Upper Warning threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> upperWarning <option>

> Set the Lower Critical threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> lowerCritical <option>

> Set the Lower Warning threshold for an inlet sensor:

config:# sensor inlet <n> <sensor type> lowerWarning <option>

> Set the deassertion hysteresis for an inlet sensor:

config:# sensor inlet <n> <sensor type> hysteresis <hy_ value>

» Set the assertion timeout for an inlet sensor:
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config:#

Variables:

<n> is the number of the inlet that you want to configure. For a

sensor inlet <n> <sensor type> assertionTimeout <as_value>

single-inlet PDU, <n> is always the number 1.

<sensor type> is one of the following sensor types:

Sensor type
current

peakCurrent
voltage
activePower
apparentPower
powerFactor
activeEnergy
unbalancedCurrent
lineFrequency
residualCurrent

phaseAngle

Description
Current sensor

Peak current sensor
Voltage sensor

Active power sensor
Apparent power sensor
Power factor sensor
Active energy sensor
Unbalanced load sensor
Line frequency sensor
Residual current sensor

Inlet phase angle sensor

Note: If the requested sensor type is not supported, the "Sensor is

not available" message is displayed.

<option> is one of the options: enable, disable or a numeric value.

Option
enable

Description

Enables the specified threshold for a specific inlet

sensor.

disable

Disables the specified threshold for a specific inlet

sensor.

A numeric
value

Sets a value for the specified threshold of a
specific inlet sensor and enables this threshold at

the same time.

<hy_value> is a numeric value that is assigned to the hysteresis for
the specified inlet sensor. See "To De-assert" and Deassertion

Hysteresis (on page 617).

<as_value> is a numeric value that is assigned to the assertion
timeout for the specified inlet sensor. See "To Assert" and

Assertion Timeout (on page 615).
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Commands for Inlet Pole Sensors

A sensor configuration command for inlet poles begins with sensor
inletpole. This type of command is available on a three-phase PDU only.

You can configure various inlet pole sensor threshold settings at a time
by combining multiple commands. See Multi-Command Syntax (on
page 487).

> Set the Upper Critical Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> upperCritical <option>

> Set the Upper Warning Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> upperWarning <option>

» Set the Lower Critical Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> lowerCritical <option>

> Set the Lower Warning Threshold for an Inlet Pole:

config:# sensor inletpole <n> <p> <sensor type> lowerWarning <option>

> Set the Inlet Pole's Deassertion Hysteresis:

config:# sensor inletpole <n> <p> <sensor type> hysteresis <hy value>

> Set the Inlet Pole's Assertion Timeout:

config:# sensor inletpole <n> <p> <sensor type> assertionTimeout <as_value>

i

Variables:

e <n>is the number of the inlet whose pole sensors you want to
configure.

e <p>is the label of the inlet pole that you want to configure.

Pole Label Current sensor Voltage sensor
<p>

1 L1 L1 L1-L2

2 L2 L2 L2-L3

3 L3 L3 L3-L1

Raritan. 465



Chapter 8: Using the Command Line Interface
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e <sensor type> is one of the following sensor types:

Sensor type Description

current Current sensor

voltage Voltage sensor
activePower Active power sensor
apparentPower Apparent power sensor
powerFactor Power factor sensor
activeEnergy Active energy sensor
unbalancedCurrent Unbalanced load sensor

Note: If the requested sensor type is not supported, the "Sensor is
not available" message is displayed.

e <option> is one of the options: enable, disable or a numeric value.

Option Description

enable Enables the specified threshold for the specified
inlet pole sensor.

disable Disables the specified threshold for the specified
inlet pole sensor.

A numeric Sets a value for the specified threshold of the

value specified inlet pole sensor and enables this

threshold at the same time.

e <hy_value> is a numeric value that is assigned to the hysteresis for
the specified inlet pole sensor. See "To De-assert" and
Deassertion Hysteresis (on page 617).

e <as_value> is a number in samples that is assigned to the assertion
timeout for the specified inlet pole sensor. See "To Assert" and
Assertion Timeout (on page 615).

Commands for Overcurrent Protector Sensors

A sensor configuration command for overcurrent protectors begins with
sensor ocp.

You can configure various overcurrent protector threshold settings at a
time by combining multiple commands. See Multi-Command Syntax
(on page 487).

> Set the Upper Critical threshold for an overcurrent protector:
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ocp <n> <sensor type> upperCritical <option>

> Set the Upper Warning threshold for an overcurrent protector:

ocp <n> <sensor type> upperWarning <option>

> Set the Lower Critical threshold for an overcurrent protector:

ocp <n> <sensor type> lowerCritical <option>

P Set the Lower Warning threshold for an overcurrent protector:

ocp <n> <sensor type> lowerWarning <option>

P Set the deassertion hysteresis for an overcurrent protector:

ocp <n> <sensor type> hysteresis <hy_value>

P Set the assertion timeout for an overcurrent protector:

ocp <n> <sensor type> assertionTimeout <as_value>

Variables:

e <n>is the number of the overcurrent protector that you want to
configure.

e <sensor type> is one of the following sensor types:

Sensor type Description
current Current sensor

Note: If the requested sensor type is not supported, the "Sensor is
not available" message is displayed.

e <option> is one of the options: enable, disable or a numeric value.

Option Description

enable Enables the specified threshold for the
overcurrent protector sensor.
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Option Description

disable Disables the specified threshold for the
overcurrent protector sensor.

A numeric Sets a value for the specified threshold of the

value overcurrent protector sensor and enables this

threshold at the same time.

e <hy_ value> is a numeric value that is assigned to the hysteresis for
the specified overcurrent protector sensor. See "To De-assert" and
Deassertion Hysteresis (on page 617).

e <as_value> is a number in samples that is assigned to the assertion
timeout for the specified overcurrent protector sensor. See "To
Assert" and Assertion Timeout (on page 615).

Commands for Environmental Sensors

A sensor threshold configuration command for environmental sensors
begins with sensor externalsensor.

You can configure various environmental sensor threshold settings at a
time by combining multiple commands. See Multi-Command Syntax
(on page 487).

> Set the Upper Critical threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> upperCritical <option>

> Set the Upper Warning threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> upperWarning <option>

> Set the Lower Critical threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> lowerCritical <option>

> Set the Lower Warning threshold for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> lowerWarning <option>

> Set the deassertion hysteresis for an environmental sensor:
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config:# sensor externalsensor <n> <sensor type> hysteresis <hy value>

» Set the assertion timeout for an environmental sensor:

config:# sensor externalsensor <n> <sensor type> assertionTimeout <as_ value>

Variables:

<n> is the ID number of the environmental sensor that you want to
configure. The ID number is available in the PX web interface or
using the command "show externalsensors <n>"inthe CLI. ltis
an integer between 1 and 32.

<sensor type> is one of these sensor types: temperature,
absoluteHumidity, relativeHumidity, airPressure, airFlow or vibration.

Note: If the specified sensor type does not match the type of the
specified environmental sensor, this error message appears:
"Specified sensor type 'XXX' does not match the sensor's type
(<sensortype>)," where XXX is the specified sensor type, and
<sensortype> is the correct sensor type.

<option> is one of the options: enable, disable or a numeric value.

Option Description

enable Enables the specified threshold for a specific
environmental sensor.

disable Disables the specified threshold for a specific
environmental sensor.

A numeric Sets a value for the specified threshold of a

value specific environmental sensor and enables this

threshold at the same time.

<hy_value> is a numeric value that is assigned to the hysteresis for
the specified environmental sensor. See "To De-assert" and
Deassertion Hysteresis (on page 617).

<as_value> is a number in samples that is assigned to the assertion
timeout for the specified environmental sensor. It ranges between 1
and 100. See "To Assert" and Assertion Timeout (on page 615).

Examples

This section illustrates several environmental sensor threshold
configuration examples.

i
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Example 1 - Upper Critical Threshold for a Temperature Sensor

The following command sets the Upper Critical threshold of the
environmental "temperature" sensor with the ID number 2 to 40 degrees
Celsius. It also enables the upper critical threshold if this threshold has
not been enabled yet.

config:# sensor externalsensor 2 temperature upperCritical 40

Example 2 - Warning Thresholds for Inlet Sensors

The following command sets both the Upper Warning and Lower
Warning thresholds for the inlet 1 RMS current.

config:# sensor inlet 1 current upperWarning 20 lowerWarning 12

Results:

e The Upper Warning threshold for the inlet 1 RMS current is set to
20A. It also enables the upper warning threshold if this threshold has
not been enabled yet.

e The Lower Warning threshold for the inlet 1 RMS current is set to
12A. It also enables the lower warning threshold if this threshold has
not been enabled yet.

Example 3 - Upper Thresholds for Overcurrent Protector Sensors

The following command sets both the Upper Critical and Upper Warning
thresholds for the 2nd overcurrent protector.

config:# sensor ocp 2 current upperWarning enable upperCritical 16

Results:

e The Upper Critical threshold for the 2nd overcurrent protector's RMS
current is set to 16A. It also enables the upper critical threshold if this
threshold has not been enabled yet.

e The Upper Warning threshold for the 2nd overcurrent protector's
RMS current is enabled.
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Actuator Configuration Commands

An actuator configuration command begins with actuator. You can
configure the name and location parameters of an individual actuator.

You can configure various parameters for one actuator at a time. See
Multi-Command Syntax (on page 487).

» Change the name:

config:# actuator <n> name "'<name>"
> Set the X coordinate:

config:# actuator <n> xlabel "<coordinate>"
> Set the Y coordinate:

config:# actuator <n> ylabel "<coordinate>"
> Set the Z coordinate:

config:# actuator <n> zlabel "<z_label>"
P Modify the actuator's description:

config:# actuator <n> description ''<description>"
Variables:

i
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<n> is the ID number assigned to the actuator. The ID number can
be found using the PX web interface or CLI. It is an integer starting at
1.

<name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.

<coordinate> is a string comprising up to 24 ASCII printable
characters, and it must be enclosed in quotes.

There are two types of values for the <z_label> variable, depending
on the Z coordinate format you set:

Type Description

Free form <coordinate> is a string comprising up to 24
ASCII printable characters, and it must be
enclosed in quotes.

Rack units <coordinate> is an integer number in rack units.
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config:#

472

Note: To specify the Z coordinate using the rack units, see Setting
the Z Coordinate Format for Environmental Sensors (on page
382).

e <description> is a sentence or paragraph comprising up to 64 ASCII
printable characters, and it must be enclosed in quotes.

Example - Actuator Naming

The following command assigns the name "Door lock" to the actuator
whose ID number is 9.

config:# actuator 9 name "Door lock"

Server Reachability Configuration Commands

You can use the CLI to add or delete an IT device, such as a server,
from the server reachability list, or modify the settings for a monitored IT
device. A server reachability configuration command begins with
serverReachability.

Adding a Monitored Device

This command adds a new IT device to the server reachability list.

serverReachability add <IP_host> <enable> <succ_ping>
<fail_ping> <succ _wait> <fail _wait> <resume> <disable_ count>

Variables:

e <|IP_host> is the IP address or host name of the IT device that you
want to add.

e <enable> is one of the options: true or false.

Option Description

true Enables the ping monitoring feature for the newly
added device.

false Disables the ping monitoring feature for the newly
added device.
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e <succ_ping> is the number of successful pings for declaring the
monitored device "Reachable." Valid range is 0 to 200.

e <fail_ping> is the number of consecutive unsuccessful pings for
declaring the monitored device "Unreachable." Valid range is 1 to
100.

e <succ_wait> is the wait time to send the next ping after a successful
ping. Valid range is 5 to 600 (seconds).

o <fail_wait> is the wait time to send the next ping after a unsuccessful
ping. Valid range is 3 to 600 (seconds).

e <resume> is the wait time before the PX resumes pinging after
declaring the monitored device "Unreachable." Valid range is 5 to
120 (seconds).

e <disable_count> is the number of consecutive "Unreachable"
declarations before the PX disables the ping monitoring feature for
the monitored device and returns to the "Waiting for reliable
connection" state. Valid range is 1 to 100 or unlimited.

Deleting a Monitored Device

This command removes a monitored IT device from the server
reachability list.

config:# serverReachability delete <n>

Variables:

e <n>is a number representing the sequence of the IT device in the
monitored server list.

You can find each IT device's sequence number using the CLI
command of show serverReachability as illustrated below.

# IP address Enabled Status
192.168.84.126 VYes Waiting for reliable connection
www.raritan.com VYes Waiting for reliable connection

Modifying a Monitored Device's Settings

The command to modify a monitored IT device's settings begins with
serverReachability modify.

You can modify various settings for a monitored device at a time. See
Multi-Command Syntax (on page 487).

» Modify a device's IP address or host name:
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config:#

config:#

config:#

config:#

config:#

config:#

config:#
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serverReachability modify <n> ipAddress <IP_host>

P Enable or disable the ping monitoring feature for the device:

serverReachability modify <n> pingMonitoringEnabled <option>

» Modify the number of successful pings for declaring
"Reachable":

serverReachability modify <n> numberOfSuccessfulPingsToEnable
<succ_number>

> Modify the number of unsuccessful pings for declaring
"Unreachable":

serverReachabi lity modify <n> numberOfUnsuccessfulPingsForFailure
<fail_number>

» Modify the wait time after a successful ping:

serverReachability modify <n> waitTimeAfterSuccessfulPing
<succ_wait>

» Modify the wait time after a unsuccessful ping:

serverReachability modify <n> waitTimeAfterUnsuccessfulPing
<fail_wait>

> Modify the wait time before resuming pinging after declaring
"Unreachable":

serverReachability modify <n> waitTimeBeforeResumingPinging
<resume>

» Modify the number of consecutive "Unreachable" declarations
before disabling the ping monitoring feature:
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serverReachability modify <n> numberOfFailuresToDisable

<disable_count>

Variables:

<n> is a number representing the sequence of the IT device in the
server monitoring list.

<IP_host> is the IP address or host name of the IT device whose
settings you want to modify.

<option> is one of the options: true or false.

Option Description

true Enables the ping monitoring feature for the
monitored device.

false Disables the ping monitoring feature for the
monitored device.

<succ_number> is the number of successful pings for declaring the
monitored device "Reachable." Valid range is 0 to 200.

<fail_number> is the number of consecutive unsuccessful pings for
declaring the monitored device "Unreachable." Valid range is 1 to
100.

<succ_wait> is the wait time to send the next ping after a successful
ping. Valid range is 5 to 600 (seconds).

<fail_wait> is the wait time to send the next ping after a unsuccessful
ping. Valid range is 3 to 600 (seconds).

<resume> is the wait time before the PX resumes pinging after
declaring the monitored device "Unreachable." Valid range is 5 to
120 (seconds).

<disable_count> is the number of consecutive "Unreachable"
declarations before the PX disables the ping monitoring feature for
the monitored device and returns to the "Waiting for reliable
connection" state. Valid range is 1 to 100 or unlimited.

Example - Server Settings Changed

The following command modifies several ping monitoring settings for the
second server in the server reachability list.

serverReachability modify 2 numberOfSuccessfulPingsToEnable 10

numberOfUnsuccessfulPingsForFailure 8
waitTimeAfterSuccessfulPing 30

Raritan.
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EnergyWise Configuration Commands

An EnergyWise configuration command begins with energywise.

Enabling or Disabling EnergyWise

This command syntax determines whether the Cisco® EnergyWise
endpoint implemented on the PX device is enabled.

config:# energywise enabled <option>

Variables:

e <option> is one of the options: true or false.

Option Description
true The Cisco EnergyWise feature is enabled.
false The Cisco EnergyWise feature is disabled.

Specifying the EnergyWise Domain

This command syntax specifies to which Cisco® EnergyWise domain the
PX device belongs.

config:# energywise domain <name>

Variables:

e <name> is a string comprising up to 127 ASCII printable characters.
Spaces and asterisks are NOT acceptable.
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Specifying the EnergyWise Secret

This command syntax specifies the password (secret) to enter the Cisco®
EnergyWise domain.

config:# energywise secret <password>

Variables:

e <password> is a string comprising up to 127 ASCII printable
characters. Spaces and asterisks are NOT acceptable.

Changing the UDP Port

This command syntax specifies the UDP port for communications in the
Cisco® EnergyWise domain.

config:# energywise port <port>

Variables:

e <port>is the UDP port number ranging between 1 and 65535.

Setting the Polling Interval

This command syntax determines the polling interval at which the Cisco®
EnergyWise domain queries the PX device.

config:# energywise polling <timing>

Variables:

e <timing> is an integer number in seconds. It ranges between 30 and
600 seconds.
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Example - Setting Up EnergyWise

The following command sets up two Cisco® EnergyWise-related features.

config:# energywise enabled true port 10288

Results:

e The EnergyWise feature implemented on the PX is enabled.
e The UDP portis set to 10288.

USB-Cascading Configuration Commands

A USB-cascading configuration command begins with cascading. You
can set the cascading mode on the master device.

Note: You CANNOT change the cascading mode on slave devices.

Configuring the Cascading Mode

This command determines the cascading mode.

config:# cascading mode <mode>

Variables:

e <mode> is one of the following cascading modes:

Mode Description

bridging The network bridging mode, where each
cascaded device is assigned a unique IP
address.

portForwarding The port forwarding mode, where every

cascaded device in the chain shares the
same IP address, with diverse port
numbers assigned.

Asset Management Commands

You can use the CLI commands to change the settings of the connected
asset sensor (if any) or the settings of LEDs on the asset sensor.
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Asset Sensor Management

An asset sensor management configuration command begins with
assetStrip.

Naming an Asset Sensor

This command syntax names or changes the name of an asset sensor
connected to the PX device.

config:# assetStrip <n> name ''<name>"

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.

Specifying the Number of Rack Units

This command syntax specifies the total number of rack units on an
asset sensor connected to the PX device.

config:# assetStrip <n> numberOfRackUnits <number>

Note: For the Raritan asset sensor, a rack unit refers to a tag port.

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <number> is the total number of rack units available on the
connected asset sensor. This value ranges from 8 to 64.
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Specifying the Rack Unit Numbering Mode

This command syntax specifies the numbering mode of rack units on the
asset sensors connected to the PX device. The numbering mode
changes the rack unit numbers.

config:# assetStrip <n> rackUnitNumberingMode <mode>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <mode> is one of the numbering modes: topDown or bottomUp.

Mode Description

topDown The rack units are numbered in the ascending
order from the highest to the lowest rack unit.

bottomUp The rack units are numbered in the descending
order from the highest to the lowest rack unit.

Specifying the Rack Unit Numbering Offset

This command syntax specifies the starting number of rack units on the
asset sensors connected to the PX device.

config:# assetStrip <n> rackUnitNumberingOffset <number>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <number> is a starting number for numbering rack units on the
connected asset sensor. This value is an integer number.
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Specifying the Asset Sensor Orientation

This command syntax specifies the orientation of the asset sensors
connected to the PX device. Usually you do not need to perform this
command unless your asset sensors do NOT come with the tilt sensor,
causing the PX unable to detect the asset sensors' orientation.

config:# assetStrip <n> assetStripOrientation <orientation>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <orientation> is one of the options: topConnector or

bottomConnector.

Orientation Description

topConnector This option indicates that the asset sensor is
mounted with the RJ-45 connector located on
the top.

bottomConnector | This option indicates that the asset sensor is
mounted with the RJ-45 connector located at
the bottom.

Setting LED Colors for Connected Tags

This command syntax sets the LED color for all rack units on the asset
sensor #1 to indicate the presence of a connected asset tag.

config:# assetStrip <n> LEDColorForConnectedTags <color>

Variables:

e <color> is the hexadecimal RGB value of a color in HTML format.
The <color> variable ranges from #000000 to #FFFFFF.
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Setting LED Colors for Disconnected Tags

This command syntax sets the LED color for all rack units on the
connected asset sensor(s) to indicate the absence of a connected asset
tag.

config:# assetStrip <n> LEDColorForDisconnectedTags <color>

Variables:

e <color> is the hexadecimal RGB value of a color in HTML format.
The <color> variable ranges from #000000 to #FFFFFF.

Rack Unit Configuration

For the Raritan asset sensor, a rack unit refers to a tag port. A rack unit
configuration command begins with rackUnit.

Naming a Rack Unit

This command syntax assigns or changes the name of the specified rack
unit on the specified asset sensor.

config:# rackUnit <n> <rack unit> name "'<name>"

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

e <name> is a string comprising up to 32 ASCII printable characters.
The <name> variable must be enclosed in quotes when it contains
spaces.
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Setting the LED Operation Mode

This command syntax determines whether a specific rack unit on the
specified asset sensor follows the global LED color settings.

config:# rackUnit <n> <rack_unit> LEDOperationMode <mode>

Variables:

<n> is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

<rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

<mode> is one of the LED modes: automatic or manual.

Mode Description

automatic This option makes the LED of the specified rack
unit follow the global LED color settings. See
Setting LED Colors for Connected Tags (on
page 481) and Setting LED Colors for
Disconnected Tags (on page 482).

This is the default.

manual This option enables selection of a different LED
color and LED mode for the specified rack unit.

When this option is selected, see Setting an LED
Color for a Rack Unit (on page 484) and Setting
an LED Mode for a Rack Unit (on page 484) to
set different LED settings.
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Setting an LED Color for a Rack Unit

This command syntax sets the LED color for a specific rack unit on the
specified asset sensor. You need to set a rack unit's LED color only
when the LED operation mode of this rack unit has been set to "manual.”

config:# rackUnit <n> <rack unit> LEDColor <color>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

e <color> is the hexadecimal RGB value of a color in HTML format.
The <color> variable ranges from #000000 to #FFFFFF.

Note: A rack unit's LED color setting overrides the global LED color
setting on it. See Setting LED Colors for Connected Tags (on page
481) and Setting LED Colors for Disconnected Tags (on page 482).

Setting an LED Mode for a Rack Unit

This command syntax sets the LED mode for a specific rack unit on the
specified asset sensor. You need to set a rack unit's LED mode only
when the LED operation mode of this rack unit has been set to "manual.”

config:# rackUnit <n> <rack_unit> LEDMode <mode>

Variables:

e <n>is the number of the FEATURE port where the selected asset
sensor is physically connected. For the PX device with only one
FEATURE port, the number is always 1.

e <rack_unit> is the index number of the desired rack unit. The index
number of each rack unit is available on the Asset Strip page of the
web interface.

e <mode> is one of the LED modes: on, off, blinkSlow or blinkFast.

Mode Description

on This mode has the LED stay lit permanently.
off This mode has the LED stay off permanently.
blinkSlow This mode has the LED blink slowly.
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Mode Description
blinkFast This mode has the LED blink quickly.
Examples

This section illustrates several asset management examples.
Example 1 - Asset Sensor LED Colors for Disconnected Tags

This command syntax sets the LED color for all rack units on the asset
sensor #1 to BLACK (that is, 000000) to indicate the absence of a
connected asset tag.

config:# assetStrip 1 LEDColorForDisconnectedTags #000000

Note: Black color causes the LEDs to stay off.

Example 2 - Rack Unit Naming

The following command assigns the name "Linux server" to the rack unit
whose index number is 25 on the asset sensor#1.

config:# rackUnit 1 25 name "Linux server"

Serial Port Configuration Commands

A serial port configuration command begins with serial.
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Setting the Baud Rates

The following commands set the baud rate (bps) of the serial port labeled
CONSOLE / MODEM on the PX device. Change the baud rate before
connecting it to the desired device, such as a computer, a Raritan's
P2CIM-SER, or a modem, through the serial port, or there are
communications errors. If you change the baud rate dynamically after the
connection has been made, you must reset the PX or power cycle the
connected device for proper communications.

> Determine the CONSOLE baud rate:
config:# serial consoleBaudRate <baud_rate>

Note: The serial port bit-rate change is needed when the PX works in
conjunction with Raritan's Dominion LX KVM switch. The Dominion LX
only supports 19200 bps for communications over the serial interface.

» Determine the MODEM baud rate:

config:# serial modemBaudRate <baud_rate>

Variables:
e <baud_rate> is one of the baud rate options: 1200, 2400, 4800, 9600,
19200, 38400, 57600, 115200.

Forcing the Device Detection Mode

This command forces the serial port on the PX to enter a specific device
detection mode.

config:# serial deviceDetectionType <mode>

Variables:

e <mode> is one of the detection modes: automatic, forceConsole,
forceAnalogModem, or forceGsmModem.

Option Description

automatic The PX automatically detects the device
type on the serial port.

Select this option unless your PX cannot
correctly detect the connected device.

forceConsole The port enters the local console state.

forceAnalogModem | The port enters the analog modem state.
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Option Description
forceGsmModem The port enters the GSM modem state.
Example

The following command sets the CONSOLE baud rate of the PX device's
serial port to 9600 bps.

config:# serial consoleBaudRate 9600

Setting the History Buffer Length

This command syntax sets the history buffer length, which determines
the amount of history commands that can be retained in the buffer. The
default length is 25.

config:# history length <n>

Variables:

e <n>is an integer number between 1 and 250.

Multi-Command Syntax

To shorten the configuration time, you can combine various configuration
commands in one command to perform all of them at a time. All
combined commands must belong to the same configuration type, such
as commands prefixed with network, user modify, sensor externalsensor
and so on.

A multi-command syntax looks like this:

<configuration type> <setting 1> <value 1> <setting 2>
<value 2> <setting 3> <value 3> ...

Example 1 - Combination of IP, Subnet Mask and Gateway Parameters

The following multi-command syntax configures IPv4 address, subnet
mask and gateway for the network connectivity simultaneously.
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config:# network ipv4 ipAddress 192.168.84.225 subnetMask 255.255.255.0
gateway 192.168.84.0

Results:

e The IP address is set to 192.168.84.225.
e The subnet mask is set to 255.255.255.0.
e The gateway is set to 192.168.84.0.

Example 2 - Combination of Upper Critical and Upper Warning Settings

The following multi-command syntax simultaneously configures Upper
Critical and Upper Warning thresholds for the RMS current of the 2nd
overcurrent protector.

config:# sensor ocp 2 current upperCritical disable upperWarning 15

Results:

e The Upper Critical threshold of the 2nd overcurrent protector's RMS
current is disabled.

e The Upper Warning threshold of the 2nd overcurrent protector's
RMS current is set to 15A and enabled at the same time.

Example 3 - Combination of SSID and PSK Parameters

This multi-command syntax configures both SSID and PSK parameters
simultaneously for the wireless feature.

config:# network wireless SSID myssid PSK encryp_key

Results:

e The SSID value is set to myssid.
e The PSK value is set to encryp_key.
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Example 4 - Combination of Upper Critical, Upper Warning and Lower
Warning Settings

The following multi-command syntax configures Upper Critical, Upper
Warning and Lower Warning thresholds for the outlet 5 RMS current
simultaneously.

sensor outlet 5 current upperCritical disable upperWarning enable
lowerWarning 1.0

Results:
e The Upper Critical threshold of outlet 5 RMS current is disabled.
e The Upper Warning threshold of outlet 5 RMS current is enabled.

e The Lower Warning threshold of outlet 5 RMS current is set to 1.0A
and enabled at the same time.

Load Shedding Configuration Commands

This section applies to outlet-switching capable models only.

A load shedding configuration command begins with loadshedding.

Unlike other CLI configuration commands, the load shedding
configuration command is performed in the administrator mode rather
than the configuration mode. See Different CLI Modes and Prompts
(on page 341).
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Enabling or Disabling Load Shedding

This section applies to outlet-switching capable models only.
This command determines whether to enter or exit from the load
shedding mode.

# loadshedding <option>

After performing the above command, PX prompts you to confirm the
operation. Press y to confirm or n to abort the operation.

To skip the confirmation step, you can add the "/y" parameter to the end
of the command so that the operation is executed immediately.

# loadshedding <option> /y

Variables:

e <option> is one of the options: enable or disable.

Option Description

start Enter the load shedding mode.

stop Quit the load shedding mode.
Example

The following command has the PX enter the load shedding mode.

config:# loadshedding start
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Power Control Operations
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This section applies to outlet-switching capable models only.

Outlets on the PX device can be turned on or off or power cycled through
the CLL.

Besides, you can cancel the power-on process while the PX is powering
on ALL outlets.

You must perform this operation in the administrator mode. See
Different CLI Modes and Prompts (on page 341).

Turning On the Outlet(s)

This section applies to outlet-switching capable models only.

This command turns on one or multiple outlets.

# power outlets <numbers> on

To quicken the operation, you can add the parameter "/y" to the end of
the command, which confirms the operation.

# power outlets <numbers> on/y

Variables:

e <numbers> is one of the options: all, an outlet number, a list or a
range of outlets.

Option Description

all Switches ON all outlets.

A specific outlet  Switches ON the specified outlet.

number

A comma- Switches ON multiple, inconsecutive or

separated list of | consecutive outlets.

outlets .
For example, to specify 7 outlets -- 2, 4, 9, 11, 12,
13 and 15, type outlets 2,4,9,11-13,15.

A range of Switches ON multiple, consecutive outlets.

outlets with an . .

. For example, to specify 6 consecutive outlets -- 3,
en dash in 4,5,6,7,8,1 tlets 3-8
between »9, 0, [, S, lype outiets s-o.
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If you entered the command without "/y", a message appears, prompting
you to confirm the operation. Then:

= Type y to confirm the operation, OR

= Type n to abort the operation

Turning Off the Outlet(s)

This section applies to outlet-switching capable models only.

This command turns off one or multiple outlets.

# power outlets <numbers> off

To quicken the operation, you can add the parameter "/y" to the end of
the command, which confirms the operation.

# power outlets <numbers> off/y

Variables:

e <numbers> is one of the options: all, an outlet number, a list or a
range of outlets.

Option Description
all Switches OFF all outlets.
A specific outlet | Switches OFF the specified outlet.
number
A comma- Switches OFF multiple, inconsecutive or
separated list of | consecutive outlets.
outlets For example, to specify 7 outlets -- 2, 4, 9, 11, 12,
13 and 15, type outlets 2,4,9,11-13,15.
A range of Switches OFF multiple, consecutive outlets.
outlets with an . .
. For example, to specify 6 consecutive outlets -- 3,
en dash in 4,5,6,7,8, t tlets 3-8
between » 2,0, 1, 6, lype outiets s-c.
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If you entered the command without "/y", a message appears, prompting
you to confirm the operation. Then:

= Type y to confirm the operation, OR

= Type n to abort the operation

Power Cycling the Outlet(s)

This section applies to outlet-switching capable models only.

This command power cycles one or multiple outlets.

# power outlets <numbers> cycle

To quicken the operation, you can add the parameter "/y" to the end of
the command, which confirms the operation.

# power outlets <numbers> cycle /y

Variables:

e <numbers> is one of the options: all, an outlet number, a list or a
range of outlets.

Option Description

all Power cycles all outlets.

A specific outlet | Power cycles the specified outlet.

number

A comma- Power cycles multiple, inconsecutive or

separated list of | consecutive outlets.

outlets .
For example, to specify 7 outlets -- 2, 4, 9, 11, 12,
13 and 15, type outlets 2,4,9,11-13,15.

A range of Power cycles multiple, consecutive outlets.

outlets with an . .

. For example, to specify 6 consecutive outlets -- 3,
en dash in 4,5,6,7,8,1 tlets 3-8
between » 2,0, 1, ¢, lype outiets s-o.

If you entered the command without "/y", a message appears, prompting
you to confirm the operation. Then:

= Type y to confirm the operation, OR
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= Type n to abort the operation

Canceling the Power-On Process

This section applies to outlet-switching capable models only.
After issuing the command to power on ALL outlets, you can use the
following command to stop the power-on process.

# power cancelSequence

To quicken the operation, you can add the parameter "/y" to the end of
the command, which confirms the operation.

# power cancelSequence /y

Example - Power Cycling Specific Outlets

The following command power cycles these outlets: 2, 6, 7, 8, 10, 13, 14,
15 and 16.

# power outlets 2,6-8,10,13-16 cycle

Actuator Control Operations

An actuator, which is connected to a dry contact signal channel of a DX
sensor, can control a mechanism or system. You can switch on or off
that mechanism or system through the actuator control command in the
CLL.

Perform these commands in the administrator or user mode. See
Different CLI Modes and Prompts (on page 341).
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Switching On an Actuator

This command syntax turns on one actuator.

# control actuator <n> on

To quicken the operation, you can add the parameter "/y" to the end of
the command, which confirms the operation.

# control actuator <n> on/y

Variables:

e <n>is an actuator's ID number.

The ID number is available in the PX web interface or using the show
command in the CLI. It is an integer between 1 and 32.

If you entered the command without "/y", a message appears, prompting
you to confirm the operation. Then:

= Type y to confirm the operation, OR

= Type n to abort the operation

i
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Switching Off an Actuator
This command syntax turns off one actuator.

# control actuator <n> off

To quicken the operation, you can add the parameter "/y" to the end of
the command, which confirms the operation.

# control actuator <n> off/y

Variables:

e <n>is an actuator's ID number.

The ID number is available in the PX web interface or using the show
command in the CLI. It is an integer between 1 and 32.
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If you entered the command without "/y", a message appears, prompting
you to confirm the operation. Then:

= Type y to confirm the operation, OR

= Type n to abort the operation

Example - Turning On a Specific Actuator

The following command turns on the actuator whose ID number is 8.

# control actuator 8 on

Unblocking a User

If any user is blocked from accessing the PX, you can unblock them at
the local console.

» To unblock a user:

Log in to the CLI interface using any terminal program via a local
connection. See With HyperTerminal (on page 338).

2. When the Username prompt appears, type unblock and press
Enter.
Username: unblock

3. When the "Username to unblock" prompt appears, type the name of
the blocked user and press Enter.

Username to unblock:

4. A message appears, indicating that the specified user was
unblocked successfully.

Resetting the PX

You can reset the PX device to factory defaults or simply restart it using
the CLI commands.
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Restarting the PDU

This command restarts the PX device. It is not a factory default reset.

>

To restart the PX device:

Ensure you have entered administrator mode and the # prompt is
displayed.

Type either of the following commands to restart the PX device.

# reset unit
—-OR --
# reset unit/y

If you entered the command without "/y" in Step 2, a message
appears prompting you to confirm the operation. Type y to confirm
the reset.

Wait until the Username prompt appears, indicating the reset is
complete.

Note: If you are performing this command over a USB connection,
re-connect the USB cable after the reset is completed, or the CLI
communications are lost.

Resetting Active Energy Readings

You can reset either one active energy sensor or all active energy
sensors at a time to restart the energy accumulation process.

Only users with the "Admin" role assigned can reset active energy
readings.

>

To reset all active energy readings of the PX:

# reset activeEnergy pdu
—-OR --
# reset activeEnergy pdu /y

To reset one inlet's active energy readings:

# reset activeEnergy inlet <n>
—-OR --
# reset activeEnergy inlet <n> /y

To reset one outlet's active energy readings:
# reset activeEnergy outlet <outlet n>

-OR --
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# reset activeEnergy outlet <outlet n> /y

If you entered the command without "/y", a message appears prompting
you to confirm the operation. Type y to confirm the reset or n to abort it.

Variables:

e <n>is the inlet number.
e <outlet n>is an outlet number.

Resetting to Factory Defaults

The following commands restore all settings of the PX device to factory
defaults.

> To reset PX settings after login, use either command:

# reset factorydefaults
--0OR --
# reset factorydefaults/y

P Toreset PX settings before login:
Username: factorydefaults

See Using the CLI Command (on page 557) for details.

Network Troubleshooting

The PX provides 4 diagnostic commands for troubleshooting network
problems: nslookup, netstat, ping, and traceroute. The diagnostic
commands function as corresponding Linux commands and can get
corresponding Linux outputs.

Entering Diagnostic Mode

Diagnostic commands function in the diagnostic mode only.

> To enter the diagnostic mode:
Enter either of the following modes:
= Administrator mode: The # prompt is displayed.
= User mode: The > prompt is displayed.

2. Type diag and press Enter. The diag# or diag> prompt appears,
indicating that you have entered the diagnostic mode.

3. Now you can type any diagnostic commands for troubleshooting.

498 =i=Raritan.



i

Raritan.

Chapter 8: Using the Command Line Interface

Quitting Diagnostic Mode

» To quit the diagnostic mode, use this command:
diag> exit

The # or > prompt appears after pressing Enter, indicating that you have
entered the administrator or user mode. See Different CLI Modes and
Prompts (on page 341).

Diagnostic Commands

The diagnostic command syntax varies from command to command.

Querying DNS Servers

This command syntax queries Internet domain name server (DNS)
information of a network host.

diag> nslookup <host>

Variables:

e <host> is the name or IP address of the host whose DNS information
you want to query.

Showing Network Connections

This command syntax displays network connections and/or status of
ports.

diag> netstat <option>

Variables:

e <option> is one of the options: ports or connections.

Option Description
ports Shows TCP/UDP ports.
connections Shows network connections.
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diag>

500

Testing the Network Connectivity

This ping command sends the ICMP ECHO_REQUEST message to a

network host for checking its network connectivity. If the output shows

the host is responding properly, the network connectivity is good. If not,
either the host is shut down or it is not being properly connected to the

network.

diag> ping <host>

Variables:

e <host> is the host name or IP address whose networking
connectivity you want to check.

Options:

e You can include any or all of additional options listed below in the
ping command.

Options Description

count <number1> Determines the number of messages to be
sent. <number1> is an integer number
between 1 and 100.

size <number2> Determines the packet size. <number2> is
an integer number in bytes between 1 and
65468.

timeout <number3> | Determines the waiting period before
timeout. <number3> is an integer number in
seconds ranging from 1 to 600.

The command looks like the following when it includes all options:

ping <host> count <numberl> size <number2> timeout <number3>
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Tracing the Route

This command syntax traces the network route between your PX device
and a network host.

diag> traceroute <host>

Variables:

e <host> is the name or IP address of the host you want to trace.

Example - Ping Command

The following command checks the network connectivity of the host
192.168.84.222 by sending the ICMP ECHO_REQUEST message to the
host for 5 times.

diag> ping 192.168.84.222 count 5

Retrieving Previous Commands

If you would like to retrieve any command that was previously typed in

the same connection session, press the Up arrow (‘f') on the keyboard
until the desired command is displayed.

Automatically Completing a Command

A CLI command always consists of several words. You can easily enter
a command by typing first word(s) or letter(s) and then pressing Tab or
Ctrl+i instead of typing the whole command word by word.

» To have a command completed automatically:

Type initial letters or words of the desired command. Make sure the
letters or words you typed are unique so that the CLI can identify the
command you want.

2. Press Tab or Ctrl+i until the complete command appears.
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Example 1:

Type the first word and the first letter of the second word of the "reset
factorydefaults" command, thatis, reset f. Then press Tab or
Ctrl+i to complete the second word.

Example 2:

Type the first word and initial letters of the second word of the
"security enforceHttpsForWebAccess" command, that is,
security enf. Then press Tab or Ctrl+i to complete the second word.

Logging out of CLI

502

After completing your tasks using the CLI, always log out of the CLI to
prevent others from accessing the CLI.

» To log out of the CLI:

Ensure you have entered administrator mode and the # prompt is
displayed.

2. Type exit and press Enter.
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In-Line Monitors

The model name of a PX in-line monitor follows this format: PX2-3nnn,
where n is a number, such as PX2-3411.

Unlike most of PX devices, each inlet of an in-line monitor is connected
to an outlet only, so an inlet's rating is the same as an outlet's rating.

In This Chapter

OVEIVIBW ... 503
Safety INSTHUCHONS ......eoiiie e 503
Flexible Cord Installation INStructions..........ccccoeeeeeiieiiieiiiiieieiieeeeeeeeee, 504
In-Line Monitor's LED Display .........cccccviiiiiieeiiiicieiieece e 512
In-Line Monitor's Web Interface...........cccuvveveveveveiiiiiiiiiiiee 513

Overview

An in-line monitor is implemented with the same number of inlets and
outlets. An inlet is connected to a power source for receiving electricity,
such as electric distribution panels or branch circuit receptacles. An
outlet is connected to a device that draws power, such as a cooling or IT
device.

Inlets are located at the side labeled Line, and outlets are located at the
side labeled Load.

Safety Instructions

i
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1. Installation of this product should only be performed by a licensed
electrician.

2. Make sure the line cord is disconnected from power before physically
mounting or moving the location of this product.

3. This product is intended to be located in an equipment rack in an
information technology room. In the United States, installation must
comply and be done in accordance with NEC (2011) Article 645
Information Technology Equipment.

4. This product is designed to be used within an electronic equipment
rack. The metal case of this product is electrically bonded to the line
cord ground wire. A threaded grounding point on the case may be
used as an additional means of protectively grounding this product
and the rack.

5. Examine the branch circuit receptacle that will supply electric power
to this product. Make sure the receptacle’s power lines, neutral and
protective earth ground pins are wired correctly and are the correct
voltage and phase. Make sure the branch circuit receptacle is
protected by a suitably rated fuse or circuit breaker.
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6. If the product is a model that contains receptacles that can be
switched on/off, electric power may still be present at a receptacle
even when it is switched off.

504

Flexible Cord Installation Instructions

The following instructions are for Raritan products manufactured to
accept user-installed flexible cords. These products are visually identified
by the cable gland used to hold the flexible cord.

Important: Complete and the most updated instructions on installing a
flexible cord on Raritan PDUs are included in the Raritan PX Power Cord
Installation Guide, which is available on the Raritan website's Support
page (http.//www.raritan.com/support)).

Flexible Cord Selection

e The preferred flexible cable is type SOOW, 600V, 90°C or 105°C.
Consult Raritan before using a different flexible cable type.

e The rated ampacity of the flexible cord must be greater than or equal
to the Raritan product’s rated ampacity marked on its nameplate. In
the United States, relevant ampacity ratings for flexible cords can be
found in NEC(2011) section 400.5.

e The number of wires in the flexible cord must match the number of
terminals (including the ground terminal) inside the Raritan product.
See Wiring of 3-Phase In-Line Monitors (on page 506) for
exceptions.

e If aplug is to be attached to the flexible cord, the length of the
flexible cord must not exceed 4.5 meters - as specified in UL
60950-1 (2007) and NEC 645.5 (2011).

e The flexible cord may be permanently connected to power subject to
local regulatory agency approval. In the United States, relevant
electrical regulations can be found in NEC (2011) sections
400.7(A)(8), 400.7(B), 368.56 and table 400.4.

e
A
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Plug Selection

If a plug is to be attached to the flexible cord, the plug’s rated ampacity is
chosen as follows:

In the United States, as specified in UL 60950-1, the plug’s rated
ampacity must be 125% greater than the Raritan product’s rated
ampacity. In some Raritan products, such as 35A 3-phase delta
wired PDUs, an exactly 125% rated plug is not available. In these
cases, choose the closest plug that is more than 125%. For example,
a 50A plug is the closest fit for a 35A 3-phase PDU.

For all other locations, subject to local regulatory agency policy, the
plug’s rated ampacity is the same as the Raritan products rated
ampacity.

Receptacle Selection

For Raritan in-line monitors, any receptacle fitted to the outlet flexible
cord must have identical ratings as the plug attached to the inlet flexible
cord.

Derating a Raritan Product

Lower rated plugs, receptacles and flexible cords may be connected to a
Raritan product. This results in a derated (reduced) ampacity rating for
the product.

>

Derating guidelines:

Choose the plug and use its rated ampacity to determine the derated
ampacity.

= |n the United States, as specified in UL 60950-1, the derated
ampacity is 80% of the plug’s rated ampacity. For example, a
30A plug would result in a derated ampacity of 24A.

= In other geographic locations, subject to local regulatory agency
approval, the derated ampacity is the plug’s rated ampacity.
For example, using a 16A plug would result in a derated
ampacity of 16A.

The derated ampacity must be marked on the Raritan product so the
new reduced rating can be easily identified.

For in-line monitors, the receptacles used must have the same
voltage and ampacity rating as the plug chosen in step 1.
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4. The flexible cord must have a rated ampacity greater than or equal to
the derated ampacity. Since the new flexible cord may be smaller
diameter, a check must be performed to insure the cable gland nut,
when tightened, will securely hold the flexible cord so that it cannot
be twisted, pulled or pushed in the cable gland. A sealing ring, for
small diameter flexible cords, may have been included with the
Raritan product, or one can be requested from Raritan, to reduce the
inside diameter of the cable gland.

Wiring of 3-Phase In-Line Monitors

3-phase in-line monitors contain 4-pole wiring terminal blocks (L1, L2, L3,
N) to monitor 5-wire (4P+PE) 3-phase wye connections. Delta wired
4-wire (3P+PE) 3-phase connections are also permitted (no wire
connected to the terminal block neutral “N”). No additional hardware or
firmware configuration is required to specify whether the connection is
5-wire wye or 4-wire delta.

In-Line Monitor Unused Channels

It is not necessary to wire up all channels of multi-channel in-line
monitors. The inlet and outlet openings of unused channels must be
completely closed off. “Goof plugs” for this purpose may be a good
choice if they are available in your country or region.

Step by Step Flexible Cord Installation
The following items are required to complete the installation:

e Flexible cord(s).

e Insulated ring terminals (one for each wire) and appropriate crimp
tool.

e Plug(s) and receptacle(s) (for in-line monitors)

e Torque screwdriver, torque nut driver and torque wrench to tighten
the wiring terminal block screws, ground nut and cable gland nut.

» To install aflexible cord:

Open the PDU's access panel (or in-line monitor top panel) to
expose the power wiring terminal block(s).

==
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One-channel in-line monitor

Make sure to locate the ground wire mounting stud(s). There is a
separate ground wire mounting stud for each terminal block. Each
flexible cord MUST have its green (or green/yellow) ground wire
bonded to a ground wire mounting stud.
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For in-line monitors, make sure to identify the inlet terminal blocks
(rear of monitor) and outlet terminal blocks (front of monitor). Each
inlet terminal block has a corresponding outlet terminal block.

Number  Description
0 Inlets (labeled LINE)

(2] Outlets (labeled LOAD)

2. Strip off the outer jacket of the flexible cord and remove any jute,
paper or other fillers. Use the following to help determine how much
jacket to remove:

= In the finished assembly, the outer jacket should protrude inside
the Raritan product.

= The wires will have ring terminals crimped onto them.

= In the finished assembly, the wires should have some slack and
not be taught.

» In the finished assembly, if the flexible cord slips in the cable
gland placing a strain on the cord’s wires, the ground wire must
be the last wire to take the strain.

3. Crimp an insulated ring terminal onto each wire. A non-insulated ring
terminal may be used for the ground wire. Inspect each crimp to
insure it is secure and verify no exposed wire protrudes from the rear
of an insulated ring terminal.

4. Loosen the cable gland nut and push the flexible cord assembly
through the gland.

508 Y=
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Temporarily hand tighten the gland nut and verify the cord cannot be
twisted or pushed or pulled in the gland. Do not proceed if hand
tightening results in a loose cord. In some models, especially in-line
monitors, the flexible cord’s diameter may be too small for the cable
gland. A sealing ring for smaller diameter line cords may have been
included with the Raritan product, or can be requested from Raritan,
to reduce the inside diameter of the cable gland.

5. Fasten the ring terminal of the green (or green/yellow) ground wire to
the chassis’s threaded ground stud in this order:

a. Place the lock washer on the stud.
b. Place the ground wire ring terminal on the stud.

c. Place the nut on the stud and tighten with a torque wrench. The
appropriate torque settings vary according to the nut size.

Nut size Torque setting Tolerance
(N-m)

M3 0.49 10%

M4 1.27 8%

M5 1.96 5%

M6 2.94 3.5%

M8 4.9 2%

d. Check the ground wire connection. It should be secure and not
move or rotate.
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6. Fasten the ring terminals of all remaining wires to the terminal block
and tighten each using a torque screwdriver. The appropriate torque
settings vary according to the screw size.

Screw size Torque setting Tolerance
(N-m)

M3 0.49 10%

M4 1.27 8%

M5 1.96 5%

M6 2.94 3.5%

M8 49 2%

Make sure each ring terminal is firmly fastened and cannot be twisted
by hand. Use the following guidelines to help terminal block wiring.

= |n single-phase Raritan products with world-wide ratings, the
terminals are labeled L1 and L2. L1 is the phase wire. L2 is
either the neutral (120/230V installations) or another phase wire
(208V installations).

= In all 3-phase products, L1 is phase A, L2 is phase B, L3 is
phase C and N is neutral.

510

== Raritan.



=i=Raritan.

Chapter 9: In-Line Monitors

If your PDU is inlet metered, such as PDU models PX2-1nnn and
PX2-2nnn (where n is a number), you must pass each line cord
wire through the correct CT in the correct direction. Each CT is
labeled and contains a direction arrow. Push the ring terminal
end of the line cord through the CT in the direction indicated by
the arrow. For example, push the L1 line cord wire through the
CT labeled L1 and then connect it to the L1 terminal block.

Terminal

For Raritan in-line monitors, where there is a one to one
correspondence between plug and receptacle, maintain the
same wire colors for inlet and outlet flexible cords.

7. Make final adjustments to the cable gland and verify the jacket of the
flexible cord extends into the Raritan product. Hand tighten the gland
nut and finish tightening with a torque wrench. Appropriate torque
settings vary according to the cable gland size.

Cable gland size Torque setting (N-m)

M12x1.5 0.7t0 0.9
M16x1.5 20t03.0
M20x1.5 27t04.0
M25x1.5 50t0 7.5
M32x1.5 7.5t010.0
M40x1.5 7.5t010.0
M50x1.5 7.5t010.0
M63x1.5 7.5t010.0

Note: The cable gland size is marked on the cable gland body.

After tightening, examine the flexible cord and cable gland for the
following:

Make sure you can see a few remaining threads between the
cable gland body and cable gland nut. The gland nut must not
bottom out on the gland body.

Make sure the flexible cord does not move in the cable gland
when it is twisted, pushed or pulled.

Re-install the PDU wiring access panel or in-line monitor cover plate.

This completes internal wiring of the Raritan product.

511



512

Chapter 9: In-Line Monitors

9. For in-line monitors, fasten the receptacles to the outlet flexible cords

following the manufacturer’s instructions.

10. Complete the wiring of the inlet flexible cord by performing one of

these steps:
= Assemble the plug following the manufacturer’s instructions.

= Permanently attach and strain relief the flexible cord to a junction
box following applicable electrical codes.

In-Line Monitor's LED Display

The LED display of an in-line monitor is the same as a regular PX model.
See LED Display (on page 75).

Automatic Mode

Unlike regular PX models, the in-line monitor's LED display only cycles
through the current readings of each outlet in the Automatic Mode.

Manual Mode

You can switch between voltage, active power and current readings of
the selected outlet in the Manual Mode on an in-line monitor. To enter
the Manual Mode, press the Up or Down button.

>

To operate the LED display of an inline monitor:

Press the Up or Down button until the desired outlet number is
selected in the two-digit row.

= Pressing the Up button moves up one selection.
= Pressing the Down button moves down one selection.
If your inline monitor has only one outlet, go to Step 2.

Current of the selected outlet is shown in the three-digit row.
Simultaneously the CURRENT(A) LED is lit. See LEDs for
Measurement Units (on page 77).

If desired, you can press the Up and Down buttons simultaneously to
switch between voltage, active power and current readings.

= The voltage appears in this format: XXX (V). It is displayed for
about five seconds, after which the current reading re-appears.
When the voltage is displayed, the VOLTAGE(V) LED is lit.

= The active power appears in one of the formats: X. XX, XX.X, and
XXX (kW). It is displayed for about five seconds, after which the
current reading re-appears. When the active power is displayed,
the POWER(kKW) LED is lit.

=i=Raritan.
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4. While the final outlet's active power is being displayed, you can
press the Up button to show the first outlet's unbalanced load. The
UB LOAD (%) LED is lit.

Then press the Up and Down buttons to switch between different

outlet's unbalanced load readings if there are more than one
outlet.

Note: The LED display returns to the Automatic Mode after 20 seconds
elapse since the last time any button was pressed.

In-Line Monitor's Web Interface

An in-line monitor's web interface is similar to a regular PX model's web
interface.

See Using the Web Interface (on page 87) for login instructions and
additional information.

==Raritan. °13
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Dashboard Page

After login, the web interface displays the Dashboard page by default. An
inline monitor's Dashboard page looks slightly different from a regular PX
device's Dashboard page.

The power status of the outlet on a three-phase Y-wired inline monitor is
displayed on this page, including:

e CurrentofL1, L2 and L3

e \Voltage of L1-L2, L2-L3, and L3-L1
e Active power

e Apparent power

e Power factor

Note: Depending on your model, elements shown on the same page may
appear slightly different from this image.
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Outlet Page

An inline monitor's Outlet page displays more information than a regular
PX device's Outlet page, including:

e  Current per outlet
Current per line (for a three-phase model)
e Voltage per outlet
Voltage per line (for a three-phase model)
o Power-related readings per outlet
Power-related readings per line (for a three-phase model)
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e Threshold settings per outlet

Threshold settings per line (for a three-phase model)

Chapter 9: In-Line Monitors

Note: Depending on your model, elements shown on the same page may
appear slightly different from this image.
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Appendix A Specifications

In This Chapter
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Maximum Ambient Operating Temperature

The maximum ambient operating temperature (TMA) for PX varies from
50 to 60 degrees Celsius, depending on the model and certification
standard (CE or UL). If necessary, contact Raritan Technical Support for
this information for your model.

Specification Measure

Max Ambient Temperature

50 to 60 degrees Celsius

Serial RS-232 Port Pinouts

RS-232 Pin/signal definition
Pin No.  Signal Direction

1 DCD Input

2 RxD Input

3 TxD Output
4 DTR Output
5 GND —

6 DSR Input

7 RTS Output
8 CTS Input
9 RI Input

Description

Data

Receive data (data in)
Transmit data

Data terminal ready
Signal ground

Data set ready
Request to send
Clear to send

Ring indicator

Sensor RJ-12 Port Pinouts

=i=Raritan.
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RJ-12 Pin/signal definition

Pin No.  Signal

1 +12V
GND

3 _

4 _
GND
1-wire

Direction

Appendix A: Specifications

Description

Power
(500mA, fuse protected)
Signal Ground

Signal Ground

1-wire signal for external
environmental sensor
packages

Feature RJ-45 Port Pinouts

RJ-45 Pin/signal definition

Pin No.  Signal

1 DTR
2 GND
+5V

TxD
RxD
N/C
GND
DCD

0 N o o »

=i=Raritan.

Direction

Output

Output
Input
N/C

Input

Description

Reserved

Signal Ground

Power for CIM

(200mA, fuse protected)
Warning: Pin 3 is only

intended for use with
Raritan devices.

Transmit Data (Data out)
Receive Data (Data in)
No Connection

Signal Ground

Reserved
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PX Series Model

PX Series Serial Number

OUTLET 1

OUTLET 2

OUTLET 3

MODEL

MODEL

MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE USE USE
OUTLET 4 OUTLET 5 OUTLET 6
MODEL MODEL MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE

USE

USE

=i=Raritan.
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OUTLET 7

OUTLET 8

OUTLET 9

MODEL

MODEL

MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE USE USE
OUTLET 10 OUTLET 11 OUTLET 12
MODEL MODEL MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE USE USE
OUTLET 13 OUTLET 14 OUTLET 15
MODEL MODEL MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE

USE

i

Raritan.
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OUTLET 16

OUTLET 17

OUTLET 18

MODEL

MODEL

MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE USE USE
OUTLET 19 OUTLET 20 OUTLET 21
MODEL MODEL MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE

USE

USE
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OUTLET 22

OUTLET 23

OUTLET 24

MODEL

MODEL

MODEL

SERIAL NUMBER

SERIAL NUMBER

SERIAL NUMBER

USE

USE

USE

i

Raritan.

Types of adapters

Types of cables

Name of software program
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Configuration or Firmware Upgrade
with a USB Drive

You can accomplish part or all of the following tasks simultaneously by
plugging a USB flash drive which contains one or several special
configuration files into the PX.

e Configuration changes
e Firmware upgrade
e Downloading diagnostic data

Tip: You can also accomplish the same tasks via the TFTP server in a
DHCP network. See Bulk Configuration or Firmware Upgrade via
DHCP/TFTP (on page 533).

» To use aUSB drive to configure the PX or upgrade firmware:

Verify that both the USB drive and your PX meet the requirements.
See System and USB Requirements (on page 523).

2. Prepare required configuration files. See Configuration Files (on
page 523).

3. Copy required configuration files to the root directory of the USB
drive.

= For firmware upgrade, an appropriate firmware binary file is also
required.

Plug the USB drive into the USB-A port of the PX.

The initial message shown on the front panel display depends on the
first task performed by the PX.

= [f no firmware upgrade task will be performed, a happy smiley as
shown below is displayed after around 30 seconds.

=]

= |f the USB drive contains the firmware upgrade data, the PX first
performs the firmware upgrade, showing the upgrade message
on the front panel display, and then shows the happy smiley
when the firmware upgrade completes successfully. See
Firmware Upgrade via USB (on page 532).

6. After the happy smiley appears, press and hold one of the control
buttons next to the front panel display for one second until the
display turns blank.

7. Wait for several seconds until the PX resumes normal operation,

indicated by the normal message of the front panel display.
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Tip: You can remove the USB drive and plug it into another PX for
performing the same task(s) once the happy smiley or the firmware
upgrade message displays.

If nothing is shown on the display and no task is performed after plugging
the USB drive, check the log file in the USB drive.

In This Chapter

System and USB RequiremMents..........cccovcieieiiiiiie e 523
Configuration FileS...........coiiiiiiiiiiiee et 523
Firmware Upgrade via USB...........ccoooiiiiiiiiee e 532

System and USB Requirements

You must satisfy ALL of the following requirements prior to using a USB
flash drive to perform device configuration and/or firmware upgrade.

> PXsystem requirements:
e There is at least one USB-A port available on your Raritan device.
e Your PX must be version 2.2.13 or later.

Note that the PX interpreted the USB drive contents using the
firmware which was running when plugging the USB drive into the PX,
not the new firmware after firmware upgrade.

> USB drive requirements:

e The drive must contain a single partition formatted as a Windows
FAT32 filesystem.

e The drive must contain a configuration file called fwupdate.cfg in its
root directory. See fwupdate.cfg (on page 525).

Configuration Files

i

Raritan.

There are three types of configuration files.

e fwupdate.cfg:

This file MUST be always present for performing configuration or
firmware upgrade tasks. See fwupdate.cfg (on page 525).

e config.txt:

This file is used for configuring device settings. See config.txt (on
page 528).

e devices.csv:

This file is required only when there are device-specific settings to
configure for multiple PX devices. See devices.csv (on page 530).
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Raritan provides a Mass Deployment Utility, which helps you to quickly
generate all configuration files for your PX. See Creating Configuration
Files via Mass Deployment Utility (on page 531).

b2 =l=Raritan.
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fwupdate.cfg

The configuration file, fwupdate.cfg, is an ASCII text file containing
key-value pairs, one per line.

Each value in the file must be separated by a single = character, without
any surrounding spaces. Keys are not case sensitive.

This section only explains common options of the file.

Note: To use any options developed after version 2.2.13, the firmware
version running on your PX must be able to support them.

> user

e Arequired option.

e Specify the name of a user account with Administrator Privileges.

e For a PX with factory default configuration, set this option to admin.

>  password
e Arequired option.
e Specify the password of the specified admin user.

e For a PX with factory default configuration, set this option to
raritan.

» logfile

e Specify the name of a text file where the PX will append the log
messages when interpreting the USB drive contents.

e If the specified file does not exist in the USB drive, it will be
automatically created.

e If this option is not set, no log message are recorded. The
disadvantage is that no feedback is available if the PX detects a
problem with the USB drive contents.

» firmware
e Specify the name of a firmware binary file used to upgrade your PX.

e The specified firmware file must be compatible with your PX and
have an official Raritan signature.

o If the specified firmware file is the same as the current firmware
version of your PX, no firmware upgrade is performed unless you
have set the option "force update" to true.

> force update

e If this option is set to true, the firmware upgrade is always
performed even though your PX is running the same firmware
version as the specified firmware file.
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526

>

This option CANNOT break other constraints like the minimum
downgrade version.

config
Supported as of release 2.4.0.
Specify the name of the configuration file containing device settings.
The suggested filename is config.txt. See config.txt (on page 528).

device_list

Specify the name of the configuration file listing all PX devices to
configure and their device-specific settings.

This file is required if any macros are used in the device
configuration file "config.txt."

The suggested filename is devices.csv. See devices.csv (on page
530).

match

Specify a match condition for identifying a line or a PX device in the
device configuration file "devices.csv."

The option's value comprises one word and one number as
explained below:

= The word prior to the colon is an identification property, which is
either serial for serial number or mac for MAC address.

= The number following the colon indicates a column in the
devices.csv file.

For example, mac: 7 instructs the PX to search for the MAC address
in the 7th column of the "devices.csv" file.

The default value is serial : 1, making the PX search for its serial
number in the first column.

This option is used only if the "device_list" option has been set.

collect_diag

If this option is set to true, the diagnostic data of the PX is
downloaded to the USB drive.

The filename of the diagnostic data written into the USB drive varies,
depending on the PX firmware version:

= Filename prior to version 3.0.0: diag_<unit-serial>.zip, where
<unit-serial> is the serial number of the PX.

= Filename as of version 3.0.0: diag_<unit-serial>.tgz

=i=Raritan.
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The PX utters a short beep when writing the diagnostic data to the
USB drive.

factory_reset
Supported as of release 3.0.0.
If this option is set to true, the PX will be reset to factory defaults.

If the device configuration will be updated at the same time, the
factory reset will be executed before updating the device
configuration.

bulk_config_restore
Supported as of release 3.1.0.

Specify the name of the bulk configuration file used to configure or
restore the PX.

Note: See Saving the PX Configuration (on page 297) for
instructions on generating a bulk configuration file.

Additional configuration keys set via the config.txt file will be applied
after performing the bulk restore operation.

This option CANNOT be used with the option "full_config_restore."

If a firmware upgrade will be performed at the same time, you must
generate the bulk configuration file based on the NEW firmware
version instead of the current firmware version.

full_config_restore
Supported as of release 3.1.0.

Specify the name of the full configuration backup file used to restore
the PX.

Note: See Backup and Restore of PX Device Settings (on page
299) for instructions on generating the full configuration backup file.

Additional configuration keys set via the config.txt file will be applied
after performing the configuration restore operation.

This option CANNOT be used with the option "bulk_config_restore."

If a firmware upgrade will be performed at the same time, you must
generate the full configuration backup file based on the NEW
firmware version instead of the current firmware version.
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config.txt
To perform device configuration using a USB drive, you must:

e Copy the device configuration file "config.txt" to the root directory of
the USB drive.

e Reference the "config.txt" file in the config option of the
"fwupdate.cfg" file. See fwupdate.cfg (on page 525).

The file, config.txt, is a text file containing a number of configuration keys
and values to configure or update.

This section only introduces the device configuration file in brief, and
does not document all configuration keys, which vary according to the
firmware version and your PX model.

You can use Raritan's Mass Deployment Utility to create this file by
yourself, or contact Raritan to get a device configuration file specific to
your PX model and firmware version.

P Regular configuration key syntax:

e Each configuration key and value pair is in a single line as shown
below:

key=value

Note: Each value in the file must be separated by a single =
character, without any surrounding spaces.

e As of release 3.1.0, multi-line values are supported by using the
Here Document Syntax with a user-chosen delimiter.

The following illustration declares a value in two lines. You can
replace the delimiter EOF with other delimiter strings.

key<<EOF
value line 1
value line 2
EOF

Note: The line break before the closing EOF is not part of the value.
If a line break is required in the value, insert an additional empty line
before the closing EOF.
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> Special configuration keys:
There are 3 special configuration keys that are prefixed with magic:.

= A special key that sets a user account's password without
knowing the firmware's internal encryption/hashing algorithms is
implemented as of release 2.2.13.
Example:

magic:users[1l].cleartext password=joshua

=  Two special keys that set the SNMPv3 passphrases without
knowing the firmware's internal encryption/hashing algorithms
are implemented as of release 2.4.0.

Examples:
magic:users[1l].snmp_v3.auth_phrase=swordfish

magic:users[1].-snmp_v3.priv_phrase=opensesame

» To configure device-specific settings:

Raritan.

1.

Make sure the device list configuration file "devices.csv" is available
in the USB drive. See devices.csv (on page 530)

In the "config.txt" file, refer each device-specific configuration key to
a specific column in the "devices.csv" file. The syntax is: ${column},
where "column" is a column number.

Examples:
network. interfaces[eth0]. ipaddr=${2}

pdu.name=${16}
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devices.csv

If there are device-specific settings to configure, you must create a
device list configuration file - devices.csv, to store unique data of each
PX.

This file must be:

e An excel file in the CSV format.
e Copied to the root directory of the USB drive.

e Referenced in the device_list option of the "fwupdate.cfg" file. See
fwupdate.cfg (on page 525).

Every PX identifies its entry in the "devicelist.csv" file by comparing its
serial number or MAC address to one of the columns in the file.

» Determine the column to identify PX devices:
e By default, a PX searches for its serial number in the 1st column.

e To override the default, set the match option in the "fwupdate.cfg"
file to a different column.

>  Syntax:

e Prior to release 3.1.0, only single-line values containing NO commas
are supported. A comma is considered a field delimiter.

For example:
Value-1,Value-2,Value-3

e As of release 3.1.0, values containing commas, line breaks or double
quotes are all supported. The commas and line breaks to be
included in the values must be enclosed in double quotes. Every
double quote to be included in the value must be escaped with
another double quote.

For example:
Value-1,"Value-2,with,three,commas",Value-3

Value-1,"Value-2,""with""three'"""double-quotes",Valu
e-3

Value-1,"Value-2

with a line break', Value-3

>%0 =i=Raritan.
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Creating Configuration Files via Mass Deployment Utility

The Mass Deployment Utility is an Excel file that lets you fill in basic
information required for the three configuration files, such as the admin
account and password.

After entering required information, you can generate all configuration
files with only one click, including fwupdate.cfg, config.txt and
devices.csv.

P To usethe Mass Deployment Utility:
Download the Mass Deployment Utility from the Raritan website.

= The utility is named mass_deployment-xxx (where xxx is the
version number).

= ltis available on the PX section of the Support page
(http://www.raritan.com/support/).

2. Make sure Microsoft Excel's security level has been set to Medium or
the equivalent for executing unsigned macros of this utility. See the
user documentation accompanying your Excel.

3. Launch Excel to open this utility.

Note: Other office suites, such as OpenOffice and LibreOffice, are
not supported.

Read the instructions in the 1st spreadsheet of the utility.
Enter information in the 2nd and 3rd spreadsheets.

= The 2nd spreadsheet contains information required for
fwupdate.cfg and config.txt.

= The 3rd spreadsheet contains device-specific information for
devices.csv.

6. Return to the 2nd spreadsheet to execute the export macro.

a. Inthe Target Directory field, specify the folder where to generate
the configuration files. For example, you can specify the
connected USB drive.

b. Click Export Lists to generate configuration files.

Target Directory:

I C:itemp Browse... |

Export Lists R‘

531

i

Raritan.


http://www.raritan.com/support/�

Appendix C: Configuration or Firmware Upgrade with a USB Drive

7. Verify that at least 3 configuration files are created - fwupdate.cfg,
config.txt and devices.csv. You are ready to configure or upgrade
any PX with these files. See Configuration or Firmware Upgrade
with a USB Drive (on page 522).

Firmware Upgrade via USB

Firmware files are available on Raritan website's Support page
(http:/iwww.raritan.com/support/).

Note that if the firmware file used for firmware upgrade is the same as
the firmware version running on the PX, no firmware upgrade will be
performed unless you have set the force_update option to true in the
"fwupdate.cfg" file. See fwupdate.cfg (on page 525).

P To use aUSB drive to upgrade the PX:

Copy the configuration file "fwupdate.cfg" and an appropriate
firmware file to the root directory of the USB drive.

2. Reference the firmware file in the image option of the "fwupdate.cfg"
file.

Plug the USB drive into the USB-A port on the PX.

The PX performs the firmware upgrade. The upgrade message
"FuP" is shown on the front panel display.

Tip: You can remove the USB drive and plug it into another PX for
firmware upgrade when the firmware upgrade message displays.

5. It may take one to five minutes to complete the firmware upgrade,
depending on your product.

6. When the firmware upgrade finishes, the front panel display indicates
the firmware upgrade result.

= =] (happy smiley): Successful.

= = (sad smiley): Failed. Check the log file in the USB drive or
contact Raritan Technical Support to look into the failure cause.
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Appendix D

Bulk Configuration or Firmware
Upgrade via DHCP/TFTP

If a TFTP server is available, you can use it and appropriate
configuration files to perform any or all of the following tasks for a large
number of PX devices in the same network.

e Initial deployment

e Configuration changes

e Firmware upgrade

¢ Downloading diagnostic data

This feature is drastically useful if you have hundreds or even thousands
of PX devices to configure or upgrade.

Warning: The feature of bulk configuration or firmware upgrade via
DHCP/TFTP only works on standalone PX devices directly connected
to the network. This feature does NOT work for slave devices in the
USB-cascading configuration.

Tip: For the other alternative, see Configuration or Firmware
Upgrade with a USB Drive (on page 522).

In This Chapter

Bulk Configuration/Upgrade Procedure ............cccccoviiiiiiiiiiecciiiieeee 533
TFTP ReqUIremMents ......cccooeeiiiieie e 534
DHCP IPv4 Configuration in WindOWS ...........ccccceeiiiiiieeiiieee e 535
DHCP IPv6 Configuration in WindOws ...........ccccceeiiiiiieiiiiiee e 545
DHCP IPv4 Configuration in LiNUX ..........ccocciiiiiiiieiiiiiiiieeee e 552
DHCP IPv6 Configuration in LiNUX ...........ccccciiiiiiieeeiiiiiiieeeeee e 554

Bulk Configuration/Upgrade Procedure

=i=Raritan.

The DHCP/TFTP feature is supported as of release 3.1.0 so make sure
that all PX devices which you want to configure or upgrade are running
firmware version 3.1.0 or later.

> Steps of using DHCP/TFTP for bulk configuration/upgrade:

1. Create configuration files specific to your PX models and firmware
versions. See Configuration Files (on page 523) or contact Raritan
Technical Support to properly prepare some or all of the following
files:

= fwupdate.cfg (always required)

533



Appendix D: Bulk Configuration or Firmware Upgrade via DHCP/TFTP

= config.txt

= devices.csv

Note: Supported syntax of "fwupdate.cfg" and "config.txt" may vary
based on different firmware versions. If you have existing
configuration files, it is suggested to double check with Raritan
Technical Support for the correctness of these files prior to using this
feature.

Configure your TFTP server properly. See TFTP Requirements (on
page 534).
Copy ALL required configuration files into the TFTP root directory. If

the tasks you will perform include firmware upgrade, an appropriate
firmware binary file is also required.

Properly configure your DHCP server so that it refers to the file
"fwupdate.cfg" on the TFTP server for your PX.

Click one or more of the following links for detailed DHCP
configuration instructions, based on your system and the IP address
type.

= DHCP IPv4 Configuration in Windows (on page 535)

= DHCP IPv6 Configuration in Windows (on page 545)

= DHCP IPv4 Configuration in Linux (on page 552)

= DHCP IPv6 Configuration in Linux (on page 554)

Make sure all of the desired PX devices use DHCP as the IP
configuration method and have been directly connected to the
network.

Re-boot these PX devices. The DHCP server will execute the
commands in the "fwupdate.cfg" file on the TFTP server to configure
or upgrade those PX devices supporting DHCP in the same network.

DHCP will execute the "fwupdate.cfg" commands once for IPv4 and
once for IPv6 respectively if both IPv4 and IPv6 settings are
configured properly in DHCP.

TFTP Requirements

534

To perform bulk configuration or firmware upgrade successfully, your
TFTP server must meet the following requirements:

The server is able to work with both IPv4 and IPv6.
In Linux, remove any IPv4 or IPv6 flags from /etc/xinetd.d/tftp.

Note: DHCP will execute the "fwupdate.cfg" commands once for
IPv4 and once for IPv6 respectively if both IPv4 and IPv6 settings
are configured properly in DHCP.
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e All required configuration files are available in the TFTP root
directory. See Bulk Configuration/Upgrade Procedure (on page

533).
If you are going to upload any PX diagnostic file or create a log file in the
TFTP server, the first of the following requirements is also required.
e The TFTP server supports the write operation, including file creation
and upload.
In Linux, provide the option "-c" for write support.

e Required for uploading the diagnostic file only - the timeout for
file upload is set to one minute or larger.

DHCP IPv4 Configuration in Windows

For those PX devices using IPv4 addresses, follow this procedure to
configure your DHCP server. The following illustration is based on
Microsoft® Windows Server 2012 system.

» Required Windows IPv4 settings in DHCP:
1. Add a new vendor class for Raritan PX under IPv4.

a. Right-click the IPv4 node in DHCP to select Define Vendor
Classes.

b. Click Add to add a new vendor class.

DHCP Vendor Classes _
Augilable classes: |
Mame | Description | Add... ]: |
Microsoft Windows 20..  Micrmsoft vendorspecific option... —
Microsoft Windows 58 ...  Microsoft vendorspectic option... Edit.. |
Microsoft Options Microsoft vendor-spectic option... |
Hemove |

c. Specify a unique name for this vendor class and type the binary
codes of "Raritan PDU 1.0" in the New Class dialog.
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The vendor class is named "Raritan PDU" in this illustration.

Mew Class m

Display name:
]Haritan PDU

Description:
]Haﬁtan POU

I_Q: Binany: ASCII:
oooo 52 61 72 89 74 6l BE 20 HRaritan
ooos 50 44 55 20 231 2E 20 FDU 1.0

QK [_: ] Cancel

2. Define one DHCP standard option - Vendor Class Identifier.

a. Right-click the IPv4 node in DHCP to select Set Predefined
Options.
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b. Select DHCP Standard Options in the "Option class" field, and
Vendor Class ldentifier in the "Option name" field. Leave the
String field blank.

Predefined Options and Values _

Ciption class: IDHEF' Standard Options d
Option name: 60 Vendor Class |dentifier __v_l
046 WINS/MET Node Type A

{47 NetBIOS Scope 1D
048 X Window System Font
045 X Window System Displa

Description: D60 Vendor Class Idertifier - |
{54 MNIS= Domain Name k -
—Walve ——— {65 NIS= Servers —

String:

oK I Cancel

3. Add three options to the new vendor class "Raritan PDU" in the
same dialog.
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a. Select Raritan PDU in the "Option class" field.

Predefined Options and Values _

Option class: Raritan PDU ~|
O ] DHCF Standard Options
Ption name: Microsoft Windows 2000 Options
Microsoft Windows S8 Options
Microsoft Options
Description:
—Value
String:

oK I Cancsl

b. Click Add to add the first option. Type "pdu-tftp-server" in the
Name field, select IP Address as the data type, and type 1 in the

Code field.
Option Type \L—
Class: Raritan FOU
MName: ]DdU-’l‘ﬁp-sewer
Data type: JIF‘ Address | T Amy
Code: | 1
Description: ]|
’T%-I Cancel
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c. Click Add to add the second option. Type
"pdu-update-control-file" in the Name field, select String as the
data type, and type 2 in the Code field.

Option Type m

Class: Raritan POU
Mame: ]pdu-update-cu:urﬁml-ﬁle
Data type: ]String ;] I Amay
Code: | 2
Description: ]
’W Cancel

d. Click Add to add the third one. Type "pdu-update-magic" in the
Name field, select String as the data type, and type 3 in the

Code field.
Option Type \L-
Class: Raritan POU
Mame: ]pdu-i.lpdate-magi:
Data type: | string | T Amy
Code: ] 3
Description: J
’W Cancel

4. Create a new policy associated with the "Raritan PDU" vendor class.
a. Right-click the Policies node under IPv4 to select New Policy.

b. Specify a policy name, and click Next.

==Raritan. >39
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The policy is named "PDU" in this illustration.

DHCP Policy Configuration Wizard

Policy based IP Address and Option Assignment

policy.

Description:

Policy Name:

This feature allows you to distibute configurable settings {IP address, DHCP optionspto
clients based on certain conditions {2.9. vendor class, user class, MAC address, etc.).

This wizard will guide you setting up a new policy. Provide a name {2.g. VolP Phone
Configuration Policy) and description {.9. NTP Server option for VolP Phones) for your

]PDU

|

| < Back || ﬂm>%‘| Cancel

c. Click Add to add a new condition.

iil
0

=i=Raritan.



Appendix D: Bulk Configuration or Firmware Upgrade via DHCP/TFTP

d. Select the vendor class "Raritan PDU" in the Value field, click
Add and then Ok.

Add/Edit Condition [ 2 [

Specify a condition forthe policy being configured. Select a critera, operator
and values for the condition.

Criteria: 1‘l.|"en|:||:|r Class ;]
Operatar: ] Equals _v_]
—Value(z)

Value: [Rartan PDU ] Add ]

I Prefic wildcard()
™ Append wildzard{*)

Hantam B Bemove |

Ok [\\ Cancel

e. Click Next.
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f.  Select DHCP Standard Options in the "Vendor class" field, select
"060 Vendor Class Identifier" from the Available Options list, and
type "Raritan PDU 1.0" in the "String value" field.

DHCF Policy Configuration Wizard
Confiqure settings: for the policy
¥ the conditions specified in the policy match a client eguest, the seltings will be
applied |
|
Vendor class: | DHCP Standard Options ~|
Augilable Options | Description -~
[ 045 X Window System Display Amay of X Windows Display T'-'1|—
%) 060 Vendor Cass ldentifier
[1 054 WIS+ Domain Name The name of the dlient’s NIS— all
< ] I 3
— Data ety
String value:
|Raritan PDU 1.0
<Back || MNet> | | Cancel
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g. Select the "Raritan PDU" in the "Vendor class" field, select "001

pdu-tftp-server" from the Available Options list, and type your

TFTP server's IPv4 address in the "IP address" field.

DHCP Policy Configuration Wizard

Confiqure settings for the policy
I the conditions specified in the policy match a client request, the settings will be
applied.

Vendor class: IHEuTtEu'l FOL ﬂ

Awailable Options | Description

5] D07 pdutfipsener
[ #02 pdu-update-conirolile
[ 003 pdu-updatemagic

~ Data entry
IPaddress: | 192.168. 85 . 93

<Back || MNed> | | Canecel
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544

h. Select "002 pdu-update-control-file" from the Available Options
list, and type the filename "fwupdate.cfg" in the "String value"
field.

DHCP Policy Configuration Wizard

|
Confiqure settings: for the policy
¥ the condtions specified in the policy match a client eguest, the seftings will be
applied.

Vendor class: IHar'rtan PO —

Aurgilable Options | Description |

M1 pdudftpserver

D02 pdu-update-controlFile '

[ 003 pdu-updste-madic

—Data ertry

String value:
Iﬁnupdate.cfg

<Back | MNed> | | Cancel

i. Select "003 pdu-update-magic" from the Available Options list,
and type any string in the "String value" field. This third
option/code is the magic cookie to prevent the fwupdate.cfg
commands from being executed repeatedly. It does NOT matter

whether the IPv4 magic cookie is identical to or different from the

IPv6 magic cookie.

The magic cookie is a string comprising numerical and/or
alphabetical digits in any format. In the following illustration
diagram, it is a combination of a date and a serial number.

== Raritan.
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Important: The magic cookie is transmitted to and stored in PX at the
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP
operation is triggered only when there is a mismatch between the
magic cookie in DHCP and the one stored in PX. Therefore, you
must modify the magic cookie's value in DHCP when intending to
execute the "fwupdate.cfg" commands next time.

DHCP Policy Configuration Wizard

|
Confiqure settings for the policy
¥ the conditions specified in the policy match a dlient request, the settings will be
applied.
|

Vendor class: IHEItharJ FOL -

Availahle Options | Description
(1 pduiftpserver
HZ pdu-update-controlile

— Diata entry
String value:
[20150427-0001

| <Back || MNet> || Cancel

DHCP IPv6 Configuration in Windows

For those PX devices using IPv6 addresses, follow this procedure to
configure your DHCP server. The following illustration is based on
Microsoft® Windows Server 2012 system.

» Required Windows IPv6 settings in DHCP:
1. Add a new vendor class for Raritan PX under IPv6.
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a. Right-click the IPv6 node in DHCP to select Define Vendor
Classes.

b. Click Add to add a new vendor class.

DHCP Vendor Classes

Augilable classes:

MName | Description | Add
Microsoft Windows Opt... Micmsoft vendorspecific option...

Edit..

FHemove

Lk

Close

:

c. Specify a unique name for the vendor class, type "13742" in the
"Vendor ID (IANA)" field, and type the binary codes of "Raritan
PDU 1.0" in the New Class dialog.

The vendor class is named "Raritan PDU 1.0" in this illustration.
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New Class m

Digplay name:

Description:

]Haritan POU1D

JHaritan FOU 1.0

Vendor 1D {IANA):

11:-'.?42

I_Q: Binany: ASCII:
oooo 52 61 72 69 74 61 BE 20 Raritan
noos 50 44 55 20 31 2E 30 FDU 1.0

8] 4 [T: ] Cancel

2. Add three options to the "Raritan PDU 1.0" vendor class.

a.

Right-click the IPv6 node in DHCP to select Set Predefined

Options.

547



Appendix D: Bulk Configuration or Firmware Upgrade via DHCP/TFTP

b. Select Raritan PDU 1.0 in the "Option class" field.

Predefined Options and Values for vb _

Option class: Rartan PDU 1.0 ~|
; ) DHCF Standard Options
Optign name: Microsoft Windows Options

Description:

—Walue
String:

OK I Cance

c. Click Add to add the first option. Type "pdu-tftp-server" in the
Name field, select IP Address as the data type, and type 1 in the

Code field.
Option Type m
Class: Rartan POU 1.0
Name: ]pdu-tﬁp-senrer
Data type: 1IF‘ Address _:] I~ Aray
Code: ] 1
Description: i
0] 4 [_:' | Cancel
548 =Y=
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d. Click Add to add the second option. Type
"pdu-update-control-file" in the Name field, select String as the
data type, and type 2 in the Code field.

Option Type m

Class: Rartan POU 1.0
MName: ]pdu-update-cnrﬁml-ﬁle
Data type: ]String ~| T Amy
Cods: | 2
Description: ]
’m Cancel

e. Click Add to add the third one. Type "pdu-update-magic" in the
Name field, select String as the data type, and type 3 in the

Code field.
Option Type m
Class: Rartan POU 1.0
Mame: ]pdu-i.lpdate-magi:
Data type: | string | T Ay
Code: 1 3
Description: ]
oK Cancel
s

3. Configure server options associated with the "Raritan PDU 1.0"
vendor class.

a. Right-click the Server Options node under IPv6 to select
Configure Options.

b. Click the Advanced tab.
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c. Select "Raritan PDU 1.0" in the "Vendor class" field, select
"00001 pdu-tftp-server" from the Available Options list, and type
your TFTP server's IPv6 address in the "IPv6 address" field.

Server Options _

Genemal Advanced

Vendor class: IHalitEln FDLU 1.0 ;l _
Tl | Defautt User Class -| |
Furgilable Options | Description inl |
%] 00001 pdutfipserver = !
O ﬂ'ﬂ'ﬂ'DZdeﬂpdat&mnh'D]-ﬁJE
R L PR B _ |
< T | |=
—Data entry ,
IPVE address: !
fd 07 Za-6ci: 101 0200
OK || Gancel || Mpply ||
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d. Select "00002 pdu-update-control-file" from the Available

Options list, and type the filename "fwupdate.cfg" in the "String

value" field.
Server Options 1L-
General | Adwanced
Vendor class: | Raritan PDU 1.0 ~|
User class: IDE!fElu]t User Class Ll
Pursilable Options | Description ]
0 pduiftpserver =
DD002 pdu-update control Sl |
T annnn o aed= i -
< mn | i*
— Data entry
String value:
Iﬁnupdate.-::fg :
oKk || Cancad || oy

e. Select "00003 pdu-update-magic" from the Available Options list,
and type any string in the "String value" field. This third
option/code is the magic cookie to prevent the fwupdate.cfg
commands from being executed repeatedly. It does NOT matter
whether the IPv6 magic cookie is identical to or different from the

IPv4 magic cookie.

The magic cookie is a string comprising numerical and/or
alphabetical digits in any format. In the following illustration
diagram, it is a combination of a date and a serial number.
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Important: The magic cookie is transmitted to and stored in PX at the
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP
operation is triggered only when there is a mismatch between the
magic cookie in DHCP and the one stored in PX. Therefore, you
must modify the magic cookie's value in DHCP when intending to
execute the "fwupdate.cfg" commands next time.

Server Options _
I Genersl | Advanced |
Vendor class: |Rartan PDU 1.0 ~|
User class: | Defautt User Class ~|
Furgilable Options | Description A~
(HHHI2 pdu-update-control<ile =1
£ 1] [ |» N
— Data entry
String value:
2504276001
ok || Camcd || Aoy ||

DHCP IPv4 Configuration in Linux

Modify the "dhcpd.conf" file for IPv4 settings when your DHCP server is
running Linux.

» Required Linux IPv4 settings in DHCP:
1. Locate and open the "dhcpd.conf" file of the DHCP server.

2. The PX will provide the following value of the vendor-class-identifier
option (option 60).

= vendor-class-identifier = "Raritan PDU 1.0"

oo =i=Raritan.
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Configure the same option in DHCP accordingly. The PX accepts the
configuration or firmware upgrade only when this value in DHCP
matches.

Set the following three sub-options in the
"vendor-encapsulated-options" (option 43).

= code 1 (pdu-tftp-server) = the TFTP server's IPv4 address

= code 2 (pdu-update-control-file) = the name of the control file
"fwupdate.cfg"

= code 3 (pdu-update-magic) = any string

This third option/code is the magic cookie to prevent the
fwupdate.cfg commands from being executed repeatedly. It does
NOT matter whether the IPv4 magic cookie is identical to or
different from the IPv6 magic cookie.

The magic cookie is a string comprising numerical and/or
alphabetical digits in any format. In the following illustration
diagram, it is a combination of a date and a serial number.

Important: The magic cookie is transmitted to and stored in PX at the
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP
operation is triggered only when there is a mismatch between the
magic cookie in DHCP and the one stored in PX. Therefore, you
must modify the magic cookie's value in DHCP when intending to
execute the "fwupdate.cfg" commands next time.
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» IPv4 illustration example in dhcpd.conf:

[-..]

set wendor—-string = coption vendor-class-identifier;

cption space BRARITANW code width 1 length width 1 hash size 3;
cption BARITAN.pdu-tftp—server cocde 1 = ip-address;

cption BEARTITAN.pdu-update—-control-file cede 2 = text;

cption RARITAN.pdu—update-magic code 3 = text;

class "raritan"™ {
match if eopticn vendor—-class-identifier = "Baritan PDU 1.0";
vendor—opticon—space BARTTLN;
cption RARTITAN.pdu-tftp-server 192.168.1.7;
cption RRERTTAN.pdu-update-contrel-file "fwupdate.cofg”:
option RARITAEN.pdu-update-magic "Z20150123-0001";

option vendeor-class—identifier "Raritan PDT 1.0";

DHCP IPv6 Configuration in Linux

Modify the "dhcpd6.conf" file for IPv6 settings when your DHCP server is
running Linux.

P Required Linux IPv6 settings in DHCP:
1. Locate and open the "dhcpd6.conf" file of the DHCP server.

2. The PX will provide the following values to the "vendor-class" option
(option 16). Configure related settings in DHCP accordingly.

= 13742 (Raritan's IANA number)
= Raritan PDU 1.0
= 15 (the length of the above string "Raritan PDU 1.0")
3. Set the following three sub-options in the "vendor-opts" (option 17).

= code 1 (pdu-tftp-server) = the TFTP server's IPv6 address
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= code 2 (pdu-update-control-file) = the name of the control file
"fwupdate.cfg"

= code 3 (pdu-update-magic) = any string

This third option/code is the magic cookie to prevent the
fwupdate.cfg commands from being executed repeatedly. It does
NOT matter whether the IPv6 magic cookie is identical to or
different from the IPv4 magic cookie.

The magic cookie is a string comprising numerical and/or
alphabetical digits in any format. In the following illustration
diagram, it is a combination of a date and a serial number.

Important: The magic cookie is transmitted to and stored in PX at the
time of executing the "fwupdate.cfg" commands. The DHCP/TFTP
operation is triggered only when there is a mismatch between the
magic cookie in DHCP and the one stored in PX. Therefore, you
must modify the magic cookie's value in DHCP when intending to
execute the "fwupdate.cfg" commands next time.

P IPv6 illustration example in dhcpd6.conf:

option
option
option
option

option

[-..]

space BARRTITAN ccde width 2 length width 2 hash size 3;
BRARITAW.pdu—tftp—server code 1 = ipgo—address;
BARITAW.pdu—update—control-file code 2 = text;
BRARITAW.pdu—update-magic code 3 = text;

v8io.BARITAN code 13742 = encapsulate BARITAN;

subnetb xxxm |

[--.1]

opticon RARITAM.pdu-tftp—server 1::2;
option RARITAW.pdu—update—control-file "fwupdate.cfg";
optiocn BEARTTAW.pdu-update-magic "20150123-0001";
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Appendix E Resetting to Factory Defaults

You can use either the reset button or the command line interface (CLI)
to reset the PX.

Important: Exercise caution before resetting the PX to its factory defaults.
This erases existing information and customized settings, such as user
profiles, threshold values, and so on. Only active energy data and
firmware upgrade history are retained.

In This Chapter

Using the Reset BULtON............ooiiiiiiiiiiieeee e 556
Using the CLI Command ..........coooeeiiiiiiiiiiiiee e 557

Using the Reset Button

An RS-232 serial connection to a computer is required for using the reset
button.

> To reset to factory defaults using the reset button:

Connect a computer to the PX device. See Connecting the PX to a
Computer (on page 16).

2. Launch a terminal emulation program such as HyperTerminal, Kermit,
or PUTTY, and open a window on the PX. For information on the
serial port configuration, see Step 2 of Initial Network
Configuration via CLI (on page 20).

3. Press (and release) the Reset button of the PX device while pressing
the Esc key of the keyboard several times in rapid succession. A
prompt (=>) should appear after about one second.

Type defaults to reset the PX to its factory defaults.

Wait until the Username prompt appears, indicating the reset is
complete.
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This diagram shows the location of the reset button on Zero U models.
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This diagram shows the location of the reset button on 2U models.
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Note: HyperTerminal is available on Windows operating systems prior to
Windows Vista. For Windows Vista or later versions, you may use
PUTTY, which is a free program you can download from the Internet. See
PuTTY's documentation for details on configuration.

Using the CLI Command

The Command Line Interface (CLI) provides a reset command for
restoring the PX to factory defaults. For information on CLI, see Using
the Command Line Interface (on page 337).

>

To reset to factory defaults after logging in to the CLI:

Connect to the PX device. See Logging in to CLI (on page 338) or
Connecting the PX to a Computer (on page 16).

Launch a terminal emulation program such as HyperTerminal, Kermit,
or PUTTY, and open a window on the PX. For information on the
serial port configuration, see Step 2 of Initial Network

Configuration via CLI (on page 20).

Log in to the CLI by typing the user name "admin" and its password.
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4. After the # system prompt appears, type either of the following

commands and press Enter.

# reset factorydefaults
--OR --
# reset factorydefaults/y

If you entered the command without "/y" in Step 4, a message
appears prompting you to confirm the operation. Type y to confirm
the reset.

Wait until the Username prompt appears, indicating the reset is
complete.

P To reset to factory defaults without logging in to the CLI:

The PX provides an easier way to reset the product to factory defaults in
the CLI prior to login.

1.

Connect to the PX and launch a terminal emulation program as
described in the above procedure.

At the Username prompt in the CLI, type "factorydefaults" and press
Enter.

Username: TfTactorydefaults

Type y on a confirmation message to perform the reset.
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You can perform a Secure Copy (SCP) command to update the PX
firmware, do bulk configuration, or back up and restore the configuration.

In This Chapter

Firmware Update via SCP ............cooiiiiiiiiiiiiee e 559
Bulk Configuration via SCP .........ccooiiiiiiiieee e 560
Backup and Restore via SCP ...........ccccviiiiiiie e 561

Firmware Update via SCP

Same as any PX firmware update, all user management operations are
suspended and all login attempts fail during the SCP firmware update.
For details, see Firmware Update via Web Interface (on page 319).

Warning: Do NOT perform the firmware upgrade over a wireless
network connection.

» To update the firmware using the SCP command:
Type the following SCP command and press Enter.

scp <firmware file> <user name>@<device ip>:/fwupdate

= <firmware file> is the PX firmware's filename. If the firmware file
is not in the current directory, you must include the path in the
filename.

= <user name> is the "admin" or any user profile with the Firmware
Update permission.

= <device ip> is the IP address of the PX that you want to update.

2. When the system prompts you to enter the password for the
specified user profile, type it and press Enter.

3. The system transmits the specified firmware file to the PX, and
shows the transmission speed and percentage.

4. When the transmission is complete, it shows the following message,
indicating that the PX starts to update its firmware now. Wait until the
upgrade completes.

Starting firmware update. The connectionwill be closed
now.
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> SCP command example:

scp pdu-px2-030000-41270.bin
admin@192.168.87.50:/fwupdate

Tip: The PSCP works in a similar way to the SCP so the PSCP syntax is
similar.
pscp <firmware file> <user name>@<device ip>:/fwupdate

Bulk Configuration via SCP

560

Like performing bulk configuration via the web interface, there are two
steps with the bulk configuration using the SCP commands:

a. Save a configuration from a source PX.
b. Copy the configuration file to one or multiple destination PX.

For detailed information on the bulk configuration requirements, see
Bulk Configuration (on page 296).

» To save the configuration using the SCP command:
Type the following SCP command and press Enter.

scp <user name>@<device ip>:/bulk_config.xml

= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.
Type the password when the system prompts you to type it.

The system saves the configuration from the PX to a file named
"bulk_config.xml."

> To copy the configuration using the SCP command:
Type the following SCP command and press Enter.

scp bulk _config.xml <user name>@<device
ip>:/bulk_restore

= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.

2. Type the password when the system prompts you to type it.

=i=Raritan.
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3. The system copies the configuration included in the file
"bulk_config.xml" to another PX, and displays the following message.

Starting restore operation. The connection will be
closed now.

> SCP command examples:
e Save operation's example:

scp admin@192.168.87.50:/bulk _config.xml
e Copy operation's example:

scp bulk _config.xml
admin@192.168.87.47:/bulk_restore

Tip: The PSCP works in a similar way to the SCP so its syntax is similar.
Save operation -- pscp <user name>@<device

ip>:/bulk _config.xml

Copy operation -- pscp bulk config.xml <user name>@<device
ip>:/bulk _restore

Backup and Restore via SCP

i

Raritan.

To back up ALL settings of a PX, including device-specific settings, you
should perform the backup operation instead of the bulk configuration.

You can restore all settings to previous ones after a backup file is
available.

» To back up the settings using the SCP command:
Type the following SCP command and press Enter.
scp <user name>@<device ip>:/backup_settings.xml

= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.
Type the password when the system prompts you to type it.

The system saves the settings from the PX to a file named
"backup_settings.xml."

> To restore the settings using the SCP command:
Type the following SCP command and press Enter.

scp backup_settings.xml <user name>@<device
ip>:/settings_restore
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562

= <user name> is the "admin" or any user profile with the
administrator privileges.

= <device ip> is the IP address of the PX that you want to update.
Type the password when the system prompts you to type it.

The system copies the configuration included in the file
"backup_settings.xml" to the PX, and displays the following
message.

Starting restore operation. The connection will be
closed now.

P SCP command examples:

e Backup example:
scp admin@192.168.87.50:/backup_settings.xml

e Settings restoration example:

scp backup_settings.xml
admin@192.168.87.50:/settings_restore

Tip: The PSCP works in a similar way to the SCP so its syntax is similar.
Backup operation -- pscp <user name>@<device
ip>:/backup_settings.xml

Restoration operation -- pscp backup_settings.xml <user
name>@<device ip>:/settings_restore
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Appendix G LDAP Configuration Illustration

This section provides an LDAP example for illustrating the configuration
procedure using Microsoft Active Directory® (AD). To configure LDAP
authentication, four main steps are required:

a. Determine user accounts and roles (groups) intended for the PX
b. Create user groups for the PX on the AD server

c. Configure LDAP authentication on the PX device
d

Configure roles on the PX device

Important: Raritan disables SSL 3.0 and uses TLS for releases 3.0.4,
3.0.20 and later releases due to published security vulnerabilities in SSL
3.0. Make sure your network infrastructure, such as LDAP and mail
services, uses TLS rather than SSL 3.0.

In This Chapter

Step A. Determine User Accounts and RoOIES ..........cccceiviiiiiiiiiiiennnn, 563
Step B. Configure User Groups on the AD Server..........ccccceevviieeeennne 564
Step C. Configure LDAP Authentication on the PX Device................... 565
Step D. Configure Roles on the PX Device.........c.cccceeeiviiiieeiiieee e 567

Step A. Determine User Accounts and Roles

Determine the user accounts and roles (groups) that are authenticated
for accessing the PX. In this example, we will create two user roles with
different permissions. Each role (group) will consist of two user accounts
available on the AD server.

User roles User accounts (members)
PX_ User usera

pxuser2
PX_Admin userb

pxuser

Group permissions:

e The PX_User role will have neither system permissions nor outlet
permissions.

e The PX_Admin role will have full system and outlet permissions.
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Step B. Configure User Groups on the AD Server

You must create the groups (roles) for the PX on the AD server, and then
make appropriate users members of these groups.

In this illustration, we assume:

The groups (roles) for the PX are named PX_Admin and PX_User.

User accounts pxuser, pxuser2, usera and userb already exist on the
AD server.

» To configure user groups on the AD server:
1. On the AD server, create new groups -- PX_Admin and PX_User.
Note: See the documentation or online help accompanying Microsoft
AD for detailed instructions.
2. Add the pxuser2 and usera accounts to the PX_User group.
3. Add the pxuser and userb accounts to the PX_Admin group.
4. Verify whether each group comprises correct users.
P¥_Admin Properties E
General Members |Memher CII] Mnnugedﬂﬂ
Members:
Mame | Active Direclory Foldar
1 puser techadsslcomUsers
] userb techadssl.com/SerdcesApps/rantan
P¥_User Properties E

564

General Members |I-.-19mher[rf| Managed By |

hambars:
Hame | Adlive Directony Folder
i puser? techadssl.comfUsers
) techadssl.com/SericesApp
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Step C. Configure LDAP Authentication on the PX Device

=i=Raritan.

You must enable and set up LDAP authentication properly on the PX
device to use external authentication.

In the illustration, we assume:

The DNS server settings have been configured properly. See
Modifying Network Settings (on page 113) and Role of a DNS
Server (on page 119).

The AD server's domain name is techadssl.com, and its IP address
is 192.168.56.3.

The AD protocol is NOT encrypted over TLS.
The AD server uses the default TCP port 389.
Anonymous bind is used.

To configure LDAP authentication:

Choose Device Settings > Security > Authentication. The
Authentication Settings dialog appears.

Select the LDAP radio button to activate the LDAP/LDAPS
authentication.

Click New to add an LDAP/LDAPS AA server. The "Create new
LDAP Server Configuration" dialog appears.

Provide the PX with the information about the AD server.

= |P Address / Hostname - Type the domain name
techadssl .comor IP address 192.168.56.3.

Important: Without the TLS encryption enabled, you can type either
the domain name or IP address in this field, but you must type the
fully qualified domain name if the TLS encryption is enabled.

= Use settings from LDAP server - Leave the checkbox deselected.

= Type of LDAP Server - Select "Microsoft Active Directory" from
the drop-down list.

= Security - Select "None" since the TLS encryption is not applied
in this example.

= Port (None/StartTLS) - Ensure the field is set to 389.

= Port (TLS) and CA Certificate - Skip the two fields since the TLS
encryption is not enabled.

= Use Bind Credentials - Do NOT select this checkbox because
anonymous bind is used.

= Bind DN, Bind Password and Confirm Bind Password -- Skip the
three fields because anonymous bind is used.
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= Base DN for Search - Type dc=techadssl ,dc=com as the
starting point where your search begins on the AD server.

= Login Name Attribute - Ensure the field is set to
sAMAccountName because the LDAP server is Microsoft Active
Directory.

= User Entry Object Class - Ensure the field is set to user because
the LDAP server is Microsoft Active Directory.

= User Search Subfilter - The field is optional. The subfilter
information is also useful for filtering out additional objects in a
large directory structure. In this example, we leave it blank.

= Active Directory Domain - Type techadssl .com.

£4 Create new LDAP Server Configuration [x]
IP Address  Hostname: | 152,168.56.3 @
["] Use settings from LDAP Server

| Select LDAP Server v]
Type of LDAP Sarver: Microsaft Active Diractory |
Security: None v
Port (None/StartTLs): 389 |
Part (TLS): 636 |

| Enable verification of LDAP Server Certificate
CA Certificate: nol set Show | | Remove |

select new certificate... BIOWSE. .. |
[] Allow expired and not yet valid certificates

[ Anomymots Bind

[ Use Bind Credentials
Bind DN: '
Bind Password:

Confirm Bind Password:

Base DN for Search: de=tachadssl,dc=com
User Entry Object Class: usar
User Search Subfilter:

Active Directory Domain: tachadssl.com

|
|
|
|
Login Mame Attribute; sAMACcouUntMame |
|
I
|

| Test Connection

K Cancel
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5. Click OK. The LDAP server is saved.
6. Click OK. The LDAP authentication is activated.

Note: If the PX clock and the LDAP server clock are out of sync, the
installed TLS certificates, if any, may be considered expired. To ensure
proper synchronization, administrators should configure the PX and the
LDAP server to use the same NTP server(s).

Step D. Configure Roles on the PX Device

i

Raritan.

A role on the PX device determines the system and outlet permissions.
You must create the roles whose names are identical to the user groups
created for the PX on the AD server or authorization will fail. Therefore,
we will create the roles named PX_User and PX_Admin on the PDU.

In this illustration, we assume:

e Users assigned to the PX_User role can view settings only, but they
can neither configure PX nor access the outlets.

e Users assigned to the PX_Admin role have the Administrator
permissions so they can both configure PX and access the outlets.

P To create the PX_User role with appropriate permissions
assigned:

1. Choose User Management > Roles. The Manage Roles dialog
appears.

Tip: You can also access the Manage Roles dialog by clicking the
Manage Roles button in the Edit User 'XXX' dialog.

Click New. The Create New Role dialog appears.
Type PX_User in the Role Name field.

Type a description for the PX_User role in the Description field. In
this example, we type "The role can only view PX settings" to
describe the role.

5. Click the Privileges tab to select "Unrestricted View Privileges,"
which includes all View permissions. The "Unrestricted View
Privileges" permission lets users view all settings without the
capability to configure or change them.

a. Click Add. The "Add Privileges to new Role" dialog appears.

b. Select the permission "Unrestricted View Privileges" from the
Privileges list.
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568

c. Click Add.
& Create New Role
I Settings ” Privileges
Privilege = Arguments

Unrestricted View Privileges

| Add | | Edit | | Delete |

| OK | | Cancel |

6. Click OK. The PX_User role is created.

4% Manage Roles

Fole Mame -

Description

Syatem defined adminiztrator rale including all privileges.

Predefined operatar role.

The role can anly view PR settings

[New ] [Ed'rt ] [Delete ]

Close

7. Keep the Manage Roles dialog opened to create the PX_Admin role.

> To create the PX_Admin role with full permissions assigned:

Click New. The Create New Role dialog appears.
2. Type PX_Admin in the Role Name field.
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3. Type a description for the PX_Admin role in the Description field. In
this example, we type "The role includes all privileges" to describe
the role.

4. Click the Privileges tab to select the Administrator permission. The

Administrator permission allows users to configure or change all PX
settings.

a. Click Add. The "Add Privileges to new Role" dialog appears.

b. Select the permission named Administrator Privileges from the
Privileges list.

c. Click Add.
&g Create New Role
I Settings ” Privileges
. Privilege = . Argumentz

Adminigtrator Privieges

[Add] [ Ed'rt] [ Delete]

[ OK H Cancel ]
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5. Click OK. The PX_Admin role is created.

4% Manage Roles

Fole Mame =~ Description

Syatem defined adminiztrator rale including all privileges.
Predefined operatar role.

The role includes all privileges

The role can anly view PE settings

[ew | [t [oetete |

| Cloze |

6. Click Close to quit the dialog.
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In This Chapter

Returning User Group Information ...........cccoecveviiiiiiiieiiiie e, 571
Setting the Registry to Permit Write Operations to the Schema............ 572
Creating @ New Attribute .......ccevviieiiiiie e 572
Adding Attributes to the Class ...........eeeeveeiiiiiiiiiee e 573
Updating the Schema Cache............cccooiiiiiiiiii e 575
Editing rciusergroup Attributes for User Members ............cccccceeveeennns 575

Returning User Group Information

i
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Use the information in this section to return User Group information (and
assist with authorization) once authentication is successful.

From LDAP/LDAPS

When an LDAP/LDAPS authentication is successful, the PX determines
the permissions for a given user based on the permissions of the user's
role. Your remote LDAP server can provide these user role names by
returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server.
Consult your authentication server administrator to enable this attribute.

In addition, for Microsoft® Active Directory®, the standard LDAP
memberOf is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory®
administrator.

Returning user role information from Microsoft's® Active Directory for
Windows 2000° operating system server requires updating the
LDAP/LDAPS schema. See your Microsoft documentation for details.

1. Install the schema plug-in for Active Directory. See Microsoft Active
Directory documentation for instructions.

2. Run Active Directory Console and select Active Directory Schema.
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Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a
registry entry that permits schema updates.

» To permit write operations to the schema:

Right-click the Active Directory® Schema root node in the left pane of
the window and then click Operations Master. The Change Schema
Master dialog appears.

Change Schema Master d |

The zchema master manages modifications to the zchema. Only one
zErver in the enterprize performs this role.

Current zchema maszter [online]:

rci-gofd|2nzmzt. mype. mydomain, conm

T o transfer the schema master role to the targeted
damain contraller below, click Change.

rci-gof 4| 2nzmet. mype. mydomain. com

Cloze

2. Select the "Schema can be modified on this Domain Controller"
checkbox. Optional

3. Click OK.

Creating a New Attribute

> To create new attributes for the rciusergroup class:

Click the + symbol before Active Directory® Schema in the left pane
of the window.

2. Right-click Attributes in the left pane.
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3. Click New and then choose Attribute. When the warning message
appears, click Continue and the Create New Attribute dialog
appears.

Create New Attribute 7] x|

‘ Create a Mew Attribute Object

— ldentification

Common Hame: Iru:lusergru:uup

LDAP Display Mame: |rciusergrnup

IJnique #3500 Object 1D I'I 361411374250

Diescriptiorn: IHaritan's LDAP attribute

— Syntax and R ange

Suntax: IEase Inzenzitive String j
B iiirriarn; |'|
bl Eirnarn: Iz‘ﬂ

[T Muli*alued Ok I Cancel

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.
Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.

Type a meaningful description in the Description field.

© N o o A

Click the Syntax drop-down arrow and choose Case Insensitive
String from the list.

9. Type 1in the Minimum field.
10. Type 24 in the Maximum field.
11. Click OK to create the new attribute.

Adding Attributes to the Class

P To add attributes to the class:
1. Click Classes in the left pane of the window.

i
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574

2. Scroll to the user class in the right pane and right-click it.

"fi Lonsolel - [Console RootActive Directory Schema [rai-gef4iZnzmzt.myn =10l =]
T Fie  Action  View  Favorites  Widow  Halp o
¢ B #RE £
L_:I Coracle Rook flarre | Type | Stabus | Ciescr |
=-Bg Active Directory Schema | 2 seprviceConnechonPoint Struckural Active Servi
ED Classes B3 servicelnstarce Shructural Aikive Zervi
—{1 Atriutes B2 cirvplzSecurity Objeck Auzlizry Ackive The =
B3 sk Shruckural Active Site
B3 stelink Strickural Aikive Sike-L
B2 koL inkBridge Skuckural Ackive Sike-1
B sibesConbainer Shruckural Arkive Sites-
B shorage Sbruckural Arkive Storz
B3 obnst Struckural Arkive Subn
B2 cubnetCantainer Skruckural fckive Subn
B3 aubSchema Shruckural Bctive Subs
B3 top Aty act Ackive Top
B2 rustedDomain Sheuctural fckive Trusk
B bepelibrary Skruckural Artive Type
n M \Wirdows From Here
B2 yobime Bckive Volun -
4 | | ﬂ ‘| Refr=sh | 8

Properlies

Help

3. Choose Properties from the menu. The user Properties dialog

appears.

Click the Attributes tab to open it.

Click Add.
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6. Choose rciusergroup from the Select Schema Object list.
2x

Select o pchema obpect

oductlode

ecilePath =l l_an
e bt

po m_.rm Cancel I
peosgGeres ptionE nabled

poouyLifetimes

bl eyPickey

papectadt asch

perdntonlength

el kel

peedPropede

cuualiyF5 ez

cuengFder

pusryPort

queryPigkcylil
quendPobcybect
e e

temsegroup
ONAMD =

7. Click OK in the Select Schema Obiject dialog.
8. Click OK in the User Properties dialog.

Updating the Schema Cache

» To update the schema cache:

Right-click Active Directory® Schema in the left pane of the window
and select Reload the Schema.

2. Minimize the Active Directory Schema MMC (Microsoft®
Management Console) console.

Editing rciusergroup Attributes for User Members

To run the Active Directory® script on a Windows 2003° server, use the
script provided by Microsoft® (available on the Windows 2003 server
installation CD). These scripts are loaded onto your system with a
Microsoft® Windows 2003 installation. ADSI (Active Directory Service
Interface) acts as a low-level editor for Active Directory, allowing you to
perform common administrative tasks such as adding, deleting, and
moving objects with a directory service.

» To edit the individual user attributes within the group
rciusergroup:

1. From the installation CD, choose Support > Tools.
2. Double-click SUPTOOLS.MSI to install the support tools.
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3. Go to the directory where the support tools were installed. Run
adsiedit.msc. The ADSI Edit window opens.

% KDSI Edit o {mi |
S ERe Adon Mes Whdos Hep | 1o
~olmBE®RlE
= s B Harms | O f Detimuised Hene

- F Domain [ro-gof )2z met manc. g | Domen [ro-gfhZnametmypc... domanDhg

#-E] Corfiguration [rergefizramet.my | ] Configoration [rcrgcf4izrame. .. configurstion

i Sehems [ra-gFgEnzmet mpemt [ cohema [rorgcMiEramet.mep. .. dHD
e sl j i |

4. Open the Domain.
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5. In the left pane of the window, select the CN=Users folder.

4R, RDST Edit {1

G i Acion Wes  Whdos  beb | ==l =l

o |D@xF@BIE
& ADSLECE Harmz | O f Ditimpuised Bens

B ﬂ _|:|'-'"“ai" [ e 2z et rsoac, o, .i.']CH:MTh:-h’akw usar CH=bdmirestrabor, N=Users, 0 C=myvpc, D C=nydomean,[

- CC=mype L =mamein,LC) | (R CH=Cer: Prblishers group CH=Cert Publishers, Du=Users, CO=nypc o =mpdomain

-?-' |...I m'a_"h" _j:.']CH:Dm.ﬁdrlrs group CH=Crehdmrs = Users, Do=nyvpr, D2 =myd oman, [2:

‘.': ‘:1 M= ompuer s el CH=Crelipd st rocey group CH=CrelpdateFProsy, D=L sers, D =mype, C=nydome

L a ;‘I:';T@c“"h:'::ﬂ :;deH:D\:lmi'l.ﬁdrlrs @roug H=Comen Sdmirg, U sers, Co=nyvpc Do =mydoman

IIJ I:H-Lo:ﬁg Y f‘]CH:D\:umi'l Conpuksrs group CH=Comen Compubsrs, CN=Users, D =mpe, DC=mydor

;_ I:.I l:I'I:NTI:G- N CH=Comein Caonkrollers group CH=Lomein Controllers, CN=Users, D =y, D C=mydar

T4 C=Frogram Daa ;.é']i:ﬂ:DUTﬂ'l Euesks group CH=Comein Gussts, Ch=_ser s, D =mpe, Do =mmedomesin

+u M=Systen f‘]tH:D\:m:h Users group H=Comein Users, CH= Ussrs, D =mrp, D-=mrdoman, L

_1',_- =3 fICN-EH::rprm.ﬂdm roup Chl=Erioe roetes ol i Dbl sir s, Do o p iz, DS s

- Corflguration [rckpclETamet. ﬁltN-ﬁm.pF‘dl:'.' Creator Cwy,.,  group CH=Group Policy Creator Cwrers, e Lsais, D sy, L

w1 schema [rd-gfEname. my e me __'._'JCM-Guest user Chle=Etimst, Chle s, O iR, D =nivsdomein, D=

_Il:H-l-Eb\Scmn:sGm.p aroup CH=HelpServicesGroup, CN=Users, D C=mrpe, D C=myudar

%Icu-krhtqt usEf 1 hletirbmt, T | i, O i, OO P PV P, DO it

CEHCh=RAS and 105 Saresrs group CH=RAS5 and 185 Servess, Mi=lsers, D C=mups, DC=nyc

;Icu-ichuna.ﬂdﬂ'r: group Chle=Schiema i, C hleliser 5, D smipe, D sncomsr

'_-'ICM-’B_FPDRT_EEE!‘!EaIJ user CH=SFPORT_35E545a0, Ch=l_toers O =mpe, DZ =ied

e m=Tednsierts group Chl=TedneoC benks, Chl= Liasis, D =mnigpe, DC=mydomain, C

Al i i |

|

6. Locate the user name whose properties you want to adjust in the
right pane. Right-click the user name and select Properties.
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7. Click the Attribute Editor tab if it is not already open. Choose
rciusergroup from the Attributes list.

CMN=Administrator Properties ed |

Atribute Editor | Secuity |

¥ Show mandatory attibutes
¥ Show optional attributes

[ Show only attibutes that have values

Attributes:
Attribute | Syntan | Yalue :l
prosptddresses nicode String - <Mot Sets
pedlasts et Large Integer/...  1282332852420233602
quenyFolicyBL Distinguished .. <Mot Set»

rCiLEErgroup aze lhsengitl.,. Mot Setbs

reqiztereddddress Octet Sting <Maot Set:
replPropertybetalata Octet Sting (07 000 0=00 Qw00 00
replUpT ol ateectar Octet Sting <Maot Sets

repzFrom Octet Sting <Maot Setx

repsTo Cctet Sting Mot Set» I |
rEvIZIan |nteger <Maot Sets

rid |nteger <Maot Set:

roami urnber nicode String - <Mot Set:
s.-'i-.M.-'l‘-.chuntName ricode Str'incl Adrinistrator _ILI
4 [

Edit |

k. I Cancel | Spply |

Click Edit. The String Attribute Editor dialog appears.

Type the user role (created in the PX) in the Edit Attribute field. Click
OK.

String Attribute Editor x|

Attribute: roiusergroup

"W ale:
[&dmir

Clear | | k. I Caricel
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Appendix | RADIUS Configuration lllustration

This section provides illustrations for configuring RADIUS authentication.
One illustration is based on the Microsoft® Network Policy Server (NPS),
and the other is based on a non-Windows RADIUS server, such as
FreeRADIUS.

The following steps are required for any RADIUS authentication:

1. Configure RADIUS authentication on the PX device. See Adding
RADIUS Server Settings (on page 181).

2. Configure roles on the PX device. See Creating a Role (on page
153).

3. Configure your RADIUS server. See Microsoft Network Policy
Server (on page 579) or Non-Windows RADIUS Server (on page
603).

In This Chapter

Microsoft Network PoliCy Server...........oooiiiiiiiicee e 579
NoN-Windows RADIUS SErver ..o 603

Microsoft Network Policy Server

In this Microsoft NPS illustration, we assume that the NPS is running on
the Windows 2008 system.

Three major steps are required for configuring Windows 2008 NPS:
a. Add your PX device to NPS as a RADIUS client

b. Configure connection request policies on NPS

c. Configure a vendor-specific attribute on NPS

Some configuration associated with Microsoft Active Directory (AD) is
also required for RADIUS authentication. See AD-Related
Configuration (on page 600).

579
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Appendix I: RADIUS Configuration lllustration

Step A: Add Your PX as a RADIUS Client

The RADIUS implementation on a PX follows the standard RADIUS
Internet Engineering Task Force (IETF) specification so you must select
"RADIUS Standard" as its vendor name when configuring the NPS
server.

In this illustratrion, we assume:

IP address of your PX: 192.168.56.29
RADIUS authentication port specified for PX: 1812
RADIUS accounting port specified for PX: 1813

To add your PX to the RADIUS NPS:

Choose Start > Administrative Tools > Network Policy Server. The
Network Policy Server console window opens.

%5 Networlk Policy Server

Ele  Action \View Help

e mHE

[ B, Network Access Protection
B, Accounting

B
[= ] RADIUS Clients and Servers Getting Started

5 RADIUS Clients Network Policy Senver (NPS) allows you to create and enforce organization-wide networ

35 Remote RADIUS Server Groups authenrtication, and connection request authorization.
= | Poicies

| Connection Request Policies

= Network Policies Standard Configuration

| Health Policies

Select a conrfiguration scenario from the kst and then click the nk below to open the scenars

RADIUS server for Dial-Up or VPN Connections

RADIUS server for Dial-Up or YPN Connections

When you configure NP S as a RADIUS server for Dial-Up or VPN connections, you create nel
authorze connections from Dial-Up or VPN network access servers (also called RADIUS clieni

Corfigure VPN or Dial-Up B Leammore

Advanced Configuration
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2. Right-click NPS (Local), and select Properties.

Sk Network Policy Server

File Action View Help

; m Import Configuration
Export Configuration

skark MPS Senvice
Stop NPS Service

— Renqisker server infetive Direckary
| o
Help

Verify the authentication and accounting port numbers shown in the
properties dialog are the same as those specified on your PX. In this
example, they are 1812 and 1813. Then close this dialog.

Network Policy Server (Local) Properties

‘General Pors I
Enterthe RADIUS authentication and accounting port numbers.

Authentication: [1812.1645
Authentication default ports 1812,1645
Accourting: 1813.1646
Accounting default ports 1813,1646

581
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3. Under "RADIUS Clients and Servers," right-click RADIUS Client and
select New RADIUS Client. The New RADIUS Client dialog appears.

%k Network Policy Server

File Action View Help

YR

€ NPS (Local)
= | RADIUS Clients and Servers
B RADIUS (f— e
‘:E Remote R Mew RADIUS Client k
= B Network Accel yiew »
B Accounting
Refresh
Help

4. Do the following to add your PX to NPS:

a. Verify the "Enable this RADIUS client" checkbox is selected.
Type a name for identifying your PX in the "Friendly name" field.
Type 192.168.56.29 in the "Address (IP or DNS)" field.

Select RADIUS Standard in the "Vendor name" field.

Select the Manual radio button.

© o o T
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f.  Type the shared secret in the "Shared secret" and "Confirm
shared secret" fields. The shared secret must be the same as
the one specified on your PX.

New RADIUS Client

[ Enable this RADIUS client

— Name and Address
Friendly name:
IHarilan Dominion
Address (IP or DNS):

[192.168.56.29 Verfy.. |

— Vendor
Specify RADIUS Standard for most RADIUS clients, or select the RADIUS client
vendor from the list.

Vendor name:
|RADIUS Standard |

- Shared Secret
To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

{* Manual " Generate
Shared secret:

Ilii’iii

Confirm shared secret:

-~ Additional Options
™ Access-Request messages must contain the Message-Authenticator attrbute

™ RADIUS client is NAP-capable

OK Cancel

5. Click OK.

Step B: Configure Connection Request Policies
You need to configure the following for connection request policies:

a. |P address or host name of the PX

583
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584

b. Connection request forwarding method
c. Authentication method(s)

d. Standard RADIUS attributes

In the following illustration, we assume:

e Local NPS server is used

e |P address of your PX: 192.168.56.29

e RADIUS protocol selected on your PX: CHAP
e Existing role of your PX: Admin

> To configure connection request policies:
Open the NPS console, and expand the Policies folder.

%5 Network Policy Server

Fle  Action View Help

+omlHE
T
[ ] RADIUS Clients and Servers Getting Started
= RADIUS Clients Network Policy Senver (NPS) allows you to create and enforce organization-wide networ
35 Remote RADIUS Server Groups authertication, and connection request authorization,
= |- Policies
1 Connection Request Polices
| Network Polices Standard Configuration
| Health Policies
# B, Network Access Protection Select a corfiguration scenario from the kst and then click the knk below to open the scenario
B, Accounting

RADIUS server for Dial-Up or VPN Connections

When you configure NP5 as a RADIUS server for Dial-Up or VPN connections, you create nel
authorize connections from Dial-Up or VPN network access servers (alsa called RADIUS client

Corffigure VPN or Dial-Up B Leammore

Advanced Configuration
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2. Right-click Connection Request Policies and select New. The New
Connection Request Policy dialog appears.

Sk Network Policy Server

File Action View Help

&= 2w HE

€ NPS (Local)

= || RADIUS Clients and Servers
= RADIUS Clients
39 Remote RADIUS Server Groups

= =/ polices
] Connection Request Policies

| Network Policies m
| Health Polides Export List
Metwork Access Protection
5 . View »
B, Accounting
Refresh
Help

3. Type a descriptive name for identifying this policy in the "Policy
name" field.

585
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= You can leave the "Type of network access server" field to the
default -- Unspecified.

fiew Connection RequestPolicy
. Specify Connection Request Policy Nam
1

. d’ You can specify a name for your connection request policy and 1
applied.

Policy name:
|Haritan DominionPolicy]

— Network connection method

Select the type of network access server that sends the connection request to NPS.
type or Vendor spectic.

(¢ Type of network access server:
IUnspeciﬁed j

" Vendor specfic:
10 =
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4. Click Next to show the "Specify Conditions" screen. Click Add.

New Connection Request Policy

. Specify Conditions
]
= |

Specify the conditions that determine whether this connection request policy is evaluated for a connection request.

A minimum of one condition is required.

Conditions:
| Condition Value |
Condition description:
Add... Edit... | Eemave |
Previous | W Ewt | Emish | Cancel |
5. The "Select condition" dialog appears. Click Add.
Select condition

Select a condtion, and then click Add.

)
®
P

Called Station ID
& The Called Station 1D condition specifies a character sting that is the telephone number of the network access server

[NAS). You can use paltern matching syntax to specify area codes.
NAS ldentifier

T -1- The NAS Identifier condition specifies a character stiing that is the name of the network access server (NAS) You

can uge pattem matching syrtax to specify NAS names,
NAS IPv4 Address

. The NAS IP Address condition specifies a character string that is the IP address of the NAS. You can use pattemn
matching syntax to specify [P 4

NAS IPv6 Address

T e The MAS IPvE Address condition specifies a character sting that is the IPvE addiess of the NAS, You can use

pattern matching syntax to specify IPvE networks.

=5 MNAS Port Type
-%__‘ The NAS Port Type condition specifies the pe of media used by the access client, such as analog phore lines,

ISDN, turmels or virtual private netweorks, IEEE 80211 wireless, and Ethemet switches.

il

Add... Cancel
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6. The NAS IPv4 Address dialog appears. Type the PX IP address --
192.168.56.29, and click OK.

NAS IPv4 Address E

Specify the |Pv4 address of the network access server sending the access
request message. You can use pattem matching syntax.

[192.168.56.29)

oK Cancel |

7. Click Next in the New Connection Request Policy dialog.

New Connection Request Policy

_ Specify Conditions
| X [
*‘uﬁ. Specify the conditions that determine whethert

A minimum of one condition is required.

Conditions:
|| Condition | Value
B NAS IPv4 Address 192.168.56.29

8. Select "Authenticate requests on this server" because a local NPS
server is used in this example. Then click Next.

588
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Note: Connection Request Forwarding options must match your

environment.

New Connection Request Policy

; Specify Connection Request Forwarding

"i The connection request can be authenticated by the local server or it can beforwarded to RADIUS servers in a

5 remote RADIUS server group.

If the policy conditions match the connection request, these settings are applied.

Settings:

Forwarding Connechon

% Authenticate requests on this server
€ Fonward requests to the §

owing remote RADIUS server group for au

| <not corfigured>

' Accept users without validating credentials

Previous [ Nea |

Eimisti

Request Specify whether connection requests are processed locally, are forwarded to remote
neq RADIUS servers for authentication, or are accepted without authentication.

= New. |

Cancel |

9. When the system prompts you to select the authentication method,

select the following two options:
= Override network policy authentication settings
CHAP -- the PX uses "CHAP" in this example
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Note: If your PX uses PAP, then select "PAP."

New Connection Request Policy

Configure one or more authentication methods required
authentication, you must configure an EAP type. If you d
Protected EAP.

, ! Specify Authentication Methods

¥ Ovemide network policy authentication settings

These authentication settings are used rather than the constraints and authe
connections with NAP, you must configure PEAP authentication here.

EAP types are negotiated between NPS and the client in the order in which

EAP Types:

I Remove

Less secure authentication methods:
I Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
I™ | User canchange password after it has expited
I” Microsoft Encrypted Authentication (MS-CHAP)
I User canchange password after it has expired
[¥ Encrypted authentication (CHAP)
I~ Unencrypted authentication (PAP, SPAP)
I”" Allow clients to connect without negotiating an authentication method.

>%0 =i=Raritan.
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10. Select Standard to the left of the dialog and then click Add.

New Connection Request Policy

Configure Settings
L]
*d' NPS applies settings to the connection request if all of the connection request policy conditions forthe policy are
* matched.

Configure the settings for this network palicy.
If conditions match the connection request and the policy grants access, settings are applied.

Settings:
Specify aRealmName To send addiional atirbutes to RADIUS clients, select a RADIUS standard atiribute, and
2] Attribute then click Edi. if you do not configure an attibute, it is not sent to RADIUS clients. See

—— your RADIUS dlient documentation for required attributes.

[#] Vendu Specific Mtrbutes:

Name | Value |

Previous Next Finish Cancel
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592

11. Select Filter-ld from the list of attributes and click Add.

Add Standard RADIUS Attribute B3

To add an attribute to the settings, select the attibute, and then click Add.

To add a custom or predefined Vendor Specific attribute, close this dialog and select Vendor Specific, and then click
Add.

Access type:

o =]

Atributes:
MName
Acct-Interim-Interval =1
Callback-1d

Callback-Number

Class

F-amed—AppLTaﬂ(-Link
Framad-Annla TalleKlabwnde 27
I I;I_I

Description:
Specifies the name of filter list for the user requesting authentication.

= -
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12. In the Attribute Information dialog, click Add.

Attribute Information E3

Altibute name:;
Fitter-ld

Aitribute number;
11

Adtribute format:
Octet String

Attribute values:
Vendor | Value |

(K Cancel

13. Select String, type Raritan:G{Admin} in the text box, and then click
OK.
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Admin inside the curved brackets {} is the existing role on the PX. It
is recommended to use the Admin role to test this configuration. The
role name is case sensitive.

Attribute Information E3

Attribute name:;
Filter-1d

Attribute number:
1

Attribite format:
OctetString

Erter the attibute value in:
(+  String
" Hexadecimal

| Rartan-G {Admin}

594 =v=
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14. The new attribute is added. Click OK.

Attribute Information E3

Attrbute name:
Filter-Id

Attibute number:
11

Attrbute format :
OctetString

Atrbute values:

Vendor | Value

RADIUS Standard Raritan G {Admin}

Hemove

Move Up
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15. Click Next to continue.

New Connection Request Policy

- Configure Settings
'
*" NPS applies settings to the connection requestif all of the connect

matched.

Configure the settings for this network policy.
If conditions match the connection request and the policy grants access, settings are a

Settings:
Specify aRealmName To send additional attributes to RADIUS cler
2] Attribute then click Edit. if you do not configure an attr
i your RADIUS client documentation for require
BADIUS Attributes

®% Standard

7] Vendor Specific

Attributes:

Filter-d Raritan

e

:G{Admin}
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Click Finish to close the dialog.

New Connection Request Policy

Completing Connection Request Policy Wizard
! ]

You have successfully created the following connection request policy:
KX Policy

Policy conditions:

16. A summary showing connection request policy settings is displayed.

Condtion | Value

NAS IPv4 Address  192.168.56.29

Policy settings:

Condtion | Value

Authertication Provider  Local Computer

Ovemde Authentication Enabled

Authertication Method  Encryplion authentication (CHAP)
Filter-1d Raritan:G {Admin}

To close this wizard, click Finish.

Previous et
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Step C: Configure a Vendor-Specific Attribute

You must specify a vendor-specific attribute (VSA) for Raritan on
Windows 2008 NPS. Raritan's vendor code is 13742.

In the following illustration, we assume:
e There are three roles available on your PX: Admin, User, and
SystemTester.

» To configure VSA:
1. Open the NPS console, and expand the Policies folder.

%5 Network Policy Server

Fle  Action View Help

*o|=HE
O o
[ | RADIUS Clients and Servers Gotting Staxted
= RADIUS Clients Network Policy Senver (NPS) allows you to create and enforce organization-wide networ
35 Remote RADIUS Server Groups authertication, and connection request authorization.
= [ Policies
| Conmection Request Policies
| Network Polices Standard Configuration
~ | Health Policies
# B, Network Access Protection Select a corfiguration scenario from the kst and then click the knk below to open the scenario
B, Accounting

RADIUS server for Dial-Up or VPN Connections

When you configure NP5 as a RADIUS server for Dial-Up or VPN connections, you create nel
autharize connections from Dial-Up or VPN network access servers (alsa called RADIUS client

Corffigure VPN or Dial-Up

Advanced Configuration

2. Select Connection Request Policies and double-click the policy

where you want to add a custom VSA. The policy's properties dialog

appears.
Click the Settings tab.

Select Vendor Specific, and click Add. The Add Vendor Specific
Attribute dialog appears.

5. Select Custom in the Vendor field, and click Add. The Attribute
Information dialog appears.

6. Click Add, and the Vendor-Specific Attribute Information dialog
appears.

Click "Enter Vendor Code" and type 13742.

Select "Yes, it conforms" to indicate that the custom attribute
conforms to the RADIUS Request For Comment (RFC).

9. Click Configure Attribute, and then:

=i=Raritan
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Type 26 in the "Vendor-assigned attribute number" field.
Select String in the "Attribute format" field.

Type Raritan:G{Admin User SystemTester} in the "Attribute

value" field. In this example, three roles are specified inside the
curved brackets {} -- Admin, User and SystemTester.

Note that different roles must be separated with a space.

10. Click OK.

‘ Network Policy Server

File Action View Help
e A ol * i
(@ s Loca) R
B[] RADIUS Chents and Servers VPl or mgme Attribute Information x| rdndln remote RADIUS servers
B |5/ Policies — '
& Connaction Regest poka ?"b‘" bl
] Metwork Polices Name
[ Health Polices 1/ DPX2VendorSpeciic Attribute number:
3 el o | IOPRPREEIRTETE —
- Attribute format:
Oveniiew | Condtions St OctetSiring
Cocfigure the seftingsforl  aunp te values:
¥ condtions and constrair d -
Vendor [ vaiue | Add.. |
Settings: Vendor Code: 13742 Raritan:G{Admin} m
Required Authentical - i
Methods Configure VSA (RFC Compliant) ]| clerts, See
Authentication M Attibute :
4 9 me& Vendorassigned attibute number:
Forwarding Connect Im
Request Specih b e -
<3 Authenlication Nitah 3
: e € Select from ist; fomat:
SpecilpaRealmMNar (% Enter Vendor Cod:
Pitrbote value:
o) Adiribute =
) Speciy whetherthe s |Ranten GlAdmin User PXTester]
RADIUS Attritutes el e S
Standard
9 2 @ Yes. b oerfoms _Concl |
Vendot Specific s
oK | Cancel |
! [L3|
|

=& Raritan.
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AD-Related Configuration

When RADIUS authentication is intended, make sure you also configure
the following settings related to Microsoft Active Directory (AD):

o Register the NPS server in AD
e Configure remote access permission for users in AD

The NPS server is registered in AD only when NPS is configured for the
FIRST time and user accounts are created in AD.

If CHAP authentication is used, you must enable the following feature for
user accounts created in AD:

e Store password using reversible encryption

Important: Reset the user password if the password is set before you
enable the "Store password using reversible encryption" feature.

> Toregister NPS:
Open the NPS console.

2. Right-click NPS (Local) and select "Register server in Active
Directory."

% Network Policy Server

File Acton View Help

& |mH&E

Wﬁmt Configuration

RA
3 Export Configuration
ﬁ

|  Stark NP5 Service
Stop NPS Service
Register server in Active Directory

IG Ac View 4
Help
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3. Click OK, and then OK again.

Network Policy Server

To enable NPS to authenticate users in the Active Directory, the computers
running NPS must be authorized to read users' dial-in properties from the
domain,

Do you wish to authorize this computer to read users’ dialin properties from
the dc08,com domain?

Network Policy Server

This computer is now autherized to read users' dialin properties from domain
dc08.com.

To authorize this computer to read users' dial-in properties from other
domains, you must register this computer to be a member of the RAS/NPS
Servers Group in that domain.

P To grant PX users remote access permission:

Open Active Directory Users and Computers.

2. Open the properties dialog of the user whom you want to grant the

access permission.
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3. Click the Dial-in tab and select the "Allow access" checkbox.

 Remotecontrol |  Teminal Services Profle | COM»
General | Address | Account | Profle | Telephones | Organization
Member Of Diahn |  Envionment | Sessions

" Control access through NPS Network Policy

™ Vesify Caller-ID: |
- Callback Options
(* No Callback
(" Set by Caller (Routing and Remote Access Service only)
" Always Callback to:

- Assign Static |P Addresses

m;‘: addresses lhn_to enable for this Ctatic [P Addresses . |
1 Apply Static Routes
Define routes to enable for this Dial4in Static Foutes ... I
connection.
oK Concel | mopy | Heo

» To enable reversible encryption for CHAP authentication:
Open Active Directory Users and Computers.

2. Open the properties dialog of the user that you want to configure.

002 =i=Raritan.
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3. Click the Account tab and select the "Store password using
reversible encryption" checkbox.

MemberOf | Dialin |  Envionment | Sessions
Remotecortrol |  Teminal Services Profile | COM=

 Geneal | Address Account | Profie | Telephones | Organization

User logon name:
l | El

User logon name (pre-Windows 2000):

|DCos\ |Administrator
Logon Hours... Log On To... |
I Unlock account
Accourt options:
[ Usermust change password at nest logon ﬂ
™ User cannot change password
I Password never expires
v Store password using reversible encryption ﬂ
— Account expires
{+' Never
) End of; | Saturday . May 23,2009 =
OK Cancel foply | Hew

Non-Windows RADIUS Server

=i=Raritan.

For a non-Windows RADIUS server, such as FreeRADIUS, a
vendor-specific dictionary file is required.

Dictionary File

Create a vendor-specific dictionary file for Raritan and add the following

information to it. Raritan's vendor code is 13742.
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# -*- text -*-

#

# dictionary.raritan

#

#

# Version:
#

VENDOR

#

$1d$

Raritan 13742

# Standard attribute

#
BEGIN-VENDOR

ATTRIBUTE

END-VENDOR

604

Raritan

Raritan-Vendor-Specific 26 string

Raritan

Note that "string" in the above contents must be replaced by
Raritan:G{roles}, where "roles" are one or multiple roles to which
the user belongs. For more details, see Format of the "string" (on page
604).

Format of the "string"
The format of string in the dictionary file is:
Raritan:G{roles}

"roles" inside the curved brackets {} are role names, which comprise one
or multiple roles to which the user belongs.

Multiple role names are separated with a space.

>  Example:
If the user has three roles -- Admin, User and SystemTester, then type:

Raritan:G{Admin User SystemTester}
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Therefore, in Raritan's dictionary file, the attribute line is like the
following:

ATTRIBUTE Raritan-Vendor-Specific 26 Raritan:G{Admin User SystemTester}
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MAC Address

A label is affixed to the PX, showing both the serial number and MAC
address.

UL R
- 9:0D:50:06:C7:2U

MAC:

L

SiN : PX1 0600001

If necessary, you can find its IP address through the MAC address by
using commonly-used network tools. Contact your LAN administrator for
assistance.

Locking Outlets and Cords

In addition to the cable retention clips, Raritan also provides other
approaches to secure the connection of the power cords from your IT
equipment to the Raritan PDUs, including:

e SecurelLock™ outlets and cords
e Button-type locking outlets

Note that NOT all Raritan PDUs are implemented with any of the above
locking outlets.

606
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SecureLock™ Qutlets and Cords

SecureLock™ is an innovative mechanism designed by Raritan, which
securely holds C14 or C20 plugs that are plugged into Raritan PDUs in
place. This method requires the following two components:

e Raritan PDU with SecureLock™ outlets, which have a latch slot inside
either side of the outlet.

e SecureLock™ cords, which is a power cord with a locking latch on
each side of its plug. The following diagram illustrates such a plug.

Iltem Description
A Latches on the SecureLock™ cord's plug

Only specific PDUs are implemented with the SecureLock™ mechanism.
If your PDU does not have this design, do NOT use the SecureLock™
cords with it.

Tip: The SecureLock™ outlets can accept regular power cords for power
distribution but the SecureLock™ mechanism does not take effect.

» To lock a power cord using the SecureLock™ mechanism:
Verify that the SecureLock™ cord you purchased meets your needs.

*= The cords' female socket matches the power socket type (C14 or
C20) on your IT equipment.

= The cord's male plug matches the outlet type (C13 or C19) on
your PDU.

2. Connect the SecureLock™ cord between the IT equipment and your
PDU.

= Plug the female socket end of the cord into the power socket of
the desired IT equipment.

= Plug the male plug end of the cord into the appropriate
SecureLock™ outlet on the PDU. Push the plug toward the outlet
until you hear the click, which indicates the plug's latches are
snapped into the latch slots of the outlet.
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» Toremove a SecureLock™ power cord from the PDU:

1. Press and hold down the two latches on the cord's plug as illustrated
in the diagram below.

2. Unplug the cord now.

Button-Type Locking Outlets

A button-type locking outlet has a button on it. Such outlets do not
require any special power cords to achieve the locking purpose. All you
need to do is simply plug a regular power cord into the locking outlet and
the outlet automatically locks the cord.

» Toremove a power cord from the locking outlet:

1. Press and hold down the tiny button on the outlet. Depending on the
outlet type, the button location differs.

2. Unplug the power cord now.

608 Y=
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Unbalanced Current Calculation

Unbalanced current information is available on 3-phase models only.
This section explains how the PX calculates the unbalanced current
percentage.

P Calculation:
Calculate the average current of all 3 lines.
Average current = (L1+L2+L3) / 3

2. Calculate each line's current unbalance by having each line current
subtracted and divided with the average current.

L1 current unbalance = (L1 - average current) / average
current

L2 current unbalance = (L2 - average current) / average
current

L3 current unbalance = (L3 - average current) / average
current

3. Determine the maximum absolute value among three lines' current
unbalance values.

Maximum (JL1 currentunbalance]|, |L2 currentunbalance],
|IL3 current unbalancel)

4. Convert the maximum value to a percentage.
Unbalanced load percent=100*maximumcurrentunbalance

> Example:
e Each line's current:

L1 =5.5amps
L2 =5.2 amps
L3 =4.0 amps

609
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e Average current: (5.5+5.2+4.0) / 3 = 4.9 amps

e L1 currentunbalance: (5.5-4.9)/4.9=0.1224
e L2 current unbalance: (5.2-4.9) /4.9 =0.0612
e L3 currentunbalance: (4.0 -4.9)/4.9 =-0.1837

e Maximum current unbalance:
Maximum (]|0.1224|, |0.0612|, |-0.1837|) = 0.1837

e Current unbalance converted to a percentage:
100 * (0.1837) = 18%

Reserving IP Addresses in Windows DHCP Servers

The PX uses its serial number as the client identifier in the DHCP
request. Therefore, to successfully reserve an IP address for the PX in a
Windows® DHCP server, use the PX device's serial number as the
unique ID instead of the MAC address.

> IP address reservation procedure:
1. Convert the serial number of your PX into hexadecimal ASCII codes.

= For example, if the serial number is PEG1A00003, convert each
digit to ASCII codes as shown below:

P=50

E=45

G=47

1=31

A=41

0=30

3=33

Therefore, the complete ASCII codes are as follows:
PEG1A00003 = 50454731413030303033

2. In your DHCP server, bring up the New Reservation dialog to
reserve the IP address for your PX.
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Field Description
IP address Enter the IP address you want to reserve.

MAC address Enter the ASCII codes of the PX serial number.
Do NOT contain spaces in the ASCII codes.
= |n this example, enter 50454731413030303033

Other fields Configure them according to your needs.

New Reservation |

Pravide information for a rezemved client.

Reservation name: ITESt System

IP address: |192.1EE. 3.5

MALC address: IED454?31 413030203033

Dezcription: I

Supported types
¥ Bath

i~ DHCP anly
i BOOTP only

Add Cloze
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Sensor Threshold Settings

This section explains the thresholds settings in a threshold setup dialog
for a numeric internal or external sensor.

Deassertion Hysteresis :

@ Setup Sensor XXX
Lower Critical : | |
Lower Warning : | |
Upper Warning : | |
Upper Critical : | |

|
|

BIERERE

Assertion Timeout :

[ Ok ” Cancel ]

o1z =i=Raritan.
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Thresholds and Sensor States

A numeric sensor has four threshold settings: Lower Critical, Lower
Warning, Upper Warning and Upper Critical.

The threshold settings determine how many sensor states are available
for a certain sensor and the range of each sensor state. The diagram
below shows how each threshold relates to each state.

above upper warning

normal

below lower warning

> Available sensor states:

The more thresholds are enabled for a sensor, the more sensor states
are available for it. The "normal’ state is always available regardless of
whether any threshold is enabled.

For example:

o When a sensor only has the Upper Critical threshold enabled, it has
two sensor states: normal and above upper critical.

== Raritan. o1
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e When a sensor has both the Upper Critical and Upper Warning
thresholds enabled, it has three sensor states: normal, above upper
warning, and above upper critical.

States of "above upper warning" and "below lower warning" are warning
states to call for your attention.

States of "above upper critical" and "below lower critical" are critical
states that require you to immediately handle.

P Range of each available sensor state:

The value of each enabled threshold determines the reading range of
each available sensor state. For details, see:

e "above upper critical" State (on page 289)
e "above upper warning" State (on page 288)
e "below lower critical" State (on page 288)
e "below lower warning" State (on page 288)

ol =i=Raritan.



i

Appendix J: Additional PX Information

"To Assert" and Assertion Timeout

If multiple sensor states are available for a specific sensor, the PX
asserts a state for it whenever a bad state change occurs.

» To assert a state:

To assert a state is to announce a "worse" new state. Below are bad
state changes that cause the PX to assert.

1. above upper warning --> above upper critical

above upper critical 2. normal --> above upper warning

f fI\. 3. normal --> below lower warning
| =

) 4. below lower warning --> below lower critical
above upper warning

below lower warning

| =
¥ (4)
below lower critical

» Assertion Timeout:

In the threshold setup dialog, the Assertion Timeout field impacts the
"assertion" action. It determines how long a sensor must be in the
"worse" new state before the PX turns on the "assertion" action. If that
sensor changes its state again within the specified wait time, the PX
does NOT assert the worse state.

To disable the assertion timeout, set it to 0 (zero).

Raritan. o1



Appendix J: Additional PX Information

Deassertion Hysteresis :

Assertion Timeout :

@) Setup Sensor XXX
Lower Critical : | |
Lower Warning : | |
Upper Warning : | |
Upper Critical : | |

|
|

|. 0K | | Cancel |

Note: For most sensors, the measurement unit in the "Assertion Timeout"
field is sample. Because the PX measures each sensor every second,
timing of a sample is equal to a second.

> How "Assertion Timeout" is helpful:

If you have created an event rule that instructs the PX to send
notifications for assertion events, setting the "Assertion Timeout" is
helpful for eliminating a number of notifications that you may receive in
case the sensor's reading fluctuates around a certain threshold.

Assertion Timeout Example for Temperature Sensors

Assumption:
Upper Warning threshold is enabled.
Upper Warning = 25 (degrees Celsius)

Assertion Timeout = 5 samples (that is, 5 seconds)

When a temperature sensor's reading exceeds 25 degrees Celsius,
moving from the "normal" range to the "above upper warning" range, the
PX does NOT immediately announce this warning state. Instead it waits
for 5 seconds, and then does either of the following:

e If the temperature remains above 25 degrees Celsius in the "above
upper warning" range for 5 seconds, the PX turns on the "assertion"
action to announce the "above upper warning" state.

e If the temperature drops below 25 degrees Celsius within 5 seconds,
the PX does NOT turn on the "assertion" action.

o1 =i=Raritan.
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» To de-assert a state:

above upper critical

T

above upper warning

below lower warning

@

pery

below lower critical

i

Raritan.

> Deassertion Hysteresis:

"To De-assert" and Deassertion Hysteresis

After the PX asserts a worse state for a sensor, it may de-assert the
same state later on.

To de-assert a state is to announce the end of the previously asserted
worse state. Below are good state changes that cause the PX to
de-assert the previous state.

1. above upper critical --> above upper warning
2. above upper warning --> normal
3. below lower warning --> normal

4. below lower critical --> below lower warning

In the threshold settings dialog, the Deassertion Hysteresis field
determines a new level to turn on the "deassertion" action.
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Deassertion Hysteresis :

Assertion Timeout :

@) Setup Sensor XXX
Lower Critical : | |
Lower Warning : | |
Upper Warning : | |
Upper Critical : | |

|
|

| 0K | | Cancel |

This function is similar to a thermostat, which instructs the air conditioner
to turn on the cooling system when the temperature exceeds a
pre-determined level. "Deassertion Hysteresis" instructs the PX to
de-assert the worse state for a sensor only when that sensor's reading
hits the pre-determined "deassertion" level.

For upper thresholds, this "deassertion" level is a decrease against each
threshold. For lower thresholds, this level is an increase to each
threshold. The value of the decrease or increase is exactly the hysteresis
value.

For example:

If Deassertion Hysteresis = 2,

Upper Critical = 33, so its "deassertion" level = 33 - 2 = 31.

Upper Warning = 25, so its "deassertion" level = 25 - 2 = 23.
Lower Critical = 10, so its "deassertion" level = 10 + 2 = 12.

Lower Warning = 18, so its "deassertion" level = 18 + 2 = 20.

To use each threshold as the "deassertion” level instead of determining a
new level, set the Deassertion Hysteresis to 0 (zero).

» How "Deassertion Hysteresis" is helpful:

If you have created an event rule that instructs the PX to send
notifications for deassertion events, setting the "Deassertion Hysteresis"
is helpful for eliminating a number of notifications that you may receive in
case a sensor's reading fluctuates around a certain threshold.

Deassertion Hysteresis Example for Temperature Sensors

=i=Raritan.
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Upper Warning threshold is enabled.

Upper Warning = 20 (degrees Celsius)

Deassertion Hysteresis = 3 (degrees Celsius)

"Deassertion” level = 20-3 = 17 (degrees Celsius)

When the PX detects that a temperature sensor's reading drops below
20 degrees Celsius, moving from the "above upper warning" range to the
"normal” range, either of the following may occur:

If the temperature falls between 20 and 17 degrees Celsius, the PX
does NOT turn on the "deassertion" action.

If the temperature drops to 17 degrees Celsius or lower, the PX turns
on the "deassertion" action to announce the end of the "above upper
warning" state.

PDView App for Viewing the PX

Raritan has developed an app that can turn your iOS or Android mobile
device into a local display for the PX.

This app is called PDView and it can be downloaded for free.

PDView is especially helpful when your PX is not connected to the
network but you need to check the PX status, retrieve basic information,
or even change network settings.

>
°

i

Raritan.

Requirements for using PDView:
The PX is running firmware version 3.0.0 or later.

If you are using an Android device, it must support USB
"On-The-Go" (OTG).

An appropriate USB cable is required.
= For Android, you need a USB OTG adapter cable.
= ForiOS, use the USB cable shipped with your iOS mobile device.

To install PDView:

Use your mobile device to download the PDView app from the
Google Play or Apple's App Store.
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2. After installing the PDView, launch it. Below illustrates the PDView
for Android devices.

== Raritan. PDView

FEATURE

ETHERMET uUse-g

Disconnected

Please connect your device to the USB-
B port on your PDU.

= [ =

3. Connect your mobile device to the USB port of the PX.

Your mobile device type determines which USB port on the PX shall
be used to connect the mobile device. The PDView will automatically
detect and indicate the appropriate USB port for connecting your
mobile device.

020 =i=Raritan.
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The PDView shows a "Connected" message when it detects the
physical connection to the PX.

=I=-Raritan, PDView

FEATURE )
USB-A

-

ETHERMET UsE-g

Connected

Connecting...

A i =]

4. Login to the PDView app at the login prompt. Now you can view
limited PX information or even change some settings.

Tip: To skip the final login step, you can click the upper right icon of
PDView to save one or multiple user credentials. Next time the app
automatically logs in when it detects the PX.

Altitude Correction Factors

i

Raritan.

If a Raritan differential air pressure sensor is attached to your device, the
altitude you enter for the device can serve as an altitude correction factor.
That is, the reading of the differential air pressure sensor will be
multiplied by the correction factor to get a correct reading.

This table shows the relationship between different altitudes and
correction factors.

Altitude (meters) Altitude (feet) Correction factor
0 0 0.95
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Altitude (meters) Altitude (feet) Correction factor
250 820 0.98
425 1394 1.00
500 1640 1.01
740 2428 1.04
1500 4921 1.15
2250 7382 1.26
3000 9842 1.38

Data for BTU Calculation

The heat generated by the PX device differs according to the model you
purchased. To calculate the heat (BTU/hr), use the following power data
according to your model type in the BTU calculation formula.

Model name Maximum power (Watt)
PX2-1000 5
PX3-1000
PX2-2000
20
PX3-2000
PX2-3000
24
PX3-3000
PX2-4000
24
PX3-4000
PX2-5000
24
PX3-5000
622 —
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Ways to Probe Existing User Profiles

This section indicates available ways to query existing user accounts on
the PX.

e With SNMP v3 activated, you get the "user unknown" error when the
user name used to authenticate does not exist.

e Any user with the permission to view event rules can query all local
existing users via JSON RPC.

e Any user with the permission to view the event log may get
information about existing users from the log entries.

e Any authenticated users can query currently-existing connection
sessions, including Webcam-Live-Preview sessions, which show a
list of associated user names.

Truncated Data in the Web Interface

i

Raritan.

Some fields of the PX web interface can accommodate data entry up to
256 characters. When the data entered is too long, it may be truncated
due to some or all of the following factors:

e Screen resolution

e Fontsize

e Fonttype

e Size of different characters

Current web browser technology cannot break or wrap these fields with
long inputs.

The solution for this issue includes:

Increase of the screen resolution

Application of smaller font size

Use of other interfaces, such as the CLI or SNMP, to view the data in
these fields
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Raritan Training Website

624

Raritan offers free training materials for various Raritan products on the
Raritan training website http://www.raritantraining.com. The Raritan
products introduced on this website include the intelligent PDU, dcTrack®,
Power 1Q, KVM, EMX, BCM and CommandCenter Secure Gateway
(CC-SG). Raritan would update the training materials irregularly
according to the latest development of Raritan products.

To get access to these training materials or courses, you need to apply
for a username and password through the Raritan training website. After
you are verified, you can access the Raritan training website anytime.

Having access to the training website could be helpful for learning or
getting some ideas regarding Raritan products and making correct
decisions on purchasing them. For example, you can take the dcTrack
video training before implementing or using it.

==
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Appendix K

Integration

The PX device can work with certain Raritan's or Sunbird's products to
provide diverse power solutions.

In This Chapter

Dominion KX I/ Il Configuration ............cceeeeeiiiiiiiiiiiiee e 625
Dominion KSX I, SX or SX Il Configuration...........cccccceveveviiiiiieeceeens 630
Power 1Q Configuration ..............ooouiiieiiiiie e 634
(o (ol I ¢=To: QU PPRRURRRTPNt 635

Dominion KX 11 / 1l

=i=Raritan.

Configuration

Raritan PX2, PX3 or PX3TS series can be connected to the Raritan's
Dominion KX Il or KX Il device (a digital KVM switch) to provide one
more alternative of power management.

Note that this integration requires the following firmware versions:

e Dominion KX Il -- 2.4 or later

e Dominion KX Il -- ALL versions
e PX2 series -- 2.2 or later

e PX83 series -- 2.5.10 or later

e PX3TS series -- 2.6.1 or later

Dominion KX Il or KX 1l integration requires D2CIM-PWR and straight
CATS5 cable.

For more information on KX Il / Ill, refer to:

e KXl or KXl User Guide on the Support page
(http:/lwww.raritan.com/support/)

e KXl or KX Il Online Help on the Product Online Help page
(http:/iwww.raritan.com/support/online-help/)

Note: For documentation conveniences, both Dominion KX Il and KX Il
products are referred to as "KX IlI" in the following sections.
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Configuring Rack PDU Targets

KX 11l allows you to connect rack PDUs (power strips) to KX Il ports.

KX Il rack PDU configuration is done from the KX Il Port Configuration
page.

Note: Raritan recommends no more than eight (8) rack PDUs (power
strips) be connected to a KX Ill at once since performance may be
affected.

Connecting a PX PDU

Raritan PX series rack PDUs (power strips) are connected to the
Dominion device using the D2CIM-PWR CIM.

» To connect the rack PDU:

Connect the male RJ-45 of the D2CIM-PWR to the following female
RJ-45 connector of the rack PDU.

= PX1 series: RJ-45 "SERIAL" port
= PX2 or PX3 series: RJ-45 "FEATURE" port

2. Connect the female RJ-45 connector of the D2CIM-PWR to any of
the available female system port connectors on the KX Il using a
straight through Cat5 cable.

3. Attach an AC power cord to the target server and an available rack
PDU outlet.

Connect the rack PDU to an AC power source.

Power on the device.

O =: |
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D000

KX

PX rack PDU

D2CIM-PWR

Appendix K: Integration

D2CIM-PWR to rack PDU connection

D2CIM-PWR to KX Ill target device port via Cat5 cable

Naming the Rack PDU (Port Page for Power Strips)

Note: PX rack PDUs (power strips) can be named in the PX as well as in
the KX III.

Once a Raritan remote rack PDU is connected to the KX llI, it will appear
on the Port Configuration page. Click on the power port name on that
page to access it. The Type and the Name fields are prepopulated.

Note: The (CIM) Type cannot be changed.

The following information is displayed for each outlet on the rack PDU:
[Outlet] Number, Name, and Port Association.

Use this page to name the rack PDU and its outlets. Names can be up to
32 alphanumeric characters and can include special characters.

Note: When a rack PDU is associated with a target server (port), the
outlet name is replaced by the target server name, even if you assigned
another name to the outlet.

» To name the rack PDU and outlets:

Note: CommandCenter Secure Gateway does not recognize rack PDU
names containing spaces.

1. Enter the Name of the rack PDU (if needed).

2. Change the [Outlet] Name if desired. (Outlet names default to the
outlet #.)
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3. Click OK.

Home = Device Seltings » Port Configuration = Port

Port 17

Type:
Powver Strip

Hame:
PowverStrip-PCRS |

Humber Hame Port Association
1 Dominion-Portt (1) | R —
2 |Outlet 2 |

3 |Outlet 3 |

1 |Cutlet 4 |

5 \Outlet 5 |

G |Outlet & |

7 \Outlet 7 |

3 |Outlet |

[ ok | | cancel
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Associating Outlets with Target Devices

The Port page opens when you click on a port on the Port Configuration
page.

If an outlet is connected to the same server that the port is connected to,
a power association can be made with the target device.

A server can have up to four power plugs and you can associate a

different rack PDU (power strip) with each. From this page, you can
define those associations so that you can power on, power off, and
power cycle the server from the Port Access page.

To use this feature, you will need:

e Raritan remote rack PDU(s)
e Power CIMs (D2CIM-PWR)

Make a Power Association

» To make power associations (associate rack PDU outlets to
KVM target servers):

Note: When a rack PDU is associated to a target server (port), the outlet
name is replaced by the target server name (even if you assigned
another name to the outlet).

1. On the Port Configuration page, select the target server you are
associating the PDU with.

Choose the rack PDU from the Power Strip Name drop-down list.

For that rack PDU, choose the outlet from the Outlet Name
drop-down list.

Repeat steps 1 and 2 for all desired power associations.

Click OK. A confirmation message is displayed.

Turning Outlets On/Off and Cycling Power

> To turn an outlet on:
Click the Power menu to access the Powerstrip page.

2. From the Powerstrip drop-down, select the PX rack PDU (power strip)
you want to turn on.

Click Refresh to view the power controls.
Click On next to the outlet you want to power on.

Click OK to close the Power On confirmation dialog. The outlet will
be turned on and its state will be displayed as 'on'.
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To turn an outlet off:
Click Off next to the outlet you want to power off.
Click OK on the Power Off dialog.

Click OK on the Power Off confirmation dialog. The outlet will be
turned off and its state will be displayed as 'off'.

@ nNn 2T

» To cycle the power of an outlet:

Click Cycle next to the outlet you want to cycle. The Power Cycle
Port dialog opens.

2. Click OK. The outlet will then cycle (note that this may take a few
seconds).

3. Once the cycling is complete the dialog will open. Click OK to close
the dialog.

Dominion KSX II, SX or SX Il Configuration

630

Raritan PX support the integration with Raritan's serial access products -
Dominion KSX I, Dominion SX and Dominion SX II.

Cables used for connecting the PX to different Dominion access
products are different.

e KSX I - a standard network patch cable (CAT5 or higher)
e SX-aCSCSPCS cable

e SXII - astandard network patch cable (CATS or higher) and
D2CIM-PWR

Note: To only access the CLI of the PX via SX / SX I, treat the PX as a
serial device by connecting SX /SX Il to the PDU's serial port instead of
the FEATURE port.

For more information on these Dominion serial access product, refer to:
e KSXII, SX or SX Il User Guide on the Support page
(http://www.raritan.com/support/)

e KSXII, SX or SX Il Online Help on the Product Online Help page
(http:/lwww.raritan.com/support/online-help/)

Dominion KSX Il

After connecting a Dominion KSX Il to the Raritan PDU, you can monitor
the PDU and even control its outlets if the PDU is an outlet-switching
capable model.

e
A

=i=Raritan.


http://www.raritan.com/support/�
http://www.raritan.com/support/online-help/�

Appendix K: Integration

Connecting a Rack PDU

» To connect the Raritan PX to the KSX II:

Connect one end of a Cat5 cable to the following ports of different
Raritan PX.

= PX1 series: RJ-45 "SERIAL" port
=  PX2 or PX3 series: RJ-45 "FEATURE" port

2. Connect the other end of the Cat5 cable to either the Power Ctrl. 1 or
Power Ctrl. 2 ports on the back of the KSXII.

3. Attach an AC power cord to the target server and an available rack
PDU outlet.

Connect the rack PDU to an AC power source.

Power on the KSX Il device.

Important: When using CC-SG, the power ports should be inactive

before attaching rack PDUs that were swapped between the power ports.
If this is not done, there is a possibility that the number of power outlets
will not be correctly detected, especially after swapping 8 and 20 outlet
rack PDU models.

Diagram key
KSX I PX SERIAL or
FEATURE port
KSX Il Power Cat5 cable
Ctrl. 1 Port or
Power Ctrl. 2
Port

-
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Power Control

The KSX |l operation to turn on/off or power cycle a PX is the same as
the KX Il operation. See Turning Outlets On/Off and Cycling Power
(on page 629).

Dominion SX and SX Il

By connecting to a Dominion SX or SX Il device, you can associate one
or more outlets on a PX device to specific SX or SX Il ports.

Dominion SX Il

The way to use Dominion SX Il to connect, configure and control a
Raritan PX is the same as the way to use Dominion KX Ill. For detailed
information, refer to:

e Connecting a PX PDU (on page 626)

e Naming the Rack PDU (Port Page for Power Strips) (on page
627)

e Associating Outlets with Target Devices (on page 629)
e Turning Outlets On/Off and Cycling Power (on page 629)

Dominion SX

Configuring a PX on Dominion SX
1. Choose Setup > Power Strip Configuration.

2. Click Add. The Power Strip Configuration screen appears.

Hamie:

Description:

Humber of (utlets:
E vl

Port:

| OK | | Cancel |

3. Type a name and description in the Name and Description fields.
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4. Select the number of outlets from the Number of Outlets drop-down
menu.
5. Type the port number in the Port field.
6. Click OK.
Power Control

1. Choose Power Control > Power Strip Power Control. The Outlet
Control screen appears.

Outied 1
Qutlet 2
Cuutist 3

O

Outled 4

|

Qullsd 5

=

Qutlsd B

Ol 7

Cutied B

Outied 9

Outied 10

Select All

Outled 11

Cutied 12

Qi 13

Cudled 14

i 15

Ol 16

Ol 17

Qutist 18

Outied 13

219|999 9|3/%[%(5)%(2|9(%/(2[%/%3|%

OoO|jof0j;|Ojg|jojojo|j®@m|ajo|o

Cutied 20

on || on ][ Reepere |
\\_ A

2. Check the box of outlet number you wish to control, and click On/Off
buttons to power on/off the selected outlet(s).

3. A confirmation message appears, indicating successful operation.
Cutlet 19: The power operation has been sent.

The system shall reflect successful operations shortly.

Raritan. 03
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Checking Power Strip Status

1. Choose Power Control > Power Strip Status.

DPX Status:

Powver strip:
ontlet Breaker Status: 1
True RM= Current: 0.0
flaxium Detected Current: 0.4
True M= Voltage : 113.0
Irternal Temperature ; 45.0
Average Power : 0
Apparent Posver ;0
Outlets: 20

3

Loutlet 1 Off
LOutlet 2 Off
LOutlet 3 OfFf
Loutlet 40 Cn
cOutlet 5 Off
LOutlet B Off
LOutlet ¥ On
LOutlet & Off
LOutlet 9 Off
10. Cutlet 10 Off
11, Cutlet 11 Off
12, Cutlet 12 Off
13, Cutlet 13 Off
14, Cutlet 14 Off
13, Cutlet 13 Off
16. Cutlet 16 Off b

oo~ O h = L)k —

o

2. A status box appears, displaying details of the controlled PX,
including power state of each outlet on the device.

Power IQ Configuration

Sunbird's Power 1Q is a software application that collects and manages
the data from different PDUs installed in your server room or data center.
With this software, you can:

¢ Do bulk configuration for multiple PDUs
e Name outlets on different PDUs
e Switch on/off outlets on outlet-switching capable PDUs

For more information on Power 1Q, refer to the Power IQ online help on
the Sunbird website: http://support.sunbirddcim.com.
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dcTrack

i

Raritan.

Sunbird's dcTrack® is a product that allows you to manage the data
center. The PX is categorized as a power item in dcTrack. dcTrack offers
an import wizard for conveniently adding the PX as well as other IT
equipment to dcTrack for management.

You can use dcTrack to:

Record and manage the data center infrastructure and assets
Monitor the electrical consumption of the data center

Track environmental factors in the data center, such as temperature
and humidity

Optimize the data center growth

For more information on dcTrack, refer to the online help accessible from
the dcTrack application, or user documentation available on the
Sunbird's website: http://support.sunbirddcim.com.
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dcTrack Overview

dcTrack® is a powerful and intelligent data center management and
automation application.

It has been designed by data center and IT professionals to provide
broad and deep visibility into the data center. It empowers data center
managers to plan for growth and change by optimizing their current
operations, assets, and infrastructure.

With dcTrack, you can view everything in the data center from servers,
blades, virtual servers and applications to data networks, IP addressing
space and cabling. dcTrack also allows you to track real-time power
consumption and manage raised floor space and rack elevations.

Use dcTrack to build your floor map data center map directly in the
application, or import an existing floor map into the dcTrack. Further,
dcTrack allows you to import AutoCAD® 2012 (and earlier) objects to
build a data center map.

If you currently maintain data center information in spreadsheet format,
that data can be imported into dcTrack using the Import wizard.

Isolate potential problems with end-to-end power and data circuits by
visually tracing them. This allows you to identify all intermediate circuit
points and locate problems.

By using dcTrack's workflow and change management feature, data
center managers are better able to enforce best practices across the
enterprise and meet ITIL framework guidelines. You can also opt to skip
the Change Control workflow process and work in Request Bypass so
requests are processed immediately.

dcTrack® can be used as a standalone product or integrated with Power
1Q® for power and environmental monitoring.
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Asset Management Sensors and dcTrack

If any asset sensors are connected to the PX, the PX can transmit their
information to Sunbird's dcTrack. All you have to do is to add the PX to
dcTrack, and also add each IT item where an asset tag is attached to
dcTrack.

Note: For instructions on connecting asset sensors, see Connecting
Asset Management Sensors (on page 53).

If SNMP is enabled, event information can be transmitted to dcTrack.
Specifically, Sunbird's Power IQ detects when an asset tag is connected
or disconnected from an asset sensor. Power IQ then generates a
connect or disconnect event. When dcTrack polls Power 1Q, the
connect/disconnect events are pulled into dcTrack, and displayed in the
dcTrack Web Client.

» To poll and display asset management events in dcTrack
e The PX that the asset sensor is connected to must exist in dcTrack.

EMX devices are identified as probes in dcTrack; Raritan PDUs are
identified as sensors.

e Each IT item connected to the asset sensor via an asset tag must
exist in dcTrack.

You do not need to manually enter the asset tag IDs for IT items that
already exist in dcTrack as long as these items are in the Installed
status.

Simply, plug the item's asset tag into an asset sensor that is
connected to the PX that exists in dcTrack. dcTrack automatically
assigns the asset tag ID to the existing IT item.

Note: If needed, the asset tag number can be overwritten.

For more details on dcTrack as well as how asset sensors work with
dcTrack, contact Sunbird Professional Services and Support from the
http://support.sunbirddcim.com.
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Asset Sensor Management * 479
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B
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296, 299, 527
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Bulk Configuration for Outlet Thresholds « 206,
207
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Exchanger « 70, 130, 311

Managing the Snapshots Saved to PX < 307

Manual Mode + 79, 513

Marking All Outlets « 197

Marking an Outlet « 198

Matching the Position « xix, 274, 275

Matching the Serial Number « 274

Maximum Ambient Operating Temperature °
14, 516

Maximum Password History « 424

Maximum Password Length « 422

Menus * 93

Microsoft Network Policy Server « 579

Minimum Password Length « 422
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Modifying Role-Based Access Control
Parameters < 425

Modifying SNMPV3 Settings « 440

Modifying the Network Configuration « 21, 109

Monitoring All Outlets « 185

Monitoring an Outlet « 186

Monitoring Overcurrent Protectors * 203

Monitoring Server Accessibility < 268

Monitoring the Inlet « 202
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Beijing
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9 a.m. - 6 p.m. local time
Phone: +86-10-88091890
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Monday - Friday

9a.m. -6 p.m. local time
Phone: +86-21-5425-2499

GuangZhou
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9 a.m. - 6 p.m. local time
Phone: +86-20-8755-5561
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Monday - Friday
9a.m. -6 p.m. local time
Phone: +91-124-410-7881

P Japan

Monday - Friday

9:30 a.m. - 5:30 p.m. local time
Phone: +81-3-5795-3170

Email: support.japan@raritan.com

» Europe

Europe
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Phone: +31-10-2844040
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Phone +44(0)20-7090-1390
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Phone: +33-1-47-56-20-39
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Monday - Friday

8:30 a.m. - 5:30 p.m. GMT+1 CET
Phone: +49-20-17-47-98-0
Email: rg-support@raritan.com

» Melbourne, Australia

Monday - Friday
9:00 a.m. - 6 p.m. local time
Phone: +61-3-9866-6887

> Taiwan
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9 a.m. - 6 p.m. GMT -5 Standard -4 Daylight
Phone: +886-2-8919-1333

Email: support.apac@raritan.com
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