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Safety Guidelines

WARNING! Read and understand all sections in this guide before installing or operating this product.

WARNING! Connect this product to an AC power source whose voltage is within the range specified
on the product's nameplate. Operating this product outside the nameplate voltage range may result in
electric shock, fire, personal injury and death.

WARNING! Connect this product to an AC power source that is current limited by a suitably rated
fuse or circuit breaker in accordance with national and local electrical codes. Operating this product
without proper current limiting may result in electric shock, fire, personal injury and death.

WARNING! Connect this product to a protective earth ground. Never use a "ground lift adaptor"
between the product's plug and the wall receptacle. Failure to connect to a protective earth ground
may result in electric shock, fire, personal injury and death.

WARNING! This product contains no user serviceable parts. Do not open, alter or disassembile this
product. All servicing must be performed by qualified personnel. Disconnect power before servicing
this product. Failure to comply with this warning may result in electric shock, personal injury and
death.

WARNING! Use this product in a dry location. Failure to use this product in a dry location may result
in electric shock, personal injury and death.

WARNING! Do not rely on this product's receptacle lamps, receptacle relay switches or any other
receptacle power on/off indicator to determine whether power is being supplied to a receptacle.
Unplug a device connected to this product before performing repair, maintenance or service on the
device. Failure to unplug a device before servicing it may result in electric shock, fire, personal injury
and death.

WARNING! Only use this product to power information technology equipment that has a UL/IEC
60950-1 or equivalent rating. Attempting to power non-rated devices may result in electric shock, fire,
personal injury and death.

WARNING! Do not use a Raritan product containing outlet relays to power large inductive loads such
as motors or compressors. Attempting to power a large inductive load may result in damage to the
relay.

WARNING! Do not use this product to power critical patient care equipment, fire or smoke alarm
systems. Use of this product to power such equipment may result in personal injury and death.

WARNING! If this product is a model that requires assembly of its line cord or plug, all such assembly
must be performed by a licensed electrician and the line cord or plugs used must be suitably rated
based on the product's nameplate ratings and national and local electrical codes. Assembly by
unlicensed electricians or failure to use suitably rated line cords or plugs may result in electric shock,
fire, personal injury or death.

WARNING! This product contains a chemical known to the State of California to cause cancer, birth
defects, or other reproductive harm.



Safety Instructions

1.

Installation of this product should only be performed by a person who has knowledge and
experience with electric power.

Make sure the line cord is disconnected from power before physically mounting or moving the
location of this product.

This product is designed to be used within an electronic equipment rack. The metal case of this
product is electrically bonded to the line cord ground wire. A threaded grounding point on the
case may be used as an additional means of protectively grounding this product and the rack.

Examine the branch circuit receptacle that will supply electric power to this product. Make sure
the receptacle’s power lines, neutral and protective earth ground pins are wired correctly and are
the correct voltage and phase. Make sure the branch circuit receptacle is protected by a suitably
rated fuse or circuit breaker.

If the product is a model that contains receptacles that can be switched on/off, electric power may
still be present at a receptacle even when it is switched off.



This document contains proprietary information that is protected by copyright. All rights reserved. No
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FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. Operation of this equipment in a residential
environment may cause harmful interference.

VCCI Information (Japan)
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Warning

This is a class A product. In a domestic environment this product may cause radio inter-
ference in which case the user may be required to take adequate measures.

CAUTION: A

To reduce the risk of shock — Use
indoors only in a dry location. Mo
user serviceable parts inside. Re-
fer servicing to qualified personnel.
Far use with IT equipment only.Dis-
connect power before servicing.
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Applicable Models

This User Guide is applicable to the following PDUs (n indicated below
represents a number).

e PX2-1nnn series
e PX2-2nnn series

In this User Guide, PX2-1nnn is called PX2-1000, and PX2-2nnn is
called PX2-2000 for convenience.

Note: For information on other PX2 or PX3 models, see their respective
Online Help or User Guide on the Raritan website's Support page
(http:/iwww .raritan.com/support/).

» PX models comparison in brief:

Features

PX2-1000

PX3-1000

PX2-2000

PX3-2000

PX2-3000

PX3-3000

PX2-4000

PX3-4000

PX2-5000

PX3-5000

Inlet power Outlet power  Outlet Load
measurement measurement switching shedding
4
4 4 4
4
4 4
4 4 4 4

XVi


http://www.raritan.com/support/�

» Comparison between PX2 and PX3 series:

Applicable Models

PX2 series LED display RJ-12

PX3 phase| | CharacterLCD v RJ-45
; display

series

PX3 phase || | Dotmatrix LCD e RJ-45 N
; display

series

* Only PX3 models with outlet switching (phase | and phase Il models)

have outlet latching relays.

** Only PX3 "Zero U" phase Il models have the replaceable controller.

*** PX3 phase | models do NOT support a replaceable controller.

=i&=Raritan.
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What's New in the PX User Guide

The following sections have changed or information has been added to
the PX User Guide based on enhancements and changes to the
equipment and/or user documentation.

APIPA and Link-Local Addressing (on page 2)

Configuring the PX (on page 17)

Connecting the PX to a Computer (on page 18)

Installing the USB-to-Serial Driver (Optional) (on page 19)
Bulk Configuration Methods (on page 28)

Connecting Environmental Sensor Packages (on page 34)
DPX Sensor Packages (on page 35)

DPX3 Sensor Packages (on page 43)

Connecting a DPX2 Sensor Package to DPX3 (on page 44)
Using an Optional DPX3-ENVHUB4 Sensor Hub (on page 48)
Mixing Diverse Sensor Types (on page 50)

Guidelines for PX with Two Sensor Ports (on page 54)
Connecting Regular Asset Sensors to the PX (on page 58)
Daisy-Chain Limitations of Composite Asset Sensors (on page 65)
Connecting an External Beeper (on page 71)

Supported Web Browsers (on page 89)

Login (on page 90)

Configuring the Serial Port (on page 134)

Overview of the Cascading Modes (on page 137)

Adding LDAP Server Settings (on page 182)

Send Sensor Report Example (on page 241)

Default Log Messages (on page 244)

Email and SMS Message Placeholders (on page 254)
Matching the Position (on page 274)

States of Unmanaged Sensors or Actuators (on page 287)
Unmanaging Environmental Sensors or Actuators (on page 287)

Downloading Diagnostic Information (on page 308)

XViii



What's New in the PX User Guide

Clearing WLAN Log (on page 371)

Enabling or Disabling Peripheral Device Auto Management (on page
378)

Determining the SSH Authentication Method (on page 399)
Customizing the Date and Time (on page 406)

All Privileges (on page 446)

Setting the Baud Rates (on page 481)

Forcing the Device Detection Mode (on page 481)
Configuration or Firmware Upgrade with a USB Drive (on page 503)
Bulk Configuration/Upgrade Procedure (on page 514)
Updating the LDAP Schema (on page 552)

PDView App for Viewing the PX (on page 599)

Dominion KX Il / lll Configuration (on page 605)

Dominion KSX II, SX or SX Il Configuration (on page 610)

Please see the Release Notes for a more detailed explanation of the
changes applied to this version of PX.
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Introduction

Raritan PX is an intelligent power distribution unit (PDU) that allows you
to reboot remote servers and other network devices and/or to monitor
power in the data center.

The intended use of the Raritan PX is distribution of power to information
technology equipment such as computers and communication equipment
where such equipment is typically mounted in an equipment rack located
in an information technology equipment room.

Raritan offers different types of PX units -- some are outlet-switching
capable, and some are not. With the outlet-switching function, you can
recover systems remotely in the event of system failure and/or system
lockup, eliminate the need to perform manual intervention or dispatch
field personnel, reduce downtime and mean time to repair, and increase
productivity.

In This Chapter

Product MOEIS.......cooviieiiieeee e e e 1
Package ConteNtS ........ooi i 1
APIPA and Link-Local AddresSing .........cooocuerieiiiiiieiiiiiie e 2

Product Models

The PX comes in several models that are built to stock and can be
obtained almost immediately. Raritan also offers custom models that are
built to order and can only be obtained on request.

Download the PX Data Sheet from Raritan's website, visit the Product
Selector page (http://www.findmypdu.com/) on Raritan's website, or
contact your local reseller for a list of available models.

Package Contents

i

Raritan.

The following sub-topics describe the equipment and other material
included in the product package.

Zero U Products
e The PX device
e Screws, brackets and/or buttons for Zero U

¢ A null-modem cable with DB9 connectors on both ends (Raritan
number: 254-01-0006-00) (optional)

e Cable retention clips for the inlet (for some models only)
e Cable retention clips for outlets (for some models only)


http://www.findmypdu.com/�
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1U Products
e The PX device
1U bracket pack and screws

A null-modem cable with DB9 connectors on both ends (Raritan
number: 254-01-0006-00) (optional)

Cable retention clips for the inlet (for some models only)

2U Products
e The PX device
e 2U bracket pack and screws

e A null-modem cable with DB9 connectors on both ends (Raritan
number: 254-01-0006-00) (optional)

e Cabile retention clips for the inlet (for some models only)

APIPA and Link-Local Addressing

The PX supports Automatic Private Internet Protocol Addressing (APIPA)
as of release 3.2.0.

With APIPA, your PX automatically configures a link-local IP address and
a link-local host name when it cannot obtain a valid IP address from any
DHCP server in the TCP/IP network.

Only IT devices connected to the same subnet can access the PX using
the link-local address/host name. Those in a different subnet cannot
access it.

Exception: The PX in the Port Forwarding mode does not support APIPA.
See Setting the Cascading Mode (on page 136).

Once the PX can get a DHCP-assigned IP address, it stops using APIPA
and the link-local address is replaced by the DHCP-assigned address.

P Scenarios where APIPA applies:

e DHCP is enabled on the PX, but no IP address is assigned to the
PX.

This may be caused by the absence or malfunction of DHCP servers
in the network.

Note: Configuration by connecting the PX to a computer using a
network cable is an application of this scenario. See Connecting the
PX to a Computer (on page 18).

=i=Raritan.
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The PX previously obtained an IP address from the DHCP server,
but the lease of this IP address has expired, and the lease cannot be
renewed, or no new IP address can be obtained.

Link-local addressing:
IPv4 address:

Factory default is to enable IPv4 only. The link-local IPv4 address is
169.254.x.x/16, which ranges between 169.254.1.0 and
169.254.254.255.

IPv6 address:

A link-local IPv6 address is available only after IPv6 is enabled on
the PX. See Selecting the Internet Protocol (on page 116).

Host name - pdu.local:

You can type https://pdu.local to access the PX instead of typing the
link-local IP address.

Retrieval of the link-local address:

Perform the first three steps in the Initial Network Configuration
via CLI (on page 22).
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Rack-Mounting the PDU

This chapter describes how to rack mount a PX device. To mount a Zero
U PX2-1000 series PDU, you can use either two buttons or L-brackets
that Raritan provided.

In This Chapter

Rackmount Safety GUIAEIINES ..........cccuviiiiiieecicieeee e 4
Circuit Breaker Orientation Limitation............ccccoooiiiiinie 5
Mounting Zero U Models Using L-Brackets..........ccccccoviiiiiiiiiiiiieee 5
Mounting Zero U Models Using Button Mount .............ccccoeiiiiiiiiieeeee 7
Mounting Zero U Models Using Claw-Foot Brackets ............cccccoceieennne 8
Mounting Zero U Models Using Two Rear Buttons............cccceeeiiiieecne 10
Mounting Zero U Models Using L-Brackets and Buttons ........................ 11
Mounting TU or 2U MOEIS.........coouuiiiiiiiiiiiiiee e 12

Rackmount Safety Guidelines

=i=Raritan.

In Raritan products which require rack mounting, follow these
precautions:

= Operation temperature in a closed rack environment may be
greater than room temperature. Do not exceed the rated
maximum ambient temperature of the Power Distribution Units.
See Specifications (on page 497) in the User Guide.

= Ensure sufficient airflow through the rack environment.

= Mount equipment in the rack carefully to avoid uneven
mechanical loading.

= Connect equipment to the supply circuit carefully to avoid
overloading circuits.

= Ground all equipment properly, especially supply connections, to
the branch circuit.
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Circuit Breaker Orientation Limitation

Usually a PDU can be mounted in any orientation. However, when
mounting a PDU with circuit breakers, you must obey these rules:

Circuit breakers CANNOT face down. For example, do not
horizontally mount a Zero U PDU with circuit breakers on the ceiling.

If a rack is subject to shock in environments such as boats or
airplanes, the PDU CANNOT be mounted upside down. If installed
upside down, shock stress reduces the trip point by 10%.

Note: If normally the line cord is down, upside down means the line
cord is up.

Mounting Zero U Models Using L-Brackets

-
—-":"——

Raritan.

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 5) before mounting it.

il

i

» To mount Zero U models using L-brackets:

1.

Align the baseplates on the rear of the PX device.
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2.

5.

Secure the baseplates in place. Use the included L-shaped hex key
to loosen the hex socket screws until the baseplate is "slightly"
fastened.

Align the L-brackets with the baseplates so that the five screw-holes
on the baseplates line up through the L-bracket's slots. The
rackmount side of brackets should face either the left or right side of
the PX device.

Fasten the brackets in place with at least three screws (one through
each slot). Use additional screws as desired.

Using rack screws, fasten the PX device to the rack through the
L-brackets.

=i=Raritan.
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Mounting Zero U Models Using Button Mount

i

Raritan.

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 5) before mounting it.

74

9y

» To mount Zero-U models using button mount:

Align the baseplates on the rear of the PX device. Leave at least 24
inches between the baseplates for stability.

2. Make the baseplates grasp the PX device lightly. Use the included
L-shaped hex key to loosen the hex socket screws until the
baseplate is "slightly" fastened.

3. Screw each mounting button in the center of each baseplate. The
recommended torque for the button is 1.96 N-m (20 kgf-cm).

4. Align the large mounting buttons with the mounting holes in the
cabinet, fixing one in place and adjusting the other.
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5. Loosen the hex socket screws until the mounting buttons are
secured in their position.

6. Ensure that both buttons can engage their mounting holes
simultaneously.

7. Press the PX device forward, pushing the mounting buttons through
the mounting holes, then letting the device drop about 5/8". This
secures the PX device in place and completes the installation.

Mounting Zero U Models Using Claw-Foot Brackets

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 5) before mounting it.

!

= %

» To mount Zero U models using claw-foot brackets:
Align the baseplates on the rear of the PX device.

2. Secure the baseplates in place. Use the included L-shaped hex key
to loosen the hex socket screws until the baseplate is "slightly"
fastened.

=i=Raritan.
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Align the claw-foot brackets with the baseplates so that the five
screw-holes on the baseplates line up through the bracket's slots.
The rackmount side of brackets should face either the left or right
side of the PX device.

Fasten the brackets in place with at least three screws (one through
each slot). Use additional screws as desired.

Using rack screws, fasten the PX device to the rack through the
claw-foot brackets.
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Mounting Zero U Models Using Two Rear Buttons

The following describes how to mount a PDU using two buttons only. If
your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 5) before mounting it.

|
o

» To mount Zero U models using two buttons:
Turn to the rear of the PDU.

2. Locate two screw holes on the rear panel: one near the bottom and
the other near the top (the side of cable gland).

3. Screw a button in the screw hole near the bottom. The
recommended torque for the button is 1.96 N-m (20 kgf-cm).

10 =i=Raritan.
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4. Screw a button in the screw hole near the top. The recommended
torque for the button is 1.96 N-m (20 kgf-cm).

5. Ensure that the two buttons can engage their mounting holes in the
rack or cabinet simultaneously.

6. Press the PX device forward, pushing the mounting buttons through
the mounting holes, then letting the device drop slightly. This secures
the PX device in place and completes the installation.

Mounting Zero U Models Using L-Brackets and Buttons

This section describes how to mount a PDU using L-brackets and two
buttons. If your PDU has circuit breakers implemented, read Circuit
Breaker Orientation Limitation (on page 5) before mounting it.

&
=

ool Hﬂ

» To mount Zero U models using L-brackets and two buttons:

1. Align the two central holes of the L-bracket with the two screw holes
on the top of the PX device.

11
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2. Screw the L-bracket to the device and ensure the bracket is fastened
securely.

3. Repeat Steps 1 to 2 to screw another L-bracket to the bottom of the
device.

4. After both L-brackets are installed, you can choose either of the
following ways to mount the device in the rack.

= Using rack screws, fasten the device to the rack through two
identical holes near the edge of each L-bracket.

= Mount the device by screwing a mounting button in the back
center of each L-bracket and then having both buttons engage
the mounting holes in the rack. The recommended torque for the
button is 1.96 N-m (20 kgf-cm).

Mounting 1U or 2U Models

Using the appropriate brackets and tools, fasten the 1U or 2U PX device
to the rack or cabinet.

» To mount the PX device:

1. Attach a rackmount bracket to both sides of the PX with the provided
screws.

12 Y=
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2. Insert the cable-support bar into rackmount brackets.

4. Fasten the rackmount brackets' ears to the rack using your own
fasteners.

13
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Installation and Configuration

This chapter explains how to install a PX device and configure it for
network connectivity.

In This Chapter

Before YOU BeQIN ....eoiiiiieiiieeee e
Installing Cable Retention Clips on the Inlet (Optional)...........cccccceenn.
Connecting the PDU to @ POWEr SOUICE .........ccoeiiivviiiiiieeee e
Configuring the PX ..o
Bulk Configuration Methods ...........ccooiiiiiiiiiiii e
Cascading the PX via USB..........oooiiiiiii e
Installing Cable Retention Clips on Outlets (Optional)............ccccccoeei.

Before You Begin

-
—d:‘—

Raritan.

Before beginning the installation, perform the following activities:
e Unpack the product and components

e Prepare the installation site

e Check the branch circuit rating

e Fill out the equipment setup worksheet

Unpacking the Product and Components

1. Remove the PX device and other equipment from the box in which
they were shipped. See Package Contents (on page 1) for a
complete list of the contents of the box.

2. Compare the serial number of the equipment with the number on the

packing slip located on the outside of the box and make sure they
match.

3. Inspect the equipment carefully. If any of the equipment is damage
or missing, contact Raritan's Technical Support Department for
assistance.

d

4. Verify that all circuit breakers on the PX device are set to ON. If not,

turn them ON.

Or make sure that all fuses are inserted and seated properly. If there

are any fuse covers, ensure that they are closed.

Note: Not all PX devices have overcurrent protection mechanisms.

Preparing the Installation Site

1. Make sure the installation area is clean and free of extreme
temperatures and humidity.

14
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Note: If necessary, contact Raritan Technical Support for the
maximum operating temperature for your model. See Maximum
Ambient Operating Temperature (on page 497).

2. Allow sufficient space around the PX device for cabling and outlet
connections.

3. Review Safety Instructions (on page iii) listed in this User Guide.

Checking the Branch Circuit Rating

The rating of the branch circuit supplying power to the PDU shall be in
accordance with national and local electrical codes.

Filling Out the Equipment Setup Worksheet

An Equipment Setup Worksheet is provided in this User Guide. See
Equipment Setup Worksheet (on page 499). Use this worksheet to
record the model, serial number, and use of each IT device connected to
the PDU.

As you add and remove devices, keep the worksheet up-to-date.

Installing Cable Retention Clips on the Inlet (Optional)

If your PX device is designed to use a cable retention clip, install the clip
before connecting a power cord. A cable retention clip prevents the
connected power cord from coming loose or falling off.

The use of cable retention clips is highly recommended for regions with
high seismic activities, and environments where shocks and vibrations
are expected.

&

P Toinstall and use a cable retention clip on the inlet:
1. Locate two tiny holes adjacent to the inlet.
2. Install the cable retention clip by inserting two ends of the clip into

the tiny holes.

15
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Zero U models 1U/2U models

Nl

Connect the power cord to the inlet, and press the clip toward the
power cord until it holds the cord firmly.

Zero U models 1U/2U models

=l o

Connecting the PDU to a Power Source

1.

Verify that all circuit breakers on the PX device are set to ON. If not,
turn them ON.

Or make sure that all fuses are inserted and seated properly. If there
are any fuse covers, ensure that they are closed.

Note: Not all PX devices have overcurrent protection mechanisms.

Connect each PX to an appropriately rated branch circuit. See the
label or nameplate affixed to your PX for appropriate input ratings or
range of ratings.

Note: When a PX device powers up, it proceeds with the power-on
self test and software loading for a few moments. At this time, the
outlet LEDs cycle through different colors. Note that outlet LEDs are
only available on some PDU models.

When the software has completed loading, the outlet LEDs show a
steady color and the front panel display illuminates.

=i=Raritan.
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Configuring the PX

i

Raritan.

You can initially configure the PX by connecting it to a computer, or to a
TCP/IP network that supports DHCP.

> Configuration using a connected computer:

1. Connect the PX to a computer. See Connecting the PX to a
Computer (on page 18).

2. Use the connected computer to configure the PX via the command
line or web interface.

= Command line interface: See Initial Network Configuration via
CLI (on page 22).

=  Web interface: Launch the web browser on the computer, and
type the link-local IP address or pdu.local to access the PX. See
Login (on page 90).

For IP address retrieval, see step 2 below.

Note: For details on the link-local addressing, see APIPA and
Link-Local Addressing (on page 2).

> Configuration over a DHCP-enabled network:

1. Connect the PX to a DHCP network. See Connecting the PX to
Your Network (on page 20).

2. Retrieve the DHCP-assigned IPv4 address. Do one of the following:

= Perform the first three steps in the section titled Initial Network
Configuration via CLI (on page 22). The IPv4 address is
displayed in the communications program as illustrated below.

= Use the MAC address of the PX to retrieve the IP address.
Contact your administrator for help. See MAC Address (on page
586).

3. Launch a web browser to configure the PX. See Login (on page 90).

Tip: To configure a number of PX devices quickly, see Bulk
Configuration Methods (on page 28).

17
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Connecting the PX to a Computer

The PX can be connected to a computer for configuration via one of the
following ports.

e ETHERNET port (female)
e USB-B port (male)
e RS-232 serial port (male)
Zero U models:
usB-B

[ELE

.I mlE Rs 232
%Rnrituno © o m

[-GE=o

‘1 UP_BaTH DI [ quNEr USE-A  COWSOLE!MOCEM

ETHERNET

To use the command line interface (CLI) for configuration, establish an
RS-232 or USB connection.

To use a web browser for configuration, make a network connection to
the computer. The PX is automatically configured with the following
link-local addressing in any network without DHCP available:

e https://169.254.x.x (Where x is a number)
e https://pdu.local

Establish one of the following connections to a computer.

» Serial RS-232 connection:

Connect one end of the null-modem cable to the male RS-232 port
labeled CONSOLE / MODEM on the PX.

Connect the other end to your computer's RS-232 port (COM).

Perform Initial Network Configuration via CLI (on page 22).

» USB connection:

A USB-to-serial driver is required in Windows®. Install this driver
before connecting the USB cable. See Installing the USB-to-Serial
Driver (Optional) (on page 19).

2. Connect a USB cable between the PX device's USB-B port and a
computer's USB-A port.

3. Perform Initial Network Configuration via CLI (on page 22).

=i=Raritan.
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Note: Not all serial-to-USB converters work properly with the PX so
Raritan does not introduce the use of such converters.

» Direct network connection:

Connect one end of a standard network patch cable to the
ETHERNET port of the PX.

Connect the other end to a computer's Ethernet port.

On the connected computer, launch a web browser to access the PX,
using either link-local addressing: pdu.local or 169.254.x.x. See
Login (on page 90).

Installing the USB-to-Serial Driver (Optional)

The PX can emulate a USB-to-serial converter over a USB connection. A
USB-to-serial driver named "Dominion PX2 Serial Console" is required
for Microsoft® Windows® operating systems.

Download the USB serial console driver from the Raritan website's
Support page (http://www.raritan.com/support/). The driver contains
the dominion-serial.inf, dominion-serial.cat and
dominion-serial-setup-<n>.exe files.

Note: <n> in the filename of "dominion-serial-setup-<n>.exe" represents
the file's version number.

There are two ways to install this driver: automatic and manual
installation. Automatic driver installation is highly recommended.

> Automatic driver installation in Windows®:

Make sure the PX is NOT connected to the computer via a USB
cable.

2.  Run dominion-serial-setup-<n>.exe on the computer and follow
online instructions to install the driver.

Note: If any Windows security warning appears, accept it to continue
the installation.

3. Connect the PX to the computer via a USB cable. The driver is
automatically installed.

» Manual driver installation in Windows®:

Make sure the PX has been connected to the computer via a USB
cable.

2. The computer detects the new device and the "Found New Hardware
Wizard" dialog appears. If this dialog does not appear, choose
Control Panel > System > Hardware > Device Manager, right-click
the Dominion PX2 Serial Console, and choose Update Driver.
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3. Select the option of driver installation from a specific location, and
then specify the location where both dominion-serial.inf and
dominion-serial.cat are stored.

Note: If any Windows security warning appears, accept it to continue
the installation.

4. Wait until the installation is complete.

Note: If the PX enters the disaster recovery mode when the USB serial
driver is not installed yet, it may be shown as a 'GPS camera' in the
Device Manager on the computer connected to it.

* In Linux:

No additional drivers are required, but you must provide the name of the
tty device, which can be found in the output of the "dmesg" after
connecting the PX to the computer. Usually the tty device is
"/dev/ttyACM#" or "/dev/ttyUSB#," where # is an integer number.

For example, if you are using the kermit terminal program, and the tty
device is "/dev/ttyACMO," perform the following commands:

> set line /dev/ttyACMO

> Connect

Connecting the PX to Your Network

To remotely administer the PX, you must connect the PX to your local
area network (LAN). The PX can be connected to a wired or wireless
network.

Note: If your PX will be used as a master device in the USB-cascading
configuration where the bridging mode applies, make a wired connection.
See Cascading the PX via USB (on page 29).

» To make a wired connection:

Connect a standard network patch cable to the ETHERNET port on
the PX.

2. Connect the other end of the cable to your LAN.

==
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Below indicates the ETHERNET port on PX2 Zero U models:
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For 1U/2U models, the ETHERNET port is usually located on the back except
for a few models. This diagram shows the port on the back.

SEMSOR 1 ETHEH:HET
SENSOR 2 FEMURE

Warning: Accidentally plugging an RS-232 RJ-45 connector into the
ETHERNET port can cause permanent damages to the Ethernet
hardware.

» To make awireless connection:
Do one of the following:

= Plug a supported USB wireless LAN adapter into the USB-A port
on your PX.

= Connect a USB docking station to the USB-A port on the PX.
Then plug the supported USB wireless LAN adapter into the
appropriate USB port on the docking station.

See USB Wireless LAN Adapters (on page 21) for a list of
supported wireless LAN adapters.

USB Wireless LAN Adapters

The PX supports the following USB Wi-Fi LAN adapters.

Wi-Fi LAN adapters Supported 802.11
protocols

Proxim Orinoco 8494 A/BIG

Zyxel NWD271N B/G

Edimax EW-7722UnD A/B/G/N

TP-Link TL-WDN3200 v1 A/B/G/N

Raritan USB WIFI A/B/G/N
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Note: To use the Edimax EW-7722UnD or Raritan USB WIFI wireless
LAN adapter to connect to an 802.11n wireless network, the handshake
timeout setting must be changed to 500 or greater, or the wireless
connection will fail.

Supported Wireless LAN Configuration

If wireless networking is preferred, ensure that the wireless LAN
configuration of your PX matches the access point. The following is the
wireless LAN configuration that the PX supports.

= Network type: 802.11 A/B/G/N
= Protocol: WPA2 (RSN)

= Key management: WPA-PSK, or WPA-EAP with PEAP and
MSCHAPV2 authentication

= Encryption: CCMP (AES)

Important: Supported 802.11 network protocols vary according to the
wireless LAN adapter being used with the PX. See USB Wireless LAN
Adapters (on page 21).

Initial Network Configuration via CLI

After the PX is connected to your network, you must provide it with an IP
address and some additional networking information.

This section describes the initial network configuration via a serial
RS-232 or USB connection. To configure the network settings using the
web interface, see Modifying the Network Configuration (on page
112).

> To configure the PX device:

On the computer connected to the PX, open a communications
program such as HyperTerminal or PuTTY.

2. Select the appropriate COM port, and set the following port settings:
= Bits per second = 115200 (115.2Kbps)
= Databits =8
= Stop bits = 1
= Parity = None

=  Flow control = None

=i=Raritan.
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Tip: For a USB connection, you can determine the COM port by
choosing Control Panel > System > Hardware > Device Managetr,
and locating the "Dominion PX2 Serial Console" under the Ports
group.

In the communications program, press Enter to send a carriage
return to the PX.

The PX prompts you to log in. Both user name and password are
case sensitive.

a. Username: admin
b. Password: raritan (or a new password if you have changed it).
If prompted to change the default password, change or ignore it.

= To change it, follow onscreen instructions to type your new
password.

= Toignore it, simply press Enter.
The # prompt appears.
Type config and press Enter.

To configure network settings, type appropriate commands and
press Enter. All commands are case sensitive.

a. To set the networking mode, type this command:
network mode <mode>
where <mode> is wired (default) or wireless.

b. For the wired network mode, you may configure the LAN
interface settings. In most scenarios, the default setting (auto)
works well and should not be changed unless required.

To set Use this command
LAN interface ' network interface
speed LANInterfaceSpeed <option>

<option> = auto, 10Mbps, or 100Mbps.

LAN interface |network interface
duplex mode | LANInterfaceDuplexMode <mode>

<mode> = half, full or auto.

Tip: You can combine multiple commands to configure multiple
parameters at a time. For example,

network interface LANInterfaceSpeed <option>
LANInterfaceDuplexMode <mode>

c. For the wireless network mode, you must configure the Service
Set Identifier (SSID) parameter.
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To set
SSID

Use this command
network wireless SSID <ssid>

<ssid> = SSID string

If necessary, configure more wireless parameters shown in the
following table.

To set
BSSID

Authentication
method

PSK

EAP outer
authentication

EAP inner
authentication

EAP identity

EAP passord

Use this command
network wireless BSSID <bssid>

<bssid> = AP MAC address or none

network wireless authMethod
<method>

<method> = psk or eap
network wireless PSK <psk>
<psk> = PSK string

network wireless
eapOuterAuthentication
<outer_auth>

<outer_auth> = PEAP

network wireless
eaplnnerAuthentication
<inner_auth>

<inner_auth> = MSCHAPv2

network wireless eapldentity
<identity>

<identity> = your user name for EAP
authentication

network wireless eapPassword

When prompted to enter the password
for EAP authentication, type the
password.
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To set Use this command
EAP CA network wireless
certificate eapCACertificate

When prompted to enter the CA
certificate, open the certificate with a
text editor, copy and paste the content
into the communications program.

The content to be copied from the CA certificate does NOT include
the first line containing "BEGIN CERTIFICATE" and the final line
containing "END CERTIFICATE." If a certificate is installed, configure
the following:

Whether to  Use this command

Verify the network wireless
certificate enableCertVerification
<optionl>

<option1> = true or false

Accept an network wireless
expired or not | al lowOFfTimeRangeCerts
valid <option2>

certificate

<option2> = true or false

Make the network wireless

connection allowConnectionWithincorrectC
successful by  lock <option3>

ignoring the

"incorrect"

system time | <option3> = true or false

d. To determine which IP protocol (IPv4 or IPv6) is enabled and
which IP address (IPv4 or IPv6) returned by the DNS server is
used, configure the following parameters.

To set Use this command
IP protocol network ip proto <protocol>

<protocol> = v40nly, v60Only or both
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To set Use this command

IP address network ip

returned by dnsResolverPreference
the DNS <resolver>

server

<resolver> = preferV4 or preferVé

e. After enabling the IPv4 or IPv6 protocol in the earlier step,
configure the IPv4 or IPv6 network parameters.

To set Use this command

IPv4 network ipv4

configuration | ipConfigurationMode <mode>
method <mode> = dhcp (default) or static
IPv6 network ipv6

configuration | ipConfigurationMode <mode>
method

<mode> = automatic (default) or static

= Configure the preferred host name for the IPv4 DHCP or IPv6
automatic configuration.

Note: The <version> variable in all of the following commands is
either ipv4 or ipv6, depending on the type of the IP protocol you have

enabled.

To set Use this command

Preferred host | network <version>

name preferredHostName <name>
(optional)

<name> = preferred host name

Tip: To override the DHCP-assigned DNS servers with those you
specify manually, type this command:

network <version> overrideDNS <option>

where <option> is enable or disable. See the table below for the
commands for manually specifying DNS servers.

==
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= For static IP configuration, configure these parameters.

To set

Static IPv4 or
IPv6 address

IPv4 subnet
mask

IPv4 or IPv6
gateway

IPv4 or IPv6
primary DNS
server

IPv4 or IPv6
secondary
DNS server
(optional)

Use this command

network <version> ipAddress<ip
address>

<ip address> = static IP address

network ipv4 subnetMask
<netmask>

<netmask> = subnet mask

network <version> gateway <ip
address>

<ip address> = gateway's IP address

network <version>
primaryDNSServer <ip address>

<ip address> = IP address of the
primary DNS server

network <version>
secondaryDNSServer <ip
address>

<ip address> = IP address of the
secondary DNS server

To quit the configuration mode, type either of the following
commands, and press Enter.

Command
apply

cancel

Description
Save all configuration changes and exit.

Abort all configuration changes and exit.

The # prompt appears, indicating that you have quit the configuration

mode.

To verify whether all settings are correct, type the following
commands one by one.

Command

show network

Description
Show network parameters.

show network ip all Show all IP configuration

show network

parameters.

Show all wireless parameters.

wireless details
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Tip: You can type "show networkwireless" to display a shortened
version of wireless settings.

11. If all are correct, type exit to log out of the PX. If any are incorrect,

repeat Steps 7 to 10 to change network settings.

The IP address configured may take seconds to take effect.

Bulk Configuration Methods

If you have to set up multiple PX devices, you can use one of the
following configuration methods to save your time.

>

28

Use a bulk configuration file:

Requirement: All PX devices to configure are of the same model and
firmware.

Procedure: First finish configuring one PX. Then save the bulk
configuration file from it and copy this file to all of the other PX
devices.

See Bulk Configuration (on page 294).

Use a TFTP server:

Requirement: DHCP is enabled in your network and a TFTP server
is available.

Procedure: Prepare special configuration files, which must include
fwupdate.cfg, and copy them to the root directory of the TFTP server.
Re-boot all PX after connecting them to the network.

See Bulk Configuration or Firmware Upgrade via DHCP/TFTP (on
page 514).

Use a USB flash drive:

Requirement: A FAT32-formatted USB flash drive containing special
configuration files is required.

Procedure: Plug this USB drive into the PX. When a happy smiley is
shown on the front panel display, press and hold one of the control
buttons on the front panel until the display turns blank.

See Configuration or Firmware Upgrade with a USB Drive (on
page 503).

==
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Cascading the PX via USB

i

Raritan.

You can use USB cables to cascade up to eight Raritan devices. All
devices in the USB-cascading chain share the Ethernet connectivity.
Different Raritan models can be cascaded as long as they are running an
appropriate firmware.

The first device in the chain is the master device and all the other are
slave devices. All devices in the chain are accessible over the network,
with the bridging or port-forwarding cascading mode activated on the
master device. See Setting the Cascading Mode (on page 136).

Only the master device is connected to the LAN. The LAN connection
method varies based on the cascading mode.

e The bridging mode supports the wired networking only.

e The port forwarding mode supports both the wired and wireless
networking.

For more information on the USB-cascading configuration, see the
USB-Cascading Solution Guide, which is available from Raritan
website's Support page (http://www.raritan.com/support/).

» To cascade the PX devices via USB:

Verify that the PDUs to be cascaded are running the following
firmware versions by choosing Maintenance > Device Information. If
not, upgrade these devices. See Updating the PX Firmware (on
page 317).

= PX2 series: version 2.3.1 or later

= PX3 series: version 2.5.10 or later

Note: Port forwarding mode over wireless LAN is supported as of
release 3.1.0. You must upgrade all devices in the chain to version
3.1.0 or higher if wireless networking is preferred.

2. Select one of the devices as the master device.

= When the port forwarding mode over wireless LAN is intended,
the master device must be a Raritan product with two USB-A
ports, such as PX3, EMX2-888, PX3TS or BCM2.

3. Connect the master device to the LAN via:

= A standard network patch cable (CAT5e or higher) if the bridging
mode is intended.

= A standard network patch cable or a Raritan USB WIFI wireless
LAN adapter if the port forwarding mode is intended.

For information on the Raritan USB WIF| adapter, see USB
Wireless LAN Adapters (on page 21).
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Connect the USB-A port of the master device to the USB-B port of
an additional PX via a USB cable. This additional device is Slave 1.

Connect Slave 1's USB-A port to the USB-B port of an additional PX
via a USB cable. The second additional device is Slave 2.

Repeat the same step to connect more slave devices. You may
connect up to 7 slave devices.

Do NOT connect any slave device to the LAN. That is, there is no
connection of a standard network cable or USB wireless LAN adapter
to the slave devices.

Log in to the master device to configure the cascading mode. See
Setting the Cascading Mode (on page 136) or Configuring the
Cascading Mode (on page 473).

Configure the master and/or each slave device's networking settings.

= Bridging mode: You need to configure each cascaded device's
network settings respectively.

= Port forwarding mode: Only the mater device's network settings
must be configured.
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Number Device role
0 Master device

6 Slave 1
6 Slave 2
e Slave 3

Note: To remotely identify the master and slave devices and their

positions in the USB-cascading configuration, see ldentifying Cascaded

Devices (on page 108).

Tip: The USB-cascading configuration can be a combination of diverse

Raritan products that support the USB-cascading feature, including PX2,

PX3, PX3TS, EMX and BCM. See the USB-Cascading Solution Guide

on Raritan website's Support page (http://www.raritan.com/support/).
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Installing Cable Retention Clips on Outlets (Optional)

If your PX device is designed to use a cable retention clip, install the clip
before connecting a power cord. A cable retention clip prevents the
connected power cord from coming loose or falling off.

The use of cable retention clips is highly recommended for regions with
high seismic activities, and environments where shocks and vibrations
are expected.

These optional clips come in various sizes to accommodate diverse
power cords used on IT equipment, which are connected to C13 or C19
outlets. You can request a cable retention kit containing different sizes of
clips from you reseller. Make sure you use a clip that fits the power cord
snugly to facilitate the installation or removal operation (for servicing).

Note: Some NEMA sockets on PSE-certified PDUs for Japan have
integral locking capability and do not need cable retention clips. See
Locking Outlets and Cords (on page 586).

» Toinstall and use a cable retention clip on the outlet:
Locate two tiny holes at two sides of an outlet.

2. Install the cable retention clip by inserting two ends of the clip into
the tiny holes.
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3. Plug the power cord into the outlet, and press the clip toward the
power cord until it holds the cord firmly. The clip's central part holding
the plug should face downwards toward the ground, like an inverted
"U". This allows gravity to keep the clip in place.

4. Repeat the same steps to install clips and power cords on the other
outlets.

33
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Chapter 4 Connecting External Equipment
(Optional)

More features are available if you connect Raritan's or third-party
external equipment to your PX.

In This Chapter

Connecting Environmental Sensor Packages...........ccccooeeveeiiiieeienneen. 34
Connecting Asset Management SENSOIS ...........coovvcviiiiiieeeee e i 55
Connecting a Logitech Webcam ...........ccccoiiiiiiiiiiiiie e, 69
Connecting @ GSM MOAEM .......ouiiiiiiiiiiciieeee e 70
Connecting an Analog Modem ...........ccoiiiiiiiiiiiiie e 70
Connecting an External Beeper ... 71
Connecting a Schroff LHX/SHX Heat Exchanger .........cccccccoviiiininen. 71

Connecting Environmental Sensor Packages

The PX supports all types of Raritan environmental sensor packages,
including DPX, DPX2, DPX3 and DX sensor packages. For detailed
information on each sensor package, refer to the Environmental Sensors
Guide or Online Help on the Raritan website's Support page
(http://www.raritan.com/support/).

An environmental sensor package may comprise sensors only or a
combination of sensors and actuators.

The PX can manage a maximum of 32 sensors and/or actuators. The
supported maximum cabling distance is 98 feet (30 m), except for DPX
sensor packages.

For information on connecting different types of sensor packages, see:
e DPX Sensor Packages (on page 35)

e DPX2 Sensor Packages (on page 41)

e DPX3 Sensor Packages (on page 43)

e DX Sensor Packages (on page 46)

34
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DPX Sensor Packages

Most DPX sensor packages come with a factory-installed sensor cable
whose sensor connector is RJ-12.

@)

RJ-12

For the cabling length restrictions, see Supported Maximum DPX
Sensor Distances (on page 40).

Warning: For proper operation, wait for 15-30 seconds between each
connection operation or each disconnection operation of
environmental sensor packages.

» To connect a DPX sensor package with a factory-installed
sensor cable:

e Plug the sensor cable's RJ-12 connector into the RJ-12 SENSOR
port on the PX.

> To connect a DPX differential air pressure sensor:

Plug one end of a Raritan-provided phone cable into the IN port of a

differential air pressure sensor.

2. Plug the other end of this phone cable into the RJ-12 SENSOR port

on the PX.
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3. Ifintended, connect one DPX sensor package to the OUT port of the
differential air pressure sensor. It can be any DPX sensor package,
such as a DPX-T3H1.

The PX device

Raritan differential air pressure sensors

L~

One DPX sensor package (optional)

Using an Optional DPX-ENVHUB4 Sensor Hub

Optionally, you can connect a Raritan DPX-ENVHUB4 sensor hub to the
PX. This allows you to connect up to four DPX sensor packages to the
PX via the hub.

The DPX-ENVHUB4 sensor hub supports DPX sensor packages only.
Do NOT connect DPX2, DPX3 or DX sensor packages to this hub.

DPX-ENVHUB4 sensor hubs CANNOT be cascaded. You can only
connect one hub to each SENSOR port on the PX.

» To connect DPX sensor packages via the DPX-ENVHUB4 hub:
Connect the DPX-ENVHUB4 sensor hub to the PX.

a. Plug one end of the Raritan-provided phone cable (4-wire, 6-pin,
RJ-12) into the IN port (Port 1) of the hub.

b. Plug the other end of the cable into the RJ-12 SENSOR port of
the PX.

2. Connect DPX sensor packages to any of the four OUT ports on the
hub.
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This diagram illustrates a configuration with a sensor hub connected.

OCB®Q

The PX device

Raritan-provided phone cable
DPX-ENVHUB4 sensor hub

DPX sensor packages
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Using an Optional DPX-ENVHUB2 cable

A Raritan DPX-ENVHUB2 cable doubles the number of connected
environmental sensors per SENSOR port.

This cable supports DPX sensor packages only. Do NOT connect DPX2,
DPX3 or DX sensor packages to it.

» To connect DPX sensor packages via the DPX-ENVHUB?2 cable:

1. Plug the connector of this cable directly into the PX device's RJ-12
SENSOR port.

L/

[1_]
a4

RJ-12 SENSOR
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2. The cable has two RJ-12 sensor ports. Connect DPX sensor
packages to the cable's sensor ports.

-

3. Repeat the above steps if there are additional SENSOR ports on
your PX.
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PX

= 33'(10m)
cable

Supported Maximum DPX Sensor Distances

When connecting the following DPX sensor packages to the PX, you
must follow two restrictions.

e DPX-CC2-TR

e DPX-T1

e DPX-T3H1
e DPX-AF1

e DPX-T1DP1

» Sensor Connection Restrictions:

e Connect a DPX sensor package to the PX using the sensor cable
pre-installed (or provided) by Raritan. You MUST NOT extend or
modify the sensor cable's length by using any tool other than the
Raritan's sensor hubs.

e If using a DPX-ENVHUB4 sensor hub, the cabling distance between
the PX and the sensor hub is up to 33' (10 m).

» Maximum Distance lllustration:

The following illustrates the maximum distance when connecting DPX
sensor packages with a maximum 16' (5 m) sensor cable to a PX via a
sensor hub.

e The sum of a DPX-T3H1 sensor cable's length is 16' (5 m).

= o =
am 1m i Tm I

=
3m+1m+1im=58m

e The total cabling length between the PX and one DPX-T3H1 is 49'
(15 m) as illustrated below.
Note that the length 16' (5 m) is the length of each DPX-T3H1 sensor
cable, which is defined in the above diagram.

= 1 sensor hub =+ 16'(5m) = Upto 4 DPX-T3H1
cable sensor packages
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DPX2 Sensor Packages

A DPX2 sensor cable is shipped with a DPX2 sensor package. This
cable is made up of one RJ-12 connector and one to three head
connectors. You have to connect DPX2 sensor packages to the sensor
cable.

For more information on DPX2 sensor packages, access the
Environmental Sensors Guide or Online Help on Raritan website's
Support page (http://www.raritan.com/support/).

Item
0 DPX2 sensor package
6 DPX2 sensor cable with one RJ-12
connector and three head connectors
- - 41
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The following procedure illustrates a DPX2 sensor cable with three head
connectors. Your sensor cable may have fewer head connectors.

Warning: If there are free head connectors between a DPX2 sensor
cable's RJ-12 connector and the final attached DPX2 sensor package,
the sensor packages following the free head connector(s) on the same
cable do NOT work properly. Therefore, always occupy all head
connectors prior to the final sensor package with a DPX2 sensor
package.

» To connect DPX2 sensor packages to the PX:

1. Connect a DPX2 sensor package to the first head connector of the
DPX2 sensor cable.

2. Connect remaining DPX2 sensor packages to the second and then
the third head connector.

Tip: If the number of sensors you are connecting is less than the
number of head connectors on your sensor cable, connect them to
the first one or first two head connectors to ensure that there are NO
free head connectors prior to the final DPX2 sensor package
attached.

3. Plug the RJ-12 connector of the DPX2 sensor cable into the RJ-12
SENSOR port on the PX.
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OR you can directly connect the DPX2 sensor package to a DX
sensor chain without using any RJ-12 to RJ-45 adapter. See
Connecting a DPX2 Sensor Package to DX (on page 47).

Note: If your PX has "two" RJ-12 SENSOR ports, see Guidelines for PX
with Two Sensor Ports (on page 54) for sensor connection restrictions.

DPX3 Sensor Packages
A DPX3 sensor package features the following:

e lts connection interface is RJ-45.
¢ You can cascade a maximum of 12 DPX3 sensor packages.

Numbers Components

0 RJ-45 ports, each of which is located on
either end of a DPX3 sensor package.
9 LED for indicating the sensor status.

P To connect DPX3 sensor packages to the PX:

Connect an RJ-12 to RJ-45 adapter cable to the DPX3 sensor
package.

= Connect the adapter's RJ-45 connector to either RJ-45 port of the
DPX3 sensor package.

2. If you want to cascade DPX3 sensor packages, get an additional
standard network patch cable (CAT5e or higher) and then:

a. Plug one end of the cable into the remaining RJ-45 port on the
prior DPX3.

b. Plug the other end into either RJ-45 port on an additional DPX3.
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DPX3

Repeat the same steps to cascade more DPX3 sensor packages.

3. Connect the first DPX3 sensor package to the PX.

= Plug the adapter cable's RJ-12 connector into the RJ-12
SENSOR port on the PX.

Note: If your PX has "two" RJ-12 SENSOR ports, see Guidelines for PX
with Two Sensor Ports (on page 54) for sensor connection restrictions.
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Connecting a DPX2 Sensor Package to DPX3

You can connect only one DPX2 sensor package to the "end" of a DPX3
sensor chain. It is strongly recommended to use an RJ-12 to RJ-45
adapter for connecting the DPX2 to the final DPX3 in the chain.

The maximum number of DPX3 sensor packages in the chain must be
less than 12 when a DPX2 sensor package is involved.

» When connecting a DPX2 sensor package containing three
DPX2 sensors:

A maximum of nine DPX3 sensor packages can be cascaded
because 12-3=9.

DPX2
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Chapter 4: Connecting External Equipment (Optional)

»  When connecting a DPX2 sensor package containing two DPX2
sensors:

A maximum of ten DPX3 sensor packages can be cascaded because
12-2=10.

DPX2

» When connecting a DPX2 sensor package containing one DPX2
sensor:

A maximum of eleven DPX3 sensor packages can be cascaded
because 12-1=11.

DPX2
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DX Sensor Packages

Most DX sensor packages contain terminals for connecting detectors or
actuators. For information on connecting actuators or detectors to DX
terminals, refer to the Environmental Sensors Guide or Online Help on
Raritan website's Support page (http://www.raritan.com/support/).

You can cascade up to 12 DX sensor packages.

When cascading DX, remember that the PX only supports a maximum of
32 sensors and/or actuators.

If there are more than 32 sensors and/or actuators connected, every
sensor and/or actuator after the 32nd one is NOT managed by the PX.

For example, if you cascade 12 DX packages, and each package
contains 3 functions (a function is a sensor or actuator), the PX does
NOT manage the last 4 functions because the total 36 (12*3=36)
exceeds 32 by 4.

Tip: To manage the last 4 functions, you can release 4 sensors or
actuators that have been under management, and then manually bring
the last 4 functions into management. See Unmanaging Environmental
Sensors or Actuators (on page 287) and Managing Environmental
Sensors or Actuators (on page 276).

Numbers Components

0 RJ-45 ports, each of which is located on
either end of a DX sensor package.

e RJ-12 port, which is reserved for future use
and now blocked.

6 Removable rackmount brackets.

» Connect DX to the PX:

Connect an RJ-12 to RJ-45 adapter cable which is shipped with a
DX sensor package to the DX.

= Connect the adapter's RJ-45 connector to either RJ-45 port of the
DX.

=i=Raritan.
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2. If you want to cascade DX packages, get an additional standard
network patch cable (CAT5e or higher) and then:

a. Plug one end of the cable into the remaining RJ-45 port on the
prior DX package.

b. Plug the other end into either RJ-45 port on an additional DX
package.

Repeat the same steps to cascade more DX packages.

3. Connect the first DX sensor package to the PX.

= Plug the adapter cable's RJ-12 connector into the RJ-12
SENSOR port of the PX.

4. If needed, connect a DPX2 sensor package to the end of the DX
chain. See Connecting a DPX2 Sensor Package to DX (on page
47).

Note: If your PX has "two" RJ-12 SENSOR ports, see Guidelines for PX
with Two Sensor Ports (on page 54) for sensor connection restrictions.

Connecting a DPX2 Sensor Package to DX

You can connect only one DPX2 sensor package to the "end" of a DX
sensor chain. It is strongly recommended to use an RJ-12 to RJ-45
adapter for connecting the DPX2 to the final DX in the chain.

The maximum number of DX sensor packages in the chain must be less
than 12 when a DPX2 sensor package is involved.

» When connecting a DPX2 sensor package containing three
DPX2 sensors:

A maximum of nine DX sensor packages can be cascaded because
12-3=9.

DX DPX2

9
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>

When connecting a DPX2 sensor package containing two DPX2
Sensors:

A maximum of ten DX sensor packages can be cascaded because
12-2=10.

DX DPX2
| L & &
\“//_\-*, c-/-\“, ¢ 5
» When connecting a DPX2 sensor package containing one DPX2

sensor:
A maximum of eleven DX sensor packages can be cascaded
because 12-1=11.

DX DPX2
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Using an Optional DPX3-ENVHUB4 Sensor Hub

A Raritan DPX3-ENVHUB4 sensor hub is physically and functionally
similar to the DPX-ENVHUB4 sensor hub, which increases the number
of sensor ports for the PX, except for the following differences:

All ports on the DPX3-ENVHUB4 sensor hub are RJ-45 instead of
RJ-12 as the DPX-ENVHUB4 sensor hub.

The DPX3-ENVHUB4 sensor hub supports all Raritan environmental
sensor packages, including DPX, DPX2, DPX3 and DX sensor
packages.

To connect diverse types of sensor packages to this sensor hub, you
must follow the combinations shown in the section titled Mixing Diverse
Sensor Types (on page 50).

>

To connect DPX3 sensor packages via the DPX3-ENVHUB4 hub:

Connect the DPX3-ENVHUB4 sensor hub to the PX using an RJ-12
to RJ-45 adapter cable.

a. Plug the RJ-45 connector of this cable into the IN port (Port 1) of
the hub.

b. Plug the RJ-12 connector of this cable into the RJ-12 SENSOR
port of the PX.

=i=Raritan.
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2. Connect the Raritan sensor packages to any of the four OUT ports
on the hub.

= An RJ-12 to RJ-45 adapter is required for connecting a DPX or
DPX2 sensor package to the hub.

This diagram illustrates a configuration with a sensor hub connected.

RJ-12 to RJ-45 adapter cable

DPX3-ENVHUB4 sensor hub

cCode

Any Raritan sensor packages

49
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Mixing Diverse Sensor Types

You can mix DPX, DPX2, DPX3 and DX sensor packages on one PX
according to the following sensor combinations. In some scenarios, the
DPX3-ENVHUB4 sensor hub is required.

The PX does NOT support any other sensor-mixing combinations than
those described in this section.

When mixing different sensor types, remember that the PX supports a
maximum of 32 sensors/actuators.

» 1DX+1DPX:

e An RJ-12 to RJ-45 adapter cable is required for connecting the DX
sensor package to the PX.

e ltis strongly recommended to use an RJ-12 to RJ-45 adapter to
connect the DPX sensor package to the DX sensor package.

PX2

i

DPX

» Diverse combinations via the DPX3-ENVHUB4 sensor hub:

e You must use the DPX3-ENVHUB4 sensor hub instead of the old
DPX-ENVHUB4 sensor hub. Each port on the hub supports any of
the following:

A DX sensor package

A chain of DX sensor packages

A DPX3 sensor package

A chain of DPX3 sensor packages
A DPX2 sensor package

A DPX sensor package

=i=Raritan.



e An RJ-12 to RJ-45 adapter is recommended to connect a DPX or

Chapter 4: Connecting External Equipment (Optional)

DPX2 sensor package to DPX3-ENVHUB4.

¢ In the following diagrams, the sensor package in "green" can be

replaced by a DPX2 sensor package. The sensor package in "blue"

can be one DPX2, DPX3 or DX sensor package.

e An RJ-12 to RJ-45 adapter cable MUST be used for connecting the
DPX3-ENVHUBA4 to the PX.

This section only illustrations the following three combinations, but
actually there are tens of different combinations by using the
DPX3-ENVHUB4 sensor hub.

PX2

=& Raritan.

DX

DX/
DPX2/
DPX3

DX

DX/
DPX2

DPX3-ENVHUB4

DPX3

DPX

DPX3

DPX3/
DPX2
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PX2
=[O =
o uﬁ-%ﬂ ‘

DPX3-ENVHUB4

| DPX2 /

DPX3 /

DPX3 DX

1

: DPX2 /

| DPX3 /

I DX
DPX3

DPX

DPX3 /
DPX2

» Mix DPX3 and DX in a sensor chain:

Any DX sensor package in a chain can be replaced by a DPX3 sensor
package. For example, the following diagram shows a sensor chain
comprising both DX and DPX3 sensor packages. The total number of
sensor packages in this chain cannot exceed 12.

DPX3f— DX |— DX

—— DX —DPX3}—DPX3}— DX [—DPX3|—DFX3}— DX |— DX —DPX3

Raritan.

You can add a DPX2 sensor package to the end of such a sensor-mixing
chain if intended. See Connecting a DPX2 Sensor Package to DPX3
(on page 44) or Connecting a DPX2 Sensor Package to DX (on page
47).
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Guidelines for PX with Two Sensor Ports

You CANNOT simultaneously connect Raritan environmental sensor
packages to both sensor ports of the PX models with "two" sensor ports,
unless only DPX sensor packages are connected.

» DPX sensor packages:
e You can connect the DPX sensor package(s) to either or both sensor

ports.
PXx2
R 0 s iRCIJ-TS ::'RCIJTB :RGIJ'T‘I
% e. BETe efilde eff[Te
2 T N CROUTE CRCUT4 CROUTEZ
off e off[Te o[f[Te
DPX

DPX

> DPX2, DPX3 or DX sensor packages:

e You can connect the DPX2, DPX3 or DX sensor package(s) to either
sensor port, but you MUST NOT connect them to both sensor ports
simultaneously.

e An RJ-12 to RJ-45 adapter cable is required for connecting the
DPX3 or DX sensor package to the PX.

In the following diagram, the red box can be:
= A DPX2, DPX3 or DX sensor package

> =i=Raritan.
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= A DPX3 or DX sensor chain
PXx2

= CRCUTS CREUTS CRCUTY
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DX/
DPX2/
DPX3

» Sensor-mixing connections:

e The PX with "two" sensor ports supports the sensor-mixing
combinations listed in the section titled Mixing Diverse Sensor
Types (on page 50).

e You can connect the sensor-mixing combination to either sensor port,
but you MUST NOT connect them to both sensor ports
simultaneously.

Connecting Asset Management Sensors

i

Raritan.

You can remotely track the locations of up to 64 IT devices in the rack by
connecting an asset management sensor (asset sensor) to the PX after
IT devices are tagged electronically.

To use the asset management feature, you need the following items:

e Raritan asset sensors: An asset sensor transmits the asset
management tag's ID and positioning information to the PX.

e Raritan asset tags: An asset tag is adhered to an IT device. The
asset tag uses an electronic ID to identify and locate the IT device.
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Combining Regular Asset Sensors

Each tag port on the regular asset sensor corresponds to a rack unit and
can be used to locate IT devices in a specific rack (or cabinet).

For each rack, you can attach asset sensors up to 64U long, consisting
of one MASTER and multiple SLAVE asset sensors.

The difference between the master and slave asset sensors is that the
master asset sensor has an RJ-45 connector while the slave does not.

The following diagram illustrates some asset sensors. Note that Raritan
provides more types of asset sensors than the diagram.

T 5. P5.
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0 8U MASTER asset sensor with 8 tag ports
9 8U SLAVE asset sensor with 8 tag ports
6 5U "ending" SLAVE asset sensor with 5
tag ports

Note: Unlike general slave asset sensors, which have one DIN connector
respectively on either end, the ending slave asset sensor has one DIN
connector on only one end. An ending asset sensor is installed at the
end of the asset sensor assembly.

» To assemble asset sensors:
1. Connect a MASTER asset sensor to an 8U SLAVE asset sensor.

= Plug the white male DIN connector of the slave asset sensor into
the white female DIN connector of the master asset sensor.

=i=Raritan.
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= Make sure that the U-shaped sheet metal adjacent to the male
DIN connector is inserted into the rear slot of the master asset
sensor. Screw up the U-shaped sheet metal to reinforce the
connection.

2. Connect another 8U slave asset sensor to the one being attached to
the master asset sensor in the same manner as Step 1.

3. Repeat the above step to connect more slave asset sensors. The
length of the asset sensor assembly can be up to 64U.

= The final asset sensor can be 8U or 5U, depending on the actual
height of your rack.

= Connect the "ending" asset sensor as the final one in the
assembly.

4. Vertically attach the asset sensor assembly to the rack, next to the IT
equipment, making each tag port horizontally align with a rack unit.

5. The asset sensors are automatically attracted to the rack because of
magnetic stripes on the back.

Note: The asset sensor is implemented with a tilt sensor so it can be
mounted upside down.
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Introduction to Asset Tags

You need both asset sensors and asset tags for tracking IT devices.

Asset tags provide an ID number for each IT device. The asset tags are
adhered to an IT device at one end and plugged in to an asset sensor at
the other.

The asset sensor is connected to the PX, and the asset tag transmits the
ID and positioning information to the asset sensor.

The following diagram illustrates an asset tag.

® ©

A Barcode (ID number), which is available on
either end of the asset tag

B Tag connector

C Adhesive area with the tape

Note: The barcode of each asset tag is unique and is displayed in the PX
device's web interface for identification.

Connecting Regular Asset Sensors to the PX

The cabling distance between an asset sensor assembly and the PX can
be up to 10 meters.

The FEATURE port of PX2 supports 5 volts of power only, which is
insufficient for connecting an asset sensor at a distance between 1 and
10 meters. Therefore, the use of a Raritan X cable is required for PX2 to
connect an asset sensor whose cabling distance is over 1 meter.

> To connect a regular asset sensor assembly to PX2:

Assemble regular asset sensors according to your needs. See
Combining Regular Asset Sensors (on page 56).

2. Affix the adhesive end of an asset tag to each IT device through the
tag's tape. See Introduction to Asset Tags (on page 58).

3. Plug the connector of each asset tag into the corresponding tag port
on the asset sensor.
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Note: If an IT device occupies more than one rack unit in the rack, it
is suggested to plug the asset tag into the lowest tag port. For
example, if a device occupies the 5th and 6th rack units, plug the
asset tag into the tag port matches the 5th rack unit.

4. Connect the MASTER asset sensor's RJ-45 connector to the male
RJ-45 connector at the longer end of the Raritan X cable.

5. Plug the male RJ-12 phone connector at the shorter end of the X
cable into the SENSOR port on the PX2.

6. Plug the male RJ-45 connector at the shorter end of the X cable into
the FEATURE port on the PX2.

R
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(A) MASTER asset sensor
(B) Asset tags
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(C) IT devices
(D) Raritan X cable

Note: To connect Raritan's environmental sensor packages to PX2,
connect them to the female RJ-12 connector of the X cable. For details,
see Using an X Cable (on page 66).

Connecting Blade Extension Strips

For blade servers, which are contained in a single chassis, you can use
a blade extension strip to track individual blade servers.

Raritan's blade extension strip functions similar to a Raritan asset sensor
but requires a tag connector cable for connecting it to a tag port on the
regular or composite asset sensor. A blade extension strip contains 4 to
16 tag ports.

The following diagrams illustrate a tag connector cable and a blade
extension strip with 16 tag ports.

Tag connector cable

Barcode (ID number) for the tag
connector cable

Tag connector

® ©®

Cable connector for connecting the blade
extension strip

©)
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Note: A tag connector cable has a unique barcode, which is displayed in
the PX device's web interface for identifying each blade extension strip
where it is connected.

Blade extension strip with 16 tag ports

©

|
[ ' |

fo 00 ®00 0 00000 -T -@o@---@q\
® ®

Mylar section with the adhesive tape

Tag ports

@ ® 0 @

Cable socket(s) for connecting the tag
connector cable

Note: Each tag port on the blade extension strip is labeled a number,
which is displayed as the slot number in the PX device's web interface.

P Toinstall a blade extension strip:
1. Connect the tag connector cable to the blade extension strip.

= Plug the cable's connector into the socket at either end of the
blade extension strip.

m) [Cecoccccvo0® @L@o@--@-ﬁ
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2. Move the blade extension strip toward the bottom of the blade
chassis until its mylar section is fully under the chassis, and verify
that the blade extension strip does not fall off easily. If necessary,
you may use the adhesive tape in the back of the mylar section to
help fix the strip in place.

—

3. Connect one end of an asset tag to a blade server and the other end
to the blade extension strip.

a. Affix the adhesive part of the asset tag to one side of a blade
server through the tag's tape.

b. Plug the tag connector of the asset tag into a tag port on the
blade extension strip.

r

|-

4. Repeat the above step until all blade servers in the chassis are
connected to the blade extension strip via asset tags.

=i=Raritan.
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5. Plug the tag connector of the blade extension strip into the closest
tag port of the regular or composite asset sensor on the rack.

=

= 2/ @

rl =

-

6. Repeat the above steps to connect additional blade extension strips.
Up to 128 asset tags on blade extension strips are supported per
FEATURE port.

Note: If you need to temporarily disconnect the blade extension strip
from the asset sensor, wait at least 1 second before re-connecting it
back, or the PX device may not detect it.

Connecting Composite Asset Sensors (AMS-Mx-Z)

A composite asset sensor is named AMS-Mx-Z, where x is a number,
such as AMS-M2-Z or AMS-M3-Z. It is a type of asset sensor that
functions the same as regular MASTER asset sensors except for the
following differences:

e It has two RJ-45 connectors.
e Multiple composite asset sensors can be daisy chained.

e A composite asset sensor contains less tag ports than regular asset
Sensors.

For example, AMS-M2-Z contains two tag ports and AMS-M3-Z
contains three tag ports only.

The composite asset sensor is especially useful for tracking large
devices such as SAN boxes in the cabinet.

The following diagram illustrates AMS-M3-Z.
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@ Two RJ-45 connectors

Tag ports

» To connect composite asset sensors to the PX device:

Connect a composite asset sensor to the PX device via a standard
network patch cable (CAT5e or higher).

a. Connect one end of the cable to the RJ-45 port labeled "Input”
on the composite asset sensor.

b. Connect the other end of the cable to the FEATURE port on the
PX device.

2. Affix an asset tag to the IT device. Then connect this asset tag to the
composite asset sensor by plugging the tag connector into the tag
port on the composite asset sensor. For details, see Connecting
Regular Asset Sensors to the PX (on page 58).

3. If necessary, daisy chain the same type of composite asset sensors
to track more IT devices.

a. Get a standard network patch cable that is within 2 meters.

b. Connect one end of the network cable to the RJ-45 connector
labeled "Output" on the previous composite asset sensor.

c. Connect the other end of the cable to the RJ-45 connector
labeled "Input" on the subsequent composite asset sensor.

d. Repeat the above steps to connect more composite asset
sensors. See Daisy-Chain Limitations of Composite Asset
Sensors (on page 65) for the maximum number of composite
asset sensors supported per chain.

=i=Raritan.
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e. ltis highly recommended using the cable ties to help hold the
weight of all connecting cables.

4. Repeat Step 2 to connect IT devices to the other composite asset
sensors in the chain.

Important: Do NOT mix AMS-M2-Z and AMS-M3-Z in a chain.

Daisy-Chain Limitations of Composite Asset Sensors

There are some limitations when daisy chaining composite asset sensors
"AMS-Mx-Z," where x is a number.

e The maximum cable length between composite asset sensors is 2
meters, but the total cable length cannot exceed 10 meters.

e The maximum number of composite asset sensors that can be daisy
chained vary according to the Raritan device.

Raritan devices Maximum sensors per chain
EMX2-111, Up to 4 composite asset sensors
PX2 PDUS, are supported.

BCM1 (NOT BCM2

series)

EMX2-888, Up to 6 composite asset sensors
PX3 PDUs, are supported.

PX3TS transfer

switches

PMC (BCM2 series)

i
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Tip: To increase the maximum number of composite asset sensors
attached to a Raritan PX2 PDU or EMX2-111, you can use Raritan's X
cable to enhance the power supply to the asset sensor chain. See Using
an X Cable (on page 66).

Important: Do NOT mix different types of composite asset sensors in a
chain. For example, all in the chain are AMS-M2-Z or all are
AMS-M3-Z.

Using an X Cable

Raritan's PX2 products support a maximum of four composite asset
sensors in a chain. For details, see Daisy-Chain Limitations of
Composite Asset Sensors (on page 65).

If you need to exceed the daisy-chain limitation, use Raritan's X cable to
connect composite asset sensors. This allows you to expand the
maximum number of composite asset sensors from four units per chain
to six units per chain.

An X cable is a combination of two male RJ-45 connectors, one
Raritan-defined male phone connector, and one female RJ-12 sensor
port.

The X cable supplies 12V voltage from the SENSOR port of the PX2 to
the connected composite asset sensors.

Note: An X cable does not help enhance the power supply to asset
sensors connected to Raritan's PX3 or PX3TS devices, so do not use
this cable with them.

» To connect composite asset sensors via an X cable:

1. Plug the male RJ-45 connector at the shorter end of the X cable into
the FEATURE port of the PX device.
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2. Plug the male phone connector of the X cable into the RJ-12
SENSOR port of the PX device. This step is required for
enhancing the power supply to asset sensors.

RJ-12
SENSOR FEATURE

RJ-12

3. Plug the male RJ-45 connector at the longer end of the X cable into
the RJ-45 port labeled "Input" on the composite asset sensors.

= A maximum of 5 additional composite asset sensors can be
connected to the first composite asset sensor being attached to
the X cable. See Connecting Composite Asset Sensors
(AMS-Mx-2Z) (on page 63) for step-by-step instructions.
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4. Connect any Raritan environmental sensor package or sensor hub to
the female RJ-12 sensor port of the X cable if environmental sensor
packages are needed. Note that a DX or DPX3 sensor requires an
RJ-12 to RJ-45 adapter to connect the X cable. See Connecting
Environmental Sensor Packages (on page 34).

=i=Raritan.
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Connecting a Logitech Webcam

Connect webcams to PX in order to view videos or snapshots of the
webcam's surrounding area.

The following UVC-compliant webcams are supported:

e Logitech® Webcam® Pro 9000, Model 960-000048

e Logitech QuickCam Deluxe for Notebooks, Model 960-000043
e Logitech QuickCam Communicate MP, Model 960-000240

e Logitech C200, C210, C270 and C920

Other UVC-compliant webcams may work. However, Raritan has neither
tested them nor claimed that they will work properly. More information
about the scores of UVC-compliant webcams can be found at
http://www.ideasonboard.org/uvc
(http://Iwww.ideasonboard.org/uvc).

PX supports up to two webcams. You can use a "powered" USB hub to
connect webcams if needed.

After connecting a webcam, you can retrieve visual information from
anywhere through the PX web interface. If your webcam supports audio,
audio is available with videos.

For more information on the Logitech webcam, see the user
documentation accompanying it.

» To connect awebcam:

Connect the webcam to the USB-A port on the PX device. The PX
automatically detects the webcam.

2. Position the webcam properly.

Important: If a USB hub is used to connect the webcam, make sure it is a
"powered" hub.

Snapshots or videos captured by the webcam are immediately displayed
in the PX web interface after the connection is complete. See Viewing
Webcam Snapshots or Videos (on page 300).
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Connecting a GSM Modem

A Cinterion® MC52iT or MC55iT GSM modem can be connected to the
PXin order to send SMS messages containing event information. See
Creating Actions (on page 214) for more information on SMS
messages.

Note: PX cannot receive SMS messages.

» To connect the GSM modem:

Connect the GSM modem to the serial port labeled CONSOLE /
MODEM on the PX.

2. Configure the GSM modem as needed. See the supporting GSM
modem help for information on configuring the GSM modem.

3. Configure the GSM modem settings in PX.

a. Click Device Settings > Serial Port Settings. The Serial Port
Configuration dialog opens.

b. If needed, enter the GSM modem SIM PIN.

Connecting an Analog Modem

The PX supports remote dial-in communications to access the CLI
through an analog modem. This dial-in feature provides an additional
alternative to access the PX when the LAN access is not available. To
dial in to the PX, the remote computer must have a modem connected
and dial the correct phone number.

Below are the analog modems that the PX supports for sure:
e NETCOMM IG6000 Industrial Grade SmartModem
e US Robotics 56K modem

The PX may also support other analog modems which Raritan did not
test.

Note that the PX does NOT support dial-out or dial-back operations via
the modem.

P To connect an analog modem:
Plug a telephone cord into the phone jack of the supported modem.

2. Plug the modem's RS-232 cable into the serial port labeled
CONSOLE / MODEM on the PX.

=i=Raritan.
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You need to enable the modem dial-in support to take advantage of this
feature, see Configuring the Serial Port (on page 134).

Connecting an External Beeper

The PX supports the use of an external beeper for audio alarms.

External beepers that are supported include but may not be limited to the
following:

= Mallory Sonalert MODEL SNP2R

After having an external beeper connected, you can create event rules
for the PX to switch on or off the external beeper when specific events
occur. See Creating an Event Rule (on page 213).

> To connect an external beeper:

1. Connect a standard network patch cable to the FEATURE port of the
PX.

2. Plug the other end of the cable into the external beeper's RJ-45
socket.

The beeper can be located at a distance up to 330 feet (100 m) away
from the PX.

Connecting a Schroff LHX/SHX Heat Exchanger

i

Raritan.

Note: Only the PDUs whose model names begin with PX2 or PX3
support the LHX/SHX heat exchangers.

To remotely monitor and administer the Schroff® LHX-20, LHX-40 and
SHX-30 heat exchangers through the PX device, you must establish a
connection between the heat exchanger and the PX device.

For more information on the LHX/SHX heat exchanger, see the user
documentation accompanying that product.

To establish a connection between the PDU and LHX/SHX heat
exchanger, an RJ-45 to RS-232 adapter cable provided by Schroff is
required.

P To connect an LHX or SHX heat exchanger:

Plug the RS-232 DB9 end of the adapter cable into the RS-232 port
on the Schroff LHX/SHX heat exchanger.

2. Plug the RJ-45 end of the cable into the port labeled FEATURE on
your PX device.
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See Managing the Schroff LHX/SHX Heat Exchanger (on page 309)
for enabling the support of the LHX/SHX heat exchanger.
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Chapter 5

Using the PDU

This chapter explains how to use the PX device. It describes the LEDs
and ports on the PDU, and explains how to use the front panel display. It
also explains how the overcurrent protector works and when the beeper
sounds.

In This Chapter

Panel COMPONENTS ......c.cciiiiiiieiee e 73
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U et a e e e 84
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Panel Components

i

Raritan.

The PX comes in Zero U, 1U, and 2U sizes. All types of models come
with the following components on the outer panels.

e Power cord

e Oultlets
e Connection ports
e LED display

e Reset button

Power Cord

Most of Raritan PDUs come with an installed power cord, which is ready
to be plugged into an appropriate receptacle for receiving electricity.
Such devices cannot be rewired by the user.

Connect each PX to an appropriately rated branch circuit. See the label
or nameplate affixed to your PX for appropriate input ratings or range of
ratings.

There is no power switch on the PX device. To power cycle the PDU,
unplug it from the branch circuit, wait 10 seconds and then plug it back
in.

Outlets

The total number of outlets varies from model to model.
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LED state

Not lit

Red

PX2-1000 Series

These models are NOT outlet-switching capable so all outlets are always
in the ON state.

Outlet LEDs are not available.

PX2-2000 Series

These models are outlet-switching capable. A small LED is adjacent to
each outlet to indicate the state of the relay board.

Outlet status What it means

Powered OFF T_he Qutllet is not connecj(ed to power, or the control
circuitry's power supply is broken.

ON and LIVE LIVE power. The outlet is on and power is
available.

ON and NOT LIVE The outlet is turr_1ed on but power is not available
because a circuit breaker has tripped.

Connection Ports

Depending on the model you purchased, the total number of ports
available varies.

Zero U Connection Ports

For most of PX2 Zero U models, there are 6 ports on the front panel.

FOATURD -0 FOREOA

&l
EDD

ETHERMET LISB.4, COKEOLE I MOCET
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1U and 2U Port Locations

The difference between Zero U, 1U and 2U models is that Zero U
models have all the connection ports located on the front panel while 1U
and 2U models have the ports located respectively on the front and back
panels. In addition, many PX2 series 1U and 2U models are
implemented with two SENSOR ports on the back panel as shown on the
following diagram.

. SENSOR 1 i ETHERMNET
. SENSOR 2 ' FEATURE

Connection Port Functions

The table below explains the function of each port.

Used for...
e (Cascading the PX devices for sharing a network connection. See
Cascading the PX via USB (on page 29).

e Establishing a USB connection between a computer and the PX for
using the command line interface or performing the disaster recovery.
For disaster recovery instructions, contact Raritan Technical Support.

This is a "host" port, which is powered, per USB 2.0 specifications.

e Connecting a USB device, such as a Logitech® webcam or wireless
LAN adapter.

e (Cascading the PX devices for sharing a network connection.
Connection to one of the following devices:

= A Raritan access product, such as Dominion KX Ill KVM switch,
with the use of a power CIM.

= A Schroff® LHX-20, SHX-30 or LHX-40 device, using an RJ-45 to
RS-232 cable provided by Schroff.

= An external beeper with the RJ-45 socket.

= A Raritan asset management sensor, which allows you to track the
locations of IT devices on the rack.

See Connecting External Equipment (Optional) (on page 34).

Warning: This is not an RS-232 port so do NOT plug in an RS-232
device, or damages can be caused to the device.
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Port

CONSOLE/
MODEM

SENSOR
(RJ-12)

ETHERNET

Used for...

Establishing a serial connection between the PX and a computer or
modem.

This is a standard DTE RS-232 port. You can use a null-modem cable with
two DB9 connectors on both ends to connect the PX to the computer.

Connection to one of the following devices:
= Raritan's environmental sensor package(s).

= Raritan's sensor hub, which expands the number of a sensor port to
four ports.

Connecting the PX to your company's network.

Connect a standard Cat5e/6 UTP cable to this port and connect the other
end to your network. This connection is necessary to administer or access
the PX device remotely using the web interface.

There are two small LEDs adjacent to the port:
= Green indicates a physical link and activity.

= Yellow indicates communications at 10/100 BaseT speeds.

Note: Connection to this port is not required if wireless connection is
preferred, or if the PX is a slave device in the USB-cascading configuration.
See Cascading the PX via USB (on page 29).
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LED Display

The LED display is located on the side where outlets are available.

These diagrams show the LED display on different types of PDUs. Note
that the LED display might slightly vary according to the PDU you

purchased.

Zero U models:
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2U models:
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The LED display consists of:

e Arow displaying three digits

e Arow displaying two digits

e Up and Down buttons

e Five LEDs for measurement units

A Zero U model can detect its own orientation through the built-in tilt
sensor and automatically changes the direction of the alphanumeric
digits shown on the LED display for readability.

Note: When a PX device powers up, it proceeds with the power-on self
test and software loading for a few moments. When the software has
completed loading, the LED display illuminates.

Three-Digit Row

The three-digit row shows the readings for the selected component.
Values that may appear include:

e Active power or unbalanced load of the inlet
e Current of the selected circuit breaker
e Current, voltage, or active power of the selected line

Note: L1 voltage refers to the L1-L2 or L1-N voltage, L2 voltage
refers to the L2-L3 or L2-N voltage, and L3 voltage refers to the
L3-L1 or L3-N voltage.

e The text “FuP,” which indicates that the Firmware uPgrade is being
performed

e The text "CbE," which indicates the selected circuit breaker has
tripped or the fuse has blown

i

=i=Raritan.



i

Raritan.

Chapter 5: Using the PDU

LEDs for Measurement Units

Five small LED indicators are on the LED display: four measurement
units LEDs and one Sensor LED.

The measurement units vary according to the readings that appear in the
three-digit row. They are:

e Amp (A) for current

e Volt (V) for voltage

¢ Kilowatt (kW) for active power

e Percentage (%) of the unbalanced load

One of the measurement unit LEDs will be lit to indicate the unit for the
value currently shown in the three-digit row.

The Sensor LED is lit only when PX detects the physical connection of
any environmental sensor.

The five LEDs look similar to this diagram but may slightly vary according
to the model you purchased.

CURRENT {J)
{a)
VOLTAGE

v

FOWER ()
kW)

UeE LOAD
(%) 2

SENSOR )

Two-Digit Row

The two-digit row shows the number of the currently selected outlet, line
or circuit breaker. Values that may appear include:

e Two-digit numbers: This indicates the selected outlet. For example,
03 indicates outlet 3.

e Cx: This indicates the selected circuit breaker, where x is the circuit
breaker number. For example, C1 represents Circuit Breaker 1.

e Lx: This indicates the selected line, where x is the line number. For
example, L2 represents Line 2.

Note: For a single-phase model, L1 current represents the Unit
Current.
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e AP: This indicates the selected inlet's active power.

e UL: This represents the selected inlet or outlet's Unbalanced Load,
which is only available for a three-phase PDU.

e ix: This refers to the selected inlet on a multi-inlet PDU, where x is
the inlet number. For example, i1 refers to Inlet 1, and 12 refers to
Inlet 2.

The two-digit row shows the inlet number while displaying an inlet's
line or active power on a multi-inlet PDU. It will cycle through the
selected inlet number and that inlet's line or active power (AP). For
example, when cycling through i1 and L1, the value displayed in the
three-digit row belongs to Inlet 1's L1, and when cycling through i2
and L1, the displayed value belongs to Inlet 2's L1.

Note: The point of the alphabet 'i' cannot be displayed on the LED
display so i1 looks like ;1 and i2 looks like | 2.

During the firmware upgrade, some PX models may show bx in the
two-digit row to indicate the relay or meter board numbered X is being
updated.

Automatic Mode

When left alone, the LED display cycles through the line readings and
circuit breaker readings at intervals of 10 seconds, as available for your
PX. This is the Automatic Mode.

If your PDU is a multi-inlet PDU, it will cycle through the line readings of
different inlets and circuit breaker readings.

For each line reading, the PX always displays i1 for Inlet 1 or i2 for Inlet
2 in the two-digit row of the LED display as described below:

=  When showing L1 of Inlet 1, the two-digit row cycles through i1
and L1.

=  When showing L1 of Inlet 2, the two-digit row cycles through 12
and L1.

Note: The point of the alphabet 'i' cannot be displayed on the LED
display so 11 looks like ;1 and 12 looks like | 2.
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Manual Mode

You can press the Up or Down button to enter the Manual Mode so that
a particular line or circuit breaker can be selected to show specific
readings.

In addition, you can select a particular inlet if your PDU has more than
one inlet. Each inlet is indicated as 11, i2, or the like in the two-digit row
of the LED display.

Note: The point of the alphabet 'I' cannot be displayed on the LED
display so i1 looks like ;1 and i2 looks like | 2.

> To operate the LED display:

1.

Press the Up or Down button until the desired line or circuit breaker
number is selected in the two-digit row. Or you can press either
button to select the inlet's active power, which is shown as AP.

= Pressing the A (UP) button moves up one selection.
= Pressing the ¥ (DOWN) button moves down one selection.

If your PDU is a multi-inlet PDU and you select a specific inlet's line
or active power (AP), the two-digit row will cycle through the selected
inlet number and that inlet's line or active power. For example:

=  When showing L1 of Inlet 1, the two-digit row cycles through i1
and L1.

=  When showing L1 of Inlet 2, the two-digit row cycles through 12
and L1.

=  When showing active power of Inlet 1, the two-digit row cycles
through 11 and AP.

=  When showing active power of Inlet 2, the two-digit row cycles
through 12 and AP.

Current of the selected component is shown in the three-digit row.
Simultaneously the CURRENT(A) LED is lit. See LEDs for
Measurement Units (on page 79).

When selecting a line, you can press the Up and Down buttons
simultaneously to switch between voltage, active power and current
readings.

= When the voltage is displayed, the VOLTAGE(V) LED is lit. It is
displayed for about five seconds, after which the current reading
re-appears.

=  When the active power is displayed, the POWER(kW) LED is lit.
It is displayed for about five seconds, after which the current
reading re-appears.

When selecting the inlet (AP), it displays the active power reading.
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= When the active power is displayed, the POWER (kW) LED is lit.

Note: The LED display returns to the Automatic Mode after 20 seconds
elapse since the last time any button was pressed.

Reset Button

The reset button is located inside the small hole near the display panel
on the PDU.

The PX device can be reset to its factory default values using this button
when a serial connection is available. See Resetting to Factory
Defaults (on page 537).

Without the serial connection, pressing this reset button restarts the PX
device's software without any loss of power to outlets.

The following image illustrates the location of the reset button on Zero U
models only.

PX2 Zero U models:
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Circuit Breakers

PX models rated over 20A (North American) or 16A (international)
contain overcurrent protectors for outlets, which are usually branch
circuit breakers. These circuit breakers automatically trip (disconnect
power) when the current flowing through the circuit breaker exceeds its
rating.

If the circuit breaker switches off power, the front panel display shows:
e CbE, which means "circuit breaker error."

When a circuit breaker trips, power flow ceases to all outlets connected
to it. You must manually reset the circuit breaker so that affected outlets
can resume normal operation.

Depending on the model you purchased, the circuit breaker may use a
button- or handle-reset mechanism.

=i=Raritan.
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Resetting the Button-Type Circuit Breaker

Your button-type circuit breakers may look slightly different from the
images shown in this section, but the reset procedure remains the same.

> To reset the button-type breakers:

1. Locate the breaker whose ON button is up, indicating that the
breaker has tripped.

2. Examine your PX and the connected equipment to remove or resolve
the cause that results in the overload or short circuit. This step is
required, or you cannot proceed with the next step.

3. Press the ON button until it is completely down.

Wil .~
=] |
FY

OFF

Resetting the Handle-Type Circuit Breaker

Your handle-type circuit breakers may look slightly different from the
images shown in this section, but the reset procedure remains the same.

> To reset the handle-type breakers:
Lift the hinged cover over the breaker.

2. Check if the colorful rectangle or triangle below the operating handle
is GREEN, indicating that the breaker has tripped.
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3. Examine your PX and the connected equipment to remove or resolve
the cause that results in the overload or short circuit. This step is
required, or you cannot proceed with the next step.

4. Pull up the operating handle until the colorful rectangle or triangle
turns RED.

= LBTERf™
.@F [ I:.I-'I_U
= I
e -
o = t
- = %
|:||:.||El oD

W s

N

Fuse

Some PX devices may be implemented with fuses instead of circuit
breakers. A fuse blows to protect associated outlets if it detects the
overload.

If your PDU uses fuses, you must replace it with a new one when it
blows or malfunctions. The rating of the new fuse must be the same as
the original one.

Use of inappropriately rated fuse results
in damage to the PDU and connected
equipment, electric shock, fire, personal
injury or death.

Depending on the design of your PDU, the fuse replacement methods
differ.

84 —
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Fuse Replacement on Zero U Models

This section only applies to a Zero U PDU with "replaceable" fuses.

> Toreplace afuse on the Zero U model:
1. Lift the hinged cover over the fuse.

2. Verify the new fuse's rating against the rating specified in the fuse
holder's cover.
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4. Take the fuse out of the holder.

5. Insert a new fuse into the holder. There is no orientation limit for fuse
insertion.

6. Close the fuse holder and the hinged cover in a reverse order.

Fuse Replacement on 1U Models

On the 1U model, a fuse is installed in a fuse knob, which fits into the
PDU's fuse carrier.

Number  Description
0 Fuse carrier

9 Fuse knob where a fuse is installed

> Toreplace afuse on the 1U PDUs:
1. Disconnect the PDU's power cord from the power source.

2. Remove the desired fuse from the PDU's fuse carrier using a flat
screwdriver.

a. Rotate the fuse knob counterclockwise until its slot is inclined to
45 degrees.
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3. Remove the original fuse from this knob, and insert either end of a
new one into the knob. Make sure the new fuse's rating is the same
as the original one.

-~
Y

Number  Description
(1] Fuse knob

9 Fuse

4. Install this knob along with the new fuse into the fuse carrier using a
flat screwdriver.

a. Have this knob's slot inclined 45 degrees when inserting the
knob into the fuse carrier.

b. Gently push this knob into the fuse carrier and then rotate it
clockwise until its slot is horizontal.

5. Verify whether this knob's head is aligned with the fuse carrier. If its
head is higher or lower than the fuse carrier, re-install it.

Number  Description
0 INAPPROPRIATE installations

9 Appropriate installation
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6. Connect the PDU's power cord to the power source and verify that
the corresponding fuse LED is lit, indicating that the fuse works

properly.

Beeper

The PX includes an internal beeper to issue an audible alarm for an
overcurrent protector which is open.

e The beeper sounds an alarm within 3 seconds of a circuit breaker
trip.

e The beeper stops as soon as all circuit breakers have been reset.

Tip: You can remotely check this beeper's state via the web interface.
See Checking the Internal Beeper State (on page 149).
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Using the Web Interface

This chapter explains how to use the web interface to administer a PX.

In This Chapter

Supported WED BrOWSEIS.........cccuuvviiiieee et 89
Logging in to the Web Interface .........cccocvveeveeeeiiiiciiee e 90
[ To o 11 | PSSO PPPT 93
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Supported Web Browsers

=i=Raritan.

e Internet Explorer® 8, 9, 10 and 11
e Firefox® 25 and later

e Safari® 5.x (MacOS Lion)

e Google® Chrome® 32 and later

e Android 4.2 and later

e 10S7.0

e Windows Edge

89



Chapter 6: Using the Web Interface

Logging in to the Web Interface

To log in to the web interface, you must enter a user name and
password.

The first time you log in to the PX, use the default user name (admin)
and password (raritan). For details, see the Quick Setup Guide
accompanying the product.

After successfully logging in, you can create user profiles for your other
users. These profiles define their login names and passwords. See
Creating a User Profile (on page 150).

Login

The web interface allows a maximum of 16 users to log in
simultaneously.

You must enable JavaScript in the web browser for proper operation.

» Tologintothe web interface:

1. Open a browser, such as Microsoft Internet Explorer or Mozilla
Firefox, and type this URL:

http(s)://<ip address>

where <ip address> is the IP address of the PX.

Tip: If the link-local addressing has been enabled, you can type
pdu.local instead of an IP address. See APIPA and Link-Local
Addressing (on page 2).

- — n » ¥
F I. _'_.- i H H

Q Back, d @ @ |\_;j /D Search "E,A{' Favorites Lirks
Address | 192.168.84.92 v B e

2. If a security alert message appears, click OK or Yes to accept. The
Login page then opens.

==
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3. Type your user name in the User Name field, and password in the
Password field. Both the user name and password are case
sensitive.

£ Login

Lser Mame: | |

Password: | |

| Login | | Clear |

Note: If needed, click Clear to clear either the inputs or any error
message that appears.

4. |If a security agreement is displayed on the Login page, accept it.
Otherwise, you cannot log in successfully.

To select the agreement checkbox using the keyboard, press the
Space bar.

5. Click Login or press Enter. The PX page opens.

Depending on your hardware configuration, elements shown on the
web interface may appear slightly different from this image.

=i=Raritan. PXiFDU Crogut
Uset Managemest + Daves Setinga = Minlstasce = tiak =
FX Explorer Bashboard | )
8 Casnbzar || Frmeeee
« {0 my PX (1521685412} TiE -
e RHS Cument: : {16000
oG Dattets BMS Vatagn: 2V
© ] Parghersl Devices Active Power: ow
1 Feature Port Apgarent Power: VA
Pawer Factar Log
Athe Engigy: 29 Wh
= Alerted Sensors.
Senser Fesding State
- Alarms
Mame FAeazzn Frst Agpearance Lest ppeararce Count Mare Alerts
~ Peripheral Devices {1 managed, § unmanage)
Meme - Fostin Headrg State
Termperature | Far 1 =1 normal
A myEi(E218a8402) G Admnistrier (admn) S Last Logn: 277004 740 U [ ENINTRECYTY

=& Raritan. o



92

Chapter 6: Using the Web Interface

Note: The IP address to access a slave device in the USB-cascading
configuration where the port forwarding mode is applied is a combination
of the IP address and the port number. See Port Forwarding Examples
(on page 140).

» Password change request for first login:

On first login, if you have both the Change Local User Management and
Change Security Settings permissions, you can choose to either change
the password or ignore it.

= Not Now ignores the request for this time only.

= Not now, and do not ask again ignores the request
permanently.

= Or enter the new password and click OK.

£ Password change recommended for User "oooc! (3¢

Password: | |

Confirm Password:

[Notnow. and donctaskacain| | ok [f NothMow |

Users without permissions listed must change password.
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Changing Your Password

You must have the Change Own Password permission to change your
own password. See Setting Up Roles (on page 156).

You must have Administrator Privileges to change other users'
passwords. See Modifying a User Profile (on page 154).

» To change your password:

e Choose User Management > Change Password. The Change User
Password dialog appears.

e Passwords are case sensitive.
e Password length: 4 to 64 characters.

gj‘ Change User '‘admin’ Password
Old Passwaord: | |
Password: | Enter new password |

Confirm Passwiord: |Repeat news password |

|. oK | | Cancel |

Remembering User Names and Passwords

As of release 3.0.0, the PX supports the password manager of Microsoft
Internet Explorer® and Mozilla Firefox®.

You can choose to save the user name and password used to log in to
the PX when these two browsers ask whether you want to remember
them. If yes, next time your user name and password can be
automatically completed at login.

For information on how to activate a browser's password manager, see
the user documentation accompanying Internet Explorer or Firefox.

The PX does NOT support other browser password managers.

Logout

After finishing your tasks with the PX, you should log out to prevent
others from accessing the web interface.

» To log out of the web interface:
1. Do one of these:

= Click "logout" on the top-right corner of the web interface.

93



94

Chapter 6: Using the Web Interface

= logout

Close the web browser by clicking the Close button ([EI) on the
top-right corner of the browser.

Close the web browser by choosing File > Close, or File > Exit.
The command varies according to the version of the browser you
use.

Choose the Refresh command or click the Refresh button on the
web browser.

2. Either the login page opens or the browser is closed, depending on
your choice in the previous step.

Introduction to the Web Interface

The web interface provides two panes, a menu bar, a status bar, an Add
Page icon, and a logout button throughout every page.
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Number Web interface element
e Add Page icon

6) Logout button

(7] Data pane

* The Setup button is not available on some pages, such as the
Dashboard page.

For detailed information about these web interface elements, see the
sections that follow.

Menus

e User Management contains user profiles, permissions, and
password settings.

e Device Settings contains device name, network settings, security
settings, and system time.

e Maintenance contains event log, hardware information, firmware
upgrade and so on.

e Help displays firmware and open source information, and a link to
the online help.

PX Explorer Pane

The hierarchical tree to the left displays the PX device you are accessing
as well as all physical components embedded on or connected to this
product, such as inlets, outlets, and environmental sensors. In addition,
an icon named Dashboard is available for displaying the PDU summary
information.

The tree structure comprises three hierarchical levels.

First level Second level Third level
Dashboard None None
PDU folder* Inlet I None
Outlets folder 1 to n**
Overcurrent Protectors folder e Circuit breakers -
C1to Cn**
e Fuses -
F1 to Fn**
Peripheral Devices folder A list of connected
environmental
sensors
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First level Second level Third level

Feature Port folder One of the following
is displayed,
depending on your
configuration:

e None
e Asset Strip

e Power CIM

e External Beeper

e LHX-20

e SHX-30

e LHX-40
Webcam Management e Snapshots

e Webcam

* The folder is named "my PX" by default. The name can be customized.
See Naming the PDU (on page 112).

** n represents the final number of that component.

Note: A Webcam icon appears only when a supported Logitech® webcam
is connected to the PX. See Connecting a Logitech Webcam (on page
69).

» To navigate through the tree:
To expand any folders, see Expanding the Tree (on page 96).

2. To show any tree item's data, click on that item. See Add Page Icon
(on page 99).

Expanding the Tree

The icons representing all components implemented on or connected to
the PX device are expanded by default. If they are hidden, you may
expand the tree manually to show all component icons.

» To expand the tree:
By default, the PDU folder has been expanded.

Note: This folder is named "my PX" by default. The name can be
customized.
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If it is not expanded, click the white arrow D prior to the folder icon,
or double-click the folder. The arrow then turns into a black, gradient
arrow 4, and icons of components or component groups appear
below the PDU folder.

2. To expand any component group at the second level, click the white
arrow D prior to the folder icon, or double-click the folder.

The arrow then turns into a black, gradient arrow 4, and icons
representing individual components appear below the group folder.

Repeat Step 2 for other component groups you want to expand. The
expanded tree looks similar to this image.
il Dashboard
4 Clmy PH(192.168.84.48)
&z Inlet 1
4 0 Outlets
i 1
i 2
i3
i 2
&5
4 l;['ﬂ Creercurrent Protectors
8
8 c2
4 n[ﬂ Peripheral Devices
& Humidity 1
4 Onioff 1
l Temperature 1
o {ﬂ Feature Port
¥ Asset Strip (1)
A n[f] VWebcam Management
IEIIJ Snapshots
]'_I'E Webcam
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© @

& my PX (1921

68.84.47)

Collapsing the Tree

You can collapse the whole tree structure or a specific component group

to hide all or partial tree items.

» To collapse the whole tree:

e Click the black, gradient arrow 4 prior to the root folder icon, or
double-click the root folder.

Note: This folder is named "my PX" by default. The name can be
customized.

The arrow then turns into a white arrow [>, and all items below the
folder disappear.

» To hide some tree items:

Click the black, gradient arrow 4 prior to the component group
folder that you want to collapse, or double-click the folder.

The arrow then turns into a white arrow [>, and all items below the
folder disappear.

2. Repeat Step 1 for other component groups you want to collapse.

Setup Button

The Setup button is available for most tree items. It triggers a setup
dialog where you can change settings for the selected tree item.

Status Bar

The status bar shows five pieces of information.

€) @

£ Administrator (admin) 45 Last Login: 7/2/14 12:13 AW

1. Device name:

®

& 721141253 AN

This is the name assigned to the PX device. The default is "my PX."

See Naming the PDU (on page 112).
2. IP address:

The numbers enclosed in parentheses is the IP address assigned to
the PX device. See Initial Network Configuration via CLI (on page

22) or Modifying Network Settings (on page 116).
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