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— 8 L-'l:l wd ! =3 A°
RO °
= Home > Ports L ;
Time & Session: /1y The certificate used to identfy the website is not trusted. The reasons
December 18,2013 07.08:17 Port Access are ksted below.
e Proceed at your own risk.
| Do vor » 2 The certificate Authority that issued ths certificate is not trusted.

The connection to this website is untrusted.

:‘ !5 Website: hitos:/192.168.61.20:443

contan the

This soplication wil be blodied in & futire Java security update
Permissions attrbute. Please contact the Publisher

AR fle manfest does rot
. More informaton

r The apphcation s being downloaded from & site other than the one
specfied by the secunity certficate.

- Downioading from "192.168.61.20"

- Expecting "Raritan KWM*

e-».fsw Certficate Detals

MNote to the Publisher: Secunty features to prevent
th distridx f your Java vl cause this

= w—m= [E

to be biocked i the future, See current Java

about JAR Manvfest entries for the changes that
need to be made. i

7 Ports: down
8 Ports: idle

Connected Users:
ademin (192.168.51.75)

Raritan.

i

[ s Dominion_KX3_Por

HNote to users: For any questions, please contact the Publisher
who provided you with this applcation,

Visit Java.com for more detads

(Lome )

& 4

EK' pmd

A o

More Information 6 mm® .

( —

-" Yg> e Yl

Java % « ©

%5 SXIl mu = wafi =9 A°

Fyo # [More Informationdt < ' ¢ « -3

We - @# [View Certificate Details]
Pe o3 A® L oafi ® 21 A
A b e = WeE e % %qA° B @D )

)£

— - TM=1A9
Fxmz |8 AL ©=D 0y ™O 1 K!'rwf—
—wfi WD J o 220. =" LK’ pm4— — i WD
J " e 9
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Pamd! ' — d Base64-Encoded DER Certificate ok o ' fi
-4

SX 1l | SSL 4 Base64Encoded DERh ¢ D v ¢ J ¥% PEMHh ¢

dDv e # =3 A°

L. ssL LP ! hoODwel# c=mf gy 4

wfi @ D20 A | < %% %y YF°

oY% =8 Pumg'  SSL L AL <%ERBgA

]

V3

Oce7eDe5 17d8 496 fe 8Fe5... |
shaiRSA

shal

DigiCert Assured ID Root CA, ...
Thursday, November 09, 2006...
sunday, November 09, 2031 7...
Nénilart & A TN Bant F4 e

Learn more about certificate details

o ]
1. DEGHKVMO0001.cer— P mm ' hO i 2k > wfi 5 B ¥ o fi
z— &L L=5og ™o
DEGHKVMO00l.ceth Dmmi — # b Ki «! P e o=/ —
. =dk 15 A0
2. Akl po ogA
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Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.

@saa_ﬂuex»][c.md]

4. <« OWd ) PO Y% %y A0 Nextd-.! e. o=»p
— D ) 4 o3 A

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(©) DER encoded binary X.509 (.CER)

(©) Cryptographic Message Syntax Standard - PKCS 27 Certificates (.P78)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
| Indude all certificates in the certification path if possible
Delete the private key if the exportis successful
Export all extended propertes
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

5 »=s J )y — — b mme . =~ % "Base 64 encoded X.509"L

4°
6. Nextde! p o o=/ —h Ommi i Base64encoded X.50 < =
4:»:‘ AQ

27
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Ldl #8 SXIl# —wafi ®J D1 YE g A°

SXIl ru ® mafi o5 A®

1. awdJtd =™ »«K K' pmd 3 A0
2. Yot 4 |k =™ SXUHTTPHTTPSNe| ™| DNS—= »
" @i 3 A °

~SHTTP — IP+ 2" @% [t HTTPS— P+ )" @r ' 5 mm
T esitddg40

3. " >m s<Re: 2 ~=8 Logind." po oqAne

4. " D m - =30 (A )

5. v e % iff  Jreete— qv| o
CRIPA Y

Time & Session:
May 10, 2015 10:54:02

User: admin

State: § min idle

Your IP: 102.1688.32.160

Last Login: May 19, 2015 09:41:03

Device Information:
Device Name: 5X2
IP Address:
102.168.80.137
Firmware: 2.0.0.1.780
Device Model: DISX2-48
Metwork: LAN1 LANZ
Powerin1: on
PowerinZ: on

:2J «fisdi BRe: 2L A

v alimmli A V) @L [ = LlR @ D5 —  %Z %3
40 CLiL f=Re:2»L A 27299 ¢ ¢
T Re:d2»L A{r-|® Dm %R ® 2 4L -
=Re®: D) —ad ol %yAce
Re: D)4 -V rRe@® 2)— - o3 =V < ™e
Y5 ¢J||=|A9
cR@ 2»% 14 =m™ | s R®: 2~ 0 -
A %1 —AdDd or td 500
,_:TME|8 AL =0 oo ™9 cR®: D0

[ Device Setings | securty | Waimtenance | Disgnosis| Help]
Home = User Manapgerment > Change Passward
R

Change Password

Old Password

New Password

Confirm Mew Password

_ Re: D24 dv ~le sxud REi - Nef
Yyes Wafie |ff = ehoi st ¥y A %N @
dle e  %Nd gA°
e o e
=i=Raritan.
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SXllwdJ =ete@ |do

e cwafiAf<BWI) =¥ @dd 0% 178 A==-—

W) r=™=8/ — @¥D 9 @< % tdg00
== =
_—ER{’ rltun Iner Wanapemel wice Sethnge. | Secunty
Dombnlon® 5x
Hasa  Ports.
Tierss & Senmion:
August 11, HHS 120850 Port Access
Usasr: saimin
Stie- 2 min ke Chick on the inaVvidual port name o see allowable operatons.
our IP; 152.168.55.15
Lt Login: Awg 04, 2015 174156
1 acan
Device Information: 2 L ALTOD S i
m:;m =l 3 Powsminp Brwarsp down Eo)
82 $68.60.137 4 Senal Port & AUTO doam i
e 2. 1842
TSP OrT 5 Senen Port § AUTO avam -
Hetwork: LANT LANZ & Mew_Power_Cabie AUTD down die
Powerint: on
B == T pori? AUTOD doen il
B Serial Part B AUTD doen il
Port States: 9 ] AUTO et E]
gﬂaﬂ! o 10 Sarial Pait 10 AUTO v i
Pty i
R [0 [0 1 ] vome 12w o e el
samin (150188 55,18
2 onin el
4
{inling Help:
Favorie Devices:

29
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hWYepo, T
wd o~ | Yo 3 = SXxli# wd s, — — 3%
Yo ™= ™3 AS 4 8 Port_1- Port_ 64 Port_1- Port_32
/ —wDJ - % t|kd {32/ — wd . ~ "SerialPort"_"Port
#%heNOI J — <of=™M3Aswdlie % 1 q{se
/ - | t 44 % SXIl% -l teytd g2/
—wdJ =1 |kd=™3A°9
WO ) ok - |8 —L—3%Ned 500
T Auto - Ad9 P Y td =My MO
1 DTE- | —wd . r t4 Vv DCE =239 ¢ | ~ DTE —
i ERS
1 DCE- | —wdJ - t4 Vv DTE =2 e . | ~ DCE —
valq 00
skl poA{ L £ wo SWwdJ & @vDd e
(Up#% |4 Downy ([ldle] (+ == i )8 [Connected] ( 1 )8
[Busy] ¢ ©> )& [Unavailable] ( )8 [Connecting] ( ) #
= ad el <%nERyAS
" el 1 <vdetd V™ %—wds— #£-' <A
{1/ —wdi— 08 2% %AdDe eI —  %H#E KA
= ™= | 8 4 c=0wi ™Mwrseeo THort I—o0
ke 'fi -a2eps L & 8 ofis ohes
a 36p. e °
o0 (fi 620 28 dmmk —  apk—fiedol bl aw

D= -te—Ad o%fk aAck—dd)or o= <% @A]!
< ¥%B# g A°

Dwwice Setlings | Secisity | Mamtensnce | Disgrostics
Home > Pors

Port Access

Click on the individusl port name fo see allowable operations,

SXI

R

=fihood"fi

a

<

PO

g po T

Rei -] - % gd=mqac

N N At TS BT,

ACTEEE LV CE Y E IR T
e ] %

—gpo TH L =

T om@
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99
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— =P o'fi
¢ P am® - ¢ r e ¥ @e=™] SXIl—: ¢
EeJ:de. LANL Nef| ™| LAN:z D> b — LAN1 to
LAN2
[Powerln1] ( 1) ofi 8fis 1 — ofig V| ohs
Nof| ™| oh
[PowerIn2] ( 2) ofi $fi) 2 — ofig V| ohs
Nof| ™| oh
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i 8 o mmd i
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Raritan.
Dominion

Time & Session:
May 10, 2015 11:00:40

User: admin

State: active

Your IP: 102.168.32.180

Last Login: May 19, 2015 09:41:03

Device Information:

Dewice Mame: 5X2

IP Addrass:
102.1688.80.137

Firmware: 2.0.0.1.780

Device Model: DEX3-48

Metwork: LAN1 LAN2

Powerin1: on

Powerlnz: on

Port States:

2 Ports: up

46 Ports: down
48 Ports: idle

Connected Users:

admin (182.168.32.160)
active

admin (182.163.60.40)
BE38 min idle

Online Help

Favorite Devices:

h Yepo,

Home » Pans.

Settings | Security | Maintenance | Diagnostics | Help:

Port Access

Click on the individual port name 1o see allowable operations.

4 No. Mame Type Status Awvailability

1 Serial Port 1 AUTO dowm idle

2 Lx DTE up idie

3 Powerstrip PowerStrip up idle

4 Serial Port 4 AUTO down idle

5 Serial Port & AUTO dowm idle

] Mew_Powsr_Csble AUTD daown idle

T port? AUTO down idle

B Serial Port 2 AUTO down idle

a Serial Port 8 AUTO dowm idle

1 Serial Port 10 AUTO down idle

11 Serial Port 11 AUTO dowm idle

12 Serial Port 12 AUTO down idle

.y 13 Serial Port 13 AUTO dowm idle
14 Serial Port 14 AUTO down idle

p Ts Serial Part 15 AUTO down idie
/1 8 Serial Port 16 AUTO down idle

Y 17 Serial Port 17 AUTO dowm idle
12 Serial Port 18 AUTO down idle

19 Serial Port 18 AUTO down idle

20 Serial Port 20 AUTO down idle

21 Serial Port 21 AUTO down idle

== Raritan.
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% -

% o~ 4—- & o/ =1 @y &L
A SXIl ¢ Pum®@d SXllwafi 20 vO ©—

4::' As — =
RET —25 -
TM=|A9

Pum®? <o ' fiz "Enable"d <’ e A1 <2
1J||\/S§/8l_|

te v % =3 A0

Time & Session:
May 18, 2015 08:45:56

User: admin

State: 4 min idle

Your IP: 102.188.32.180

Last Login: May 13, 2015 11:43:44

Device Infermation:
Device Name: 5X2
IP Address:
102.188.80.137
Firmware: 2.0.0.1.720
Device Model: DSX2-43
Metwork: LAN1 LAN2
Powerin1: on
Powerin2: on

Port States:

2 Ports: up

46 Ports: dovn
48 Ports: idle

Connected Users:

admin (182.168.32.160)
4 min idle

admin (182.163.60.40)
BE11 min idle

Online Help

Favorite Devices:

[Encble] o

.
]

¢

Home » Pons
Port Access
Click on the individual port name to see allowable operations.
4 No. Mame Type
1 Serial Port 1 AUTO
2 X OTE
3 Powerstrip PoweerStrip
4 Serial Port 4 AUTO
5 Serial Fort & AUTO
B MNew_Power_Cable AUTO
T port? AUTO
g Serial Fort & AUTO
B Serial Port @ AUTO
10 Serial Port 10 AUTO
1 Serial Port 11 AUTO
2 Serial Port 12 AUTO
13 Serial Port 13 AUTO
14 Serial Port 14 AUTO
f 15 Serial Port 15 AUTO
18 Serial Port 16 AUTO
17 Serial Port 17 AUTO
12 Serial Port 18 AUTO
19 Serial Port 10 AUTO
2| Serial Port 20 AUTO
21 Serial Port 21 AUTO
% - - L A
SXIl—% - {ePamed A L A wafi—- —
= L - ! P e == = =| A -
q - enoi s -— ok

Favorite Devices:
Somerset
Ték;.--:-
Raleigh

| Manage | | Display By Name |

| Display By Host Mame | | Display By IF |

33
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T 1P o |
Online Help

Favorite Devices:
1B2.163.4. 44
182.168.43.39

102 182 50,88

102.168.50.182 ‘_
102 183.50.238

182 163,515

102,163,518

162.168.51.103
182.163.53.178

| Manage | | Display By Name |

| Display By Host Name | | Display By IP |

T ver — -~ L- # Nej

¢Pem®@ OKEES 2 =1

L—okeo "fiz| ¢ Pam® OKEEJ — SXIl¢Pumdd =15
A 14| SXIl¢ Pum®— IP= »" ®@—OKE PJ #FAO
L —ad o%lf L -t Pem@r= -t @=vVde2s - 4—
'@l r e Pamol V] # %A
1— L A< — SXIl ¢ Pum®¥% - o T™e
L

— = @ﬁAg
SXI' 224 «figdi | 8SXIl—aKEEJ — SXIl¢P am®%
4/ — — Raritan¢ P mm@®d " oq A
P ¢ Pm® OKEPR) —¢Pamod

1. [Manage] > [Discover Devices] [SX Il Subnet]d: =3 A°

Favaorite Devices:
Somerset
Tokyo
Raleigh

!

| Manage | | Display By Name |

[ Display By Host Name | [ Display By IP |

¢ P umo® -SXIl oKt es ddoe¥% 1493A°
2. Lot e cqAs. D0l OKEE) —¢Pem®—' @
Vs ¢J||=|A9
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Yol (RSC)L ™= . ¥ @2 %3 A°/ ==' &% | command line
interface (CLI) « ¥ fi » ' wmfi wafi 2 h ¥ ®°

4390 | bwm ) WO =¥ |[f=leo¥ @zwns/

— SX I 43 9P - -8 — 7 < -3y
=|=9
L— # |10y «fisdiy CL%E— ~=™M= ogA°
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CLIdL ™=a50p, - A - =291 — 8 8 ofis
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Wl)J=eoTfiop* D—okeoTfi -adepyd 8 8 o fi
8

{

ohe® <

Raritan.

SXllm > <K K' p@%l ~ofiAf<e SXIl—wdJ = <% e

d>oe% 14308° <o|®sgwdioeddod w=3e:
™o SX/iwds e fe@ [[3e” a 2. —"SXlIwd ) = o ¢
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WioJ =<3 @ |DovlFewds o Tfi 0a° 2 ™=
s P < SXIIr p Al =™ a p Kk — 8 8 Nef| ™|
_ AL TM=1A9

™ v+ 14 <2 22 ¢ L Raritan Serial Console (RS&)
% %3 A° Raritan. ' = i «fi 621 (RSC)Zi Kk . 48p. ¢°

243 9 e Nof ™| dekre -t oA -]/ — L =

1 %Nefqac

> adoe ey Nef| ™| dekr A{wds =cotfi 05"
DI_IOQOA'"

1L vred! @/ — —adee,—wdJ— — -~ [=Ty%

Y P @OE ' Pe =g A0
Wi ) = <o 'fi 08" 2% td34°
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A 230 r Neff ™/ Y Pk Af a38. — 320 ¢F.

- a4 e

A 430 Neff ™/ ek — a 3. e

A 93ers — LofirAf a40p. —"93 0 £ Neff ™/
9Pk —%Z ofi" e

A 93ers — LohrAAf adlp.—"930r Neff ™/
9 PK— oh" e

A a2e0ps 4L A ad2p. —"a30 s L

A//" e

User Management] Deies Seings| Secuty | Manenance Diagnoscs i |

e g 'y
=} 1 N
Dominion® SX II
Home = Poris

Time & Session:
July 01, 2015 15:42:20 Port Access
User: admin

State: 428 min idle
\'Dur IF' 1:._' 168. 32 23

Device Inlormatipn: ™~ I Port 4 AUTO
ﬁf}j;gr;":s"f'e; & 5 Serial Part 5 AUTO
] 192.163;‘50. 137 [ Mew_Power_Cable AUTO

| — Raritan Serial Console (RS£) A | < %% %5 A9 2D 9 ¢

S A{<® RSC| <™pufid b %3A° 4 Rartane
"wi «fi 21 (RSC)Z1 ke

== Raritan Serial Console: Serial Port 1 (1) |E‘E‘-‘:—hj

Emulator Edit Tools Chat Help

-

0.137:5000/1' please wait ...

[0 Write Access Emulation: yT100 <Code Set: ys.ASCll Logging: off

1))
v

Raritan. ¥
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Lo SXIlm bum =) WOJ = <% @  ¥%He=Nef<8 1 —

T8 bmm «J WDJ = <% @F A1 slzwngas

t e « v fi)! wmfi mmfi 2h ¥2 @2 24200 A1 slz

%9 A ° CLIZ ™=z50p,~ Af -320p,— ¢
8 ofi® ohs a 42p. ¢ °

Ad P r A

4D 90 4¢P am®- - & =3 A°

SXII'' 223, «fi s§21 ¥%lks Raritan Serial Console (RS%) — »
w—fi ) b % L Ylfad e ey 4 =3 A°
Leadersre Dol aefisdi B o=™|<sadae
Lm0y fi ) fi mfi 4h VD @ o ¥ @ A0 Raritan
Twi «ffs3i1 (RSC)Zi k 2 48.. %! cLid ™=250
pir~ A -a420pPs— & & ofie ohs

a 42p. ¢ °

Port Access

Click on the individual port name to see allowable operations.

Availability
1 Senal Port 1 DCE up e
A _m'1¢ Port 2 AUTO Sown S
3 L}Svnm Pont 3 FPowerSing up =
- - = -I e "

)
e

%8 == Raritan.
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2439 eJ Ne ™| o p k —
™[ YV Ea4d 9 e Nef ™| a4k WD — Y= ek
2 Noj| WY = wo 'fi 08" 2= —— 08 Ddoko
Tfi % Sof =™3A°9

Lot poa] <09 e Nef ™| sekd < Rartan

Serial Console (RSCh wafi » B 05 A°7 V
fide! peA{%Exitos” Dokeo T fid

Raritan- " =« i «fi s3i1 (RSC)Zi k

Pumfi ) P— X = mmt
™ < Lg%y a

a 48p. e %4 cLr

L Mm=ag30p, A - 430ps— & 8 ofi ¢
ohs a 42p. —"CLI &£ ™=z30rJ - A
f -a3ers— & & offis ohs " e?

Port Access

Click on the individual port name to see allowable operations.

Awailability
idle

Raritan.

39

DCE up
AUTO dowvin connected
Serial Port 3 PowerStrip up idle
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Port Access

Connect

vidual port name 1o see allowable operations.

=E=Raritan g % Power Off Type Status Availability
LEE Power Cycle b DCE up idle
" » | 2 Serial Port 2 AUTO dowm idle
23 T (.l .
Il poet name 10 Sec allowabie opaanons. .
(R e s s ]
|LPower Cycto o =3 w e |
3 e o -
= =
o o =
S = -
) = =
b st -
s —
——
Faviiite [veies =
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i «fi i (RSC)Z i /{a48p %4 oL ™=a50py
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Port Access
Connect
Click Power On |8/ port name 1o see allowable operations.
. n_Power Off Type Status Availability
boe w e
_-! 2 Serial Port 2 AUTO daown idl=

[ i i 5 AOWABNE DESTRTIONS.

e -
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admin > [portname] > gethistory
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admin > [portname] > return

tdvasees - L e3 A0

admin > [portname] > sendbreak

Wo)J — % qer-?ed poogAo

admin > [portname] > writelock

WD) — % -"--Sée—ue-& s3 A0

admin > [portname] > writeunlock

L —wd . — L | 340

admin > [porthame] > powerstatus
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admin > [portname] > powertoggle
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4y e p ) d -3 A0
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T 2>k amif wdl

Losxnsws -erd s fisdizDd% EEEL
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[\ » Control Panel » System and Security D_Eyslén’d_)

Control Panel Home . .. .
View basic information about your computer

% Device Manager Windows edition

% Remote settings

Windows 7 Professional
% System protection

Copyright © 2009 Microsoft Corporation. All rights reserved.

%) Advanced system settings - e Packi

Startup and Recovery

TMF
System startup, system failure, and debugging information

|

System Properties |_X§ [Nows 7
_GompmlNaqu Advanced |Sys|nm Prrmt‘ion| Rnrmm|
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Performance
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so
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User Profiles Environment Variables o
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ROFILE%\AppData\Local\Temp
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|| Edt. || Delete
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os Windows_NT o
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See also Windows is activated [ Hew.. H Edit... H Delia l
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Windows Update m
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OKL.' po aqAe
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Environment Variables

-
New System Variable u

Variable name: Path

Variable value: \DevSys%]AVA_HOME%a\bin /

System variables

Variable Value o
USERNAME SYSTEM
windir C:\Windows

windows_tracing... 3 =
windows_tracing... C:\BVTBin\Tests\installpackage'csilogfil... _

———» vew. ][ e ][ oeee |

o ][ o ]

10. CLASSPATH & s Edit&.' e < =5 A°

11. CLASSPATH  — % <2 tdvisd 3 AN
Le/ — | ==H'osx ()L =™ | nza° Llos
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Linux OS dyp o8 @afi »». Dfi Raritan Serial Console

(RSC)E Linux - mufi ® 21 A

Javad: “>@m—vV E-%¥esA{~ |8 /home/Usernameh ¢ i
bD ~ Nef .profile h Dwmmi & % <3 A9

JavatA==—" D@—V Er¥esA{~]| 8 NoV— Jetc hoi
b2~ Nef .profile h O mai 4 %5 A °

1. NoVv—ReLyes A efidk =134

export
PATH=$PATH:/home/username/somefolder

2. | — wafi— ~ Noov— JAVA_HOMEZL ¥ e A ¥%Ned 8
/ «=NenV — PATHL o=/ 4L g fler o8 —' fi
AL =3 A

export

JAVA_HOME=/home/username/j2sdk1.6/
export PATH=$PATH:$JAVA HOME/bin

3. h.[\—l L ‘:>=| A°
Raritan Serial Console (RSG} mafi ®J 2 1 A - | % #
FANRSS
1. Linuxw o fir. ~ofi o3 A®
2. wufi ® D7 hOwsi RSGinstallerjard s »fi. 20 V|
—  Y%lF«HD) =340
3. a2k i wofispd %o mfi @0 % 14 =™ e
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C. wafl ® 201 % =V k8 Nextde' p o oqA°
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—0D ©f = fiwali ® 21 —ku ="' F—Ne| <
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6. Doned .’ oo o=5 mfi ® 21 pofis pd g5A0

UNIXOS — L3¥e, A

— Sun Solaris- JRE &1 ve < A - |
1. SunSolarist @« ) ek —=22F gi po fiy pd g A°
2. Legfis' mfr o mmk =3 A java -version / <= Enter

L o340 wfi ® D i 14 =™ JavaRuntime Environment

QRE)—PD> @' fih 14340

A Nov—R® % JavaP mmsi' —mmfi ® D0 14 =

- td=m™ma™ | 8JRE-PD O fiXe 1dam™

I <%Ne 340

A JRE%¥% lusr/localljavasr- wafi ®J 3 i 1 4
Nev v — PATH Lyes %

A basho vi —ReL A{-|:

[=mfs oqa
Neg 5 A°

export
PATH=$PATH:/usr/local/java/j2rel.6/bin

A tcshg Vv | csh—ReL A{-]|:

set
PATH = ($PATH /usr/locall/javalj2rel.6/bin)

A vdF—cvfiv]|e. ~mfia{vd-adrai g A

L < Lz %y A%eavfiyd bashrc (bash vi — ERY
| .cshrc(cshg v | tesh— )~ A{—-L|™z <
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1. o "ouoesdpKi ol e A %@ad ) ke ~' b L ™
= @~ fi » = . D fi Raritan Serial Console (RS£) L -3 A 9RSC
P — — b . = ¥ J||=|A9

£ Raritan Serial Console Login Q D @

Enter connection properties: ‘
User Name: Password:
ladmin | [~ |
Host Address: TCP Port:  Target:
19216851183 | [s000 | [ ]
Start Close I
2. Dominion SX I IP= »" @2 = o »fi 8 23 |4 — )
el (wdy ) =3 A°
3 Startd.' e. egA9wd - t4v  # RSC¥% %
FANRSS

soo0l e T owds % £ RSCrofis e~ ko
mdedrvasonNe e nofis L Courier New~
o= =0 ;s ™9 Emulator > Settings > Displaft « * - ¢
Terminal Font Properties; v | GUI Font Propertiest Courier New:
=3 A9

Raritan Serial Console (RSC)—

SXII'' 2234 «fi §21 %]t Raritan Serial Console (RSG) |} f

= a
Deblre et @A]<% o= e@afid=. Dfi RSC  # 24D
velrr ¥ @A sH — % EHAC
<« " D97
‘Raritan Serial Console (RSC) % eo " fi | SXIl # mmb | 2 me
I L 1340
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<« " D> —y. ekbewfi 05 DL e=oko "fi—

1.

i

CYRES =3 A°

== Raritan Serial Console: Serial Port 1 (1)

Emulator | Edit Tools Chat Help

Settings. ..

Get History
Clear History

Get Write Lock
Send Break

Connected Users...
Exit

Emulation: yT100

[0 Write Access

S please wait ... -

Code Set: US_ASCIH

Logging:
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. [ A2 F g0 «F* 7 5o T 4L Setup > Port
ConfigurationZ ™= ¢ p ) A 1 < %2 %7 A °
1. Emulator > Settings: g A° o-' dfi| General— =K
~¢hoi J — 4L =3 A°
General Display
GUI Interface
Main Menu Shortcut: [] Show Confirmation Dialog on Exit
|None |V| I
Terminal Compatibility
Terminal Size: History Buffer Size:
lsox25 v | 75
Backspace Sends:
|ASCIIDEL |V|
Cursor type
@ Block Cursor
) Line cursor
Ok | Cancel | Default
2. Owmfi© 7" 2 o "2 i0EI—ehOI J | g0 e EA® L
L 1 % Ne| ™| owmmfi 058" 2 TSR b Bk
befion D— — % =4 J3A
A F10
A Alt
3.5 <% — b . 2 Afo—HVYE-WE- @] ¢
hoi J# td=™3Aa%8 - |f= A< Ll#sgaces
4. A0 F 0l Dwmu—¢hoi 1% 14 =™3A9N| ™ o

oy, ek b pfiel T
5. Pere-odd e% { L—|ehoi

A%e Pe-eodd % {L——s.

L +irslzswgas

6. History Buffer( P e hDO

A% #PehOOamzd

7. 0D 61 ommk —¢ RO | Block

fi o3 sl L oo wWafi
8. OKL.' p.oqne

Ommii—¢ h O J |

< %#E Y%q A°
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ek b »fi % | Control-H
75200 L
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¢ OK" mmr—

1. Emulator > Settingstt - Display gkl p o oqne
Font Directories
L]
I‘(Ter-'ina'l Font Properties |/GUI Font Properties
||Lucida Console
Lucida Console =~ i
Lucida Sans Typewriter | | Font size:
MS Gothic = 1qE|
MS Mincho |
MS Outlook hd
Colors Locale
Encoding:
Foreground: Background: |US-ASCII |V| A
v || | v | | anguage:
|Eng'|'ish |v|
Preview
Font Preview
ok | Cancel | Default
LoT pec=enoiy t 48/ == OK
Lol pecz0o0 0K™ wm— Puafi > B g5 A0 L
4 - | —®vekr [=0cwi ™:
a 242k agi hofil —ehoi | Aral 2A %220 F 5
i hofi —@-. 0 ' @) % =—nofisd
£ %3 A°
b. GUI Font Properties h ¢ fi J —aKL. P eqA0
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c. hofil —¢ h,_<>i J | Monospacez A %8 GUI h ¢ fi )
—@-. 0 '@l %t =—hofisd #HgA

Settings: Serial Port 1 (1) e
 General | Display

Font Directories

(=[]

(Ter'.rina'l Font Properties r-GI.II Font Properties I

Lucida Console
Lucida Console -l
Lucida Sans Typewriter L |
MS Gothic =
MS Mincho |
MS Qutlook =
Colors Locale

Encoding:
Foreground: Background: |US-ASCII |V|

v || | v | | Language:

|Eng'|'ish |v|

Preview

FOnt Preview

Ok | Cancel | Default

. —vV k- RSC| EUCCN — «fi ¢3¢« fi~Lgw>
J == TM7A9

3. — L7 —-s. ekefi 05" D% ™3A°
A
A
4. afi«decfia—s. ekopfi ' @ %ok "fi—m™
Ypdb 3 A°
A UsAsCIl
A 1S0-8859 1
A 1S0O-8859 15
A UTF-8
A shift JIS
A EUCCN
A EUCJP
A EUC-KR
5. e ek epfi e wE —™ad vk o5 A0
A
A
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| 409 ¢ Pam@®@—¢P a8, Kio® Dy 8N ™
2 #EA° L

1 —«fisdi geo Tfi— Loyor) ¢ Pum®s— %

% <voe¥dod A1z {I<%EHIAO

T 512KB—  —«fisd2i oe¥d eo— & =3 A°
LA m =" 0@ 229 ¢ Pumo— 4+ 4
I ZE 7 N

O -t — - A<t vces 4 Fzs L eyl

L Mg a2 % == ™% A°

¢o2a4//JL VD@~ wt ri74¢9

¢eo " fi— & J~| ¢ Emulator>Get History< =3 A°

A L A4~ | & Emulator > Clear History< -3 A°

% qe bed
wii4— L =rom— % % q--¢tel zwjAe
% 1 L =" D@| «vfidLadse) ¢ Pum®- «vfi
y&E i <s%zE%RIAS % q. B-| RSCE ™= ™| >@m—
# t 3% #zA0
% q. e«  ~A]r~ | ®Emulator>Get Write Accesst - ' ¢

v@ﬂAg
T 1 #NovV | 2ad9e) ¢ Pum® % 7 L 540
T — D2@%NoV%f % q L % <=
A RsC| P>— % q — - ™K. Per mmefi%
SRR
A % 1 L =" >m-oe¥d 0% 48/ — dOm
- =" o@%«fisdi - v @k vy -
3A4°
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% q. eed |

% . Pe|NovVyw L f=™] r%— D8% % q
L Jirsd %yAc
1. % q. e<3& 4~ | # Emulator > Get Write Lock -1
A 9

2 Lo 9% quee¥% #2%Ho™Ms%e % t4V —oce
¢ 0% d340°

Y8 7= ES

% 1 & | ~ | # Emulator > Get Write Lock 4 o3 A9
K™ 2e—

SunSolaris@> P—|fe aNef 2296 - @vr | OK— &
AV E- - K 2e. — &4 -3 A0° 14| Sun—¢
dWd ) %|f— STORA — < 200

% AL =" d@m—q %BK" <4 -||¢s%$%=|A9
=V g K" 2<gdSunSolarisad Pr - |

1. Y8 T 4L IETM-||1 AL .:,HAQ ”-@/e_'i_OTJdI_S
e T | % T Ak e3 A0

2. Emulator > Send Breakt 3 A° K D~
Acknowledgement—o ¢ ¥ > 0% 4/ 3 A°

3. OKL. ' po g

A

a

— D@D
Co@mev i | owd ) r e=™| — >@m-—

i | L_

oL Jqferafl-zac
1. Emulator > Connected Userg: =3 A°

E Connected Users: Serial Port 1 [ﬁ

User Name | Write Access
admin |
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Chb5: Raritan v o Wc | Mo 3c

(RSC) # ¢ M

2. % q L =~ >@m— — — ~rHVYE-e¥de%h 1
34°
3. Closed.! ¢po o= — 2@y —p»afiypd 9g5A°

1. Emulator > Exitd -= RsSC4 e3A° - —o0ce¥

D o¥% q3A4°
2. Yesévi E-@ﬂAg
v« ® — Copy Pastes SelectAll « v fi » & [ = 0 v ®
] — 4 4L ™Z A °

== Raritan Serial Console: Serial Port 1 (1) | =)= i&‘

Emulator | Ediffy Tools Chat Help

0/1" please wait ...

[ Write Access Emulation: yT100 Code Set: S.ASCI Logging: off
» =—voesdcHDd «fiy ddesA]|r]
1. Choose Edit > Select All.
2. Choose Edit > Copy < =3 A°
3. vdsidvcosd 4 V™ 2%y A0
4, el Pe o=/ — AL - eq A0
5. Edit>Paste < =3 A°
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RSCr2%™= [ « H> «fis 0> @/ — | 9999 #A4°

v ®, —A==Ne| ™| — Lt o 8 eHYE {1 A

{vE=cT2s00e

q v;g&ql—lj«:q/”"'l ® — <! E’-«:»E]/g;'ll:j! P = =
4°

T Ctr+C Ly« @ —«HO~ ™3A0

T odsidwceosd 4 tvm™m 5 — £l Po

@E/1£ .—«:.=|A9
T Crl+v Lo @i — 4 1~ ™3Ac0

- <
Raritan Serial Console (RS&)@=> J A{ <8 @v> = ® P> ~ Nef
Y% Y%ofi soh¥%d <gA°

== Rarnitan Serial Console: Serial Port 1 (1

Emulator Edit [Tools| Chat Help

w Stop Logging

M send Eeystruk%
Send Text File
Toggle Power
Power On
Power OFf
Power Cycle

poos1' please wait ...

[0 Write Access Emulation: yT100 Code Set: US-ASCIH

| @29 e) ¢Pmm@®@%ft— —«fis2i ¢ ad
Le Noo v —«fiH" 2 a—Ne| hOwai eq A°

1. Tools> StartLoggingt < e« =3 A°

2. Save RSC Logt —h O mmi Nef ™| —h O i -
3A4°
MOt £~ oV 8/ A e % 2% Ne
™ = L 4= oRDmmi <A1 <%Z%%qA0
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O wai &L Nef| ™| =V  Saved.’ pooqAe

=& Raritan Serial Console: Serial Port 1 (1) EENENES

Emulator Edit Tools *nhﬂel-p—

please wait ...

Save In: |J Documents

File Hame: April2015-TargetPort1

Files of Type: |Lod Files E
—_— Cancel

AL

Emulator Edit [Toels| Chat Help

Stop Logging
Send Keystrok
Send Text File
Toggle Power
Power On

Power Off
Power Cycle

please wait ...

[0 Write Access Emulation: yT100 Code Set: |US.ASCI Logging: on
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| @=|A9

Emulator Edit Tools Chat Help

.11:500041' please wait ...

[ Write Access Emulation: yTi100 ©Code Set: US_ASCIH

voe, hOwi &£

1. Tools>Send TextFile <! e v o3 A%9¢ ¢« &) h D wmi &
1 % dq0°

YOO hmi —¢c7 oy P 0d %0

veo, hDw L.t eopnf%n L o340

Opend .’ po cqne

S Raritan Serial Console: Serial Port 2 (2) [=lEr] s

Emulator Edit Tools Q“He-]p
= =
= 12 &

Look In: |[[JOptimizer Pro

|D CookiesException. txt| ‘_

File Name: CookiésException-.txt

Files of Type: |[Text Files

—>
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A Openi.' ¢ . A< ® Raritan Serial Console (RSE) <V
hOwai %2—|feo bL—# N/ §Lwd s - EES
A >—a9d3ep, L td =™ ™ - | e -~ L
§1 34
> Mac® < Ne ™| Safari® i =™|<s - 4L e
Vie| —fer -qa
1. Safariz @ [preferences] 4 o3 A°
2. [#¢° T wo ] aK#8 [b 4K O ma 4L ] 4 oq A9
3. SXIl b «KOwmi — #<' 2w oq A
4. ». ek b ofi Wee oW [ #0™:2)% ] 4 -
34°
5. Safarid: o3 A0
AL
" meJs (PDU) — o= ™ «fi 8fi ) -
1 VePmm®— dLofiNe ™| oh o349 4 p8i D~
D% — PDU— «fi ¥fi) — =~ o= ™ 8i 3 2 —
—ofi/ohd t Y LS %E KA
1 — L A Ffitfii<oPum@®—2Ad02E W
dYi4— Hd=%d “=™o1 e rod33F°/ —¢Pemo—
Device Settings > Port Configuratiors K # wd ol wi a0
eir 4 =3A°1qdge [f=™mMa™ 8. @i |/ —2
dees % (fivfise 4 =fkd=mom™m <cd =Voe¥
> ed =3 A°®
L= L A/ w1~ A L [ =gt
rodgy+e
1. ¢ Puwm® i 222 —ofi/ohd 14V E~ Toggle Powerk
o3 Ao/ — «fi ¥fil - 4 o= L<od
340 — -~ 0=¢Pmme®—ofioh 4 a4 535470
2. Nodt A{<e- @vr | RSC ~ q3A4°
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3. Yest A{<ctc @vr | ¢ Pem®@—2D 02 wD) -

[ v «fi ¥fi s dLofiNe ™| oh<A cvfird o
qA°
<& Raritan Serial Console: Serial Port 1 (1) E=NEI )

Emulator Edit TDD"SW

' please wait ...

® Power Qutlet Status i1s ON. Do you want to turn off the power of this target?

—  [B][v=]

[0 Write Access Emulation: yT100 Code Set: JS.ASClI Logging: off

W

Letosrpar—<D—0esd0d 1+ [V & — PDU «
v fi ) | v gd eq A O

shipas —< 2oevded + fv s.d]Lle -
"om@m¥%  «ofi ¥fiud ez ™| <4 -8 i

y| s %%y Y0

adees— Lofirad

| —ok o ' fi & Raritan Serial Console (RS@)[- 22> » &) — Lo
firA{—r ™340

L—oke Tfi|adaeey - =V =N ™|/ 4 - %
Nef 8 Y%= Nevn v %D 9 e s — & A L [=m<%
SR RN

1. Tools>PowerOnt <% p o oq A0

W
iy
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2. L bk. fiks % 19V [evesd! o agnv
== Raritan Serial Console: Serial Port 1 (1) (I

Emulator Edit Tools w
= =

= ) B

= t .11:5000/1' please wait ...
onnected!

® Do you want to power on the outlet(s) assoicated with this port?

No — ‘_

[0 Write Access Emulation: yT100 Code Set: YS.ASCH Logging: off

43ees— Lohra

I —ok o ' fi & Raritan Serial Console (RS@)[- 22> » e s — &Lo

neaf-r mya

L—oke "fi| 429 ey v =N ™M/ - %

Ne{ 8 %=Neo V%2296 — & A L [J=m™<x%

SR R

1. Tools > Power OffL N e A

2. L LK. fik.% 14 VI[svesdo! po g0
= Raritan Serial Console: Serial Port 1 (1) (== = |

Emulator Edit Tools ‘nhﬂe]-p—
= =
= [ &

' please wait ...

® Do you want to power off the outlet(s) associated with this port?

No Yes *—

[0 Write Access Emulation: y7100 Code Set: ys.Ascll Logging: off

i
i
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qyepJd A
| @429 d=o%d =™ «fisfisd a=on~-
1/ o= dofir AL—zA-°

LTS A TS VA

24296 r =V = Nef ™|/ 4 - %N ©

T @294 — % 14=™= wdDJ,— %= ek#N
AL

T Nea v 3ad 9 ey A lyed [ =]

1. Tools > Power Cyclel <l e g

2. L bfk. fiks% 14 VI[eVYeske! e g0
(== = |

== Raritan Serial Console: Serial Port 1 (1)

Emulator Edit Tools *ﬂh—uﬂp—

® Do yvou want to power cycle the outlet(s) assoicated with this port?

IR —

[0 Write Access Emulation: yT10) <Code Set: JSASCI Logging: off
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To@—c A ~ P bl ) B% 5 A9 Nef T D @ 3N
wa J . ~mmlidfse/ = D@~/ —W PP ¥
20/ 33#°
wtoesd A |
f Chat>Chat< <l Pe g
i s Raritan Serial Console: Serial Port 1 (1) == X
mlar_or Edit Tools Chat Help
Message: Remaining: 233:
Type message herg -
|
Send Clear -l'_lase_.
' eJlvo @l Weeotvo e, Afr|
Cleard e’ P o o= dmmk =V ve @) & =3 A9
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Zi ks

Zi k— -~ | Raritan Serial Console (RS&) A4V E—ofi' wm

fi < RSC- A % 3q34°

Zik— JHee

{ Help > Help Topics <l reegneZik| — > i )
SR N

Raritane ' = i «fi 621 ~= ™=

I Help > About Raritan Serial Consok& <" ¢ < <3 A°Raritan-

Do

«fi 601 r=™=—0pPr¥d 0% 143A°
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D2 J) «fi 2

«fi 521 Ne| ™| command line interface (CLI)
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A\Y
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D) «fisdi %l sxnd A
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AL

219D, —" ¢ v i) mmfimmfi 4h ¥vO @ L

e 9
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- = = —
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V2o dfisdi Bf—  aek-—

SX I~ ¢ 4| v Raritan PX' & - PDU « fi ¥ fi | a4 ek

< Baytech—' ¢« PDU— apk «fi 9fisd 2 %3 A°

PX& A1 <s-=™=— | & & <=9 ot ™ Raritan PX

—ofi! wafiZi ko PXLsxu- af - ~]8 &
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™[ v £ SXII- td{<se’ e- PDUS/ —«fi ¥fisd 2
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Yoo «fisdi Y= aek— | v 12 14 3489N

™ (g fi )" wmfi mafi 40 VD @ ™Y —o9 cLI £ ™y
—”/E/{— a20(p.e9

P20 (fi 620 28 dmmk —  apk—fiedol bl aw

D= - ¥ e—0d o%lf aqpk—A4d or

o - ¢t @A

< %% Y3 A°

==Raritan.

Tirew & Sexwion:
duby B1, 3008 180833

Port Access
U S Click on the individual port name fo see allowable operations.

22
Last Login: Jun 30, 2015 17-85.35

1 Sarial Port 1 AUTD o
Device Information: 2 L —OTE up
Dievice Mame: SX2
P Adrese: 3 Powersinp PowerStrip s down
152 168 60 137 a Senal Port &
Sl wnn s T

SX I~ td v spk¥%o™ B8gR: @) ek¥% Y
13 5Fo<s ={oc¥d 0%add o— APk P am® ¥ wo
fi - S EW

Aek¥bpfi o= ™% EHa™ 8, o ek Nof ™

| «fi #fi )< %% YFs8° % -3 YFHVEe =0
o ™My —@P ¥D ©%/ —dD O # 14 g0

Powerstrip Device

Powerstrip: | Powerstrip Refresh

Cannot communicate with powerstrip or outlet number not match, please check!

Neo V%= « ¥ @— & [ =™= SXIl~ b=y = —
dek % aqpk—). Bkbpfir' @ t4=™3A0
¢J||ETM_|| apk— |)“Ekp)>fi$ 1J||ETM
34 -
A
A - e
A
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Ch 6: SX I

& Session:
May 27, 2015 14:25:48

User: admin

Statz: 10 min idle

Your IP: 192.188.55.11

Last Login: May 28, 2015 13:48:27

Model: Ternpefalure CurrentAmps: MaxAmps: Voltage: PowerinWatt: Powerlniit:

< PD«EI’SMD PCR3 205°C 104 1A 1143V 1w 1ZE VA

Devica Information: T——
Device Name: X2
|P Address:

182.168.60.137 i
i e lzl Power Cycle Duration (5-300 seconds)
Device Model DEX2-48 = State Control
Metwork: LANT LANZ
Poweerin1: on Hew outlet! on [of]
Poweerin2: an

Outet2 on [of]
Port States: Cutlet 3 o (o]
2 Plarts: up Outlet 4 Tyl
46 Ports: down =i [oA]
SRR | [oms " [ou] (o] et
ot - (=] 0 (o]

Connected Users:
admin (192.188.55.11) Outlet T on @

10 min idle
admin (192.188.60.40) Outlet 2 on [OF]

21811 min idle
‘Online Help
Favorite Devices:

==Raritan.
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¢J||ETM_|| qEK_ 8 / — — 8/@E|.L©
3 — — J
#2Ned| 1 A{wd.i%  aek - tdga°
/ —AdD> ©—ofig oh8/ == —Wa fi & ™= o
JL
Bk — = =3 A°
i L JL JL
e ek b pfi' @) | — ap k4 s/ — 4L 3v
@:I A 9
— >
?L=Rqutan' m User Management | Devic ings | Security | Maintenance | Diagnostics | Help
Dominion® SX II
Time & Session:
May 27, 2015 14:53:15
User: admin
Your ||:’m RN Powerste: [ | E_
L= bootriVay 26 I HaNI T 2 Name: Model: Temperature: Currentdmps: MaxAmps: Voltage: Powerin\Watt: Powerln'A:
Powerstrip PCR3 28.5°C 104 1A 1143V 91w 125 VA
Device Information:
Device Mame: X2
IP Address:
Fr:ﬁﬁa}gBZﬁgglal??BD 3 Power Cycle Duration (5-300 seconds) [ Set]
mm1%43 Name State Control Associations
Powerin1: on News cutlet1 on @
Powerin2: an Outiet 2 o @
Port States: Outlet 2 o [On] [OF] [Cycle]
LEn Outiet 4 on [On ] [Off] [Cycle]
45 Ports: idle . Outlet 5 on (o]
[ ted Users: et an [On] [0 ] [Cyele]
E%L"iﬁ?]g;.éé.'?s.n} Outlet T on O]
ot (19 108.0.40) N owes - (o] (o] /
21633 min idle
Online Help
Favorite Devices:
gpk—ofi $fi)—
> fi¥fis— dLofirAdr|
1. dek—d. ek b pfielks Lofi- v ™ e. PDU
JL
( apk )= =3 A°
Lofi-Ad «fi ¥fis — —On L' po g
o fi bumt. =~ Wee@®% 0—28OKLo! po o=
d3A°«fi¥fis—  %ofirodsState — % "on" -~
SEERS
> «figfis— LohrAa]-|
LonrAd ofi ¥fis— off ke’ b e oqAe
2. oh bumt. ~ WPe ®% 0—28 OKLo! po o=
d3A° «fi ¥fis) —  %ohr-od® State — % "off"
~oqqA4°
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> fi¥fis— 4 A - |
1. AL A «fi¥fis— — Cyclede! pc oqA0
bumt . = WP+ ®% %3 A°
2. OKL P powqne ofivfis— % W
- | YoYed| t < %Ned 3 A °
3. % Aqse b . = WE - ©%
% A° OKL o' Pc o= | —bmm. ~ We-o0d 9g5A°
¢ Pumod A
cvfird 4| =dfi¥fis—  H%ohs<sodof
S RIS RN RN 5300 ]
- - Setd o3 A0
PXL SXII- Affsi =N f6R: D 45 -

A1 s Ez4a0

itings | Security | Maintenance | Diagnostics | Help

User Management

Time & Session:
May 27, 2015 14:53:15

User: admin

State: 38 min idle

our IP: 102.168.55.11

Last Login: May 28, 2015 13:48:27

Device Information:
Device Name X2
|F Addrezs

162.168.60.137
Firmware: 2.0.0.1.750
Dewice Modet DEX2-48
Metwork: LANT LANZ
Poweerin1: on
Poweerin2: on

Port States:

2 Ports: up

46 Forts: down
48 Ports: idle

Conneeted Users:
admin (192.168.55.11)
3E min idle
admin (192.158.60.40)
21633 min idle

Online Help

Favorite Devices:

=& Raritan.

q EIPuwerCycle Duration {5-200 seconds) h
State

Powestrp: [ ]

Model: Temperature: Currentdmps: MaxAmps: Voltage: Powerin\Watt: Powerln'A:

Name:

Fowerstrip PCR3 28.5°C 10A Z1A 1143V 91w 125 VA

Name

Associations

New outlet! on

Outlet 2 on

Outlet 3 on [on] [oF] m

Outlet 4 on [on] [off ] [Cysie]
F Outlet 5 on [of]

Outlet & on [o#]

Outlet 7 on |

Outlet 8 on [of]
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439¢e) odPd' . PDULe Pmo|f 4 A N
==- - A %No 3 A° 2D 9 e % ¢

- PDU~ t kdVvagzaooes Lo Pumo| 4 <V
8 — t|] 4380 — 8 — A -
A4l Vv E~ [Device Settings]¢ P mm® ) # tdVadee

J o> P — [Port Configuration] (v J yre v @A L | 2

%9 I +°

» 're PDU-— 7 4L A.",_|8 — - M3 A

1. [PowerStripName]( =tk )». ek bofi ' @ %[
n' e- PDUL =3 A9

2./ ="' b« PDUr~ =8 [OutletName] (¢ fi ¥fis )». ek
boofi ' el Wl o «fi wfisd o3 A

3. [OutletName] (« fi ¥fis )». ek b »fi ' @ %[5 [None]
( o)t s3 A0

4. OK] L.t pcegAs/ =" e« PDU/CTi ¥fi) — 1 Y
tq e 0e¥d) 0% tdgAc°

» 'ec PDU%ad0es %[ td=™|] ~'ee PDU
- A afefe = e mpac

1. [Device Settings] ¢ P mm® ) — [Port Configuration] (w2 | )
Lol pecesacwaKoadoesdo! poagAe

2. s eva Koadepds Y wd ) - t3A°
X tdVadees — — 1 ¥ td 540

3. F8s cva Koadeepsds o™ w) o~ 13
FANRSS

77



Ch 6: SX I

P20y «fisdi % omseidkdL n A

DA = ] v i amliemli Ah VI @%fEL 4540
CcLl 4 TME‘D-SHD-OEDKL n A-||a2023.99

SXlIl| A==—">@m— <" d2m-idk—- ' es/d =
ETM=|A9

"o®m #daAs-idk|=-te < L A{-r 4
3409 1 — | - td=™3A°" Dm—Re: D) |
S RO A A

SXII | % - < -r=Eeiokd 2% e

-e3A° k| omdaidk- 48 “D@|/ —=i2dk—
< L LgAce

Siok— eiok — o affyle &
R L N E R X TEE | STy
AL QETM=IA9

ir-zer=-cte@s d{-iokd -8z ¢F— -
L L 3A°:- ¢t -7 @-iDkr =kdv " om|

T ri

cer— L F2%3AINoV| T OmF- ;- L4
[ Nef 5 342
“omoy-" ey |

T " om Yelk* om' @1 & o3
“Ho@m ' esAdd o]/ — F#- tdva==—" >m—

AL o= T™M= 8 - =~ ™M= 8 JLi o) QETM=IA _

A-»>Hm

A hitor

A >m ~idk

=ERaritan.

= p A
Powerkn2 on £ Rowes per Fage [ Set

i (5aa] (o]
7

Connected Lsers:

nnnnnnnnn

Favonte Devices:

8 =i=Raritan.



{

Raritan.

a

Ch 6: SX I

>m|=ioke cteinke| % 4 o= fH=mqa
SXll— = o@mt-iokr- 1{is-|d8" D@mes~
L A %ooodeNf=~idk —A=="dDm-—
- 2% fe~o{—%#¢ — r=o%{3A°
3V e — o@mt-iok- 4 =o™lera{i sl 2
Ao/ — | e omd, o < o= eq A°
% A=< | 8 a1 5k A =8 o % 0% %
gd>P wdy s - L A{%ze%ozs/ — dDm—
AL o3 A0
D= vl mmliwmfi ih VO O%fFEL 4540
CLldL ™= >5m<” omeidkd n A 220 ¢
“om e DKk
= SXIl|ehoi s —" Dm=-iokd 1= valg Ay |
—=iDk | D® d>oe—». pkepfi>m=-idkr' @
Jrd =™y A
T [Admin] ( )
L —=idkr A b>m|e =— - 0 AL
Lg A®
- —ehoi sy " D@| 1 —=idk—0fiPd#Ne
{8 o @Y L L5A0
t f-eAdmin’ D@ | Admin ~i >k —ofi P2 # Ne| % Ne
134°

t - a=8'22,00P% o dm-idkd  #w%o
™ 8 ~idk¥% 1d34°
1 4| | LDAP/LDAPS RADIUSy V | TACACS+4 -

- td " >@m>—ehoi s ~aidKZA
tfre - sdviom| —=idke- 4 =7
£l —=iD2kr - IJ||=|A9
-iDK
~idks< |8 - —g 2l dko#ZA9=548 | —
— om | —aidkr o8 — —aidkr| =
1IF°

Ne|* d>@m—= o »fiJ %Nef =i k< 0 L L <%
-iDKL ™3 A °

ok [eiak - @ 1 e
£ %3 A°

79



80

Ch 6: SX I

¢hoi s D@m=i DK | £%3Y+% %N -7
@-i ok | elffer -2 dDmd/ 4~ A
| S %# % A°

1]
b
v
Ees
1

m Heene = User Mansgemant > User ;

Time & Session:
July D4, 2015 15:23:56

User. admin

Stabe: & min idle

Wour IF; 182.168.32.22

Last Login: Jul 02, 2015 18:46:48

Device Information:
Device Name: SX2
IP Address:

162,168 60.137
Finmvware: 2.0.0.1.780
Dewvice Model: DSX2-43
Network: LANT LANZ
Fowerin1: on
Pawerind: on

Port States:

1 Port up

4T Poms: down
43 Poris: idle

Connected Users:

admin (192.168.32.22)
& min idle

admin (192,168 60.40)
76353 min idle

Online Help

You must add the user before performing S5H Key operations.

Username *

pdonee:

Full Name

|Pernn Dorjee: |
Password *

Confirm Password®

e
absenosr
<Unknown> {defoult setting)

“OE Ko MO i
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=E=Raritan.
Dominion™®

Time & Session:
August 12, 2015 DE-44:14

User: admin

Stabe. active

Your IP: 192.188.32. 200

Last Lagin: Aug 11, 2015 12:04:02

Device Information:
Device Name: SK2
IF Address
182.168.60.137
Finmware: 20,001,842
Dievice Model: DEX2-45
Netwark: LANT LANDZ
Proweilnd: on
Powerin2: on

Port States:
44 Ports: down
48 Porty: idle

Connected Users:
admin (152,168 32.209)
active

Online Help

Favorite Devices:

==Raritan.

Dominion® 5X I

¥l Device Access While Under CC-5G Management
b7 Device Settings

bl Diagnostics

1 maintenance

B Modem Access

B pe.share

Il Security

M user Management

» Port Permissions

||

- 1P A

eiDk—=0cf% @ —

Device Settings | Security | Maintenance | Diagnostics | Help

Time & Session:
August 12, 115 06:41:46

User. admin

St aetive:

Wour IP: 152.168.32.209

Last Login: Aug 11, 2015 120402

Device Information:
Device Hame: SX2
IP Address:
182.163.60.137
Firmware: 2.0.0.1 842
Device Model: D5X2-48
Metwork LANT LANZ
Pawerin1: on
Powerin2: on

Port States:
4E Ports: down
48 Poris: idle

Connected Users:
admin (152 168.32.208)
active

Online Help

Favorite Devices:

Home > User Management > Group

¥ Permissions

Device Acceas While Under CC-5G Management
Device Settings

Diagnostics

Maintenance

Modem Access

PC-Share

Security

User Management

RO K

s IPACL

3./ —=idkr 4 =4 4L o3 A9

A cc-sG ~Ne| —¢Pem®r-t@®-1— L =
“D>@m<” dm~-i >k~ CC-SG -~ Nef| SXn4-—
—= o % @i =3 A°
CC-SG—¢ Pum®- <=, i F—e ¥ ®% 0<%
SXII| IP= " @ ™= .y @1d354°
CC-SG— ~Ne| ¢ Pum@r- -t @A < SXIl#
-t e s evofve Y ar W
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m Home » User Managemen = Group

Time & Session:
August 12, 2015 06:4712

User: admin

State: -3 min idle

Your IP: 152.168.32.209

Last Login: Aug 11, 2015 12:04:02

Device Information:
Device Name: 5X2
IP Address
192.188.60.137
Firmware: 2/0.0.1,842
Device Model: DSX2-45
Metwork: LAN1 LANZ
Powerlni: on
Powerin2: on

Port States:
48 Ports. down
48 Ports: idle

Connected Users:
admin (182,168 32.209)
3 min iclle

Online Help

Favorite Dewices:

rice Settings | Security | Maintenance | Diagnostics | Help

Group Name *
Broadband
q

Port Access Power Control
1: Serial Port 1 Controd| | Accene B}
X Controd[ + ] Access|w|
— —
% Powerstrip (Comtood by Actens (1)
4: Serial Port 4 Deny | w| Deny |w)
&: Serial Port § Deny || Deny ||
& New_Power_Cable Deny [w) Deny [v]
7: portT Deny [w] Deny v ]
8: Serial Port § Dery |w) Deny |v]
9: Serial Port 9 Deny |w| Deny [v]
10z Serial Port 10 Deny | wl Deny |v|
11: Serial Port 11 Deny || Deny [v]

12: Serial Port 12 Demy || Deny |+ |
N o e B
4. 0y Pwdl < - o==iDJk¥% =».te@ 4
3 A°ehoi | £A°
wds & - A Y68 Nef| ™| A==—wDJ - Ly
{v Ea> e— ~Nefwvwve-we.ed ™3A0
|:| Set All to Deny D Set All Power to Deny
O Set All to View
|:| Set All to Control D Set All Power to Access
. . 1 o
A - ? @ - o) Al 3 A

A - —2)9e) —f eod 30 ( | 2%
1IF)

A - tdVvadeesd o540
ovel if=mf e/ —siok-
Loy =] wnefqa

5. OKdL.! po c=ainkd Tt cq Ao

IPACL— ~=m™=|58 L =50 ™ SX/4t—- <V
reot@d =aoiyk-— Psote@ '@/ 4 84p.e
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=i=Raritan.

Port Access | Power USSPMansgement Device Settings | Security Mtinlmunce‘l’luun-ﬂli:; Help

Dominion® 5

Homa > Uiper Management > Graup
Time & Session:
Liser: admin
Sipde: 31 min idle
Your IP: 152 1683221
Last Login: Jun 30, 2015 16:35:18 Group Name *
SX2-North
Device Information:
Device Mame: 5X2
IP Address: [~ Permissions |
15216860137
Firmmeare: 2.0.0 1. 780
e
Powerlni: on
Powerin2- en
S—
P:’ng“:* Rule2  Starting IP Ending IP Action
47 Ports: dawn 1 | [255.255.55.55 [2s5255 5555 | AccEsT
4B Ports: idle \ !
|Aim!nr.|| |Inlﬂl| |Rep|a|:¢||D!lel’n=|
Connected Users:
sdmin (192,168.32.21)
31 min il Ance
m‘in(1921=ﬁﬁﬁnw] 9
ELE TN Y
1. IPlhe di » 8 IP= " ol o3 A0
2. IPl hodi 58 IP= " ol 3 A°
3. pokoe "fiYelfe <o T fid e3 A0
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d
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=i=Raritan.

Dominion® 53X

Time & Session:
July 04, 2015 15:47:13

Ussr; admin

Siate: achive

Your IP: 192, 168.32.22

Last Login: Jul 02, 2015 18:46:43

Device Information:
Dwevice Name: SX2

IP Address:

18216860137
Firmmware: 2.0.0.1.780
Device Model: DSX2-48
Hetwark: LANT LANZ
Powerini: on
Powerln2: on

Port States:

1 Port: up

47 Ports: down
48 Ports: idle

Connected Usars:

Bdman {182.166.32.22)
active

Bdman {182.168.60.40)
TE412 min idle

Online Help

86
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pw

w Ry

IP] ( IP)hedi »< IP] ( P)hedi »r
IP= " @i “3A°

oo Tfi oL ek efi @l Yefte co THidL  ogA0
8 [OK]— re' £eoqA® eV i oD Y oo
Ji < 9% N |8 <m™i i | —iyi — -
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S L
% 44101 Ak -3 A9
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do ek bpfi @l Yelks <o Tfid o3
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LA L<ofss oK. e o8 a1 0— OK
AL iE-@E AL @ﬂAg

Home > User Management > User

e Pk |

You must add the user before performing 55H Key operations.

[Uumume . \
Full Name
Password *

Confinm Password *
------

[!i'.ll:l.lﬂe
l\; Y,
o™ - uafi L D>@m hediye- e30°1 9] >

@% SXI r. ~wafi AV E- A gA° 1 =

OOOITMQ
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“>m—vV kE— SSH

i

! e i)

A

T=E

-

V) mmliwali 1h V) %L 540

CLILd ™=_" >m < odf ® . 206. — "CLI &
™= _" H g < a>y e— " e 9
%Ned| & SSH o Vi o wmefi)—  «D% D@D~
1 ; !
14349/ — 2@ | ¢ e il % <o -
A %Ne| 3 A ®
1. ° o ® > om!' ey L =8/ == SSHe ' wmme fi|
L sV ™ 3 @g— — #2<' PeegA® >Dm dd O
Yo Y89 A°
[Port Access | Power | User Management | Device Settings | Security | Maintenance | Diagnostics | Help |
Home = User Management = Usar —
[user
Username *
mbrodeur
Full Name New 55H Key
[Martin Brodsur | 3
TZHppVAdRDTMcQIAXT2oThSRpOZPthFplFaérz4md4UeMEt T
Password ypzul 29a0tGELARQEWAVYKEEg3 65w atnipTLNGh/2DELS
| | gXxrLCZZKkdEiNYXTuJE4oYzZwt JpfaL09KzI8/14aBGGXn W
Confirm Password PisTONYiTDdelVPmE jCg23LO00kpuTHIAYcGE+tTjig
| |
User Group *
|Db5er\rer
@Ac‘tive
2. SSHC D ¢D 24We« @ SSH«¢ D 4D i =3 A% —¢D
A o - fis =V Er t 4 v rsa_id.pube 3 % A°
Linux—" > @ | RK' e««dd A = tdvVeo—
~ 44 "name@local hostd A | %Nel 5 A ©
Windows—" > @ | "name@local host: %Nef 3 A9
3. Lot pecqgAsaeded o - ™k | =%zs R
e: D 4L A | o ™| M#Ac
» SSHeddL A~ |
1. A ed— rFNefsve-we-eo@dol o aqns
2. Lot poeqne
3. L bk. fiks% 14V [s[OK LT e oqA0
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- sers By Por
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Connected Users:
‘admin (152 168.32 205) 4
40 sec ke

Ondine Heip

Favorite Deviees:

[Enable
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{1<00 A ° 4 e L < 5@ % Raritan Serial Console (RSC)
go ' wiwdy - =™ <8 NV | [Lwd s %l

A1 <%# %y A0

¢
/ = Raritan Serial Console: Serial Poltgll v | 5] |

Refresn | [Dusconnect User From Fort | [ Force User Logd
[Retresa | . Edit Tools Chat He
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Time & Session:
August 12,

Your IP; 152.168.32.209
Liast LLagin: Aug 12, 2015 D6:41:09

Dwvics Information:
Device Name: 52

Connected Users:
asimin {192 168.32.208)
actie

Cline Help

Favorite Devices:
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Time & Session:
June 30, 2015 18:55:35

User. admin

State: 55 min idle

Your IP- 182.168.32.21

Last Login: Jun 30, 2015 18:35:18

Device Information:

Device Name: SX2

1P Address:
192.168.60.137

Firmware: 2.0.0.1.780

Device Model: DEX2-42

MNetwork: LAM1 LAN2

Powerini: on

Powerln2: on

Port States
1 Port: up

47 Ports: down
48 Ports: idle

Connected Users

sdmin (182.168.32.21)
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Online Help

Favorite Devices:

8. | —clmmt = > |8SXI¥% —

oo P%lE—

9. ¢hoi J —
L | esxXii%
A °

10. ». ek b »fi
- L

|

£A0°
| 3 #A°
RADIUSO D Pr o=

" @) —oko "fivslrs

@:I Ag
A [PAP] - PAP—
do™ee @ < o=

Re: > |

+900P% =~ wfi ko fik s

2| oo

~—¢D3 RE*D @< o=
- CHAP —

A [CHAP]

CHAP | &8 PAP |4 L

EZ] IJ||\/ "

sQd P |

Home = User Management > Authantication Settings

() Lecal Authentication

O LDAP

_‘*© RADIUS

O TACACS+

Authentication Settings

Secondary RADIUS Server

Shared Secret

t 45 A °PAP |
=/ —

RS
™= 2 1L

™y = T 9o d

A -

+a

-. 0PI

(“lFr$)-
# | Nej g3

RADIUS

!

<R® D)% 1

== Raritan.



;

Raritan.

Ch 6: SX I

RADIUS w' 2L 44

L —%<o "fi#z| RADIUS—" D@%SXIIu—--éof%-” e w
Pl aA 4L g A0 L —%eo Tfim 2| =-—
L =g A o e fil— SXII—5D) @ P )" @<
UserlD% SXIIl— D@=1 Dk—ofiPD>#Nef | <#A

T NASIP-Address =SXI— IP= )" ©— i muk

1 WindowsGroup=SXIlI" D@m=1i Dk

:Dominion ~iDk— ofV=zei—8XI DKX, DKSX Ne
A TM/ KX101 %Neff ¢ (NASIP-Address) ~ A4 o

A <2 o Dominion — emyl oL ay

rsodg4°9

1. wefi 42 £ P odf %l -0 - v ew °cDd— %
el P e o8/ o= TMI;DJ__QQW.ODJL ®=1Ag

2. —too00 wheo—po @I %@AD L oq A0 ALl
Ev<:>=IA9

3. o @arw o dd A —" oowsfid e8Wl o ) —
AL o3 A0

4. w' oD — bt 2% 4340 LWafidol e o
qA4°

5. NASIP-= »" o & o e Wafid o el ag A SXII
—IPs )" @ ok =3 A®

6. — 4L WindowsGroup — < SXII” Dm=~iok— 4
™= =3 A9 A i Pe oA

7. V00 v e L 4! eowafid o3 A0

oo AT e eq A K RO ml — b 2% {740

9. Ke hDwai £  AfWafido! 2o wqne

10. aKL  ega0 0 - (PAP, SPAP)— # V b «
we - ed o/ — —A==—HVE WP . @i =3 A°

SXIl—1 —P> o' fi | Challenge Authentication Protocol
(CHAP) Lo w> /s == ™3 5o

11. aKLel e eqa0 - g Vke s i d g0
. W'i°_7/ QETMO_77///_O7/7Z7LQ 1 _ s 3%
o=y M8 JAS [ —w' oD~ 9w — L =340

12. W Wafido? Pl o3 ASRADIUS— ' @1 % A 540

13.h=1 4 D=>»" @ &£ = o WafidoT el oqae

Yoo Tfi# Lol pe g0 Attribute — &

e r = =k =3 A Raritan:G{Admin}.
14.[OK] L. ' e oA

101



Ch 6: SX I

15.G{}— | SXll—. D oi ~Nef~idk— #81—  eh
Of ) — Admin=-i Dk Z2A°
A | bomme @ PP 4L e
Raritan:G{Admin}:D{1234567896} fe - 0 4 3 A | | #
1234567890 b mm= | P B« —V E— £A°
A | — Raitan:G{Admin}] SXIl —. 2>oci p=i k<
<oty redq 3+
A sx| — ¢hoi ) — Admin=-i dDk% [ =™3A°9
A SXIl— —*o2@m-idk| " om >* ym-i 2k
oKoTﬁL ™M= IJI|=IA9
A OWd s - @<t Dm-' o Nef ™| )
L #£%3A° RADIUS— D@% SXIl-= « ¥ @A —4
AvE-idKk— | /94 =0
rodasts o
16, —w'eod o/ w0t e op- 4
fer-qa°
%Nl 8w’ o) b mme nPkEalDk—0fi PO
ZNeff =—"D@mr=-¢ @A <L - =34  Windows
/A?_-él_ﬁ—'i_—f/'— OZ_JJ@I_IL'-goiL A//
¢hoi s —w'oddpgLp=mf_zs, —  Hsw'o)

[oke Tisodga sla ~mylood A #Ne
S e skehoi s —w' oo f4d ~ JfisL =59

DOf ™9

17.02f @%e=2, -V | <4 e3A°

18. Active Directory” dm—V E—. 2 oi o % - 2mKkK.
h.D—i-fB—'i—ﬁ'v?QE}/S $N9‘”lsL <=0 ©
t ™9 Windows 2000# DomainOJ P %t wm? © Kz 3 ) ~ Neg ®

/ <= IAS % Active Directory ~ td =™ et o0y ..
s ew' o D04 eV E D@K. hDwml > mm | i ALy
P # % A9

i
i

102 =i=Raritan.



;

Raritan.

Ch 6: SX I

SXIl £ IASRADIUS oo PL A fe 44
SXld IASRADIUISTD P& eV Er A = o~ |

1 — Radiuspd> P <ok "fiz — Radiusm> P 4
A e

1 Radius—wdJ 4L A

T IAS — IAS « ' wmn fi| - Ve de™ B °
e A o

- — IAS wmfi ®7 2o T fim ™Y o 4 o

ETM=|A9

JAS— % ~Neff  ~ )@ -/ =V H#]o ™y

Lofq 54

IASLooP # <A{>®

1. IASOOP#® «filu DI REI - % k. =' b — <
L L —>=|A9

2. Windows  —  Nej ™| Lot poegne
Ees:0cfi"0f 0dt wn' wmi =8/ == W fi AL
IE',:;|A9

4. wfi %Dk B Odf e—H ve « We « @l -8 [OK] &
-l E-@=|A9

5 L.l eccepomdr— - ™M3AS

AS=c¥s K ¢c" cJln—nwcys 0

Domain— « fi y. 2 ' oL L= s IASL —e@v k%

Active Directory - = « ¥ @A |fe ¥ e ) =3 A9

1. IASL | . e@ads > k. ~'p > 400 > wafi 9
DE e odf &°

2. wafi 2D E P od>f ® (Local)— # <« ' P« =8 [Active
Directory] — [Register Server] =3 A°
‘Active Directory - = ™= — | — Microsoft — URL £

=09 o0 p ™9

http.//support.microsoft.com/default.aspx ?scid=kb,emns, 321051

SXINLe! war fis— @ -3 A¢

1. wfi 2Dk B 03f ®%k8 RADIUS - ' wae fi ) — %
el Be o8/ o= <™ RADIUS- ' war fiJ & <3 A0

2. dda™ < SXll — IPs )7 @doimk =5 A0
Client-Vendor—». ek » »fi© ° 2 # RADIUS Sk ard &
=8 SXIll— < A ©d e U e Dok g A0

103



104

Ch 6: SX I

RADIUS — Cisco ACS 5.x

Cisco Access Control Server (ACS) SXllzawd J t 4 =™ Le

= — #A0°

SXIl % RADIUSEow> y A~ |8 SXll<s” bm — &

RADIUS— - A %Ne 5 A ®

Cisco ACS 5.xn > P4 o= ™ | ¢ SXIl- RADIUS &
~V -8 CiscoACS5xad Pz — & A Y% Ned 5

AN
: - ~/& a3 0f—-7 e0r t 44 Cisco—o #

o %flost > % z4d34° — s/ - -
~=™=[¢6Cisco—y 7 e i L o=900;s ™9

T AAA ¢ wmr fi ) S «=— SXII— ()- [Network
Resources]{ e J : 2 « ' 52 @®)8 [Network Device Group]¥ P |

D+ ¢ P=m® ~i Dk )8 [Network Device and AAA Clients]{ e
J 1D e ¢Pam®< AAA « ' mmr fiJ ) — -~

T " >m— / ( ) - [Network Resourcesl{ e J @ D « s
D ®)8 [Users and Identity Stores]'(D @ ®J) = < ID ®J) = )8
[Internal Idertity Stores] ( ID ) = )8 [Users]{ D@) — -~

T CHAPK. s «id ~Afenois £eps:2c -t e
— (0o k o T fi)- [Policies] (v' - D )8 [Access Services]s( - ¥

® 0D f eo)8[Default Network Access|€ h ¢ 1 J £ pBJ: D e =
-¢{®)— r

9 = -ved A wiod i0i — ()- [Policy
Elements]v\ri ° D )8 [Authorization and Permissions] (<

)8 [Network Access]€£ ¢ J : D« = <« & @®)8 [Authorization
Profiles] ( Ke NOwaml ) — -~
A [Dictionary Type] @ © =« > " 7' o mmk ): RADIUSIETF
A [RADIUS Attribute] (RADIUS ): Filter-1D
A [Attribute Type] ( o wmk ): String

A [Attribute Value] ( ):Raritan:G{Serial_Admin} | | #
Serial_Admin| SXIl—. > o i # tdvaiok— %
A e < % tdga
9 %eo i ( )- ( )- [Policy Elements]' - 2
)8 [Session Conditions]{ ¢ o ' fi )8 [Date and Time] ()
T £eJj:2c«cfo® w od— |/ ()- [Access
Policies] ¢ « ¥ ® w' o 2 )8[Access Services]« - ¥ ® ODJf ®)
[Default Network Access]l€ h ¢ i1 J £ pPJ:De = « % @)8

[Authorization] ( )— -~

i

Raritan.



;

Ch 6: SX I

RADIUS

SX1l | s — RADIUS 4 RADIUSODO P~ o3 A0
4D A

«w © wfi

Access Request(1)

NAS Port- Type (61) EprPJ:Dew — | VIRTUAL (5)

NAS IP- Address (4) SXIIl— IP= )" @

User Name (1) v = i # Ve om

Acct- SessionlD (44)

User Password(2):

Accounting Request(4)

Acct- Status (40)
NAS Port- Type (61)
NAS Port (5)

NAS IP- Address (4)
User Name (1)

Acct- SessionlD (44)

«w o pJ

Accounting Request(4)

Acct- Status (40)
NAS Port- Type (61)
NAS Port (5)

NAS IP- Address (4)
User Name (1)

Acct- SessionlD (44)

Raritan.

s o pfivofia—3po Tfi ID

14 VR @ 2

Start(1)- = o »fiwe fi=d A

£EPJ:Dd« — | VIRTUAL(5)
- 0

SXIl— IP= )" ®

Locwfi 1 gV Om

s o pfivo fia—3po T fi ID

Stop(2)- = < »fi wo fi =4 A
Eepl:Dde — | VIRTUAL (5)
- 0

SXIl— IP= »" o

w o il # 14V 0w

s opfivefia—%eo T fi ID

105



Ch 6: SX I

TACACS+ 4L A
‘TACACS+ooPL  A{ ~/so>P —">@--i>5k—4
02y res | SXIz vV aiok— L Fzmf=s5zn0
TACACS+o 2 P4 A4 ~ [ ¢ dominionsx service: A =%
ZA9, —Od)f €— Z—"DJ@-=-i3k— | SXx1I £ =V
~idk— L LFmf=s5zNo, —gOof e— ZF—" D@-5
- PPe Roedis[i—="D@—z ¢t smm PP~
L 79
Terminal Access Controller Acces€ontrol System Plus (TACACS+E. D
o — - SXlII" 2@m— - el <%#%yAC
1. * >m - Lol poo=s —as ed %
qA4°
2. [TACACS+]' @o Wafid.o! po o=80> o— [TACACSH ¥
co Tfid - oqAv

/—%eo Tfie eqA°/eofordp ¥ecTfi-Ze

b D $-I P o = @ﬁAQ

3. k' wm | D — TACACS+— #° TACACS+OdP— IP= 5~
o =/ 4% % - e WwWdJ ehoiy#49
Ly d-d 1Py @swO U —hedi ) ok =3 A8

4. T esRedioc  egatadsesl 4y
L—hediy| < TACACS+odyPs<— — —vV &k
- A0

5. 9 | # td s ool | 1 #A%S -
0= % %3 A°

6. | —clmmt = > |8 SXI % — LA -
TACACS+od P¥%lf— 4 = £A°

7. ¢hoi - | 3 #zA°
14 |8 SXIl % TACACS+Od Pr = L
A9

8 Lope.sek— TACACStOO PL [=mfca  —
TACACS+hedi»-L 9 L oqps

106 e

=Raritan.

{



=E=Raritan.
Dominion®™ 5X I

Time & Seasion:
June 30, 2015 19:06:49

User: admin

State: 66 min idle

YWour IP; 182.168.32.21

Last Login: Jun 30, 2015 16:35:16

Device Information:

Device Name: SX2

IP Address:
182.168.60.137

Firrmware: 2.0.0.1.780

Device Model: DSX2-43

Metwork- LAM1 LAN2

Powerin1: on

Powerin2: on

Port States:

1 Port up

4T Ports: down
45 Ports: idie

Connected Users:

admin (182.168.32.21)
B8 min idle

admin (192.165 .60.40)
70852 min idle

Online Help

Favorite Devices:

Ch 6: SX I

9. [OK]L.' ¢ o3 A9 TACACS+ %

rodgAc°

Homa = Usar Management = Authentication Setongs

Authentication Settings

™ Local Authentication
y LDAP

(") RADIUS
®) TACACS+

» LDAP

—

= RADIUS

v TACACS+

Primary TACAC 5+ Server

Shared Secret

Part
a

|

Timeout (in seconds)
1

Retries
3

Secondary TACAC S+ Server

Shared Secret

Port
43

Timeout [in seconds)
1

Retries
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4L - =V D@mr- =| =3 A°
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1 Microsoft Y |f— = # ™=8 ) Quafi . D 0P =i dK# |
po® dD@m=owfisd e, 0PI aiokd Ay
¥%Ne 5 A °

“om eidk 4 RADIUS £ A
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V22 «fi 501 %[k TFTP Nef| ™| USB ev= eed A4
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b= | Nov— sxile o LeHoA{-~ =3 A°
1L e~ |ssxud A ©- K. hDws &£  <3A0
ooikJ—

config

localport

config enable false

Script Result Example

config

Config > localport

Config > LocalPort > config enable false
Local port configuration successful.
Config > LocalPort >

LN Owi 4 o/ o=/ 44 - AV Er — =N

_” TM| L J'EOooiTM_

f / —hOwa &£ TFTPOD P~ 4 DSX2_SERIAL.autoscript
# 3 A% <™SXI¥% k=K>Js« ekAq<®DHCP~

P| SXIl- TFTPO2P— IP= »" el H3A°

™ VE % d{<e TFTPOdP% hOwi % |9
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e L Ne{ 3 3 +°
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A DHCP next server (siaddr)

A TFTP server address (option66) %  t 4 { <1 —ok-
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/ —hOwmi &£ USBO®Y: £« - 3 A% L —N 0w
- 74 A - el sHERHRTASC

Auto Script Configuration

Script File Name: DSX2_QX94C00004 . autoscript

D Enable Automatic Script Configuration via USB Stick

E] Enable Automatic Script Configuration via TFTP

hO i 4 fes e SXllmrs c¥ @@= dLogpo

¢Pem® Y| AL A0
- k! teo Tfie 1l —@el kJ— %!

o id=mmas g

USB @vy=te — @c' ko L A

USB @v o p <4 8/ 4L sxi— Ne ™| — USB

W)J - = q3A° usBev: red RO i —v

L A 11 —"USBev- reod RO i —V
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we - el o340
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3. [OK]J—L'iE-aESQ-ikjé @=|A9 _(DE)§3©
Y%/ —dd or 193740

=& Raritan
==Rari - | Port Access | Power | User Management [ig¥ice Seffings|| Security | Maintenance | Diagnostics | Heip |

Dominion® 5X I

Home > Device Settings > Auto Seript Configuration

Time & Session: .
July 12, 2015 19:53:34 Operation completed successfully.

User: admin
State: active Auto Script Configuration
Your IP: 192.166.32.20

Last Login: Jul D8, 2015 08:18:22 Script File Name: DSX2_QX94C00004.autoscript

Device Information: _h E Enable Automatic Script Configuration via USB Stick
Device Name: 5X2

e fgzd.l;eas;ém 37 D Enable Automatic Script Configuration via TFTP
Firmware: 2.0.0.1.780

Device Model: DSX2-43 TFTP Auto Script Settings

MNetwork: LAN1 LANZ

P in1:

P Last Time Script Exceuted:

# Execute Script Only Once.

Port States:

1 Port: up Execute Script On Every Bootup If Script Has Changed.
47 Ports: down

43 Poris: idle

s Retrieve TFTP IP Address via DHCP.

Connected Users: S5et TFTP IP Address Manually

admin (192.165.32.20)

- TFTP Server IP Address/Host Name
active

admin (152.165.60.40) {
88179 min idle
Online Help — [Reset To Defaults | [ Cancel |
Favorite Devices:
» TFTPod>P — @' k! L A
TFTP - — °- ' k! L A —-wve-we. ok
<:>=1 AQ
. TFTP — o-' k. teo "fie rodgAc
3./— ze-'kiwn [=m™] L Jga-
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A e-"ki% A FKDIsckE td 34 -
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Raritan.

Time & Session:
July 12, 2015 19:58:35

User: admin

State: acfive

Your IP: 192.168.32.20

Last Login: Jul 03, 2015 09:15:22

Device Information:
Device Name: SX2
IF Address:
192.168.60.137
Firmware: 2.0.0.1.780
Device Model: DSX2-48
Network: LAN1 LAN2
Powerlni: on
Powerln2: on

Port States:

1 Port: up

47 Poris: down
43 Poris: idle

Connected Users:

admin (192.168.32.20)
active

admin (192.168.60.40)
85184 min idle

Online Help

Favorite Devices:

Er
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USB @v- pod

USB @v o
1.
2.

Ch 6: SX I

A DHCP £ TFTP— IP= )" e -3 A - 144 e
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S I
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iy IPey” el =3 A

OK] L.t p e oqAe

[ort Access] Power] User Managorment JSRRIBRSHRR Sccurty [ Maintorance| Dagnostcs v |

Home = Device Settings > Auto Script Configuration
——

—

Auto Script Configuration

Script File Name: D5SX2_QX94C00004.autoscript

D Enable Automatic Script Configuration via USB Stick

E Enable Automatic Script Configuration via TFTP
[TFTP Auto Scrpt Sefings |
Last Time Script Executed:

O Execute Script Only Once.

. Execute Script On Every Bootup If Script Has Changed.

(O] Retrieve TFTP IP Address via DHCP.
O Set TFTP IP Address Manually

TFTP Server IP Address/Host Name

|
— [Reset To Defaults | [ Cancel |

hOwd —V k- A
R
USBevs p .’
Yo—h O mai 2

=3 A -

- fi)vefir E 534

4L 1automatic_config < =qA90

credential P VRO i 4 3A /4| sSXil—" >m
<sR@: d» L FzmaaA —ofiae. @ ™gA -
username=<user name>
password=<password>
2 To@meor FAY " zi—"Do@m[/s—- £

el < %E % SF
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6. — —hOw %N =3 A
<Device_Type>_<Serial_ Number_Of Device>_result.txt °
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DSX2_QVY4C00007.autoscript
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* L
Do
Time & Session:
May 20, 2015 07-08:08
User: admin
State: 1 min idle

Your IP: 182.183.32.162
Last Login: May 19, 2015 10:47:17

Device Information:
Device Name sx2
IP Address:
182.165.60.137
Firmmware: 2.0.0.1.760

Powerin2: an

Port 5tates:

2 Puarts: up

46 Ports: down
48 Ports: idle

Connected Users:
admin (192.168.32.162)
1 min idle
admin (192.168.60.40)
11083 min idle

Online Help

Favorite Devices:

=& Raritan.

Ch 6: SX I

P20 (fisdl Yhlfe Pume® Ly¥es A

SSH = ¢ ¥ e oko Tfi
SSH| ¢ hoi J #
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wd s 1
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¢ Pem® a 214p. e

1. ¢ P um® > ¢ P um® 4 =+ Pam® 0df ® dD o
Y%6q A °

2. SSH—= -t el r~A{uve.we. ol = SSHw)>
;AL QﬂAg[OK]L-' Pe o= 3 A°

enance [ Diag

Home = Davica Satings = Devica Sandces

Enable TELNET Access
TELMET Port

( Enable 55H Access

i

HTTFP Port =

3

5 Pol

Discovery Port ™

SNMP Agent Configuration

=
i

O Enable SNMP Dasmon
Systemn Name System Contact System Location

8

i/ Enable SHMP w1hvae;

Community Community Ty
Read-Only

Enable SHMFP v3 Use Auth Passphrase
Security Name Auth Protocal Auth Passphrase Privacy Protocol  Privacy Passphrase
MDS I\I:ur= :

Link to SNMP Trap Configuration
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Telnetd (oko THfi)

Telnet | ¢« " ws% 08° D@ 8Re@: d»e%|dla==—
st heee%n % W

Telnet | S t 4 %Nef 3 A © t 4
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3. Telnet= - ¥ @dd ~A{umve.we. od < Telnet
—wd s & eg A9 [OK] L. po o= g A°
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Time & Session:

R E——
Uisar admin

Stave: 232 min idle @ Enable TELNET Access

Your IF- 102.168.32 162

Last Lagin: May 20, 2015 07-03:18 ( T?Egl- NET Port

Devies Infarmation:

Divice Name: 2 554 Port
IF Address El

16216860137
Frmware: 200 1.782 HTTP Port *
Dievice Madat [XSX2-42 |;:|
Network: LANT LANZ '
Fowerin: on HTTPS Port *
Powerin2: ca [ ]

Discavery Port *

Part States [5000
2 Ports: up
48 Ports: down
43 Parts: e SMMP Agent Configuration
Conmecied Users: [] Enable SHMP Daema

System Hame System Contact System Locabon
=02

o Enable SNMP viivZe:

Ceenmunity Commisity T
Grline Help [Feead Gy [+

Enable SNMP v3 Use Auth Passphrase
Favarite Devies: Security Hame Auth Protocol__ Auth Passphrase  Privacy Protocal _ Privacy Passphrase
Enabie 05 = [iiene =]

Link to SHMF Trap Configueation

Direct Port Access
& Emable Direct Port Access.
b, | Enabie Direct Port Access wia URL

& Enable Direct Port Access wia Usemame for S5HTelnet
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Dominion® 5X I

Time & Session:
July 07, 2015 07:38:10

User: admin

State: 1 min idle

Your IP: 182.168.32.21

Last Login: Jul O7, 2015 06:15:21

Device Infermation:

Device Name: SX2

IP Address:
102.188.80.137

Firmware: 2.0.0.1.780

Device Model: DSX2-48

Metwork: LAN1 LANZ

Powerin1: on

Powerin2: on

Port States:

1 Port: up

4T Ports: dovwn
4% Ports: idle

Connected Users:

admin (182.168.32.22)
1 min idle

admin (182.168.60.40)
20244 min idle

Online Help

Favorite Devices:

Ch 6: SX I

HTTP < HTTPS w2 ) -

%N resSxllig ™ HTTP < Ne| ™| HTTPSw> s 4 -
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= ™MD JL @=|A9

3. OK]L.i pewqAe

e Mangement OBHEBISRRRRRR] oy | Wainterance | Dizgnosi] o]

Home » Devics Settings = Device Services

[7] Enable TELNET Access
TELNET Port

Enable 55H Access

§5H Port

HTTF Fort*

HTTPS Port *
Discovery Port *

SNMP Agent Configuration

O Enable SNMP Daemon

System Name
Sx2

System Contact System Location

] Enable SNMP vifvic;

Community Community Type

lREad-DnIy .

Enable SNMP v3 Use Auth Passphrase

Security Name Auth Protocaol
|u| D5 -

Link to SNMP Trap Configuration

Auth Passphrase Privacy Protocol Privacy Passphrase
None
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TCP wosd A
SX Il — | @ 6 1=— TCPwDJ # 4 3A4°

‘hOiJ$|WDJ 5000 ~ ¢JI|ETM=IA?/88 80 < 443 #
N r8>— TCPwd & A e o= Lygg ™y s b
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~Vehoiy —wd L A L -a

%Ne| 5 A ®
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TCP wos | teou fi i Ne| ™| v fi)! amfimm

fiah v @ (CL)|F A{ ! <%#%g0° CLI &£ ™/

Pum® a 214p. e °

1. ¢ Pum® — ¢Pumondyf © 4L =3 A°¢ Pum® OO
f ©dD 0% %3 A°

2. w o 4 =g A°

3. OK|L.f pe g

e Mangement OBHEBISRRRRRR] oy | Wainterance | Dizgnosi] o]

Home » Devics Settings = Device Services

Time & Session:
July 07, 2015 07:38:10

User: admin

State: 1 min idle

Your IP: 182.168.32.21

Last Login: Jul O7, 2015 06:15:21

Device Infermation:

Device Name: SX2

IP Address:
102.188.80.137

Firmware: 2.0.0.1.780

Device Model: DSX2-48

Metwork: LAN1 LANZ

Powerin1: on

Powerin2: on

Port States:

1 Port: up

4T Ports: dovwn
4% Ports: idle

Connected Users:

admin (182.168.32.22)
1 min idle

admin (182.168.60.40)
20244 min idle

Online Help

Favorite Devices:

118

[7] Enable TELNET Access

TELNET Port
3

Enable 55H Access

i

§5H Port

]

TTF Port*

HTTPS Port *

Discovery Port*

SNMP Agent Configuration

O Enable SNMP Daemon

T

System Name System Contact System Location
Sx2

] Enable SNMP vifvic;

Community Community Type
lREad-DnIy .
Enable SNMP v3 Use Auth Passphrase
Security Name Auth Protocol Auth Passphrase Privacy Protocol  Privacy Passphrase

|u| D5 - | None -
Link to SNMP Trap Configuration
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Direct Port Access

|z| Enable Direct Port Access
@ Enable Direct Port Access via URL

D Enable Direct Port Access via Username for 55HTelnet
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Direct Port Access

E Enable Direct Port Access *‘—

D Enable Direct Port Access via URL

D Enable Direct Port Access via Username for S5HiTelnet
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Direct Port Access

@ Enable Direct Port Access
D Enable Direct Port Access via URL

@ Enable Direct Port Access via Ugsername for 55HiTelnet
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Favorke Dervers.
[Enaie] b
i i J
iduRhe2i 2% 1dlgAc0
' L] L] Die D
2 Home = Devios S2tings = S1atc Routes = Raute
Time & Session:
E:::T;.L%J:iﬁ?:% 12:55:43 fLant
Destination:
Device Information: l:l
Dewvice Name: SX2 Mask:
IP Address:
162.168,80.17 I
Firrware: 2.0.0.1.780
Dewice: Modet DSX2-43 Gateway:
—— —
Powerinl: on
Powerin2: on MTU:
P;gm Flags:
it e
Connected Users:
admin (192.183.55.13)
aumm(igz.me.m.w}
41737 min idle
Online Help
Favorite Devices:
!
3. wafi 20 VD) @h=a2i by —s. ek brfioa d%| -
v mlL_ I 3 A°
A LAN1 = eth0
A LAN2 =ethl
4. IP= »" @2 OKEPJ YV @« < - %1 V &) —92
I P Amm® Y @B/ <=9, b dmmhodi sl =3 A
5 [MTU h=2i ) r T ael MTU) P s 2 -3
A °
6. Pumfi b Phodi y -y —i 23,4 §g=— —Vv E—TCP »
=fi ) > Ommitdt P ) % 3 A°
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Pacol ekbopfioa” D% D) — o mkd =3 A0
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Syslog 4L A
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Syslogo > P r A L—zAe
1. ¢ Pum® — -z fi 4L ©q A2 wz fi -
ad> o% %3 A°
2. Syslogh ¢ : D e o fi ~d -A =81 .3, Syslog
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Time & Session:
July D8, 2015 12:40:50

User. admin

State: active

Your IP: 102.188.55.14

Last Login: Jul 07, 2015 10:55:38

Device Information:

Device Nama: SX2

IP Address:
102.168.80.137

Firmware: 2.0.0.1.780

Device Model: DSX2-48

Metwork: LAN1 LANZ

Powerln1: on

Powerin2: on

Port States:

1 Port: up

AT Ports: down
48 Ports: idle

Conmnected Users:

admin {102.168.55.14)
active

admin {102.163.60.40)
£1925 min idle

Online Help

Favorite Devices:

4.

[OK]£'iE'@=|A9

Home * Device Seftings = Event Management - Settings

——

D 5NMF Logging Enabled
Link to SNMF Apgent Configuration
Click here to view the Dominion SX2 SNMP MIE

SNMP viiv2c Trap Enabled

SNMP Traps Configuration

SMMP w3 Trap Enabled

W] Enable Syslog Forwarding
IP Address/Host Name

\ [192.183.80.137 |

Sys Log Configuration

E| SMTF Logging Enabled

O itemail@raritan.com

SMTFP Configuration
Email Subscribers

O raritanemail@raritan.com

O dev@raritan.com

MNew Email Subseriber Address

Link to SMTP server configuration

qPv6 e v @Z [ v e 80  #£A4°

T 1— LT se,na{-]ado ~Nfehoisrt5e
JA.”L-'EJ'Q:‘AQ

P20 (fisdi < LA

/I — as ok =8 SXIll— < 4L =g A°
1 = | 2 qNq54:

1 # < LA

1 < Lt Py De Yummt ko J i (NTPODPS<
A

> < 4L A~ | - M3 A

¢ Pumo -> | & =3A° [/ — ddo
Yo Y%q A°

2. dmmt 0fide kb pfi | @ Yol 0 cmmr oD fid
@:‘Ag

3. - 4 e~|-= — Hve-We. edofi
r@:‘Ag
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Dominion® 5X

Time & Session:
June 30, 2015 14:42:34

User. admin
State: active
Your IP: 182.168.32.20

Last Login: Jun 30, 2015 09:37:12

Device Information:
Device Name: 5X2
IP Address:
102.1688.80.137
Firmware: 2.0.0.1.780
Device Model: DEX3-48
Network: LAN1 LAM2
Powerin1: on
PowerinZ: on

Port States:

1 Port: up

47 Ports: down
48 Ports: idle

Connectad Users:

admin {102.168.32.20)
active

admin {102_163.60.40)
70528 min idle

Online Help

Favorite Devices:

=& Raritan.
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34°
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o T fi >

£ FJ:D2e0d)0—t s 0- # [DHCPI% 14 =
my s NTPOOP IP= " @/ ¢ehoi s # ] DHCPOOD
P % [t ~ 1334 °NTPOOP IP- s oL 2
A4~/ ¢ DHCP 4 ~Afrwe e Wre @tofir o349

OKJ—L-i E-@HAQ

UserWanagement [BBRBEISBHRGR] Securiy | Waintenance | Diagnostcs| Heip

Home * Device Seftings > Date/Time Settings

Date/Time Settings

Time Zone

I(GMT -05:00) US Eastern

& Adjust for daylight savings time

O User Specified Time

Date (Month, Day. Year)
[June 20 . 2015

Time (Hour, Minute)
14 e |38 {hhzmm:ss)}

® Synchronize with NTP Server

Primary Time Server
Secondary Time Server
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V220 «fisdi % SNMP €@ evfis— LAl

SNMP ~ ~VePmmo| @2 0ViiJ< d30°/4 —o
> = | Management Information Base (MIB) ¢ 4| & ¢ Pum®|/ —
¢>ad SNMPv £D @' - =3 A°SXIl— MIB — -= ™
= | 8g SXII— MIB — a 132. — " Viewing the SX Il MIB eo
1L

=0 00} ™9

SX1l'| #SNMP vl/v2cd v3— SNMP. ~dowd s -5 A 9SNMP.

~% ~of =™ | 8 SNMPvinv2cz8 oe ¥D @ 2|4
Ko J o % 143 A9SNMPV3| SNMP—§ «* ' yo d
VLbl—#Nfe~ Dm *R®: DJ) 2N Ak
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== Raritan
== : [Port Access | Power] User Manapement [ IEWISBISERINgE] Security | Maintenance | Diagnostics [ Help |

Dominion® SX I

Hame = Devics Sattings = Device Senices

Time & Session:
July 07, 2015 08:25:00

User: admin

State: 47 min idle

Your |P: 102.168.32.21

Last Login: Jul 07, 2045 06:15:21

73| Enable TELNET Access

TELNET Port

=
i}

R#| Enable 55H Access
Device Infermation:

Device Name: 5X2 55H Port
IP Address: a2
102.188.80.137

T

Firmware: 2.0.0.1.780 TTP Port®
Device Model: DSX2-48
Metwork: LAN1 LAN2

Powerin1: on HTTPS Port *

Powerin2: on

=
ey
bl

Discovery Port *

Port States:

1 Port: up

4T Ports: dovn

45 Ports: idle SNMP Agent Configuration \

Connected Users: Enable SMNMP Daemon

adT_in (1 D_lé-lLBS-SZ 22) stem Name stem Contact stem Location
i man » -
admin (192.168.60.40) sx2 Admin o
20290 min idie & Enable SHMP vifvic;
C i C ity Type
Online Help private IREad-Wrile [+
v Enable SMMP v3 vj| Use Auth Passphrase

Favorite Devices:

Security Name Auth Protocol Auth Passphrase Privacy Protocol Privacy Passphrase
AutUizer iz ] ]

\tink to SNMP Trap Configuration j

1. [Device Settings¢ P wm® )] > [Device Service P mm® O D f
@) L. e -5 A°[Device ServiceX P==® 0D} ®)] A ©

Yo Y89 A°
2. SNMP#¢ D : fi—# ve « We « @i o SNMP ¥ « o " fid
“3 A°
3. MIB-ll- @+ ~id2k oKovelr — SNMP <2 © ¥fi
J 4L *:>=|A9
A o evr - SNMP €2 © vfi | — [¢ P um®
A o @vr «fiaey - - A

Ao @vr . 2o Tfi - —
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4. SNMP viiv2cdt ~A{ 3V | SNMPv3L AL A

| %es - 4 30 oosl 1=—0oko"fid
A %Nef 3 49 ] == 0wy ™
5. SNMPviN2c — —h=2i )~ 3A ( o )

A «F° gwa - —«F Awo

A Community Type «F* sws D@~ g o 3V |
'|'| ‘78 —--§0£
SNMP ¢« F* gva <[ 8 SNMPL =™ < ov

20 "fis Af-idk—1sEL® — L 44—

- L3A4%F° gve [=iokd AfvE- 14

349 SNMP¢ Pum®7 vV | 43 O Vi) [ — SNMP« F* 5

Yo r- az_TM%/ 3/6’/\/_#7A9

6. SNMPv3 — —h=2i )~ 3D ( o )

A 0 | 8 Reh™ > x— & <34 -
Roeh™ 2 s<k' mmPcDR®h™ D5~ dROh"™ D =
Lom ooz fmperad |0k ik
<:>=IA9

A ve T va -SNMP oVfiss A «fiveva
— 2@ 3V |Odf e = »fi (32 )

A K. J ¢ ) SNMPV3 <2 ©VfiJ # t 44 MD5 5
V| SHA K. J «i o

A Reh™ 2> u - SNMPV3 <€D oVfiJ +—= « ¢ @r
o0 Reh™ D i (64 )

AK' eaPod ke J ¢l - - 9= PDU4 «five el
¢ 3 — - t44 AESs V| DESs= i »' wmr o

A k' eaPod RON™ D5 - k' waPod ku s ¢ =i
T o e TR Y T td4{Reh" >« (64 )

-8 SNMP. ' pkd  o3A° 1| =z fi - dce

¢ ¢ Pum® 0D f ©— (D O— - Ne| SNMPL ' ek F
—fiedot poafisE o< ¥ @FEKyAC SNMP
ek — L1~ SNMP: ' ek — %N g3A°3V SXII
SNMPy ' ek —' @1 #| SXIl—  #%] SNMP. ' ek —'
® %N 5 A°
SNMPs ' ek A{ < ki 1 d{-mzfis|® [Event
Management Destinations) mz fi J - ) dd o% t 4
3 A ° g [Event Management Destinations] mz fi J - ) —
o it o= 00§ ™9
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202

A\Y

«fi 801 % SNMP J ! ek

2

Simple Network Management Protocol (SNM|P}H=_ PJ: D« L
“8EPJ:Dc ¢Pwm®s/ — & AV E—K. i #AO
SNMP | —te D0« 2. ek Nef ™| L

L egbcu— | =N ™ - % A<

Loaf—r ™Hqac

SNMP ~ cVePam®| 8 20OV [d8/ —¢Pamo—
¢ D a4 Management Information Bases (MIB) =8 SNMP. ' Pk
- @:I Ag

SNMP €2 ©VvfiJ | 8 SXIl— ¢ Pum® 0D f ® 0D 0% t 4
3A° SNMP €2 @ vfi J — a 1260. —"1 20, «fi 531

% [F SNMP <45 o vii / —
vfi J —
the SXII MIB

£ e L1#| SNMP«2 ©
%N 8 3V SXUIMIBL 4 o 132p. —" Viewing
e 2| SXIl—=MBL { v E—  %NdgAc°

A fi J .[Link to SNMP Agent Configuration] (SNMRa> © v fi
« ) fi-L

T f

7L_

> 0% ¢ Pum

A%/Sg-Zﬁ/

eo>y @ dd>o-A <o Z %749
SNMPJ ' ek | 8 wmz fi ) - an o# 14340
SXIl — SNMP. ' ek & - o3 A0
st ek
automaticScriptConfiguration ¢ P mm® % L 43 =V
configBackup ¢ Pum® | PEescekidg oV
configRestore ¢ Pem® | tdg Ve
deviceUpdateFailed ¢ P am®— - eq =V 9
deviceUpgradeCompleted RFPh O mmi 4 =V SXIl —= pkeDd.J % =3 =V ?°
deviceUpgradeStarted RFPh O mmi 4 =V SXIl —= ekeds% 143 Vo
ethernetFailover R L % LfVvisd o340
factoryReset ¢ P 0% —ehoi st vestdg eve

firmwareFileDiscarded
firmwareUpdateFailed
firmwareValidationFailed
groupAdded
groupDeleted
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hODF P Ve ROwa % t43 <V°

hodr pvwed  #9g 5z ovo

h,l:‘:)l' > Ve — - =3 4:7\/9
~i Dk % SXIl - @vF - tdlg =vo
‘iDK%OQVI—J/sIf i4||=|«:\/9
o — " —u @
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st ek
groupModified
ipConflictDetected
ipConflictResolved

networkFailure

networkParameterChanged

networkParameterChangedv?2

passwordSettingsChanged
pduConnected
pduDisconnected
portConnect

portConnectv2

portConnectionDenied
portDisconnect

portDisconnectv2

portStatusChange
powerNotification
powerOutletNotification
rebootCompleted

rebootStarted

securityBannerAction
securityBannerChanged
securityViolation
setDateTime
setFIPSMode

startCCManagement

Raritan.
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~i Dk ¥ $J||=|=>\/9
Psb»” @— % 1493 <V
P=)" = % td3 <v°
— Ethernet mmfi 21h v2 ®3%E 2 J @ D - Z # %0
2093 =V°
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cR®@ J2)— % td3geve
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A4ek¥%SXI%E 143 Ve
td Vv dmwmE e T fid eq eV o
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)b ek
stopCCManagement
sxPortAlert
userAdded

userAuthenticationFailure

userDisconnectedFromPort

userConnectionLost
userDeleted
userForcedLogout
userLogin
userLogout
userModified

userPasswordChanged

userSessionTimeout

userUploadedCertificate

Time & Session:
July 07, 2015 12:01:27

Usar: admin

State: 13 min idle

Yeur IF:; 192.108.32.21

Last Login- Jul 07, 2015 0700:38

Device Information:

Device Name: 5X2

IP Address:
162.188.80.137

Firmware: 2.0.0.1.760

Device Model: DENI-4E

Netwark: LAN1T LANZ

Powerin1: on

Powerin2: an

Port States:

1 Post: up

47 Pans: down
4% Ponts: idle

Connected Users:

admin (102 168.32 21)
13 miin idle

admia (102.163 80.40)
50508 min idie

Online Help

Favorite Devices:

¢+ P am®% Comms< Center — Yol td 3 <vo
/—wdi ) ed% 1 | v
To@® Yo @Yk - tdg Ve

0”@ V| /B R@ 2 #F—r = i % Neq

3 =V e

a

dEm¥%aAd e e WO —' @ %l tdlg oV

Ne|* dm—= «wo K 520 " fi%e aq =V o
To@m = oopfil W IJ||=| = 9
_.:)| l_||'J-E . = >J¢4||:I©\/9

. ® mmfl =8

“o@¥% SXI 4 tdg «ve

To@¥% SXI W . oaw oy oeg oV O

@ sopfil % tdg Vo

¢ P am®— ™[4 Yo"
zfiJ % =3 A°

DE—R® 2% 1<t —u

Nef “ D@—= cvo K #ec " fi %5 o mat = »J ~ |} -
3 =V

* >®m¥% SSL Le bKke D) o5 =V e

Homne > Device Senings > Event Management - Settngs
———

——

smap Traps Configuration

[7i SNMF Logging Enabled (=] SMMP viivZe Trap Enabled =] SNMF v3 Trap Enabled

[= SNMP viivZ Trap

Destination IP/Ho stnamePort # Community
127.001 162 public

162 public

182 public

182 public

182 ublic

SHMF v3 Trap
Engine I0; 8000352003000d5d000265

Destination IP/HostnamePort # Security Name Awth Protocol Auth Passphrase Privacy Protocol _Privacy Passphrase
127002 162 Admin MD3 W essess Nome ~

A [EH ) JFione [v]

182 [ES ] JFone [~]

162 [ ] [Fere 2

162 MD3 L] annn =3

Link to SNMP Agent Configuration
\Em heere i view the Dominicn SX2 SNMF MIB

SysLog Configuration

[] Enable Sysiog Forwarding

IP Address/Host Mame
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Viewing the SX Il MIB

1. ¢ Pum® ¢ Pum® ) — [Event Management Settings] @m
z fi J - ) 4 <3 A ° [Event Management Settings] (e
z fil - )dd> ©% %3 A°

2. 1A e o= sSNMPMBE AT fieLT Bl o
3A°K' »@ pofid) bz MBHhODwi % %3 A°

- fi - AL
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Kk % 14 308° 1 —wmzfi | syslogNef ™| . -r 1

14+ < %Nef 300

—Z i) </ —wmz fil— Y |k | =z i - a

> of £ %3 A9

SNMP Syslogs SNMP— | -z fi - ds ez :
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vart Managemsent - Destinations

Note: SNMP traps will oy be gendrated i e “SNMP Logging Enabied™ opnon it checked. Sysieg events will anfy be generated if the “Enable Sysiog Forwarding” aption (s chechec, Event destination setnngs can be feund an the
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