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CSO03 Certification - DSX2-16 and
DSX2-48

To avoid potentially fatal shock hazard and possible damage to Raritan
equipment:

e Do not use a 2-wire power cord in any product configuration.

e Test AC outlets at your computer and monitor for proper polarity and
grounding.

e Use only with grounded outlets at both the computer and monitor.

e When using a backup UPS, power the computer, monitor and
appliance off the supply.

NOTICE: This equipment meets the applicable Industry Canada
Terminal Equipment Technical Specifications. This is confirmed by the
registration number. The abbreviation IC, before the registration number,
signifies that registration was performed based on a Declaration of
Conformity, indicating that Industry Canada technical specifications were
met. It does not imply that Industry Canada approved the equipment.

NOTICE: The Ringer Equivalence Number (REN) for this terminal
equipment is 01. The REN assigned to each terminal equipment
provides an indication of the maximum number of terminals allowed to be
connected to a telephone interface. The termination on an interface may
consist of any combination of devices subject only to the requirement
that the sum of the Ringer Equivalence Numbers of all the devices does
not exceed five.

AVIS : Le présent matériel est conforme aux spécifications techniques
d’Industrie Canadaapplicables au matériel terminal. Cette conformité est
confirmée par le numérod'enregistrement. Le sigle IC, placé devant le
numéro d'enregistrement, signifie quel’enregistrement s’est effectué
conformément a une déclaration de conformité et indique queles
spécifications techniques d'Industrie Canada ont été respectées. Il
n’'implique pasqu’lndustrie Canada a approuvé le matériel.

AVIS : L'indice d'équivalence de la sonnerie (IES) du présent matériel
est de 01. L'I[ESassigné a chaque dispositif terminal indique le nombre
maximal de terminaux qui peuvent étreraccordés a une interface
téléphonique. La terminaison d'une interface peut consister en
unecombinaison quelconque de dispositifs, a la seule condition que la
somme d'indicesd'équivalence de la sonnerie de tous les dispositifs
n'excede pas 5.

vii






Chapter 1 Features and Benefits

Next-Generation Console Server

The Dominion SX Il is Raritan's next-generation Serial Console

Raritan's Next-Generation Serial  server (also known as Terminal Server) that provides IT and network

Console Server administrators secure IP access and control of serial devices,
anytime, anywhere.  The new SX Il is the most powerful, secure,
reliable, easy-to-use and manageable serial-over-IP console server
on the market.  SX Il provides convenient and productive access to
networking devices, servers, PDUs, telecommunications and other
serial devices.

. For over ten years, thousands of customers have relied on the first
Ten Years of Serial Console generation Dominion SX for access and control of hundreds of
Experience thousands of serial devices, representing over 500 million hours of
total operation. The SX Il builds upon that experience with a wide
range of advancements and innovations.

o Starting with a powerful, Dominion hardware platform providing
Dominion Platform, User performance, reliability and security, the SX Il includes virtually all the
Interface and Management Serial-over-IP features of its predecessor, Dominion compatible user

interfaces and management features, plus exciting new capabilities.

) ) The SX 1l offers complete CLI access and management via SSH,
Full CLI-based Configuration and Telnet and web-based user interface, with convenient direct port

Auto-Configuration access. Two script-based automatic configuration methods are
available for a fast installation and for subsequent configuration
changes.

o The SX Il new features include: military grade security features with

Exciting New Features and 256-bit AES encryption and FIPS encryption mode, automatic

Innovations DTE/DCE serial port detection, innovative at-the-rack access options,

wireless modem support, IPv6 networking, script based
auto-configuration and Dominion compatible user interfaces and
management.

With Raritan’s CommandCenter, organizations can manage
CommandCenter Management & hundreds or even thousands of serial devices, spread across multiple
Scalability locations, including branch offices.

Powerful Hardware Platform

1)
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Chapter 1: Features and Benefits

Powerful New Hardware Platform

Wide Variety of 1lU Models

Powerful Serial Processing
Engine

Dual AC Power Supplies

Dual DC Powered Models
Dual Gigabit Ethernet LAN on all

Models

Five USB Ports

Optional Telephone Modem

Innovative Local Console

Productive Serial-over-IP Access

Powerful new hardware platform with 1GHz CPU engine, with an
8-fold increase in RAM. Increased flash memory, up to 8 GB, for
storage and logging. Front panel LED's show port connection
status.

Rackable, 1U models available in 4, 8, 16, 32 and 48 ports. All
have dual power supplies and dual Gigabit Ethernet LAN ports.
Models are available with an optional built-in modem. At-the-rack
access includes RJ-45/serial, USB and KVM console.

The Dominion SX Il with its powerful hardware platform provides
high-powered serial processing for the most extreme use cases. Up
to 10 users can simultaneously connect to a serial device connected
to a SX Il port. Up to 200 simultaneous user sessions are supported
by a given SX Il console server. Port configuration time is up to 23
times faster than the original SX. Connection times are over 50 times
faster.

All models have dual, 100-240 volt AC, auto-switching power
supplies with automatic failover for increased reliability.

Dual power and dual LAN, 8, 32 and 48 port DC powered models are
available. These models provide the same features, serial access
and performance as the AC powered models.

Dual gigabit Ethernet LAN ports, which can be configured for
simultaneous operation or automatic failover. Dual stack IPv4 and
IPv6 networking.

The Dominion SX Il has four USB 2.0 ports, three on the back panel
and one on the front panel. These are available for local
keyboard/mouse, 3G/4G cellular modem and for automatic
configuration via USB drive. A USB 2.0 mini-B port is available for
local laptop connection.

All models have the option for an internal, 56K telephone modem
with RJ11 connection for emergency access and disaster recovery.

The Dominion SX II's local console provides multiple ways for
at-the-rack access. The console includes a traditional RJ45 serial
port, USB mini-B port, and even a DVI/USB KVM console.

]
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Widest Variety of Serial-over-IP
Access

SSH/Telnet Client Access
Web Browser Access

Convenient Direct Port Access

Cellular and Telephone Modem
Access

Innovative At-the-Rack Access

Port Keyword Monitoring and
Alerting

Port Logging to Syslog, NFS and
Local File

NFS Logging Features

SecureChat Instant Messaging

Automatic Serial Device Logoff

Raritan.
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Chapter 1: Features and Benefits

The Dominion SX Il supports the widest variety of serial-over-IP
connections via SSH/Telnet Clients, web-browser, CommandCenter,
telephony modem, cellular modem and at-the-rack access. This
includes CLI, GUI and multiple Direct Port Access methods.

SSH/Telnet client access from a desktop, laptop, or handheld device.
Direct Port Access via SSH Client using a username/port string
syntax. Customer can upload, view and delete SSH keys for greater
security.

Web browser access via Dominion SX Il or CommandCenter user
interfaces and the Raritan Serial Client (RSC).

Convenient Direct Port Access methods via SSH, Telnet & HTTP.

IP address and TCP port-based access for Telnet and SSHv2 clients.
Independent IP addresses or TCP port numbers can be assigned to
access each SX Il port. HTTPS-based direct access via URL.

Com Port Redirection can be supported for third-party software
redirectors.

Optional external Cellular (3G/4G) modem and internal Telephone
modem access for emergency access, business continuity and
disaster recovery.

With the Dominion SX I, you get multiple types of local access
at-the-rack. This includes: (1) Traditional RJ45 serial port, (2)
Mini-USB port for laptop connection, and (3) DVI & USB-based KVM
console for connection to a rackmount keyboard tray or even a KVM
switch.

Users can define up to 14 keywords per port. The SX Il will scan the
data coming from the port, and if one of the keywords is detected, it
will send an alert via SNMP or e-mail. Serial devices are monitored,
even when no user is connected! This results in faster notification
that reduces Mean Time to Repair (MTTR).

Port activity to and from serial devices can be logged to a Syslog
server, Network File System (NFS) server or locally to the SX I
device with up to 8 Gb of storage.

Allows logging of all user keystrokes and server/device responses to
NFS server(s). Can even be stored on the NFS server with
user-defined encryption keys for greater security. Keep-alive
messages in the NFS log allow easy monitoring if the managed
server/device goes down.

Allows for secure, instant messaging among SX Il users. Enables
collaboration of distributed users to increase their productivity,
troubleshoot, reduce the time to resolve problems and for training
purposes.

Once a user is timed out for inactivity, a user defined "logoff"
command can be sent to the target. Improved security of user
sessions results as serial sessions are automatically closed upon
time out and not left open for possible un-authorized access.



Chapter 1: Features and Benefits

Comprehensive Serial Device Access

Over Ten Years of Serial Device
Management

Automatic DTE/DCE Serial Port
Detection

Support for the Widest Variety of
Serial Devices

Up to 230,400 Baud Serial
Connections

Flexible Serial Port Options

VT100/220/320/ANSI support

Remote Power Control of Raritan
PDU’s (With Power Control
Menu)

Security - Encryption

The first generation Dominion SX has been serving customers for
over ten years, with over 500,000 ports sold. This represents
hundreds of millions of hours of operation across a wide variety of
serial devices.

This feature allows for a straight Cat5 connections to Cisco
equipment (and other compatible devices), without rollover cables.
It also means that a SX Il can replace the first generation SX with its
existing serial device connections.

Supports the widest variety of serial equipment including: networking
routers, Ethernet switches, firewalls, UNIX/LINUX servers, Windows
Servers, virtual hosts, rack PDU's, UPS systems, telecom/wireless
gear. Supports multiple operating systems including SUN® Solaris,
HP-UX, AIX, Linux®, Windows® Server 2012, and UNIX®.

Supports operating speeds of 1,200 to 230,400 bits-per-second for
serial connections.

Flexible per-port serial options, including BPS, emulation, encoding,
parity, flow control, stop bits, character and line delays, always-active
connections and more. Multiple users can optionally write to a port
simultaneously. Can define an exit command when the user times
out, as well as enable an in-line menu for port commands and power
control.

Increased choice of terminal emulation options, allows support of a
broader range of devices. SX Il supports the following code-sets:
US-ASCII (ISO 646); ISO 8859-1 (Latin-1); ISO 8859-15 (Latin-9);

UTF-8 and others.

Raritan rack PDU's (PX, PX2, PX3, RPC) can be connected to the
Dominion SX Il for remote power control of the equipment connected
tothe PDU. Remote power control can be done via the SX Il GUI,
SSH/Telnet Client or CommandCenter. Outlet associations can be
created for serial devices with multiple power supplies, such that
these outlets can be controlled with a single power command. The
SX Il has "Control P" style menu commands for power control
available during a serial session.

U
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Strong 256 Bit AES Encryption

Validated FIPS 140-2

Cryptographic Module

Enhanced Encryption Options

Security - Authentication

External authentication with
LDAP, Radius, TACACS & Active

Directory

Upload Customer-Provided SSL

Certificates

Configurable Strong Password

Checking

Configurable Security Banner

SSH Client Certificate

Authentication

Local Authentication with Users,
Groups and Permissions

Login and Password Security

SHA-2 Certificate Support

;
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The SX I utilizes the Advanced Encryption Standard (AES)
encryption for added security. 128- and 256-bit AES encryption is
available. AES is a U.S. government-approved cryptographic
algorithm that is recommended by the National Institute of Standards
and Technology (NIST) in the FIPS Standard 197.

For government, military and other high security applications, the
Dominion SX Il utilizes a validated FIPS 140-2 Cryptographic Module
for enhanced encryption. Modules tested and validated as
conforming to FIPS 140-2 are accepted by federal agencies of the
U.S. and Canada for the protection of sensitive information.

Support more encryption options: web-browser security through 256
and 128-hit SSL encryption; for SSHv2 connections, AES and 3DES
are supported (client-dependent).

Dominion SX Il integrates with industry-standard directory servers,
such as Microsoft Active Directory, using the LDAP, RADIUS and
TACACS protocols. This allows Dominion SX Il to use pre-existing
username/password databases for security and convenience.
SecurelD is supported via RADIUS for added security.

Customers can upload to the Dominion SX Il digital certificates
(self-signed or certificate authority provided) for enhanced
authentication and secure communication.

The Dominion SX II has administrator-configurable, strong password
checking to ensure that user-created passwords meet corporate
and/or government standards and are resistant to brute force
hacking.

For government, military and other security-conscious customers
requiring a security message before user login, the SX Il can display
a user-configurable banner message and require acceptance before
user login.

In addition to authentication via login/password, on the SSH interface
users can be authenticated via SSH certificates. Each local user can
be assigned up to 10 SSH keys. The key authentication takes the
place of the login/password

In addition to external authentication, the Dominion SX Il supports
local authentication. Administrators can define users and groups with
customizable administration and port access permissions.

The SX Il includes multiple login and password security features
including password aging, idle timeout, user blocking and login
limitations. Failed login attempts can be result in lockouts and user
deactivation.

Support for the more secure SHA-2 certificates.
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Security - Networking

Dual Stack IP Networking — IPv4

and IPv6

IPTables Firewall support

Selective Static Routing Support

TCP/IP Port Management

Prevent Man In The Middle
Attacks

Modem Dial-Back Security

Rejects SSHv1 Requests

End User Experience

Multiple User Interfaces

Full Modern CLI - GUI
Equivalence

Broad Range of Supported
Browsers

International Language Support

PC Share Mode

Easy to Install and Manage

The Dominion SX Il provides dual-stack IP networking with
simultaneous support of IPv4 and IPv6.

Fully configurable "iptables" firewall support. User selectable and
customizable system security levels catering to wide range of
security needs.

Supports connections between modem and LAN 1, modem and LAN
2 or LAN 1 and LAN 2. This allows users to utilize two different
networks (Public and Private) and modem access to KVM or
Ethernet controlled devices. When used with the firewall function,
secure access can be enabled.

Can disable TELNET and SSH access if desired. Ability to change
these ports in addition to HTTP, HTTPS and discovery ports

Enhanced security of communication channels by using client and
server SSL certificates.

For enhanced security, Dominion SX supports modem dial-back.

Due to the many known security vulnerabilities of the SSHv1
protocol, the Dominion SX will automatically reject SSHv1
connections.

The SX Il supports multiple user interfaces giving the user the
freedom to use the interface best suited for the job at hand. This
includes remote access via Raritan or third party serial client via CLI,
Raritan graphical user interface (GUI), Admin-only GUI, at-the-rack
access or via CommandCenter. Convenient direct port access
methods available.

Full CLI management and configuration, thereby allowing scripting of
any command.

Offers broad range of browsers: Firefox, Internet Explorer, Chrome,
and Edge.

The web-based user interface supports English, Japanese and
Chinese languages. The Raritan Serial Console can support four
languages: English, Japanese, Korean and Chinese

Up to ten users can connect and remotely access each connected
serial device up to a maximum of 200 serial sessions. Sharing
feature is very useful for collaboration, troubleshooting and training.

uj
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Full CLI-based Configuration and

Management

Automatic Configuration via USB

Drive

Automatic Configuration via

TFTP Server

Dominion-Compatible
Management

Easy to Install

Configurable Event Management

and

Logging

Chapter 1: Features and Benefits

The SX Il offers complete CLI administration and management via
SSH, Telnet and web-based user interface. Two script-based
automatic configuration methods are available for a fast installation
and for subsequent configuration changes.

The SX Il can be optionally configured via a CLI script on a USB
drive connected to one of its USB ports. This can be used for initial
configuration or subsequent updates.

The SX Il can be optionally configured via a second method, i.e. via
a CLI script contained in a TFTP server. This can be used for initial
configuration or subsequent updates. The TFTP server address
can be retrieved via DHCP or set by the administrator.

Dominion-compatible management features are available via a
web-based user interface or CLI.  This includes Dominion-style User
Management, Device Settings, Security, Maintenance, Diagnostic
and Help features. Firmware update via web browser without the
use of an FTP server.

Installation in minutes, with just a web browser, CLI or automatic
configuration. Some competitive products require burdensome
editing of multiple files to complete a basic installation.

The SX Il generates a large variety of device and user events
including: device operation, device management changes, security,
user activity and user administration. These can be selectively
delivered to: SNMP, Syslog, email (SMTP) as well as stored on the
SX Il'in the audit log. Support for SNMP v2 and v3,

Raritan CommandCenter® Management and Scalability

;
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Chapter 1: Features and Benefits

Like the rest of the Dominion series, Dominion SX Il features

Raritan’s CommandCenter complete CommandCenter Secure Gateway integration, allowing
Centralized Management users to consolidate all Dominion SX Il and other Raritan devices into

a single logical system, accessible from a single IP address, and
under a single remote management interface.

When deployed with CommandCenter Secure Gateway, hundreds of

Manage Hundreds of Serial Dominion SX Il devices (and thousands of serial devices) can be

Devices

Single IP Address for

centrally accessed and managed.

Administrators and users can connect to a single IP address via
CommandCenter Secure Gateway to manage the SX Il or access

Administration and Device the attached serial devices. This connection can be via web browser

Connection

or through SSH. Option for SX Il at-the-rack access while under
CC-SG management.

Administrators can schedule firmware upgrades (and other

Bulk Firmware Upgrades operations) for multiple SX Il devices from CommandCenter.

) CommandCenter supports remote power control of Raritan PX rack
Remote Power Control via PDU'’s connected to serial ports on the Dominion SX Il.  For
CommandCenter Secure equipment with multiple power feeds, multiple power outlets can be
Gateway associated together to switch equipment on or off with a single click

of the mouse.

In This Chapter

Package CONENES .....cciiiiiiiiiiiie ettt 8
SXITMOEIS ...t 9
SX I ApPlIaNCE DIagram .....ccoiueiiiiiiieie i 9
SUpPpPOrted Serial DEVICES .......ocuuviiiiiiiii et 10
SX T ACCESS ClIENES ..eiiiiiiiii et 11
IOS SUPPOI .. 11

Package Contents

Each SX Il ships as a fully-configured stand-alone product in a standard
1U 19" rackmount chassis.

The SX Il package includes -

e 1-SXIl appliance

e 1 - Rackmount kit

e 2 - AC power cords

e 1 - Setof 4 rubber feet (for desktop use)
e 1-Warranty card

e 1 -SXIIQuick Setup Guide

U
i
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Chapter 1: Features and Benefits

SX

Il Models

The following SX Il models are available.

Models with an M include an internal modem in addition to the standard
features that are provided on all SX Il models. For a list of standard
features, see Introduction (see "Features and Benefits" on page 1).

e DSX2-4 and DSX2-4M - 4-port serial console server
e DSX2-8 and DSX2-8M - 8-port serial console server
e DSX2-16 and DSX2-16M - 16-port serial console server
e DSX2-32 and DSX2-32M - 32-port serial console server
o DSX2-48 and DSX2-48M - 48-port serial console server

Model size, weight, temperature and other specifications are found in SX
Il Dimensions and Physical Specifications (on page 247).

SX Il Appliance Diagram

Appliance diagram key

I @ T m o O W >

;

Note the image shown here is an example, so it may be different from
your model.

AC power outlet(s) 1 and 2 with independent power on/off switches

Terminal port/console port

Admin Mini-USB port

Modem port (based on model)

3 USB ports

LAN1 and LAN2 ports

Server ports
DVI-D port

Reset button

Raritan.
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Appliance diagram key
J USB port

K LED port indicators

L Power status

(Note SX 1l 48 port models have their power status located above the front-panel
USB port.)

Supported Serial Devices

e Routers

e LAN switches

e Rack PDUs

e Wireless modems
e Telecom modems
e Windows servers
e UNIX servers

e Linux servers

e Virtual hosts

e Firewalls

]
i
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Chapter 1: Features and Benefits

SX Il Access Clients

HTML Serial Client (HSC)

HSC is the default client and will launch when you connect to a serial
device. The HSC is an HTML-based, Java-free Serial Client.

See HTML Serial Console (HSC) Help (on page 43)
Raritan Serial Console (RSC) (RSC)

RSC is the Java-based client. RSC was the default client in releases
earlier than 2.1. You can access RSC by connecting to <SX Il IP
Address>/rsc

See Raritan Serial Console (RSC) Help (on page 54)
Direct Port Access

Direct Port Access allows users to bypass having to use the SX II's Login
dialog and Port Access page.

This feature also provides the ability to enter a username and password
directly to proceed to the target, if the username and password is not
contained in the URL.

Command Line Interface (CLI)

Connect using CLI via SSH or Telnet.

See Command Line Interface SX2

Admin-Only Interface

Access the Admin Client at: https://[<SX2 IP/Hostname>/admin.

The Admin Client does not allow target access. Use the Admin Client to
perform administrator functions without using Java.

All admin functions available in the Remote Console are available in the
Admin-Only Interface.

iOS Support

;

Raritan.

SX2 supports iOS SSH apps, both with and without VPN, to allow users
access via iOS mobile devices.

11



Chapter 2

Configure SX Il for the First Time

SX Il can be configured from the Remote Console or command line
interface (CLI).

In This Chapter

Default Login INfOrmation ............oocueiiiiiiiieiie e 12
Initial SX Il Configuration from the Remote Console...........ccccccovvvveennne 12
Initial SX Il Configuration Using Command Line Interface (Optional) .....13

Default Login Information

SX Il appliances are shipped with the following defaults. Use the defaults
when you initially access SX .

e |Paddress-192.168.0.192
e |Pnetmask-255.255.255.0
e Username - admin (all lowercase)

e Password - raritan (all lowercase)

Important: For backup and business continuity purposes, it is strongly
recommended you create a backup administrator username and

password. Keep the information in a secure location.

Initial SX Il Configuration from the Remote Console

i
i

Raritan.

1. After you have installed the SX Il at the rack, connect the power
cord(s) between the power connector on the SX Il and an external,
AC or DC power source (depending on your model).

2. You can connect the second power connector to a backup power
source.

Use the power cords that came with SX I1.

EEB== S

3. Connect an external modem to a USB port on the SX2 (optional).
See Connect and Enable Global Access to an External
Broadband Modem (on page 145)Online Help

4. Connect your target devices or other serially managed devices to the
server ports on the SX II.

12



Chapter 2: Configure SX Il for the First Time

Use a standard Cat5 cable to connect your target device to an
available port on the back of SX II.

Note: Check the pin definition of the RJ45 port on the target. It
should match the pin definition on SX II.

Or

If needed, connect a Raritan Nulling Serial Adapter to the serial port
on your target, then plug a standard Cat5 cable into the adapter.
Connect the other end of the cable to an available port on the back of
SXII.

5. Flip the power switch(s) to turn SX Il on.
o W e

Next, connect SX Il to your network and configure your network settings
for the first time.

See Initial SX Il Configuration Using Command Line Interface
(Optional) (on page 13) or Configure SX Il Network Settings from the
Remote Console.

Connect a Laptop to SX Il Using a Cross-Over Cable (Optional)

The first time you configure SX II, if you are connecting from the LAN
port on laptop to the LAN1 port on SX Il using a crossover cable, do the
following -

1. Use cross-over cable to connect between SX Il LAN1 and the laptop
LAN port.

2. Set the Static IP of the LAN port that is connected to SX Il to
192.168.0.191 and Network Mask to 255.255.255.0.

3. Launch your browser and access SX llvia 192.168.0.192.

Initial SX Il Configuration Using Command Line Interface (Optional)

;

Raritan.

Ensure that the port settings (serial communication parameters) are
configured as follows:

e Bits per Second (BPS) = 115200
e Databits=8

e Parity = None

e Stop bits =1

e Flow Control = None

> To configure SX Il for the first time using CLI:

1. Connectto SX Il using any one of the following -

13
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= Connect a computer to the Terminal port for serial console
access.

FaERci A SR

= Connect a keyboard tray or KVM console to the DVI-D and USB
ports.

= Connect a laptop to the MiniUSB Admin port.
B e

The emulator interface opens once you are connected to SX II.
Press the Enter key on your keyboard.

When the Login prompt appears, enter the default username admin
and password raritan. Use all lowercase letters.

You are prompted to change the default password. Do so now, and
be sure to remember this password for future login. When creating a
password via CLlI, it cannot begin with a space or end with a space.
This does not apply to creating passwords in using the Remote
Console.

By default, the network is configured for a static IP address.

At the admin > prompt, enter config and at the next prompt enter
network.

Atthe admin > config > network > prompt, enter interface
if lanl ipauto none ip <ip address> mask <mask> gw
<gateway ip address>

To use DHCP, enter interface if lanl ipauto dhcp
Give the device a name to help identify it.
Enter "name devicename <DSX2 name>".

Up to 32 characters are supported for the name. Spaces and special
characters not supported.

Atthe admin > config > network prompt, enter quit to getinto
upper menu admin > config, then enter time.

Atthe admin > config > time > prompt, set the date and time on
the SXII.

= Enter timezonelist and find the number code that
corresponds to your time zone.

= Enter clock tz <timezone code>date <date string> time
<time string>

="

ERaritan.

{
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10.
11.
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Chapter 2: Configure SX Il for the First Time

where <timezone code> is the time zone code, <time
string> is the current time in "HH:MM:SS" format and <date
string> is the current date in "YYYY-MM-DD" format (quotes
included, uses 24-hour time).

Example: clock tz 9 date "2015-08-15" time "09:22:33"
Enter top to return to the top level prompt.
Next, enter config and then enter ports at the next prompt.

You can now configure each server port that has a target device
connected to it.

Enter config port then hit ? to see the port parameters.

For example:

config port 1 name ciscol700 bps 9600 parity odd
flowcontrol none emulation vt100

You can also use port ranges or the wildcard asterisk *, such as
config port * bps 115200

This configures all ports for a communications speed of 115200 bps.
Or

config port 3-7 bps 115200

This configures ports 3 through 7 for 115200 bps.

Or

config port 1,2,7-9 bps 115200

This configures ports 1, 2, 7 through 9 for 115200 bps.

Repeat this step for each port with a device connected to it.

13. When done, enter top to return to the top level prompt.

15
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Set Terminal Emulation on a Target

The setting for terminal emulation on SX Il is a property associated with
the port settings for a particular target device.

Ensure that the settings for terminal emulation in the client application,
such as Telnet or SSH, are capable of supporting the target device.

Ensure that the encoding in use on the host matches the encoding
configured for the target device.

For example, if the character set on a Sun™ Solaris™ server is set to
1ISO8859-1, the target device should also be set to ISO8859-1.

Ensure that the terminal emulation on the target host connected to SX II
serial port is set to VT100, VT220, VT320 or ANSI.

On most UNIX® systems, export TERM=vt100 (or
vt220|vt320]|ansi) sets the preferred terminal emulation type on the
UNIX target device. So, if the terminal type setting on a HP-UX® server is
set to VT100, the Access Client should also be set to VT100.

Set the CLI Escape Sequence

The escape key sequence is user-configurable and can be configured
per port.

The escape sequence is programmable per port because different target
operating systems and host applications may trap different escape key
sequences.

Ensure the default escape sequence set on the SX Il server does not
conflict with a key sequence required by either the access application or
the host operating system.

The console sub-mode should be displayed when the default escape key
sequence "] is pressed.

Raritan recommends that you do not use [ or Ctrl-[. Either of these may
cause unintended commands, such as invoking the Escape Command
unintentionally. This key sequence is also triggered by the arrow keys on
the keyboard.

]
i
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==Raritan.

Dominlon® 55 11

T-ﬁ%n
Auguat 11, HHE 120680

User: admin

Stzie 2 i ke

Wour P 152 168 55.15

Lt Login: &isg 04, 2015 1741 56

Device Infomation:
Dievace: Heme: 532
|F Address:

482 158,60 137
Firmwees: 2.0.0.1 842
DO Model 50246
Hedworlc LANT LAN2
Powerin! on
Powarial: o

Port States:
4 Ports. down
45 Porta. idle

Comewcind Usors;
Bamn (153216855190
2 mvin e

Onling Help:

Favorse Devices:

Access and Use Remote Console
Features

The Remote Console is a browser-based interface accessed when you
log in to SX Il via a network connection. See. Log In to SX Il (see "Log
In to SX Il and HSC" on page 25)

PorflAcoesE Fower | User Management | Dewice

Hesem > Perts

Sethngs | Secursty | Mambsnance | Di

Port Access

Click on the ingividual port name fo see allowable aperations.

i Seriad Pert 1 AUTO e

2 Lx AUTO cown g
3 Poswmrsirip PowerSig dyam il
a Sermt Port & ALTO domn e
3 Secnl Port § AUTD doam il
E Mew_Powes_Cabie AUTO ey aie
T porT AUTO T il
] Sevial Part B AUTD - il
9 Serial Per O AUTO acwh o
i Seriad Pert 10 AUTO own e

[ [0 ] [ osemsm 5| Mo e Poge 1]

Administrator Functions in the Remote Console

Administrators perform SX Il configuration and maintenance functions
from the Remote Console, such as configuring network access, adding
and managing users, managing device IP addresses and so on.

Administrators can also use a version of the Remote Console that does
not include any target access. See Log In to SX2 Admin-Only Interface
(on page 27).

End User Functions in the Remote Console

From the Remote Console, end users access targets, change passwords
and so on. End users can choose from two Serial Clients: HTML Serial
Client, and Raritan Serial Client. See HTML Serial Client (HSC) Help
(see "HTML Serial Console (HSC) Help" on page 43) and Raritan
Serial Console (RSC) Help (on page 54).

Note that these functions can also be performed via command line
interface.

17
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In This Chapter

AOW POP-UPS ..ottt 18
INstalling @ CertifiCate ...........uiiiiiiieii e 18
LOog INto SX HanNd HSC ....ccoooiiiiieee e 25
LOg INto SX HaNd RSC ....cooeiiiiiiiiiee et 25
Log In to SX2 Admin-Only INterface.........ccccvvvveeeiiiiiciiiieeee e, 27
Change Your Password from the Remote Console ..........ccccceeeeeviinnnen, 27
SX 1T POMM ACCESS PAJE ...ttt 28
SXITLEt PANEl....ooiiiiiiie e 29

Allow Pop-Ups

Regardless of the browser you are using, you must allow pop-ups in
order to launch the SX Il Remote Console.

Installing a Certificate

You may be prompted by the browser to accept and validate the SX II's
SSL certificate.

Depending on your browser and security settings, additional security
warnings may be displayed when you log in to SX II.

It is necessary to accept these warnings to launch the SX Il Remote
Console. For more information, see Security Warnings and Validation
Messages (on page 25).

Two sample methods on how to install an SSL Certificate in the browser
are provided here, both using Microsoft Internet Explorer 8° and
Windows 7°.

Specific methods and steps depend on your browser and operating
system. See your browser and operating system help for details.

]
i
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Chapter 3: Access and Use Remote Console Features

Example 1: Import the Certificate into the Browser

In this example, you import the Certificate into the browser.

More Information

C °
Do
Home > Ports

Time & Session:
December 16, 2013 07.08:17 Port Access

Security Warning

L
Do you want to Continue?

The connection to this website is untrusted.

/"! s Website: hitos:/[192.163.61.20:443
Note: The

[iy The certificate used to identify the website is not trusted. The reasons
are isted below.
Proceed at your own risk.

The certificate Autharity that issued ths certificate is not trusted.

The application is being downloaded from a site ather than the one
specfied by the security certificate.

~Downioadng from "192.168.61.20"

~ Expecting Raritan KVM*™

e—»m Certficate Detals

Note to the Publisher: Secunty features to prevent
i of your Java wil cause this

This appication wil be blodked n & futre Java secunity Lpdate AR fle manfest does not
contan the Permissons attrbute. Please contact the Publsher More Informaton
[ Contrue | [ coxe |

to be biocked in the future, See current Java
about JAR Manifest entries for the changes that

7 Ports: down
8 Pocts: idie

Connected Users:
admin (192.16851.75)
43 min idle

need to be made.

HNote to users: For any questions, please contact the Publisher
who provided you with this application,
( ]
Visit Java.com for more detals | Gose |

.

1. Open an IE browser, then log in to SX II.

Click More Information on the first Java™ security warning.

3. Click View Certificate Details on the More Information dialog. You
are prompted to install the certificate. Follow the wizard steps.

=&=Raritan.
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Note: If you are not prompted by the browser, manually select Tools >
Internet Options to open the Internet Options dialog.

Certificate lmport Wizard

&9/

Internet Optices. =
Genera | oo Content | Connactond
Content

Q Ratings hep you contrel the Interet co
viewed on the computer.

Certfcates

Use certficates for encrypted connectol

Welcome to the Certificate Import
Wizard

T v d o you copy cesbcates, cerahcate st
ists, o certécate revocason ket from your dek 1o &
cartiicane store.

A cervicate, which & ssued by & cercaton sthonty, & |
e 12 proect data o 10 establih secure network.
Gonvectons. A certAcate store | the System wea here
coryicates e heot.

To contrue, dhck Neat.

Q- -

— ﬁ
Completing the Certificate Import

Wizard

The certhcate il be mported after you ok Frsh.

1. Click the Content tab.
2. Click Certificates.
The Certificate Import Wizard opens and walks you through each

step.

= File to Import - Browse to locate the Certificate

= Certificate Store - Select the location to store the Certificate

3. Click Finish on the last step of the Wizard.

The Certificate is imported. Close the success message.

4. Click OK on the Internet Options dialog to apply the changes, then

close and reopen the browser.

20
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Chapter 3: Access and Use Remote Console Features

Example 2: Add the SX Il to Trusted Sites and Import the Certificate
In this example, the SX II's URL is added as a Trusted Site, and the Self
Signed Certificate is added as part of the process.
" %"Fm{"““’“"; [y e o R p -
g Hittps:

v googhecom > @ |4

o Favorites ok @) Delete Browsing History...
Hmlk!«mmg

agnose Connectien Frodlemt
ﬂnmm&mw%wn
InPrecate Fitering
InPrevate Filtening Settings.
Pop-up Blocker
SenartScreen Filter
Manage Add-ons
Compatibsirty View
Compatibaity View Settings

22

Faed Discivery £ 150 can 5 and remve bt rom S one. Al websites
| o 0 e il uae e 2o secunty setangs.
indows Updat Gustom secings.
- Y . \' m"m Ak Cuntom e
w recommended se! l’v”:ﬁ‘u vl

Developer Tooks | Add s website 15 the zone: 6

| | MB35 5660
Send to Bietocth Device... o—b == S——
OneNote Linked Notes

Custom evel, . Onfondtieves " \ebses:

abscibse to this Feed

1o OneNote Reset oh zores & delast et

- | o [ cancel = ||
. = - 0=> Requre server verfcaton (itos:) fr of stes n s e

1. Open an IE browser, then select Tools > Internet Options to open the
Internet Options dialog

Click the Security tab.

Click on Trusted Sites.

Disable Protected Mode, and accept any warnings.
Click Sites to open the Trusted Sites dialog.

Enter the SX Il URL, then click Add.

Deselect server verification for the zone (if applicable).
Click Close.

© © N o g~ w DN

Click OK on the Internet Options dialog to apply the changes, then
close and reopen the browser.

== Raritan. 2t
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Next, import the Certificate.

More Information

° °
Do
Home > Ports

Time & Session:

December 18,2013 07.08:17 Port Access
[

|| Security Warning

il

i Do you want to Continue?

The connection to this webstte s untrusted.
/"V! 5 Website: httos://192.168.61.20:443
Note: o fy

This application wil be blocked in & futire Java security update: AR fle manfest does rot
contan the Permissions attrbute. Please contact the Publisher . More informaton

-

/1y The certificate used to identfy the website is not trusted. The reasons
are isted below.
Proceed at your own risk.

The certificate Authority that issued ths certificate is not trusted.

The apphcation & being downloaded from & ste other than the one
specfied by the security certficate.

- Downloading from "192. 168.61.20"

~Expecting Raritan KvM"

e—’.&\u Certficate Detals

Note to the Publisher: Secunty features to prevent
dstridution of your Java vl cause this

[ contrue | [_cance_f

to be biocked in the future, See current Java

Py

about JAR Manifest entries for the changes that

B need to be made.
;m ::Ewn | 8 Dominion_KX3_Porl Note to users: For any questions, please contact the Publsher
who provided you with this applcaton,
Connected Users:
admin (192.168.51.75)
Visit Java.com for more detads 93'5_:1'

&

1. Open an IE browser, then log in to SX 11

Click More Information on the first Java™ security warning.

Click View Certificate Details on the More Information dialog. You

are prompted to install the certificate. Follow the wizard steps.

For details see, Example 1: Import the Certificate into the

Browser (on page 19).

=i=Raritan.
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Converting a Binary Certificate to a Base64-Encoded DER
Certificate (Optional)

SX Il requires an SSL certificate in either Base64-Encoded DER format
or PEM format.

If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.

v3
Oce7ele5 1748 46 feBfes... |
shaIRSA

shal

DigiCert Assured ID Root CA, ...
Thursday, November 09, 2006...
Sunday, November 09, 20317...

NiniCart 4 A TN Bant ra Sl

Leamn more about certificate details

Lo ]

1. Locate the DEGHKVMO0O0O1.cer binary file on your Windows
machine.

Double-click on the DEGHKVMO0O0OL1.cer file to open its Certificate
dialog.

2. Click the Detalil tab.

23
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3. Click "Copy to File...".

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Certificates can be exported in a variety of file formats.

Select the format you want to use:
(©) DER encoded binary X.509 (.CER)
® ded X.509 (.CER)|
(©) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
| Indude all certificates in the certification path if possible
Delete the private key if the export is successful
| |Export all extended properties

Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your SX II.

=i=Raritan.
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Log In to SX Il and HSC

This login procedure gives you access to the default HTML Serial Client
(HSC) for target connections. If you must use RSC, see Log In to SX Il
and RSC (on page 25).

1.
2.

Launch a supported web browser.

Enter the SX Il HTTP, HTTPS or DNS address provided to you by
your Administrator.

Note: You are always redirected to the IP address from HTTP to
HTTPS.

Enter your username and password, then click Login.
Accept the user agreement (if applicable).

If security warnings appear, accept and/or allow access.

Log In to SX Il and RSC

;

Raritan.

This login procedure gives you access to the Java-based Raritan Serial
Console (RSC) for target connections.

1.
2.

Launch a supported web browser.
Connect to: https://SX2 IP Address/rsc

Note: You are always redirected to the IP address from HTTP to
HTTPS.

Enter your username and password, then click Login.
Accept the user agreement (if applicable).

If security warnings appear, accept and/or allow access.

Security Warnings and Validation Messages

When logging in to SX Il using RSC, security warnings and application
validation message may appear.

These include -

Java™ security warnings and requests to validate SX Il

See Java Validation and Access Warning (on page 26) and
Installing a Certificate (on page 18)

Additional security warnings based on your browser and security
settings

See Additional Security Warnings (on page 26)

25
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Java Validation and Access Warning

When logging in to SX I, Java™ prompts you to validate SX Il, and to
allow access to the application.

Raritan recommends installing an SSL certificate in each SX Il device in
order to reduce Java warnings, and enhance security.

See SSL Certificates (on page 180)

Do you want to run this application?

Name: Raritan Favorite Devices Applet

2 Publisher: Raritan Americas, Inc.

([N

Location:  https:ff192.168.60. 137

This application will run with unrestricted access which may put your computer and personal
information at risk, Run this application only if you trust the location and publisher above.,

@again for apps from the publisher@
E More Information

Security Warning l &8 ]

Do you want to Continue?
The connection to this website is untrusted.

/ ! Website: https://192.168.50.137:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.

More Information
[ Continue ] Cancel

Additional Security Warnings

Even after an SSL certificate is installed in the SX Il, depending on your
browser and security settings, additional security warnings may be
displayed when you log in to SX II.

It is necessary to accept these warnings to launch the SX Il Remote
Console.

Reduce the number of warning messages during subsequent log ins by
checking the following options on the security and certificate warning
messages:

e In the future, do not show this warning
e Always trust content from this publisher
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Log In to SX2 Admin-Only Interface

You cannot connect to targets using the admin-only interface.
1. Launch a supported web browser.

2. Enter the SX Il HTTP, HTTPS or DNS address provided to you by
your Administrator, followed by /admin. For example: IP
Address/admin

Note: You are always redirected to the IP address from HTTP to
HTTPS.

Enter your username and password, then click Login.
4. Accept the user agreement (if applicable).

If security warnings appear, accept and/or allow access.

Change Your Password from the Remote Console

Time & Session:
May 18, 2015 10:54:02

User: admin

State: § min idle

Your IP: 102.1688.32.160

Last Login: May 19, 2015 09:41:03

Device Information:

Device Name: 5X2

IP Address:
102.168.80.137

Firmware: 2.0.0.1.780

Device Model: DISX2-45

Metwork: LANT LANZ

Poweerini: on

PowerinZ: on

;

Note: You can also update passwords using command line interface.
See Change Your Password Using CLI (on page 204).

e To change your password, open the Change Password page by
selecting User Management > Change Password.

A confirmation that the password was successfully changed is displayed
after you change it.

If strong passwords are in use, this page displays information about the
format required for the passwords.

For more information, see Strong Passwords.

[ Device Setings | securty | Waimtenance | Disgnosis| Help]
Home = User Manapgerment > Change Passward
R

Change Password

Old Password

New Password

Confirm Mew Password

Important: If the administrator password is forgotten, SX Il must be reset
to the factory default from the Reset button on the rear panel and the

initial configuration tasks must be performed again.

Raritan.
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SX Il Port Access Page

After a successful login, the Port Access page opens listing all ports
along with their status and availability.

Note that target access is not enabled in the Admin-Only Interface
version of the Remote Console.

Iner Management | De

Hasa » Perts,
Tierss & Senmion:
Auguad 11, JHE 120800 Port Access
Usasr: saimin
e 2 min ke Click on the Naividual port Name o 5e¢ allowable aperations.
our IP; 152.168.55.15
Lt Login: Awg 04, 2015 174156 - 3 Awailabalily
1 acan
Device Information: 2 L ALTOD S i
D2 Ni 2
IPM:rHT‘e 3 Powersiin EmwarSip soan e
fH2 PEEEDIET L] Senal Port & AT dowm e
e 2. 1842
TSP OrT 5 Sens Port 8 ATO man e
Newnr: LAN 2 & Hew_Powes_Cable AUTD doen il
Powerint: on
Powerind: on T port? AUTD down e
B Serial Part B AUTD doen il
Port Statess 9 Serial Pt O AUTO e e
gﬂcﬂa o 10 Sarial Pait 10 AUTO v i
Pt i
Comeciud Usars: o o Y T R 0| Fows pe Fage 5]
samin (150188 55,18
2 onin el
4
{inling Help:
Favorie Devices:

=i=Raritan.
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Ports are numbered from 1 up to the total number of ports available for
the SX Il. For example, Port_1 - Port_48, Port_1 - Port_32.

"SerialPort"_"Port #" are what make up the default name the physical
port until a name is configured for the port. Once a name is designated
for a port, the name stays with the port until the name is edited or SX Il is
factory reset.

Port type includes:

e Auto - No target connected

e DTE - DCE target is connected or this port is forced to be configured
as DTE.

e DCE - DTE target is connected or this port is forced to be configured
as DCE.

Sort by Port Number, Port Name, Status (Up and Down), and Availability
(Idle, Connected, Busy, Unavailable, and Connecting) by clicking on the
column heading.

Click on any port that listed and marked as Available to open its Port
Action menu so you can then manage the target. For more information,
see Port Action Menu Options - Connect, Disconnect, Power On,
Power Off and Power Cycle Targets (on page 32).

Note that in the Remote Console, you can also quickly access a
powerstrip's page from the Port Access page by clicking on the
Powerstrip link in the Type column.

==Raritan.

Settings | Secisity | Masternsnce | Disgrostics
M Home > Fons
Tirme & Seswion:
July £, 3018 180822 Port Access
User admin
st Click on the individual port name fo see allawable operations.
Your P 1921653223
Last Login: Jun 30, 2015 17:85:36
1 Serial Port 1 AUTQ o
Davice Information: 2 Lx e up
Device Mame: 512
P Addrese: 3 Powersing. PowerStrip 4 down
152 188 80137 4 Serial Port & down

SX Il Left Panel

Information
Time & Session

User

The left panel contains the following information.

Note that some information is conditional - meaning it is displayed based
on your role, features being used and so on. Conditional information is
noted here.

Description Displayed when?
The date and time the current session started Always
Username Always
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Information
State

Your IP
Last Login

Under CC-SG
Management

Device Information
Device Name
IP Address

Firmware

Device Model

Network

Powerinl

Powerin2

Port States

Connected Users

Online Help
FIPS Mode

Description

The current state of the application, either idle or
active.

If idle, the application tracks and displays the
amount time the session has been idle.

The IP address used to access SX II.
The last login date and time.

The IP address of the CC-SG device managing
the SXII.

Information specific to the SX Il you are using.
Name assigned to the SX Il you are accessing.
The IP address of the SX Il you are accessing.

Current version of firmware installing on the SX
Il.

The model of the SX Il you are accessing.

LANL1, or LAN1 and LAN2 if you are in dual LAN
mode.

Status of the power 1 outlet connection. Either on
or off, or Auto-detect off

Status of the power 2 outlet connection. Either on
or off, or Auto-detect off

The statuses of the ports being used by SX Il -
up, down, idle.

The users, identified by their username and IP
address, who are currently connected to SX .

Links to online help.

FIPS Mode: EnabledSSL Certificate: FIPS Mode
Compliant

]
i

—

Displayed when?
Always

Always
Always

When SX Il is being
managed by CC-SG.

Always
Always
Always

Always

Always

Always

Always

Always

Always

Always

Always

When FIPS is enabled

Raritan.
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Collapse the left panel and then expand it again by clicking on the blue
arrow located along the right edge of the panel.

=E=Raritan
- Power | User Management ice Settings | Security | Maintenance | Diagnostics | Help
Dominion -—
Home = Pons
Time & Session:
May 10, 20115 11:00:40 Port Access
User: admi - PR -
S Click on the individual port name 1o see allowable operations.
Your IP: 182.168.32.180
Last Login: May 19, 2015 09:41:03
1 Serial Fort 1 AUTO down idle
Deevice Information: 2 Lx DTE up idle
Device Mame: X2 = = .
1P Address: 3 Powerstrip PowerSirip up idle
102.188.80.137 4 Serial Port 4 AUTO down idle
Fi - 2.0.0.1.780
e v 5 Serial Port & AUTO down idle
Metwork: LANT LANZ ] Mew_Powsr_Cable AUTO down idle
Powerin1:
P 7 T AUTO down idis
B Serial Port & AUTO down idle
Port States: o Serial Port @ AUTO down idle
2 Ports: up 1 Serial Port 10 AUTO down idle
46 Ports: down
45 Forts: idle 1 Serial Port 11 AUTO daown idle
12 Serial Port 12 AUTO dowm idle
Connected Users: | | 13 Serial Port 13 AUTO down idle
ad"';_' (162.163.32.180) 14 Serial Part 14 AUTO down idie
active
admin (162_163.60.40) [ }15 Serial Port 15 AUTO daown idle
B8 min e /s Serial Pori 15 AUTO dowm ide
] 17 Serial Port 17 AUTO down idle
SR 18 Serial Part 18 AUTO down idie
19 Serial Port 10 AUTO down idle
iRl 20 Serial Part 20 AUTO down idiz
21 Serial Port 21 AUTO down dle

== Raritan. 3
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Chapter 4

Access Targets

Target devices can be accessed from the Remote Console's Port Access
page using either Serial Client: the default HTML Serial Client (HSC) or
RSC, as well as SSH, and at-the-rack via command line interface (CLI).

Targets can also be accessed via Direct Port Access. You are connected
directly to the target via SX Il and no intermediate steps are needed.

This section describes connecting from the Remote Console using the
Serial Clients and CLI.

In This Chapter

Port Action Menu Options - Connect, Disconnect, Power On, Power Off

and Power CYCIE TargetsS ......uii it 32
Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and POwWer CYCIE TargetsS .....ouiiiiiiieiiiiee ittt 38

Port Action Menu Options - Connect, Disconnect, Power On, Power Off and
Power Cycle Targets

;

Raritan.

Once you log in to SX Il via a web browser, the SX Il Port Access page
displays. For more information on the Port page, see SX Il Port Access
Page (on page 28).

From the Port Access page, use the Port Action menu to connect,
disconnect, or control power of targets and power strips that are
connected to SX II.

Once connected, you can manage a target with either Serial Client, HSC
or RSC. See HTML Serial Client (HSC) Help (see "HTML Serial
Console (HSC) Help" on page 43) and Raritan Serial Console (RSC)
Help (on page 54).

Note that you must have permissions to a target or power strip in order to
access it.

> To access the Port Action menu for a target or power strip:

1. Hover your mouse over a target's port name in the list and click on
your mouse.

The Port Action menu appears.

Note that only currently available options, depending on the port's
status and availability, are listed in the Port Action menu.

2. Choose the desired menu option for that port to execute it.
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= Connect to a Target or Power Strip (see "Connect to a
Target” on page 34)

= Disconnect from a Target or Power Strip (see "Disconnect
from a Target"” on page 35)

= Power On a Target (on page 36)
= Power Off a Target (on page 37)
= Power Cycle a Target (on page 38)

— -
=ERaritan. -m
;
Dominion® 5X II
Home = Ports

Time & Session:
July 01, 2015 15:42:20

Port Access

User: admin

State: 428 min idle

Your IP: 192.168.32.23

Last Login: Jun 30, 2015 17:58:35

Device Information: ™~ I Port 4 AUTO
Device Name: 5X2 "
5
|P Address: 3 Serial Port 5 AUTO
) 192.168.60.137 i} Mew_Power_Cable AUTO

You can then connect using the Serial Client. When you connect to a

target, the serial client opens in a new window. This screenshot shows
an HSC connection.

@ Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox |-e=1 (=[S

@  hitps;//192.168.61.17/hsc_js/hsc_js.htmI?port=1&SessionKey=94a3ab631873c13¢

| EMULATOR EDIT POWER HELP l

Write Access Encoding: utf-8 Term Size: 80 x 25

Raritan *
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Alternatively, you can connect via Direct Port Access, if SX Il is
configured for Direct Port Access.

Note that you can also connect to targets via command line interface.
See Connect to Targets Using CLI - Connect, Disconnect, Power On,
Power Off and Power Cycle Targets (on page 38).

Connect to a Target

Creates a new connection to the target device.

From the SX Il Remote Console, HSC or RSC opens in a new window
and you manage the target from there.

If you are connected to the target from the Local Console port, you
access the target via command line interface. See Raritan Serial
Console (RSC) Help (on page 54) and Connect to Targets Using CLI -
Connect, Disconnect, Power On, Power Off and Power Cycle
Targets (on page 38).

Port Access
Click on the individual port name 1o see allowable operations.

4 No. Name Type Status Availabiity
1 Senal Port 1

| Connect ™

u P -
L Serinl Pont 3

=i=Raritan.
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Disconnect from a Target

Once connected to a target, the Disconnect menu option is available in
the Port Action menu.

Clicking on the Disconnect option disconnects from a target, and closes
the HSC or RSC window. You can also click the X icon on the window or
use the Exit menu option.

See Connect to Targets Using CLI - Connect, Disconnect, Power On,
Power Off and Power Cycle Targets (on page 38).

Port Access

Click on the individual port name to see allowable operations.

Awailability

Serial Port 3 PowerStrip up

DCE up idle
AUTC doven connected
idle

e el e e fafo
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=E=Raritan.

Power On a Target

Power on the target from the Remote Console through the associated
outlet.

This option is visible only when there are one or more power
associations to the target, and when you have permission to manage the
target's power.

You can also perform these actions through HSC, RSC, and command
line interface. See HTML Serial Client (HSC) Help (see "HTML Serial
Console (HSC) Help" on page 43), Raritan Serial Console (RSC) Help
(on page 54), and Connect to Targets Using CLI - Connect,
Disconnect, Power On, Power Off and Power Cycle Targets (on page
38).

Port Access

Connect
q vidual port name 1o see allowable operations.
Power Off Type Status Availability
Power Cycle b DCE up idle
2 Serial Port Z AUTO down idle

i port name 1 See Alowatie operTons. 'I

=i=Raritan.
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Power Off a Target
Power off the target through the associated outlet.
This option is visible only when -

e there are one or more power associations to the target or power strip
e you have permission to manage the power

You can also perform these actions through HSC, RSC, and command
line interface. See HTML Serial Client (HSC) Help (see "HTML Serial
Console (HSC) Help" on page 43), Raritan Serial Console (RSC) Help
(on page 54), and Connect to Targets Using CLI - Connect,
Disconnect, Power On, Power Off and Power Cycle Targets (on page
38).

Port Access
Connect

Click Power On
+ n Power Off

al port name 1o see allowable operations.

Availability

5 | Power Cycle DCE T die
Serial Port 2 AUTO dowm idle
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Power Cycle a Target

Power cycling allows you to turn a target or power strip off and then back
on through the outlet it is plugged into.

This option is visible only when -

e The power strip is connected to SX2 and configured properly.

e There are one or more power associations to the target.

e You have permission to manage the power.

You can also perform these actions through HSC, RSC, and command
line interface. See HTML Serial Client (HSC) Help (see "HTML Serial
Console (HSC) Help" on page 43), Raritan Serial Console (RSC) Help
(on page 54), and Connect to Targets Using CLI - Connect,
Disconnect, Power On, Power Off and Power Cycle Targets (on page
38).

Port Access

Connect i .
idual port name 1o see allowable operations.

Power On

Power Off Type Status Availability
! ot 1 DCE up idie
| | ] Serial Lgh 2 AUTO down idi=

Connect to Targets Using CLI - Connect, Disconnect, Power On, Power Off
and Power Cycle Targets

Before connecting to a target, the terminal emulation and escape
sequence must be configured. See Set Terminal Emulation on a
Target (on page 16) and Set the CLI Escape Sequence (on page 16).

Connect the SX Il While at the Rack

]
i

=&=Raritan.
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While at the rack, do one of the following depending on your needs -

= Connect a computer to the Terminal port with a CAT-5 cable and
Raritan Adapter ASCSDB9F.

QR e

= Connect a keyboard tray or KVM console to the DVI-D and USB
ports.

[ o2 Hessesectisaseaean/oacases
= Connect a laptop to the Mini-USB Admin port.
R T

39
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Note that connecting to the SX Il Local Console via the Local port is an
independent access path to each connected target device.

Video Resolution
The default, Local Console port video resolution is 1024x768@60.

By default, monitors are typically set to the highest resolution they
support.

Once a monitor is connected to the SX Il Local Port DVI, SX Il retrieves
EDID information from the monitor, including its native, preferred
resolution. SX Il uses the monitor's preferred, native resolution as long
as it is a resolution that SX Il supports. If it is not, SX Il switches to a
resolution it supports and that most closely matches the monitor's
resolution.

For example, if a monitor with a native resolution of 2048x1600@60Hz is
connected to SX Il, SX Il detects that it is not an SX Il supported
resolution and selects a resolution it does support, such as
1280x1024@60Hz.

Note that you can connect to targets using the Remote Console and
manage them using Raritan Serial Console (RSC). See Raritan Serial
Console (RSC) Help (on page 54) and Port Action Menu Options -
Connect, Disconnect, Power On, Power Off and Power Cycle
Targets (on page 32) .

Connect Commands

Connect to a port using port number or port name. Use double quotes
around port names that contain space symbols. For example: "Serial
Port 1".

admin > connect <port number>

OR

admin > connect <port name>

Port Sub-Menu Commands
The port sub-menu can be reached using the escape key sequence.

Clear history buffer for this port.

admin > [portname] > clearhistory

Close this target connection. When a target is disconnected, the
appropriate disconnect message appears.

admin > [portname] > close, quit, g

Display the history buffer for this port.

admin > [portname] > gethistory




;
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Get write access for the port.

admin > [portname] > getwrite

Return to the target session.

admin > [portname] > return

Send a break to the connected target.

admin > [portname] > sendbreak

Lock write access to this port.

admin > [portname] > writelock

Unlock write access to this port.

admin > [portname] > writeunlock

Query Power status of this port.

admin > [portname] > powerstatus

Toggle Power On/Off of this port.

admin > [portname] > powertoggle

Power on the target.

admin > [portname] > poweron

Power off the target.

admin > [portname] > poweroff

Power cycle the target.

admin > [portname] > powercycle

Command Line Interface Protocols

e SSH (Secure Shell) via IP connection

e Telnet via IP connection

e Local Console via the Local Port and Mini-USB port
e Terminal port

If SX Il has an internal modem and console mode is enabled, the modem
interface can also be accessed from CLI.

Many SSH/TELNET applications are available such as PuTTY, SSH
Client and OpenSSH Client. These can be located and downloaded from
the Internet.
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Command Line Interface Partial Searches

Enter the first few characters of command and press the Tab key on your
keyboard in order to locate a specific command.

The command line interface (CLI) completes the entry if the characters
form an exact match.

For example entering

admin > Config > US

and then pressing the Tab key, returns the result users.

If an exact match is not found, all of the commands at the same level the
CLI hierarchy that are potential matches are listed.

For example, entering

admin > Config > User > add

and then pressing the Tab key, returns results for addgroup and
adduser.

If needed, enter additional text to make the entry unique and press the
Tab key to complete the entry. Alternatively, use a command from the
list.

Command Line Interface Tips

e When commands are displayed as a list, they are in alphabetical
order.

e Commands are not case sensitive.

e Commands without arguments default to show current settings for
the command.

e A command's parameters are usually parameter-value pairs in which
the parameter name is followed by a space and the value.

e Typing a question mark ( ? ) after a command displays help specific
to the command.




i
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Command Line Interface Shortcuts

Press the Up arrow key to display the last entry.
Press Backspace to delete the last character typed.

Press Ctrl + C to terminate a command or cancel a command if you
typed the wrong parameters.

Press Enter on your keyboard to execute the command.

Press Tab on your keyboard to complete a command. Tab also
completes parameters and values (if the value is part of an
enumerated set).

Command Line Interface High-Level Commands

The CLI is menu based. Some commands move to a menu with a
different command set.

The following common commands can be used at all levels of the
command line interface (CLI):

top - Return to the top level of the CLI hierarchy, or the username

prompt.

history - Displays the last 200 commands the user entered into
the SX Il CLI.

logout - Logs the user out of the current session.
quit - Moves the user back one level in the CLI hierarchy.
help - Displays an overview of the CLI syntax.
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Use HSC to connect to serial targets from the SX Il Remote Console.

Note: You can also access targets via Direct Port Access and command
line interface (CLI).

.m:_R .
==Rarita -mm

Dominion® SX II —
Home = Ports

Time & Session:
June 09, 2016 11:37:47 Port Access

User: admin
State: 3 min idle
Your IP: 192.168.32.163

Click on the individual port name to see allowable operations.

4 HNo. Nal T Statu
Last Login: Jun 09, 2016 11:24:40 e b s
1 192.168.61.142 DTE up
Device Information: @ Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox |1 |5 It up
Device Name: DominionSix - - up
IP Address: 8  hitps;//192.168.61.17/hsc_js/hsc_js.htmli?port=1&SessionKey=94a3ab631873c13¢ up
192.168.61.17
fd07:2fa:6cf2032:20d: 54f up
Firmware: 2.1.0.5.1238 EMULATOR EDIT POWER HELP
Device Model: DSX2-48 ! ue
Metwork: LAM1 o up
Powerln1: on
Powerln2: on up
up
Port States: up
43 Ports: up up
47 Ports: idle
1 Port: connected up
up
Connected Users: up
admin {(192.168.60.41) up
7 min idle
admin (192.168.32.163) up
3 min idle up
up
Online Help up
up
up
up
Write Access Encoding: utf-8 Term Size: 80 x 25 up
. Up

HSC Functions

Emulator

IMPORTANT: HSC sessions are affected by the SX Il Idle Timeout.

If you have not changed the SX |l Idle Timeout setting from the default,

your session could be closed automatically if it exceeds the Idle Timeout
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period.

Change the default Idle Timeout setting and then launch the HSC. See

Ip

Login Limitations (on page 170) for details on changing the Idle Timeout

setting.

Access Emulator Options
1. Select the Emulator drop-down menu to display a list of options.

Q Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox = =l P

EMULATOR EDIT POWER HELP

Settings

Get History

Clear History

Get Write Lock

Write Unlock

Send Break

Connected Users...

Write Access Encoding: utf-8 Term Size: 80 x 25

@  hitps;//192.168.61.17/hsc_js/hsc_js.htmI?port=1&SessionKey=94a3ab631873c13

Settings
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Note: An Administrator can set Terminal emulation settings using
Setup > Port Configuration.

1. Choose Emulator > Settings. The Terminal Properties dialog
displays the default settings.

Terminal Properties

Columns: |80 = Rows: 25 =
Foreground: Background: E
Font size: 11 = Scrollback: 1000 -
Encoding:  utf-8 v Language: English ~

Backspace Sends: Ctrl-H ~

OK Cancel

2. Set the terminal size by selecting the number of Columns and Rows.
Default is 80 by 25.

3. Set the Foreground and Background colors. Default is white on
black.

4. Setthe Font size. Default is 11.

Set the Scrollback number to indicate the number of lines available
for scrolling.

6. Choose one of the following from the Encoding drop-down menu:

= US-ASCII
= |SO-8859-1
= |SO-8859-15
= UTF-8
= Shift-JIS
= EUC-JP
= EUC-KR
7. Choose one of the following from the Language drop-down menu:
= English
= Japanese
= Korean
= Chinese

= Bulgarian

]
i
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8. The Backspace Sends default is ASCII DEL, or you can choose
Control-H from the Backspace Sends drop-down menu.

9. Click OK to save. If you changed the Language setting, the HSC
changes to that language when the Display Settings window is
closed.

Get History

History information can be useful when debugging, troubleshooting, or
administering a target device. The Get History feature:

e Allows you to view the recent history of console sessions by
displaying the console messages to and from the target device.

o Displays up to 512KB of recent console message history. This allows
a user to see target device events over time.

When the size limit is reached, the text wraps, overwriting the oldest data
with the newest.

Notes: History data is displayed only to the user who requested the
history.

To view the Session History, choose Emulator > Get History.

Clear History
= To clear the history, choose Emulator > Clear History.

Get Write Access

Only users with permissions to the port get Write Access. The user with
Write Access can send commands to the target device. Write Access
can be transferred among users working in the HSC via the Get Write
Access command.

To enable Write Access, choose Emulator > Click Get Write Access.
e You now have Write Access to the target device.
e When another user assumes Write Access from you:

= The HSC displays a red block icon before Write Access in the
status bar.

= A message appears to the user who currently has Write Access,
alerting that user that another user has taken over access to the
console.

Get Write Lock

Write lock prevents other users from taking the write access while you
are using it.

1. To get write lock, choose Emulator > Get Write Lock.
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2. If Get Write Lock is not available, a request rejected message
appears.

Write Unlock
To get Write Unlock, choose Emulator > Write Unlock.

Send Break

Some target systems such as Sun Solaris servers require the
transmission of a null character (Break) to generate the OK prompt. This
is equivalent to issuing a STOP-A from the Sun keyboard.

Only users with Write Access privileges can send a break.
To send an intentional “break” to a Sun Solaris server:

1. Verify that you have Write Access. If not, follow the instructions in the
previous section to obtain write access.

2. Choose Emulator > Send Break. A Send Break Ack
(Acknowledgement) message appears.

3. Click OK.

Connected Users

The Connected Users command allows you to view a list of other users
who are currently connected on the same port.

1. Choose Emulator > Connected Users.

User List

* admin

System: Auto Naming

oK

2. A star appears in the Write column for the User who has Write
Access to the console.

Exit
1. Choose Emulator > Exit to close the HSC.

]

S
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Copy and Paste

Data on the current visible page can be selected for copying. Copy and
Paste are accessible in the HSC by right click in the terminal window.
Select Copy or Paste in the context menu that appears.

If you need to paste a large amount of data, it is better to save the data

in a file and use the Send a Text File function. Pasting a large amount of

data in a browser windows can cause the browser to hang as it
processes the data. See Send a Text File (see "Send Text File" on
page 49).

When pasting data to a port, the end of a line is sent as a carriage retur
The Cut option on the right-click menu is disabled.

Do not use the Delete option that appears in the right-click menu of IE
and some versions of Firefox. This Delete option will remove display
lines entirely from the emulator window.

> Browser-specific behaviors

When copying from IE or Edge browsers, there are no end of line
characters in the copied data. The pasted data appears to be all in one
line and contains many spaces. When pasting back into a HSC window
the data may appear to be misaligned, but the data is complete.

n.

Send Text File

1. Select Edit> Send Text File.

2. Inthe Send Text File dialog, click Browse to find the text file.
3. Click OK.

= When you click OK, Raritan Serial Console (RSC) sends
whatever file you selected directly to the port.
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= |f there is currently no target connected, nothing is visible on the
screen.

@ Raritan HTML Serial Console : 192.168.61.142 (1) - Moxzilla Firefox = = P

(i) @ | https;//192.168.61.17/hsc_js/hsc_js.htmI?port=1&SessionKey=50209b731d0017 2e

EMULATOR EDIT POWER HELP

Send Text File

No file selected.

OK Cancel

. File Upload ﬁ

t &' | . » SX2TextFile Search SX2 Text File Pl

Organize * New folder =~ O 9‘

© Favorites =i Name Date modified Type

B Desktop | SX2.txt 6/13/2016 5:03 PM  Text Docy
4 Downloads
% Dropbox

| <= Recent Places

11

| Libraries

“. Documents

4. Music
= Pictures
%,Videos
> [dq 11 | 3
File name: SX2.txt | Al Files ~|
l Open ‘vl [ Cancel ]

> Note, if you are using a Mac® and/or Safari®, do the following in
order to use this feature:

1. In Safari, select Preferences.

2. Under the Security tab, select "Manage Website Settings"

== Raritan.
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3. Click on the SX Il website.
4. Select "Run in unsafe mode" from the drop-down box.

5. Restart Safari.

Power Status

Power Status in HSC shows the status of the outlet the target is plugged
into.

1. Choose Power > Power Status.

2. The Notification dialog shows the status of the outlet as ON or OFF.

@ Raritan HTML Serial Console : 192.168.61.142 (1) - Mozilla Firefox L= | (=) [

DN - https://192.168.61.17/hsc_js/hsc_js.ntml?port=1&SessionKey=50209b731d0017 2¢

EMULATOR EDIT POWER HELP

Notification

192.168.61.142(1) Power
Status : Off

Write Access Encoding: utf-8 Term Size: 80 x 25 I

Power on a Target

Use this option to power on a target from HSC.

This option is visible only when there are one or more power
associations to the target, and when you have permission to manage the
target's power.

1. Select Power> Power On.
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2. Click OK in the success message.

Notification

Power operation succeeded.

oK

Power Off a Target

Use this option to power off a target from HSC.

This option is visible only when there are one or more power
associations to the target, and when you have permission to manage the
target's power.

1. Select Power> Power Off.

2. Click OK in the success message.

Notification

Power operation succeeded.

oK |

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through
the outlet it is plugged into.

This option is visible only when -

e there are one or more power associations to the target
e the target is already powered on (the port status us Up)
e you have permission to manage the target's power

1. Choose Power> Power Cycle.

2. Click OK in the success message.

—— 8
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To use RSC, connect to:  https://SX2 IP Address/rsc

Use Raritan Serial Console (RSC) to connect to serial targets from the
SX Il Remote Console.

Alternatively, install RSC as a standalone-client.

The RSC stand-alone client uses the SX Il IP address and the target's
port number to connect directly to the target, so you do not have to
connect to the Remote Console and then connect to the target. For
details, see Standalone Raritan Serial Console Installation.

Download the standalone RSC from the Raritan support web site at
http://www.raritan.com/support http://www.raritan.com/support.

Note: You can also access targets via Direct Port Access and command
line interface (CLI).

@Ewrite Access  Emulation: VT1)  Code Set: USASCH

Logging: off

In This Chapter

Raritan Serial Console (RSC) FUNCHONS ........coocuiieiiiiiieiiiiee e 55
Standalone Raritan Serial Console Requirements............ccccveeviveeeennnne 66
—e=\ Y = .
==Raritan.
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Raritan Serial Console (RSC) Functions

—e=\ Y e
TR

Raritan

The following functions are available when accessing targets via Raritan
Serial Console (RSC) from the SX Il Remote Console and when
accessing targets via standalone RSC.

You can access RSC by connecting to <SX Il IP Address>/rsc

Emulator

IMPORTANT: Raritan Serial Console (RSC) sessions are affected by the
SX I Idle Timeout.

If you have not changed the SX Il Idle Timeout setting from the default,
your RSC session could be closed automatically if it exceeds the Idle
Timeout period.

Change the default Idle Timeout setting and then launch the RSC. See
Login Limitations (on page 170) for details on changing the Idle Timeout
setting.

Access Emulator Options
1. Select the Emulator drop-down menu to display a list of options.

S= Raritan Serial Console: Serial Port 1 (1) |£‘éj

Emulator | Edit Tools Chat Help

Settings. ..

Get History
Clear History

00/1' please wait ... -

Get Write Lock

5end Break
Connected Users...
Exit

[0 Write Access Emulation: yT100 Code Set: US-ASCIH Logging: off

Settings
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Note: An Administrator can set Terminal emulation settings using

Setup > Port Configuration.

1. Choose Emulator > Settings.

The Settings screen displays the

8.

General tab with the default settings.

i General | Display

GUI Interface
Main Menu Shortcut: [] Show Confirmation Dialog on Exit

|None | - |

Terminal Compatibility

Terminal Size: History Buffer Size:

| 75k

lsox25 v

Backspace Sends:

|ASCII DEL |V|

Cursor type
@ Block Cursor
) Line cursor

Ok | Cancel | Default

The Main Menu Shortcut default is None; accept this, or choose one
of the following from the Main Menu Shortcut drop-down menu:

= F10
= Alt

The Show Confirmation Dialog on Exit checkbox is selected by
default, but you can deselect it based on preference.

The Terminal Size default is selected, or you can choose a different
size from the drop-down menu.

The Backspace Sends default is ASCII DEL, or you can choose
Control-H from the Backspace Sends drop-down menu.

The History Buffer Size default is 75. Type a value or use the arrows
to change the buffer size.

The Cursor type default is Block Cursor, or you can select the Line
Cursor radio button.

Click OK.

Display Settings

]

S

ERaritan.

{



;

Raritan.

Chapter 5: Raritan Serial Console (RSC) Help

1. Choose Emulator > Settings and click the Display tab.

=]

Font Directories

L]

I(Ter'.'ina'l Font Properties | GUI Font Properties

||Lucida Console
Lucida Console -] i
Lucida Sans Typewriter [ Fomie su==:
WS Gothic = 1]
MS Mincho |
MS Outlook hd
Colors Locale
Encoding:
Foreground : Background: |U S-ASCH | - |
b
|~ || O~ | | Language:
|Eng'|'ish |V|
Preview
[1].4 | Cancel | Default

2. Click Default to accept the Default settings, and then click Ok to
close the Display Settings window. To change the settings, follow
these steps:

a. The Terminal Font Properties default is Arial, or you can choose
a font from the Terminal Font Properties scrolling list.

b. Click the GUI Font Properties tab.
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c. The default font property is Monospace, or you can choose a
font from the GUI Font Properties scrolling list.

Settings: Serial Port 1 (1) e
General Display |

Font Directories

[I[=]

Lucida Console

Lucida Console

Lucida Sans Typewriter

MS Gothic

MS Mincho

MS Outlook

Colors Locale

Encoding:

[ Terminal Font Properties | GUI Font Properties I
~
|

M

Foreground: Background: |US-ASCII

|~ || | | Language:

|Eng'|'ish |v|

Preview

Font Preview

Ok | Cancel | Default

d

Note: For Simplified Chinese characters, RSC supports EUC-CN
encoding system.

3. Choose the following from their respective drop-down menus:
= Foreground Color
= Background Color

4. Choose one of the following from the Encoding drop-down menu:

= US-ASCII

= |SO-8859-1
= |S0O-8859-15
= UTF-8

= Shift-JIS

= EUC-CN

= EUC-JP

= EUC-KR

5. Choose one of the following from the Language drop-down menu:
= English

=5
2o

== Raritan.
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= Japanese

= Korean
= Chinese
= Bulgarian

6. Click Ok to close the Display Settings window. If you changed the
Language setting, the RSC changes to that language when the
Display Settings window is closed.

Note: In case of unrecognized characters or blurry screens that might
appear when RSC is launched, due to localization support, try changing
the font to Courier New.

Get History

History information can be useful when debugging, troubleshooting, or
administering a target device. The Get History feature:

e Allows you to view the recent history of console sessions by
displaying the console messages to and from the target device.

o Displays up to 512KB of recent console message history. This allows
a user to see target device events over time.

When the size limit is reached, the text wraps, overwriting the oldest data
with the newest.

Notes: History data is displayed only to the user who requested the
history.

To view the Session History, choose Emulator > Get History.

Clear History
= To clear the history, choose Emulator > Clear History.

Get Write Access

Only users with permissions to the port get Write Access. The user with
Write Access can send commands to the target device. Write Access
can be transferred among users working in the RSC via the Get Write
Access command.

To enable Write Access, choose Emulator > Click Get Write Access.
e You now have Write Access to the target device.
e When another user assumes Write Access from you:

= The RSC displays a red block icon before Write Access in the
status bar.

= A message appears to the user who currently has Write Access,
alerting that user that another user has taken over access to the
console.
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Get Write Lock

Write lock prevents other users from taking the write access while you
are using it.

1. To get write lock, choose Emulator > Get Write Lock.

2. If Get Write Lock is not available, a request rejected message
appears.

Write Unlock
To get Write Unlock, choose Emulator > Write Unlock.

Send Break

Some target systems such as Sun Solaris servers require the
transmission of a null character (Break) to generate the OK prompt. This
is equivalent to issuing a STOP-A from the Sun keyboard.

Only users with Write Access privileges can send a break.
To send an intentional “break” to a Sun Solaris server:

1. Verify that you have Write Access. If not, follow the instructions in the
previous section to obtain write access.

2. Choose Emulator > Send Break. A Send Break Ack
(Acknowledgement) message appears.

3. Click OK.

Connected Users

The Connected Users command allows you to view a list of other users
who are currently connected on the same port.

1. Choose Emulator > Connected Users.

-
E Connected Users: Serial Port 1 (ﬁ
User Name | Write Access
admin |
. ]

]

S
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2. A check mark appears in the Write Access column after the name of
the User who has Write Access to the console.

3. Click Close to close the Connected Users window.

Exit
1. Choose Emulator > Exit to close the RSC. The Exit Confirmation
dialog appears.

2. Click Yes.

Edit

Use the Copy, Paste, and Select All text commands to relocate and/or
re-use important text.

=i= Raritan Serial Console: Serial Port 1 (1) |£|&J

Emulator | Edi Tools Chat Help

[ Write Access Emulation: y7100 <Code Set: §SASCll Logging: off

To copy and paste all text:

Choose Edit > Select All.

Choose Edit > Copy.

Position the cursor at the location where you want to paste the text.

Click once to make that location active.

I N N

Choose Edit > Paste.
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Note: The copy-paste limit of text in RSC is 9999 lines.

Keyboard shortcuts to highlight, copy, and paste all or partial lines of
text:

Click and drag your mouse over the text you wish to copy.
Use Ctrl+C to copy text.

Position the cursor where you want to paste the text and click in that
location to make it active.

Use Ctrl+V to paste text.

Send a Text File

1.

2
3.
4

Select Tools > Send Text File. A Send Text File screen appears.
Open the directory of the Text file.

Click on or enter the file name of the text file.

Click Open.

-
=i= Raritan Serial Console: Serial Port 2 (2) == P |

Emulator Edit Tno'ls‘l-—“p
Elel=

Look In: ||j0pt'il1'izer' Pro |V| E
D(ook'iesExcept'ion.tx'q *—

—
File Name: [CookiesException.txt )
—

Files of Type: |Text FaTes

ﬁ | Open

=  When you click Open, Raritan Serial Console (RSC) sends
whatever file you selected directly to the port.

= If there is currently no target connected, nothing is visible on the
screen.

Note, if you are using a Mac® and/or Safari®, do the following in
order to use this feature:

In Safari, select Preferences.

"-'
——

== Raritan.



Chapter 5: Raritan Serial Console (RSC) Help

Under the Security tab, select "Manage Website Settings"
Click on the SX Il website.

Select "Run in unsafe mode" from the drop-down box.

a M D

Restart Safari.

i

Raritan

Toggle Power

The Toggle Power function lets you power on or off the device that is
connected to the associated outlet on a Power Distribution Unit (PDU).
For example, if a router is connected to one of the outlets on the PDU,
you can toggle the router’s power on or off.

You must configure the association of outlets to the target port of the
device before you can use the Toggle Power feature. Assign a power
port to the serial target from the Device Settings > Port Configuration tab
of the device. If you have not done this, the system displays a message
stating that the target is not associated with a power outlet.

You must have power control permissions to the port to perform these
functions.

1. Select Toggle Power to turn the device (router) on or off. A prompt
appears displaying the current status of the outlet(s). You can turn
the device on or off depending on its current status.

2. If you select No, the system returns you to the RSC screen.

3. If you select Yes, the system sends the power command to either
turn on or off the outlets associated to the target port of the device.
== Raritan Serial Consale: Serial Port 1 (1) =EErs= |

Emulator Edit Tuo'ls*uh—ﬂe%p—
el

L61,11:5000/1" please wait ...

® Power Outlet Status 1s ON. Do you want to turn off the power of this target?

—> [E][=

[0 Write Access Emulation: yT100 Code Set: JsS.ASCH Logging: off
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If you receive a hardware error message, this means the PDU command
failed.

If you receive a software error message, this means another user is
controlling the power outlet and the power control command cannot be
sent.

Power On a Target
Use this option to power on a target from Raritan Serial Console (RSC).
This option is visible only when there are one or more power

associations to the target, and when you have permission to manage the
target's power.

1. Select Tools > Power On.

2. Click Yes when prompted to confirm.

== Rarnitan Serial Console: Serial Port 1 (1) == ==

Emulator Edit Tools -(-—He-'l-p—

' please wait ...

® Do you want to power on the outlet(s) assoicated with this port?

(B ] [ves | G

[0 Write Access Emulation: yT100 Code Set: US.ASCI Logging: off

Power Off a Target

Use this option to power off a target from Raritan Serial Console (RSC).

This option is visible only when there are one or more power
associations to the target, and when you have permission to manage the
target's power.

1. Select Tools > Power Off.

)
ﬂﬂ
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Click Yes when prompted to confirm.

<= Raritan Serial Console: Serial Port 1 (1) = el

Emulator Edit Tools ‘-\—Hﬂ-p—

please wait ...

® Do you want to power off the outlet(s) associated with this port?

[0 Write Access Emulation: yT100 Code Set: US-ASCHI Logging: off

Power Cycle a Target

Power cycling allows you to turn a target off and then back on through
the outlet it is plugged into.

This option is visible only when -

there are one or more power associations to the target
the target is already powered on (the port status us Up)
you have permission to manage the target's power
Select Tools > Power Cycle.
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2. Click Yes when prompted to confirm.

== Raritan Serial Console: Serial Port 1 (1) EEIRE

Emulator Edit Tools ‘nﬁ—ﬂﬂp—

1,11:5000/1' please wait ...

® Do yvou want to power cycle the outlet(s) assoicated with this port?

[ ][ ves |

[0 Write Access Emulation: yT100 <Code Set: Js5.AsCll Logging: off

Standalone Raritan Serial Console Requirements

The following requirements must be met to support the Raritan Serial
Console (RSC):

e Minimum 1 GHz PC with 512 MB RAM.
e Java”
See SX |l release notes for the required version.

If you do not have a compatible version of the JRE, go to
http://www.java.com (http://www.java.com) and click the
Download Now button.

Your system may require configuration adjustments depending on the
operating system and browser. The JRE provides configuration
instructions with the JRE download. See
http://www.java.com/en/download/help/testvm.xml
(http://lwww.java.com/en/download/help/testvm.xml \o
http://www.java.com/en/download/help/testvm.xml) to determine the
JRE version currently installed on your system.

Ensure that Java can be started from the command line.

To do this, you must configure environment variables. Make a note of the
exact path where Java was installed (the path information is used later).

i
i

=i=Raritan.
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Set Windows OS Variables and Install Standalone Raritan Serial
Console (RSC)

1. Choose Start > Control Panel > System.
2. Click the Advanced tab and then click Environment Variables.

3. Inthe System variables section, click New.

[ » Control Panel » System and Security ’_ﬂ“"')

Control Panel Home

View basic information about your computer

% Device Manager Windows edition

$ fRetsattings Windows 7 Professional

% System protection Copyright © 2009 Microsoft Corporation. All rights reserved.

!Q Advanced system settings ﬁ=— Service Pack 1

System Properties [ 52 [Jows7

_CompmrNamaM Advanced |Syslnrn Pr:mcionl Rorrm|

You mustbe legged on as an Adminisirator to make most of these changes.
Performance

Visual effects. processor scheduling. memory usage. and virtual memory

]

450

User Profiles Environment Variables ——
Desktop settings related to your logon

\User variables for jenniferr

g
%

Variable Value

Startup and Recovery %Rl SERPROFILE%:\AppData'Local\Temp

TMP FUSERPROFILE%' Data T
System startup, system failure, and debugging information \AppDataiLocaiTemp

—— ] [ ] [oeem

[ Envi Variabh
System variables
1 Variable Value =
ok || cancel || apply Comspec C:\Windows\system32\cmd.exe 3
. FF_NO_HOST_C... NO
Domain: fantancoll | nuMBER_OF_PR... 4
os Windows_NT =
Windows activation 1 = == E— -
See also . . .
Windows is activated Hew... ] [ Edit. H Delete

Action Center
Product ID: 00371-0EM-8992671-005

o o )

Performance Information and
Tools

Write down the installed Java path.

In the Variable value block field of the New System Variable dialog,
add JAVA_HOME to the Variable name block and the Java path you
wrote down earlier.

6. Click OK.
7. Select the PATH variable and click Edit.

eV e
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Add %JAVA HOME%\bin to the end of the current Variable value.
Ensure a semicolon (;) separates the new value from the last value
in the string.

Click OK.

Environment Variables

| X
-
MNew System Variable M

Variable name: Path

Variable value: \DevSys%lAVA_HOME%a\bin /

_* 0K ] l Cancel

System variables

Variable Value o
USERNAME SYSTEM
windir C:\Windows

windows_tracing... 3
windows_tracing... C:\BVTBin\Tests\installpackage'csilogfil...

———» vew ][ e ][ oeee |

4 ||

o [ o]

10. Select the CLASSPATH variable and click Edit.
11. Ensure the CLASSPATH Variable value is configured properly; that

is, its value must have a period (.) in it. If, for any reason, there is no
CLASSPATH variable defined, create one.

Next, install Raritan Serial Console (RSC) on your Windows OS.

You must have administrative privileges to install RSC.

1.
2.

Log in to a Windows® machine.

Download, or copy from a known location, the RSC-installer.jar
installation file.

Double-click on the executable file to start the installer program. The
splash page opens.

Click Next. The installation path page opens.
Change the path, if desired.

Click Next. The installation progress page opens.

=i=Raritan.
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Note: The standalone version of RSC is available from the Raritan
Support website:
http://www.raritan.com/support/sup_upgrades.aspx
(http://www.raritan.com/support/sup_upgrades.aspx)

7. Click Next. The Windows shortcut page opens.
8. Select the Program Group for the Shortcut.

9. Click Next. The installation finished page opens.
10. Click Done.

Set Linux OS Variables and Install Standalone Raritan Serial
Console (RSC) for Linux

To set Java™ for a specific user, open and edit the .profile file located in
the /home/Username folder.

To set Java for all users, open the .profile file in your /etc folder:

1. Find the line where you set your path:

export

PATH=S$SPATH: /home/username/somefolder

2. Before that line you must set your JAVA_HOME and then modify
your PATH to include it by adding the following lines:

export
JAVA HOME=/home/username/j2sdkl.6/
export PATH=SPATH:SJAVA HOME/bin

3. Save the file.

You must have administrative privileges to install Raritan Serial Console
(RSC).

1. Log in to your Linux™ machine.

2. Download, or copy from a known location, the RSC-installer.jar
installation file.

3. Open a terminal window and change to the directory where the
installer is saved.

4. Type java -jar RSC-installer.jar and press Enter to run the installer.

Click Next after the initial page loads. The Set Installation Path page
opens.

a. Select the directory where you want to install RSC and click
Next.

b. Click Browse to navigate to a non-default directory.

c. Click Next when the installation is complete.
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d. Click Next again. The installation is complete. The final page
indicates where you can find an uninstaller program and
provides the option to generate an automatic installation script.

6. Click Done to close the Installation dialog.

Setting UNIX OS Variables
To check the latest JRE™ version on Sun Solaris™:
1. Launch aterminal window on the Sun Solaris desktop.

2. Type java-version in the command line and press Enter. The
currently-installed version of Java™ Runtime Environment (JRE)
appears.

= |f your path variable is not set to where the Java binaries have
been installed, you may not be able to see the JRE version.

= Assuming JRE is installed in /usr/local/java: you must set your
PATH variable.

= To set a path for the bash shell:

export

PATH=$PATH: /usr/local/java/j2rel.6/bin

= To set path for tcsh or csh:

set

PATH = ($PATH /usr/local/java/j2rel.6/bin)

= These commands can either be typed at the terminal each time
you log in, or add them to your .bashrc for bash shell or .cshrc
for csh and tcsh so that each time you log in, the path is already
set. See your shell documentation if you encounter problems.

3. Ifthe JRE is installed, proceed with the RSC installation; download
JRE if it is not, and then install RSC.

]
i
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Launching RSC on Windows Systems

1. Double-click the shortcut or use Start Programs to launch the
standalone Raritan Serial Console (RSC). The RSC Login
connection properties dialog appears.

= Raritan Serial Console Login E] @

Enter connection properties: \

User Name: Password:

ladmin | [ |

Host Address: TCP Port: Target:

10216851183 | [s000 | [d |
Start Close I

2. Enter the Dominion SX Il IP address, account information, and the
desired target (port).

3. Click Start. RSC opens with a connection to the port.

Note: In case of unrecognized characters or blurry screens in RSC
window due to localization support, try changing the font to Courier
New. Choose Emulator > Settings > Display, and select Courier
New for Terminal Font Properties or GUI Font Properties.
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SX Il Administration

This help contains information on tasks typically performed by
Administrators, such as managing user groups and users, managing
authentication and security, configuring network settings and so on.

Note that the same tasks can be performed from the Remote Console,
the Admin Client or command line interface (CLI), so this section is
divided into a Remote Console and CLI section.

In This Chapter

Administering SX Il from the Remote Console and Admin-Only Interface72
Administering SX Il Using command line interface ...........cccccceeviveeeene 204

Administering SX Il from the Remote Console and Admin-Only Interface

Tireg & Sevsion:
duty 01, 2018 180822

User admin
State: active
Your 1P 192 164 3223

Last Login: Jun 30, 2015 17:65:36

Device Information:

This section is specific to tasks performed in the SX Il Remote Console,
including the Admin-Only Interface

For information on performing tasks using command line interface, see
Administering SX Il Using command line interface (on page 204).

Configure Power Strips from the Remote Console

You can control Raritan PX rack PDU outlets (power strips) and Baytech
rack PDU power strip outlets that are connected to SX II.

For information on setting up a PX, see the Raritan PX Online Help. For
details on how to connect a PX to SX Il, see Connect and Configure a
Rack PDU (Powerstrip) (on page 75).

Once connected to SX Il, the rack PDU and its outlets can be configured.

Configure power strips from the Remote Console as shown here, or
using command line interface. See Configure Power Strips Using CLI
(on page 204).

Note that in the Remote Console, you can also quickly access a
powerstrip's page from the Port Access page by clicking on the
Powerstrip link in the Type column.

Home > Pors

Port Access

Click on the individusl port name fo see allowable operations,

q Serial Port 4 down
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If no power strips are connected to SX Il, a message stating "No power
strips found" is displayed in the Powerstrip Device section of page.

If power strips are down or cannot be reached, the message "Cannot
communicate with power strip or outlet number not match, please
check!" is displayed on the page in red.

Powerstrip Device

Powerstrip: | Powerstrip Refresh

Cannot communicarte with powerstrip or outler number not match, please check!

All of the power strips you have permissions to access and that are
connected to SX Il are listed in the Powerstrip drop-down.

Information about the currently selected power strip is displayed under
the Powerstrip drop-down -

= Name

=  Model

=  Temperature

= Current Amps

=  Maximum Amps
= Voltage

=  Power in Watts

= Power in Volts Ampere

== Raritan.

m User Management | Devi s | Security | Maintenance | Diagnostics | Help

Dominion®™ 5X
Home = Powerstrip

Time & Session:
May 27, 2015 14:25:48

User: admin

Statz: 10 min idle

our IP: 102.168.55.11

Last Login: May 28, 2015 13:48:27

T Model: Ternperalure Currentdmps: Maxdmps: Voltage: Powerin\WWatt: Powerlnii:
Pcmersmp PCR3 205°C 104 1A 1143V 1w 1ZE VA
Device Information:
Dewvice Name X2
|F Address

102.168.60.137 i
e e lzl Power Cycle Duration (5-300 seconds)
Device Modet DEX2-48 ‘Name State Control
Metwork: LANT LANZ
Poweerin1: on Hew outlet! on [on] [oF] m
Powerin2: an T -
Port States: Outlet 2 o [on] [oA] m
2 Plarts: up
48 Farts: down Outlet 4 on [On ] [Of] [Cycle]
45 Fors: e | [omes o [of ] [cyek]
Outlet & on [of ]
Connected Users:
admin (192.163.55.11) Outlet T an o]
10 min idle
admin (192.133.60.40) Outlet 8 on [oF]
21811 min idle
Online Help

Favorite Devices:

itan. s



Chapter 6: SX Il Administration

The currently selected powerstrip's outlet names, their current state, and
their associated ports, if applicable, are displayed below the powerstrip
information.

Use the On, Off and Cycle buttons on the page to control each of the
powerstrip's outlets.

Select another powerstrip from the drop-down to view its information and
control its outlets.

Z=Raritan.

m User Management | Devi tfings | Security | Maintenance | Diagnostics | Help

Dominion® 53X II

Home = PowerEip

Time & Session:

May 27, 2015 14:63:15

User: admin

State: 33 min idle Powarstrip: <=
Your - 192.163.55.11

Last Login: May 28, 2015 13:48:27

Mame: Model: Temperature: CurrentAmps: MaxAmps: Voltage: Powerin\Watt: Powerlni/d:
Powerstrip PCR2 20.5°C 10A 21A 1143V 91w 126 VA

Device Information:
Device Name: SX2

IP Address:

F|r:r?u2\;a1rzszsggle‘1?.'sﬂ 5 Power Cycle Duration (5-300 seconds) [ Sef |

ﬁﬁm:1%4ﬁ Name State Control Associations
Powerin: on e outlet! on @l

Powerin2: an Qutlet2 on E E Cycle

Port States: Outlet 3 on E E Cycle

i utlet 4 on [On] [Of] [Cycle]

48 Ports! il . Outlet 5 on [of]

Outlet & on [of]

i (152 168,55 11 Outet T on [oF] [Erek]

auisinnzrgg.'fas.ea.-w} I\ utlet 8 = [Of | i

21633 min idle
Oinline Help

Favorite Devices:

Control Powerstrip Outlets

» To turn an outlet on:

From the Powerstrip drop-down, select the rack PDU (power strip)
you want to turn on.

Click On next to the outlet you want to power on.

3. Click OK to close the Power On confirmation dialog. The outlet will
be turned on and its state will be displayed as 'on'.

> To turn an outlet off:
Click Off next to the outlet you want to power off.

2. Click OK on the Power Off confirmation dialog. The outlet will be
turned off and its state will be displayed as 'off'.

> To cycle the power of an outlet:

Click Cycle next to the outlet you want to cycle. The Power Cycle
Port dialog opens.

=i=Raritan.
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Dominion® 53X II

Time & Session:
May 27, 2015 14:53:15

User: admin

State: 32 min idle

Your IP: 182.183.55.11
Last Login: May 24, 2015

Device Information:
Device Name: SX2
IP Address:
102.168.60.137
Firmwiare: 2.0.0.1.780
Drewice Modet DEXI-43
Metwork: LANT LANZ
Powerini: an
Powerin2: an

Port States:

2 Parts: up

46 Ports: down
48 Ports: idle

Connected Users:
admin (192.168.55.11)
3E min idle
admin (192,168 60.40)
21632 min idle

Oinline Help

Favorite Devices:

13:48:27

Chapter 6: SX Il Administration

2. Click OK. The outlet then cycles (note that this may take a few
seconds).

3. Once the cycling is complete a dialog will open. Click OK to close the
dialog.

Specify Power Cycle Duration

To specify the duration between powering an outlet off and on when the
cycle command is given, enter it in the "Power Cycle Duration (5-300
seconds)" field and select Set.

Note: If you are connecting a PX to SX Il, it is recommended you set the
power cycle time to 5 seconds.

m User Management | Device Setfings | Security | Maintenance | Diagnostics | Help

Home = PowerEip

O Povio 2

Mame: Model: Temperature: CurrentAmps: MaxAmps: Voltage: Powerin\Watt: Powerlni/d:
Powerstrip PCR2 20.5°C 10A 21A 1143V 91w 126 VA

ﬁ EIPuwerCycle Duration (5-300 seconds) h

New outlet1 on @l
Outlet 2 on E E Cycle
Outlet 3 on E E Cycle
Outlet 4 on [On ] [Of] [Cycle |
f Outlat 5 on [of]
Outlet & on [of]
Outlet 7 on [o#]
Outlet 8 on [of]

Connect and Configure a Rack PDU (Powerstrip)

SX Il allows you to connect rack PDUs (power strips) to SX Il ports. You
must configure these ports as power port via the SX Il Port Configuration
page.

A special Raritan cable or CSCSPCS -1 Rev.0C adapter is required to
connect an SX Il port to the Feature port of rack PDU.

Only Raritan rack PDUs are supported.
1. Configure an SX Il port as power port.

2. On the Port Configuration page, click the port connected to power
strip to open its Port Edit page.

Change the port type from "Serial" to "Power Strip".
change the port name, if needed.
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5. Click OK. SX Il attempts to communicate with the power strip. If
communication is successful, the port is configured as a power port.

Note: If the power strip is in not in support mode, a communication
failure occurs. Update the power strip to support mode from the
power strip application, then configure the port in SX Il again..

6. Once a port is configured as power port, you can change outlet
names on the Port Edit page, as well.

100-120V
12A
1.2-1.4KVA

Remove a Power Association

When disconnecting target servers and/or rack PDUs from the device, all
power associations should first be deleted. When a target has been
associated with a rack PDU and the target is removed from the device,
the power association remains. When this occurs, you are not able to
access the Port Configuration for that disconnected target server in
Device Settings so that the power association can be properly remove.

» Toremove arack PDU association:

1. Select the appropriate rack PDU from the Power Strip Name
drop-down list.

2. For that rack PDU, select the appropriate outlet from the Outlet
Name drop-down list.

From the Outlet Name drop-down list, select None.

Click OK. That rack PDU/outlet association is removed and a
confirmation message is displayed.

» Toremove arack PDU association if the rack PDU has been
removed from the target:

1. Click Device Settings > Port Configuration and then click on the
active target.

;

Raritan.
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2. Associate the active target to the disconnected power port. This will
break the disconnected target's power association.

3. Finally, associate the active target to the correct power port.

Configure and Manage Users and Groups from the Remote Console

Note: These functions can also be performed using command line
interface. See Configure and Manage Users and User Groups Using
CLI (on page 206).

SX Il stores an internal list of all user profiles and user groups.

User profiles and groups are used to determine access authorization and
permissions. This information is stored internally. User passwords are
stored in an encrypted format.

SX Il allows the administrator to define groups with common permissions
and attributes. They can then add users to the groups, and each user
takes the attributes and permissions of that group.

Since the group permissions are applied to each individual in the group,
permissions do not have to be applied to each user separately. This
reduces the time to configure users.

For example, create a group called Modem Access that has permission
to manage modems. Each user assigned to the Modem Access group
can then manage the modem function; you do not have to assign each
user a separate permission.

View a List of Users
e Click User Management > User List.

The User List page shows every user profile created to date, and for
each one, lists:

= Username

= Full name
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= User group

== Raritan.

Device Settings | Secunity | Maimtenance | Diagnoatics | Hetp |

Dominion® 5X 11 PR 'l
e = Uiser MBnagemmee > Users

Time & Seasion:
Ao 13 2015 141752 User List

& Username Full Rame User Group

our - 152.168.32.208

Lt Login: Aug 12, 2015 11:55:22 admin Admin Agmin

itese Mutin Sredgur e

Device Information: T
Dvics Mame: SX2 —
e O poaree Pema Doties adin
Fiammati: 2,001,842 . -
Device Model D545 — >
HNetwork: LANT LANZ
Pl on

Powerin2 on n Rows per Page | Set

Port States:

a8 Pors: down Add | [ Delete

T

[Ematie] |
Users belong to a group and groups have privileges. Organizing the
various users of your SX Il into groups saves time by allowing you to
manage permissions for all users in a group at once, instead of
managing permissions on a user-by-user basis.

You may also choose not to associate specific users with groups. In this
case, you can classify the user as “Individual.”

Upon successful authentication, the appliance uses group information to
determine the user's permissions, such as which server ports are
accessible, whether rebooting the appliance is allowed, and other
features.

Note: These functions can also be manged using command line interface,
see Configure and Manage Users and User Groups Using CLI (on
page 206) .

User Groups

Every SX Il is delivered the default user groups. These groups are listed
in the User Groups drop-down on the Add User page.

e Admin

Users that are members of this group have full administrative
privileges to all functions.

The original, factory-default user is a member of this group and has
complete system privileges.

In addition, the Admin user must be a member of the Admin group.
e Unknown

Additionally, if the remote server does not identify a valid user group,
the Unknown group is applied.

=i=Raritan.
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This is the default group for users who are authenticated remotely
using LDAP/LDAPS, RADIUS or TACACS+.

Any newly created user is automatically put in this group until they
are assigned to another group.

¢ Individual Group

An individual group is essentially a "group” of one. That is, the
specific user is in its own group and not affiliated with other groups.

Use an individual group when you need a user account can have the
same rights as a group.

Individual groups can be identified by @ in the Group Name.

The default user groups cannot be deleted but you can create additional
user groups that meet your needs and assign users to them, if needed.

Diagnostics | Help

Dominion®

Time & Session:

Liser: admin o .
State: & min idle You must add the user before performing 55H Key operations.

Wour IP; 182 168,32 22
Last Login: Jul 02, 2015 18:46:48

pdonjee
Device Information: Full Name
Device: Name: SX2 b
IP Address: |P°m, |
162_168.60.137 Password *
Firmiaare: 2.0.0.1.750 wasuns
Device: Model: DSX2-48
Networic LAN1 LANZ Confirm Password *
Powerin1- on — select —
Powerin2- on ohsencer
<Unknown> (default setting)
Port States:
ot sute

47 Poms: down
43 Ports: idle

Connected Users:

admin (192.168.32.22)
& min idle

admin (132, 168 60 40) {
TE3E0 min idle

Online Help

User Profiles

=E=Raritan. "
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User profiles serve two purposes:

e To provide users with a username and password to log in to SX II.

e To associate the user with a user group. The user group determines
which functions and ports the user can access.

SX Il is shipped with one user profile built in, the Admin user.

This user profile is associated with the Admin user group and has full
system and port permissions. This profile cannot be modified or deleted.

Up to 254 user profiles per group are supported by SX II.
You can create a profile that is unique to each SX Il user.

Alternatively, you can create a profile and assign multiple people to it.
Each person assigned to the profile will then have the same privileges.
This saves time but requires caution to ensure a user is not given
inappropriate access to a function. Use this function to limit permissions
as well. See Create a Group with Limited Access to SX Il (see
"Create a Group with Limited Access to SX Il (IP Access Control
List)" on page 83).

Local and Remote Authentication
All users must be authenticated to access SX II.

SX Il can be configured to authenticate users locally and/or remotely
using LDAP/LDAPS, RADIUS or TACACS+. Remote user authentication
is processed before local authentication if remote authentication is
enabled. For details, see User Authentication (see "Configure User
Authentication from the Remote Console" on page 92).

Add a User Group

1. Select User Management > Add New User Group or click Add on the
User Group List page.

]
i
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2. Type a descriptive name for the new user group into the Group

Dominion®™ 5X

Name field.

gs | Security | Maintenance | Diagnostics

Time & Session:
August 12, 2015 DE-44:14

User: admin

Stabe: aclive

Your IP: 192,188 32 200

Last Login: Aug 11, 2015 12:04:02

Device Information:
Device Name: SX2
IF Address
182.168.60.137
Finmware: 20,001,842
Device Model: D5X2-43
MNetwork: LANT LAN2
Powerin: on
Powerin2: on

Port States:
43 Ports: down
48 Ports: idle

Connected Users:
admin (152,168 32.209)
sctive

Online Help

Favorite Devices:

==Raritan.

Dominion® 5X

¥ Permissions

¥l Device Access While Under CC-5G Management
b Deviee Settings

¥l Diagnostics

1 maintenance

M Modem nccess

M pc.share

Il Security

M1 user Managoment

= Port Permissions

1P A

||

Set Group Permissions

Port Access | Power [MSSEMARSRERNENE| Device Settings | Security | Maintenance | Disgnostics | Help

Home > User Management > Group

Time & Session:
August 12, 2015 06:41:46

User: sdmin

State active

Your IP; 152.188.32.208

Last Login: Aug 11, 2015 12:04:02

Device Information:
Device Hame: SX2
IP Address:
182.168.60.137
Firmavare: 2.0.0.1.842
Dewvice Model DSX2-48
Metwork: LANT LANZ
Pawerinl: of
Powerin2: on

Port States:
45 Ports; down
45 Ports: idle

Connected Users:
mdmin (152 166.32.209)
| mctive

Online Help

Favorite Devices:

oy

=&=Raritan.

Group Name *
Admin

v Permissions

Device Access While Under CC-5G Management
Device Settings

Diagrostics

Maintenance

Modem Access

PC-Share

Security

User Management

LHELRLERE

q
= IP ACL

Select the permissions to assign to the group.

= Device Access While Under CC-SG Management - Allows users
and user groups with this permission to directly access the SX II
while it is under CC-SG management.

SX Il is accessed using an IP address when Local Access is
enabled for the device in CC-SG.

When a device is accessed directly while it is under CC-SG
management, access and connection activity is logged on SX II.

81
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User authentication is performed based on SX Il authentication
settings.

Note: The Admin user group has this permission by default.

Device Settings - Network settings, date/time settings, port
configuration, event management (SNMP, Syslog), and so on.

Diagnostics - Network interface status, network statistics, ping
host, trace route to host, SX Il diagnostics.

Maintenance - Backup and restore database, firmware upgrade,
factory reset, reboot.

PC-Share - Simultaneous access to the same target by multiple
users.

Security - SSL certificate, security settings, IP ACL.

User Management - User and group management, remote,
authentication, login settings.

Important: Selecting User Management allows the members of the
group to change the permissions of all users, including their own.
Carefully consider granting these permissions.

Modem Access - Displayed on the page when an external
modem is connected to SX Il. Select this option if you want the
group to have access to the external modem. If broadband
access is enabled for a supported Sierra Wireless modem, this
permission allows the group to access SX Il via the wireless
modem, as well. See Connect and Enable Global Access to
an External Model (see "Connect and Enable Global Access
to an External Broadband Modem™" on page 145).

]
i
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Set Port Permissions

==Raritan.

Home = User Managemant > Group

Time & Session:
August 12, 2015 06:47:12

User: admin

State: -3 min idie

our IP: 192.188.32 209
Last Login: Aug 11, 2015 12

Device Information:
Device Name: SX2
IP Address
192.168.60.137
Farmware: 2.0.0.1.842
Device Model: DEX2-45
Hebwark: LANT LANZ
Poiwernt: on
Powerin2: on

Port States:
48 Ports. down
45 Ports: idle

Connected Users:
admin (182,168 32.209)
3 min iclle

Online Help

Favorite Dewices:

04:02

Port Access | Power [UISSHMBRAGERERI| Device Settings | Security | Maintenance | Diagnostics | Help

Port Access Power Control
1: Serial Port 1 Control| w | Aceess| v |
2LX Controd[ w] Acress | ¥ |
3 Powerstrip Controd| w | Aceess| v |
4: Serial Port 4 Deny || Deny ||
&: Serial Port § Deny [w] Deny [ ]
6: Mew_Power_Cable Dery |w| Deny |w|
7: port? Deny |w| Deny |w]
8: Serial Port § Dery |w) Deny |v]
8: Serial Port 9 Deny |w| Deny |~ |
10: Serial Port 10 Deny [w] Dery [~
142 Serial Port 11 Deny [w] Deny [w]
12: Serial Port 12 Deny || Deny [w]
13: Serial Port 13 Deny [v] Deny |v]
N it arbis Decy [ Deny [a _/

4. Select the access permissions the group has to server ports and
power control. The default is Deny.

Select each port individually, or use the checkboxes at the bottom of
the page to apply permissions to all ports.

D Set All to Deny D Set All Power to Deny
| Set All to View
D Set All to Control D Set All Power to Access

= Deny - Denied access completely.
= View - View but not interact with the connected target.
= Control - Control the connected target.

Control must be assigned to the group if power control access
will also be granted.

5. Click OK to create the group and apply permissions.

For information on IP ACL, see Create a Group with Limited Access to
SX 1l (IP Access Control List) (on page 83).

Create a Group with Limited Access to SX Il (IP Access Control List)

Important: Exercise caution when using group-based IP access control.
It is possible to be locked out of your SX Il if your IP address is within a
range that has been denied access.
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This feature limits a user's access to the SX Il by allowing you to assign

them to a group that can only access the device through specific IP
addresses.

This feature applies only to users belonging to the specific group. This is
unlike the IP Access Control List feature that applies to all access
attempts to the device. IP access control takes priority over group-based
IP ACL and is processed first.

Use the IP ACL section of the Group page to add, insert, replace, and
delete IP access control rules on a group-level basis.

=i=Raritan.

Dominion® 5x

Time & Sesgion:
June 30, 2015 20-24:10

User: admin

State: 31 min idle

Your IP; 192168 32.21

Last Login: Jun 30, 2015 16:35:18

Device information:

Device Mame: 5X2

IP Adidress:
152.168.60.137

Firmraare: 2.0.0.1, 780

Dievice Model: DSX2-43

Metwork: LANT LANZ

P L e T ——

Lo i S

Homs > User Management > Group

Group

Group Name *
SH2-Horth

= Port Permissions

Powerlnl: on
Powerin- on

. ¥ IPACL
Port States: Rule & Starting IP Ending IP Action
1 Port up
47 Ports: down 1 |[255.255.55.55 [255.255.55.55 | AccerT
4B Parts. idle : DROP

| Append | | Inseri | | Replace | | Delete |

Connected Users:

admin (192,168.32.21)
31 min idle

sdmin (192,163 60.40)

e el 4

( = E=

To add (append) rules:

Type the starting IP address in the Starting IP field.
Type the ending IP address in the Ending IP field.
Choose the action from the available options:

= Accept - IP addresses set to Accept are allowed access to the
SX Il device.

= Drop - IP addresses set to Drop are denied access to the SX Il
device.

Click Append and then click OK. The rule is added to the bottom of
the rules list. Repeat steps 1 through 4 for each rule you want to

enter.
To insert arule:

Enter a rule number (#). A rule number is required when using the
Insert command.

Enter the Starting IP and Ending IP fields.

=i=Raritan.
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Dominion® 5X 11

Time & Session:
July 04, 2015 154713

User. admin

State: aclive

Your IP: 192, 163.32.22

Last Lagin: Jul 02, 2015 18:46:43

Device Information:
Device Name: 5x2
IP Address
192.168.60.137
Firmware: 2.0.0.1.780
Device Model: DSX2-45
Network: LAM1 LANZ
Powerini: on
Powerln2: o

Port States:

1 Port: up

4T Ports: down
48 Ports: idle

Connected Users:

sdmin (162.168.32.22)
active

admin {182 168 £0.40)
TE412 min idle

Online Help

P NPy

w NPy
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Choose the action from the Action drop-down list.

Click Insert and then click OK. If the rule number you just typed
equals an existing rule number, the new rule is placed ahead of the
exiting rule and all rules are moved down in the list.

To replace arule:

Specify the rule number you want to replace.
Type the Starting IP and Ending IP fields.
Choose the Action from the drop-down list.

Click Replace and then click OK. Your new rule replaces the original
rule with the same rule number.

To delete arule:
Specify the rule number you want to delete.
Click Delete.

When prompted to confirm the deletion, click OK and the click OK on
the page to save the changes.

Create and Activate a User

1.

Choose User Management > Add User.

You must add the user before performing 55H Key operations.

IA.CII'TIII\ b
M Active
[ox] [Canest]
= Y,

Confirm Password field. Required

2. Type alogin name in the Username field. This is the name the user
enters to log in to SX II. Required
= The username is case sensitive.
Type the user's full name in the Full Name field. Required

4. Type a password in the Password field, and then type it again in the
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= The password is case sensitive.

Note: If the strong password feature is enabled, there are other
password requirements. See Strong Passwords for details.

Associate the user with a user group by selecting from the User
Group drop-down. Required

If you do not want to associate this user with an existing User Group,
select Individual Group from the drop-down list. For more information
about permissions for an Individual Group, see Setting Permissions
for an Individual Group.

Decide whether or not to activate this profile immediately. By default,
the Active checkbox is selected.

To deactivate this account, deselect this checkbox. You can return at
any time and activate the user when necessary.

Click OK. The page closes.

The user profile is created and should appear in the User List page.
Reopen the user's page and the SSH key section is enabled. If
needed, assign an SSH key to the user profile. See SSH Client
Certificates for Users (see "Add SSH Client Certificates for
Users" on page 87).

]
i

==Raritan.



Chapter 6: SX Il Administration

Add SSH Client Certificates for Users

Note: This function can also be performed using command line interface.
See Configure User Authorization and Authentication Services
Using CLI (on page 209).

If needed, SSH (Secure Shell) Client Authentication keys can be added
to a user. The user must first be created before the client certificate can
be added.

1. Select User Management > User List, then click on the name of the
user you want to add a SSH client certificate to. The User's page
opens.

[Port Access | Power | User Management| Device Settings | Security | Maintenance | Diagnostics | Heip |

Home = User Management > User

Username * h g

mbrodeur

Full Name New S5H Key

|Martin Brodsur | k

Password TZHppVdRDTHMcOIAXIsoInSEpCZPthFplFatrz4md4UeMetT
vpzZuiB2a0tGEhdx0pwayvYXEEgI6fwiatndpTtNGhY /ZDELS ~

| | gXRrLCZZKkdKiNYXTulK40YzZwtJpfal09KzI8/j4aBGGXN W

Confirm Password PisTY9NYiT7DdelVPm8jOgZ3L0QkpuTHIdYcGB+Et7iig

User Group *

| observer

@ Active

2. Enter the SSH key data in the SSH Key Data box. This data is the
rsa_id.pub key generated for your client.

Linux users should delete "name@Iocal host" that appears at the end
of the generated key when adding public keys.

Windows users must always include "name@local host".

3. Click Add. The key data should be used for authentication and you
should not have to enter a password.

To delete an SSH key:
Click the checkbox next to the key you want to delete.
Click Delete.

w NPy

Click OK when prompted to confirm.

itan. o7
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Edit or Deactivate a User

Note: This function can also be performed using command line interface.
See Configure and Manage Users and User Groups Using CLI (on
page 206).

1.

4.

Choose User Management > User List. The User List page opens.

It looks exactly like the New User page. See Create and Activate a
User (on page 85).

You can change any of the fields except the Username field.

For security reasons, the password is not displayed. To change the
profile's password, type a new password in the Password and

Confirm Password fields. If you leave these fields as is, the
password is unchanged.

Click OK when finished. The user profile is modified.

Delete a User

Note: This function can also be performed using command line interface.
See Delete Users Using CLI.

1.
2.

Choose User Management > User List. The User List page opens.

Click the checkbox to the left of the user profile you want to delete.
You can select more than one.

Click Delete. You are prompted to confirm the deletion.

Click OK. The selected user profiles are deleted.

]
i
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View Users by Port

The User By Ports page lists all authenticated local and remote users
and ports they are being connected to.

e If the same user is logged on from more than one client, their
username appears on the page for each connection they have made.
For example, if a user has logged on from two (2) different clients,
their name is listed twice.

e This page contains the following user and port information:

e Port Number - port number assigned to the port the user is
connected to

e Port Name - port name assigned to the port the user is connected to

e Note: If user is not connected to a target, 'Local Console' or 'Remote
Console' is displayed under the Port Name.

e Username - username for user logins and target connections
e Access From - IP address of client PC accessing the SX Il

e Status - current Active or Inactive status of the connection
To view users by port:

e Choose User Management > User by Port. The Users by Port page
opens.

Domini < |

Time & Session:
August 12, 2015 07 4913

User; ndmin

State: 40 se: e

Vou - 152 188 32208

Last Login: Aug 12, 2015 064105

Device Information:
[T Te—
1P adcress.

192.18860.137

48 Ports: idie:

Conmected Users:
acimie (152_168.32 205)
40 sec idke

Oniine Help

Favorite Devices:
[Enabie |

=&=Raritan.

0

Marapement * Users By Fort

Users By Port

=) RC Feeenctn Conisle admin

192162 32 209 Aelive *this sesion

./'
52 Ficws. per Page [ Set |

[Fetrean | Force User Logant
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Disconnect a User from a Port

You can disconnect a user from a specific port without logging them off
of SX Il. For example, if a user is connected to Serial Port 1 via Raritan
Serial Console (RSC), you can disconnect them from the port.

| | & Port No. Port Name: Usermame Access From Status
—_— 1 Sestal Pert 1 Bamin 192.168.32.208 aciive This seasicn
/ 32 |Rows per Pags [ Set |
) - = Raritan Serial Cansole: Serial Part.] (1) v | 5] i |
Refresh Desconnect User From Port Force User Logal Edit Tools Chat He
T

Online Help

Fﬁ vvvvvvv

This is unlike the force user logoff SX Il function that disconnects users

from the target port and logs them off of SX Il. See Logging Users Off the

SX Il (Force Logoff) for information.

1. Choose User Management > Users by Port. The Users by Port page
opens.

2. Select the checkbox next to the username of the person you want to
disconnect from the target.
Click "Disconnect User from Port".

4. Click OK on the confirmation message to disconnect the user.
A confirmation message is displayed to indicate that the user was
disconnected.

If the "Disconnect User from Port" is disabled, the user is not logged on

to a port at the current time or you did not select the checkbox next to

their name in the list above..
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Log a User Off of SX Il (Force Logoff)

If you are an administrator or have user management permissions, you
are able to log off any authenticated user who is logged on to SX II.
Users can also be disconnected at the port level. See Disconnecting
Users from Ports.

Time & Session:
August 12, 215 075115

“four IP: 152 188.32.209
Lisst LLasgin: Ausg 12, 2015 06:41:09

Duvics Information:
Dievice Hame: S¥2
P AR
152.168.60.137
Famwaee: 2 001,842
Dievice iiodel. DEX0-45
LA

47 Ports: idle
1 Port: eonnected

Connected Usen
aimin {152 =2 205}
actve

Online Help

Favorite Devices:

Hama » Liver Msnagemen: » Users By Por
—

Port Access | Power [ERSTMSRBISIENN] Devce Sctings | Securty | Maintemance | Diagnostics | Heip |

Logout

Users By Port

192.165 32.209

active This session

/
£l Feonws per Pags [ Set |

Desconnect User from Port | [Force User Logor! | e

1. Choose User Management > Users by Port. The Users by Port page
opens.

2. Select the checkbox next to the username of the person or persons
you want to disconnect from the target.

3. Click "Force User Logoff".

4. Click OK on the Logoff User confirmation message.

If the "Force User Logoff" button is disabled (grayed out), the user is not
logged on and/or connected to a port at the time or you have not
selected the checkbox next to their name in the list above.
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Configure User Authentication from the Remote Console

SX Il requires users be authenticated to access the appliance.

Authentication is the process of verifying that a user is who he says he is.
Once a user is authenticated, the user's group is used to determine his
system and port permissions. The user's assigned privileges determine
what type of access is allowed. This is called authorization.

Users can be authenticated via SX |l locally or remotely.

By default, users are authenticated locally; you must enable remote
authentication.

When the SX Il is configured for remote authentication, the external
authentication server is used primarily for the purposes of authentication,
not authorization.

SX Il provides several options to remotely authenticate users -

e LDAP/LDAPS
e RADIUS
e TACACS+

For information on configuring LDAP, RADIUS and TACACS+ servers,
see Configure LDAP, RADIUS and TACACS+ Servers.

For information on enabling Telnet and SSH in SX Il, see Enable Telnet
(Optional) (on page 122) and Enable SSH Access (Optional) (on page
121).

Note: You can also configure remote authentication via command line
interface. See Configure User Authorization and Authentication
Services Using CLI (on page 209).

]
i
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Time & Session:
June 30, 2015 18:14:22

User: admin

State: 14 min idle

Your IP: 182.168.32.21

Last Login: Jun 30, 2015 16:35:16

Device Information:
Device Name: X2
IF Address:
192.168.60.137
Firmware: 2.0.0.1.780
Device Model- DSX2-43
Network: LAN1 LAN2
Powerini: on
Powerin2: on

Port States:

1 Port up

47 Ports. down
48 Pornts: idle

Enable Local User Authentication

Chapter 6: SX Il Administration

Users are validated based on their username and password from a local

database.

Note that if a remote authentication is enabled but the user is not found,
SX Il checks the local authentication database as well.

ettings | Security | Maintenance

Home = User Management > AUhentication Settings

Authentication Settings

(@) Local Authentication —
) Loap
O RADIUS

) TACACS+
Q

» RADIUS

» TACACS=

a OK | | Reset To Defaults | | Cancel

oy

=&=Raritan.

Authentication Settings page opens.
Select Local Authentication.
Click OK to save.

To return to factory defaults:
Click Reset to Defaults.

Choose User Management > Authentication Settings. The
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Enable LDAP/LDAPS Authentication

Note: When configuring the LDAP server, the query string format on the
server should contain the name of the group configured on SX II.

You can use the Lightweight Directory Access Protocol (LDAP) to
authenticate SX Il users instead of local authentication.

Lightweight Directory Access Protocol (LDAP/LDAPS) is a networking
protocol for querying and modifying directory services running over
TCP/IP.

A client starts an LDAP session by connecting to an LDAP/LDAPS
server (the default TCP port is 389). The client then sends operation
requests to the server, and the server sends responses in turn.

Reminder: Microsoft Active Directory functions natively as an
LDAP/LDAPS authentication server.

1. Click User Management > Authentication Settings to open the
Authentication Settings page.

2. Select the LDAP radio button to enable the LDAP section of the
page.

The LDAP section expands. If it does not, click on the LDAP section
header.

]
i
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Server Configuration

| Port Access | Power [UseFManagement| Device Settings | Security | Maintenance | Diagnosics | Heip

HDI’nE = User Management = Authentication Settings

Authentication Settings
O Local Authentication
@ LDAP

() RADIUS

O TACACS+

¥ LDAP

[~ Server Configuration

Primary LDAP Server

Secondary LDAP Server (c

Type of External LDAP Server
IGenerir: LDAP Server -

Active Directory Domain (optional)

User Search DN

DN of Administrative User (optional)

Secret Phrase of Administrative User

Confirm Secret Phrase

Dialback Query String

In the Primary LDAP Server field, type the IP address or host name
of your LDAP/LDAPS remote authentication server.

Optional In the Secondary LDAP Server field, type the IP address or
host name of your backup LDAP/LDAPS server (up to 256
characters). When the Enable Secure LDAP option is selected, the
DNS name must be used. Note that the remaining fields share the
same settings with the Primary LDAP Server field.

Select the type of External LDAP Server.
= Generic LDAP Server.

= Microsoft Active Directory. Active Directory is an implementation
of LDAP/LDAPS directory services by Microsoft for use in
Windows environments.
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6.

= Type the name of the Active Directory Domain if you selected
Microsoft Active Directory. For example, acme.com. Consult
your Active Directive Administrator for a specific domain
name. Optional

In the User Search DN field, enter the Distinguished Name of where
in the LDAP database you want to begin searching for user
information. An example base search value might be:
cn=Users,dc=raritan,dc=com. Consult your authentication server
administrator for the appropriate values to enter into these fields.

Complete this field if your LDAP server only allows administrators to
search user information using the Administrative User role.

Consult your authentication server administrator for the appropriate
values to type into this field.

An example DN of Administrative User value might be:
cn=Administrator,cn=Users,dc=testradius,dc=com. Optional

If you entered a Distinguished Name for the Administrative User, you
must enter the password that will be used to authenticate the
Administrative User's DN against the remote authentication server.

Enter the password in the Secret Phrase field and again in the
Confirm Secret Phrase field.

LDAP/LDAP Secure

[~ LDAF { Secure LDAP
O Enable Secure LDAP

Port

Secure LDAP Port

Enable LDAPS Server Certificate Validation

Root CA Certificate File

Nore: Reboor device after certificate file is uploaded.

Select the "Enable Secure LDAP" checkbox if you would like to use
SSL.

This will enable the Enable LDAPS Server Certificate Validation
checkbox.

Secure Sockets Layer (SSL) is a cryptographic protocol that allows
SX Il to communicate securely with the LDAP/LDAPS server.

When the "Enable Secure LDAP" option is selected and the "Enable
LDAPS Server Certificate Validation" option is selected, the DNS
name must be used to match the CN of LDAP server certificate.

The default Port is 389. Either use the standard LDAP TCP port or
specify another port.

=i=Raritan.
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11.

12.

13.

Chapter 6: SX Il Administration

The default Secure LDAP Port is 636. Either use the default port or
specify another port. This field is only used when the Enable Secure
LDAP checkbox is selected.

Select the "Enable LDAPS Server Certificate Validation" checkbox to
use the previously uploaded root CA certificate file to validate the
certificate provided by the server.

If you do not want to use the previously uploaded root CA certificate
file, leave this checkbox deselected.

Disabling this function is the equivalent of accepting a certificate that
has been signed by an unknown certifying authority. This checkbox is
only available when the Enable Secure LDAP checkbox has been
enabled.

Note: When the Enable LDAPS Server Certificate Validation option is
selected, in addition to using the Root CA certificate for validation,
the server hostname must match the common name provided in the
server certificate.

If needed, upload the Root CA Certificate File.

This field is enabled when the Enable Secure LDAP option is
selected.

Consult your authentication server administrator to get the CA
certificate file in Base64 encoded X-509 format for the LDAP/LDAPS
server.

Use Browse to navigate to the certificate file.

If you are replacing a certificate for the LDAP/LDAPS server with a
new certificate, you must reboot the SX Il in order for the new
certificate to take effect.

Test LDAP Server Access

[~ Test LDAP Server Access

Login for testing

Password for testing

To test the LDAP configuration, enter the login name and password
in the "Login for testing” field and the "Password for testing" field,
respectively. Click Test.

This is the username and password you entered to access the SX II.
It is also username and password the LDAP server uses to
authenticate you.
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The SX Il then tests the LDAP configuration from the Authentication
Settings page. This is helpful due to the complexity sometimes
encountered when configuring the LDAP server and SX Il for remote
authentication.

Once the test is completed, a message is displayed that lets you
know the test was successful or, if the test failed, a detailed error
message is displayed. It also can display group information retrieved
from remote LDAP server for the test user in case of success.

Enable RADIUS Authentication

Note: When configuring the RADIUS server, the Filter-ID format for the
users on the server should have the following format
"raritan:G{GroupOnSX}:D{DialbackNumber}".

You can use Remote Authentication Dial-In User Service (RADIUS) to
authenticate SX Il users instead of local authentication.

RADIUS is an AAA (authentication, authorization, and accounting)
protocol for network access applications.

1.

Click User Management > Authentication Settings to open the
Authentication Settings page.

Click the RADIUS radio button to enable the RADIUS section of the
page. The section expands. If it does not, click the section header to
expand it.

In the Primary Radius Server and Secondary Radius Server fields,
type the IP address of your primary and optional secondary remote
authentication servers, respectively.

In the Shared Secret fields, type the server secret used for
authentication.

The shared secret is a character string that must be known by both
the SX Il and the RADIUS server to allow them to communicate
securely. It is essentially a password.

The Authentication Port default is port is 1812 but can be changed
as required.

The Accounting Port default port is 1813 but can be changed as
required.

The Timeout is recorded in seconds and default timeout is 1 second,
but can be changed as required.

The timeout is the length of time the SX Il waits for a response from
the RADIUS server before sending another authentication request.

The default number of retries is 3 Retries.

This is the number of times the SX Il will send an authentication
request to the RADIUS server.

—— 8
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Time & Session:
June 30, 2015 18:55:35

User. admin

State: 55 min idle

Your IP- 182.168.32.21

Last Login: Jun 30, 2015 18:35:18

Chapter 6: SX Il Administration

10. Choose the Global Authentication Type from among the options in

the drop-down list:

= PAP - With PAP, passwords are sent as plain text. PAP is not
interactive. The user name and password are sent as one data
package once a connection is established, rather than the server
sending a login prompt and waiting for a response.

= CHAP - With CHAP, authentication can be requested by the
server at any time. CHAP provides more security than PAP.

Home = User Mansgement > Authenication Setiings

O Local Authentication

O LDAP

————— @ RADUS

Device Information:

Device Nsme: SX2

1P Address:
192.168.60.137

Firmware: 2.0.0.1.780

Device Model: DSX2-42

MNetwork: LAM1 LAN2

Powerini: on

Powerln2: on

Port States
1 Port: up

47 Ports: down
48 Ports: idle

Connected Users

sdmin (182.168.32.21)
55 min idie

sdmin (182.162.80.40)
70341 min idle

Online Help

Favorite Devices:

O TACACS+

Authentication Settings

[
¥ RADIUS

Shared Secret
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Create a RADIU IAS Policy

This section describes the steps to create a policy to allow RADIUS
users to access SX Il. The example in this section requires two
conditions: the client source IP address of SX Il and that the UserID is
a member of SX Il User Group:

e NAS-IP-Address = Type the IP address of SX I
e Windows-Group = SX Il User Group

Note: If you have multiple SX Il appliances or different models of
Dominion product family (DKX, DKSX or KX101), then using an
appropriate condition to match (NAS-IP-Address) rule will help apply the
correct policy for the appropriate Dominion appliance.

1. From Internet Authentication Service, right-click on Remote Access
Policies and select New Remote Access Palicy.

The New Remote Policy Wizard starts. Click Next.

3. Select the Set up a custom policy radio button and type a Policy
name.

4. The Policy Conditions dialog appears. Click the Add... button.

Select the NAS-IP-Address name and click the Add... button. Type
the IP address of SX 1.

6. Type a second condition using the name Windows-Group and the
value SX Il User Group. Click Next>.

Select the Grant remote access permission radio button.
Click Next>. The Profile dialog appears.
Click the Edit Profile... button.

10. Choose the Authentication tab. Deselect all other checkboxes select
the Unencrypted authentication (PAP, SPAP) checkbox.

Note: This version of SX Il does not support Challenge
Authentication Protocol (CHAP).

11. Click the Advanced tab. Remove Framed-Protocol.

Note: Each policy has conditions that must be met. If the conditions
are not met, then IAS goes to the next policy and examines the
conditions.

12. Click the Add... button. The RADIUS attributes list appears.

13. Select Filter-ld Name and click the Add button. Click Add in the
Attribute values section. Type the attribute value: Raritan:G{Admin}.

14. Click OK.

15. The value in G{} is the name of a group locally on the SX Il, in this
case the default Admin group.

== Raritan.
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= The value can be Raritan:G{Admin}:D{1234567890} if you are
using the dial back feature, where 1234567890 is the phone
number for dial back.

= The value Raritan:G{Admin} must match with the local group on
the SXII.

= The SX Il comes from the factory with the default Admin group.

= Additional user groups can be created on the SX Il by using the
User Management>User Group option.

= Appropriate port access and user class (Operator or Observer)
can be defined. The group name should be specified in the
Filter-1d attribute value accordingly in order to authorize the
RADIUS user to access the SX II.

16. Move the new policy so it appears as the first (top) policy in the
Policy List.

Note: If required, create a policy to allow dialup access to all users
that are members of a group (Windows® may already have a default
Policy in place to permit access by any user with Dial In enabled, so
this new policy would be optional. If you want to use a new Policy,
ensure that it appears above the default policy).

17. Ensure that the service is started.

18. Ensure that the Active Directory®/Local account for the user has Diall
In access enabled in their user profile. If the Windows 2000® Domain
server is in Native Mode and IAS is registered with the Active
Directory, you can set the User Profile > Dial In setting to use
Remote Access Policies.

Configure SX Il to Use an IAS RADIUS Server

The tasks to set up the SX Il to use an IAS RADIUIS server are:

e Configure a Primary Radius Server (and optional secondary Radius
server).

e Configure a Radius port.

e Configure a secret (shared secret) that is matched in the IAS client
configuration within I1AS.

The following example shows a simple setup based on a new IAS
installation.

Note: If the IAS setup already exists, these instructions may not apply
exactly as shown.

Enable IAS on the Server

1. On the IAS server, go to the Control Panel and launch Add or
Remove Programs.

2. Click Add/Remove Windows Components.
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Highlight Networking Services then click the Details... button.

Select the Internet Authentication Service checkbox and then click
OK.

5. Click Next> and continue with the wizard steps.

IAS Active Directory Access

If using a Domain Controller, set IAS to access the Active Directory®
using the following steps:

1. Launch IAS (choose Start > All Programs > Administrative Tools >
Internet Authentication Service).

2. Right-click on Internet Authentication Service (Local) and select
Register Server in Active Directory.

Note: See the following Microsoft URL for information about Active
Directory:
http://support.microsoft.com/default.aspx?scid=kb;en-us;321051

Add SX Il to the client list

1. From the Internet Authentication Service, right-click on RADIUS
Clients and select New RADIUS Client.

Type a friendly name and the IP address of the SX 1.

3. Select the RADIUS Standard in the Client-Vendor drop-down menu,
and type a Shared Secret that matches the SX Il configuration.

]
i
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Cisco ACS 5.x for RADIUS Authentication

The Cisco Access Control Server (ACS) is another authentication
solution supported by the SX II.

For the SX Il to support RADIUS, both the SX Il and the user information
must be added into the RADIUS configuration.

If you are using a Cisco ACS 5.x server, after you have configured the
SX Il for RADIUS authentication, complete the following steps on the
Cisco ACS 5.x server.

Note: The following steps include the Cisco menus and menu items used
to access each page. Please refer to your Cisco documentation for the
most up to date information on each step and more details on performing
them.

e Add the SX Il as a AAA Client (Required) - Network Resources >
Network Device Group > Network Device and AAA Clients

e Add/edit users (Required) - Network Resources > Users and Identity
Stores > Internal Identity Stores > Users

e Configure Default Network access to enable CHAP Protocol
(Optional) - Policies > Access Services > Default Network Access

e Create authorization policy rules to control access (Required) -
Policy Elements > Authorization and Permissions > Network
Access > Authorization Profiles

= Dictionary Type: RADIUS-IETF
= RADIUS Attribute: Filter-ID
= Attribute Type: String

= Attribute Value: Raritan:G{Serial_Admin} (where Serial_Admin is
group name created locally on SX II). Case sensitive.

e Configure Session Conditions (Date and Time) (Required) - Policy
Elements > Session Conditions > Date and Time

e Configure/create the Network Access Authorization Policy (Required)
- Access Policies > Access Services > Default Network
Access>Authorization

RADIUS Communication Exchange Specifications

The SX Il sends the following RADIUS attributes to your RADIUS server:

Attribute Data

Log in

Access-Request (1)

NAS-Port-Type (61) VIRTUAL (5) for network connections.
NAS-IP-Address (4) The IP address for the SX II.
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Attribute
User-Name (1)

Acct-Session-ID (44)

User-Password(2)

Accounting-Request(4)
Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4)
User-Name (1)
Acct-Session-ID (44)

Log out
Accounting-Request(4)

Acct-Status (40)
NAS-Port-Type (61)
NAS-Port (5)
NAS-IP-Address (4)
User-Name (1)
Acct-Session-ID (44)

Data
The user name entered at the login screen.

Session ID for accounting.

The encrypted password.

Start(1) - Starts the accounting.

VIRTUAL (5) for network connections.
Always 0.

The IP address for the SX II.

The user name entered at the login screen.

Session ID for accounting.

Stop(2) - Stops the accounting

VIRTUAL (5) for network connections.
Always 0.

The IP address for the SX II.

The user name entered at the login screen.

Session ID for accounting.

RADIUS Using RSA SecurlD Hardware Tokens

SX2 supports RSA SecurlD Hardware Tokens used with a RADIUS
server for two factor authentication

Users will specify their RADIUS password followed by the token ID
without a delimiter between.

> For example:
e password = apple
e token=1234

e User enters: apple1234

Or, configure the RADIUS server to use only hardware token and no
passwords. Users will specify the token 1D only.

]
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Enable TACACS+ Authentication

Note: When configuring the TACACS+ server, the user-group format for
the user on the server should contain the name of a group configured on
SX 1.

When configuring the TACACS+ server, a dominionsx service should be
added. A user-group attribute under this service should contain the name
of a group configured on the SX Il . A user-dialback field under this
service would contain the modem dialback number for this user.

You can use the Terminal Access Controller Access-Control System
Plus (TACACS+) to authenticate SX Il users instead of using local
authentication.

1.

Click User Management > Authentication Settings to open the
Authentication Settings page.

Click the TACACS+ radio button to enable the TACACS+ section of
the page.

The section expands. If it does not, click the section header to
expand it.

Under Primary TACACS+, type the IP address of the TACACS+
server and the port on which it is listening (default is 49) in the IP
Address and Port fields.

Fill in the Shared Secret field. Also known as a key, this field is
necessary for encryption and mutual identification with the
TACACS+ server.

The Timeout is recorded in seconds and default timeout is 1 second,
but can be changed as required.

The timeout is the length of time the SX Il waits for a response from
the TACACS+ server before sending another authentication request.

The default number of retries is 3 Retries.

This is the number of times the SX Il will send an authentication
request to the TACACS+ server.

If you have a backup TACACS+ server, enter the same information
in the Secondary TACACS+ fields.
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9. Click OK. TACACS+ authentication is enabled.

==Raritan.

Dominion®™ 5X I

Time & Seasion:
June 30, 2015 19:06:49

User: admin
State: 66 min idle
Your IP; 192.168.32.21

Homa = Usar Management = Authentication Setongs

Authentication Settings

™ Local Authentication

Last Login: Jun 30, 2015 16:35:18 D LDAP
") RADIUS
Device Information: _‘ ®) TACACS+
Device Name: SX2
IP Address: » LDAP
182.168.60.137
Firrmware: 2.0.0.1.780
Device Model: DSX2-43 =
Metwork: LAN1 LAN2 = RADIUS
Powerin1: on
Powerin2: on
v TACACS+
LorliShNes: Primary TACAC S+ Server
1 Port up r ary T
4T Ports: down
pEE = Shared Secret
Connected Users: Port
admin (182.168.32.21) a
B8 min idle q :l
admin (192.165 .60.40) Timeout (in seconds)
70852 min idle 1
Refries
Online Help 3

Favorite Devices:

Secondary TACAC S+ Server

|

Shared Secret

Port
43

Timeout [in seconds)
1

Retries
3

Returning User Group Information from Active Directory Server

The SX Il supports user authentication to Active Directory® (AD) without
requiring that users be defined locally on the SX II. This allows Active
Directory user accounts and passwords to be maintained exclusively on
the AD server. Authorization and AD user privileges are controlled and
administered through the standard SX Il policies and user group
privileges that are applied locally to AD user groups.

IMPORTANT: If you are an existing Raritan, Inc. customer, and have
already configured the Active Directory server by changing the AD
schema, the SX Il still supports this configuration and you do not need to
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perform the following operations. See Updating the LDAP Schema for
information about updating the AD LDAP/LDAPS schema.

To enable your AD server on SX Il

In SX Il, create special groups and assign proper permissions and
privileges to these groups.

For example, create groups such as AD_Admin and AD_Operator.

On your Active Directory server, create new groups with the same
group names as in the previous step.

On your AD server, assign the SX Il users to the groups created in
step 2.

From the SX II, enable and configure your AD server properly. See
Implementing LDAP/LDAPS Remote Authentication.

Important Notes

Group Name is case sensitive.

The SX Il provides the following default groups that cannot be
changed or deleted: Admin and <Unknown>. Verify that your Active
Directory server does not use the same group names.

If the group information returned from the Active Directory server
does not match the SX Il group configuration, the SX Il automatically
assigns the group of <Unknown> to users who authenticate
successfully.

If you use a dialback number, you must enter the following
case-sensitive string: msRADIUSCallbackNumber in field "Dialback
Query String".

Based on recommendations from Microsoft, Global Groups with user
accounts should be used, not Domain Local Groups.
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Returning User Group Information via RADIUS

When a RADIUS authentication attempt succeeds, the SX Il determines
the permissions for a given user based on the permissions of the user's

group.

Your remote RADIUS server can provide these user group names by
returning an attribute, implemented as a RADIUS FILTER-ID. The
FILTER-ID should be formatted as follows: Raritan:G{GROUP_NAME}
where GROUP_NAME is a string denoting the name of the group to
which the user belongs.

Raritan:G{GROUP_NAME}:D{Dial Back Number}

where GROUP_NAME is a string denoting the name of the group to
which the user belongs and Dial Back Number is the number associated
with the user account that the SX Il modem will use to dial back to the
user account.

Configure SX Il Network Settings from the Remote Console

The configuration settings described in Initial SX Il Configuration from
the Remote Console (on page 12) are the same that apply when
making any changes.

Choose Failover or Isolation Mode

Configure SX Il for Dual LAN Failover Mode (on page 108)
Configure SX Il for Dual LAN Isolation Mode (on page 111)
Configure SX Il for Dual LAN Failover Mode

LAN1 and LAN2 share the same IP address to support automatic
failover.

LANL1 is the primary port. If LAN1 fails, LAN2 is used to access SX II.

1. Select Device Settings > Network to open the Device Network
Settings page.

Set the IP Auto Configuration to None in the IPv4 section.

3. Select the "Enable Automatic Failover" checkbox under LAN
Interface Settings to enable failover.

4. Manually specify the network parameters by entering the Default
Gateway.

5. Enter the IPv4 IP Address, if needed. The default IP address is
192.168.0.192.

6. Enter the IPv4 Subnet Mask. The default subnet mask is
255.255.255.0.

—_—
—_ S
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7. The LANL1 settings are applied to LANZ if failover occurs.

Basic Network Settings LAN Interface Settings

Device Mame *
Dominion

[~ IPv4 Add
IP Address Subnet Mask
182.168.60.137 2552552550
Default Gateway IP Aute Configuration
182.168.60.126 |Hone

— D IPvE Address
Global/Unique IP Address Prefix Length

!

Gateway IP Address
Link-Local IP Address Zone ID
NiA ol

IP Auto Configuration

I None -

[ LANZ IPv4 Add

IP Auto Configuration

I None -

IP Address Subnet Mask
255.255.255.0

Default Gateway IP Auto Configuration

192.163.61.126 INon& -

— LANZ IPvE Address
Global/Unique IP Address Prefix Length
f

Gateway IP Address

Link-Local IP Address Zone ID

NiA ol

Preferred DHCP Host Name
560-137

Note: For refiable network communication, col
Dominion and LAN Switch 1o the same

Speed and Duplex. For example, configure boi
Daominion and LAN Switch to Autodetect

or set both 1o a fixed speed/duplex such as 10

Current LAN Interface Parameters:
autonegotiation on, 100 Mbps, full duplex, link ok

LAN Interface Speed & Duplex
Autodetect

Current LANZ Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok

LANZ Interface Speed & Duplex
IAutodete:t i
Enable Automatic Failover f—

Bandwidth Limit

|No Limit -

8. Complete the IPv6 sections, if applicable.

9. Select the IP Auto Configuration.

If None is selected, you must manually specify -

= Global/Unique IP Address - this is the IP address assigned to

SX 1.

= Prefix Length - this is the number of bits used in the IPv6

address.

= Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address
instead of a Link-Local subnet. Once located, the address is
automatically applied.

Note that the following additional, read-only information appears in
this section -
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= Link-Local IP Address - this address is automatically assigned to
the device. It is used for neighbor discovery or when no routers
are present.

= Zone ID - Identifies the device the address is associated with.
Read-Only

10. Next, select "Use the Following DNS Server Addresses" and enter

the Primary DNS Server IP Address and Secondary DNS Server IP
Address. The secondary address is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred
DHCP Host Name" are only enabled when SX Il is configured in
DHCP mode

Preferred DHCP Host Name
S 60-137

Obtain DN5 Server Address Automatically

(@) Use the Following DN$ Server Addresses

Primary DN§ Server IP Address

Secondary DNS Server IP Address

| Reset To Defaults | | Cancel |

11. When finished, click OK. Your SX Il device is now network

accessible.

Configure SX Il for Dual LAN Failover Mode

LAN1 and LANZ2 share the same IP address to support automatic
failover.

LANL1 is the primary port. If LAN1 fails, LAN2 is used to access SX II.

1.

Select Device Settings > Network to open the Device Network
Settings page.

Set the IP Auto Configuration to None in the IPv4 section.

Select the "Enable Automatic Failover" checkbox under LAN
Interface Settings to enable failover.

Manually specify the network parameters by entering the Default
Gateway.

Enter the IPv4 IP Address, if needed. The default IP address is
192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is
255.255.255.0.

—— 8
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The LAN1 settings are applied to LAN2 if failover occurs.

Basic Network Settings LAN Interface Settings

Device Hame *

Note: For reliable network communication, configure the
Dominion 5X2 and LAN Switch to the same LAN Interface

DominionSx )
-~ Speed and Duplex. For example, configure both the
IPv4 Address Dominion 5X2 and LAN Switch to Autodetect
IP Address Subnet Mask ﬁr::;r;ﬂc:fdj or set both to a fixed speed/duplex such as
192.168.61.17 255.255.255.0 ps/UL.
. Current LAN Interface Parameters:
Default Gateway IP Auto Configuration autonegotiation on, 1000 Mbps, full duplex, link ok
192.168.61.126 Naone LAN Interface Speed & Duplex
IAutodeted :
W ress Current LAN2 Interface Parameters:
autonegotiation on, 10 Mbps, half duplex, no link
Global/Unique IP Address Prefix Length

Gateway IP Address
fe80:204.c1fffef1:eact

fd07:2fa:6cff2032:20d:5df fe00:289 1|64

IP Auto Configuration
INone hd

Link-Local IP Address Zone ID
fed0:20d:5diT:fe00:289 %1
IP Auto Configuration
Router Discovery
[ LANZ IPv4 Address
IP Address Subnet Mask
255.255.255.0
Default Gateway IP Auto Configuration
Mone | ¥
— LANZ IPv6 Address
Global/Unique IP Address Prefix Length
!
Gateway IP Address
Link-Local IP Address Zone ID
NiA %1

LANZ Interface Speed & Duplex
IAutodeted hd

Enable Automatic Failover*

Preferred DHCP Host Name

Configure SX Il for Dual LAN Isolation Mode

Isolation mode allows you to access each LAN port independently using
different IP addresses.

Failover is not supported in this mode.

1. Select Device Settings > Network to open the Device Network
Settings page.

2. Setthe IP Auto Configuration to None in the IPv4 section.
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Ensure the "Enable Automatic Failover" checkbox is not selected.
Current LAN Interface Parameters:

autonegotiation on, 100 Mbps, full duplex, link ok

LAN Interface Speed & Duplex

| Autodetect

Current LAM2 Interface Parameters:
autonegotiation on, 1000 Mbps, full duplex, link ok

LANZ Interface Speed & Duplex

| Autodstect
[] Enable Automatic Failover *—

Bandwidth Limit
IN{: Limnit -

If needed, manually specify the network parameters by entering the
Default Gateway and then complete the steps that follow.

Alternatively, if you do not want to set a static IP, see Disable or
Enable DHCP in SX 1.

Enter the IP address you want to use to connect to the SX Il LANL1.
The default IP address is 192.168.0.192.

Enter the IPv4 Subnet Mask. The default subnet mask is
255.255.255.0.

In the LAN2 IPv4 section, set the IP Auto Configuration to None.

Enter the IP address you want to use to connect to the SX Il LAN2.
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9. Enter the LAN2 IPv4 Default Gateway and Subnet Mask.

Home > Dewice Setings = Network Senings
Basic Network Settings
Device Hame *
[ |
IPv4 Address
IF Address Submet Mask
[192.188.00.137 | [255.255.285.0
Default Gateway IP Auto Configuration
[182.185.80.128 | [Nare [v]
-] IPvE Addi
GlobalUnique P Address Prefix Length
!
Gateway IF Address
Link-Local IP Address Zone ID
MIA %1
|P Auto Configuration
None
LANZ IPv4 Address
IP Address Subnet Mask
—_— [192.108.52.11 ] [255 255 2850
Detault Gateway IP Auto Configuration
’ 192.198.61.15 INom [
— [] LANZ IPvé Addres
GlobalUnique IF Address Prefix Length
!
Gateway IF Address
Link-Local IP Address Zone ID
NIA %1
IF Auto Configuration
Nene

10. Complete the IPv6 sections, if applicable.
11. Select the IP Auto Configuration.
If None is selected, you must manually specify -

= Global/Unique IP Address - this is the IP address assigned to
SXII.

= Prefix Length - this is the number of bits used in the IPv6
address.

= Gateway IP Address.

Select Router Discovery to locate a Global or Unique IPv6 address
instead of a Link-Local subnet. Once located, the address is
automatically applied.

Note that the following additional, read-only information appears in
this section -

= Link-Local IP Address - this address is automatically assigned to
the device. It is used for neighbor discovery or when no routers
are present.

= Zone ID - Identifies the device the address is associated with.
Read-Only

113
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12. Select "Use the Following DNS Server Addresses" and enter the
Primary DNS Server IP Address and Secondary DNS Server IP
Address. The secondary addresse is used if the primary DNS server
connection is lost due to an outage.

Note: "Obtain DNS Server Address Automatically" and "Preferred
DHCP Host Name" are only enabled when SX Il is configured in
DHCP mode

7] LAN2 Pvé Add:

Global Unique [P Address Prefix Length
Gateway 1P Address

Link-Local 1P Address Zone 10
feB0:1 ebaibicftted ] ot »

1P Auto Configuration

Router Ducovery ~

Preforred DHCP Host Name
SX2-00-137

in DNS Server Address Automal
@) Use the Following DN Server Addresses

Primary DNS Server IP Address

Secondary DNS Server IP Address

v

13. When finished, click OK.

Your SX Il device is now accessible via the LAN1 IP address and the
LAN2 IP address.

Reset Network Settings to Factory Defaults

1. Select Device Management > Network to open the Network Settings
page.
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2. Click "Reset to Defaults" at the bottom of the page.

[OK] [ResetTo Defauits | [Cancal

Enable Auto Script from the Remote Console for Use with TFTP or a
USB Stick

Use this feature to copy the same settings to each of your SX lIs.
To do this, a configuration script file with the SX II's settings is created.

Example Script

config

localport

config enable false

=& Raritan. 1o
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Script Result Example

config

Config > localport

Config > LocalPort > config enable false
Local port configuration successful.

Config > LocalPort >

Create the file and then do one or both of the following to distribute it to
the appliances -

Save the file to a TFTP server with the same name
DSX2_SERIAL.autoscript. The first time a new SX Il boots up, it
contacts the DHCP server and retrieves the IP address of the
appliance, and the DHCP server sends the SX Il the TFTP server IP
address.

Once contacted, the configuration file is sent from the TFTP server,
the configuration settings are applied to the appliance, and the
appliance reboots.

No manual intervention is required with this method.

Note that SX Il must receive the TFTP server address from one of
these settings:

= DHCP next-server (siaddr)

= TFTP server address (option 66). This option takes precedence if
both are specified.

]
i
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e Save the file to USB stick. The file can then be brought to each
appliance and used to configure it.

Auto Script Configuration

Script File Name: DSX2_QX94C00004.autoscript

D Enable Automatic Script Configuration via USB Stick

D Enable Automatic Script Configuration via TFTP

1. Access and configure the SX Il you want to create a configuration file
from.

Select Device Settings > Auto Configuration.

3. The name of the script is listed at the top of the Auto Script
Configuration section. Read-only

> Enable automatic script configuration via USB stick:

Prepare your USB stick and then plug it in to a USB port on the front
or back of SX Il. See Prepare a USB Stick for an Auto
Configuration File (on page 119).

2. Select the "Enable Automatic Script Configuration via USB Stick"
checkbox.

=&=Raritan. 1
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Dominion® SX 11

3. Click OK to create the script. A success message is displayed on the
page.

| Port Access | Power | User Management ||évice Sefings| security | Maintenance | Diagnostics | Heip

Home = Device Settings = Auto Script Configuration

Time & Session:
July 12, 2015 19:53:34

User: admin

State: active

Your IP: 192.168.32.20

Last Login: Jul 08, 2015 09:15:22

Device Information:
Device Name: 5X2
IP Address:
192.168.60.137
Firmware: 2.0.0.1.780
Device Model. DSX2-43
MNetwork: LAN1 LANZ
Powerlni: on
Powerln2: on

Port States:

1 Port: up

47 Ports: down
43 Poris: idle

Connected Users:

admin (192.168.32.20)
active

admin (192.165.60.40)
85179 min idle

Online Help

Favorite Devices:

118

Operation completed successfully.

Auto Script Configuration

Script File Name: D5SX2_QX94C00004.autoscript

_h E Enable Automatic Script Configuration via USB Stick

D Enable Automatic Script Configuration via TFTP

TFTP Auto Script Settings

Last Time Script Executed:

# Execute Script Only Once.

Execute Script On Every Bootup If Script Has Changed.

s Retrieve TFTP IP Address via DHCP.
Set TFTP IP Address Manually

TFTP Server IP Address/Host Name

— [Reset To Defaults | [ Cancel |

> Enable automatic script configuration via TFTP server:

1. Select the "Enable Automatic Script Configuration via TFTP Stick"
checkbox.

2. The TFTP Auto Script Settings section is enabled.
3. Select when scripts are run on the appliances -

= Execute Script Only Once - the script will only be executed on the
appliance the first time it boots up and not again. Changes must
be made manually afterward.

= Execute Script On Every Bootup If Script Has Changed - updates
are applied to the appliances upon bootup when the script
changes.

Note that SX Il only runs a script if it is different from the last
script that was run. This applies regardless of the option selected
here.

SX Il remembers most recently executed script, including the
time the script was run.

4. Select how the IP address is configured -

=i=Raritan.
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Time & Session:
July 12, 2015 19:58:35

User: admin

State: acfive

Your IP: 192.165.32.20

Last Login: Jul 03, 2015 09:15:22

Device Information:
Device Name: SX2
IP Address:
182.168.60.137
Firmware: 2.0.0.1.780
Device Model: DSX2-48
Network: LAN1 LAN2
Powerlni: on
Powerln2: on

Port States:

1 Port: up

47 Poris: down
43 Poris: idle

Connected Users:

admin (192.168.32.20)
active

admin (192.165.60.40)
85184 min idle

Online Help

Favorite Devices:

Chapter 6: SX Il Administration

= Retrieve TFTP IP Address via DHCP - Note that to do this, IP
auto configuration must set to DHCP and enabled on the SX 1.
See Disable or Enable DHCP in SX II.

=  Set TFTP IP Address Manually - enter the IP address in the field
provided.

5. Click OK.

[ort Access] Power] User Managorment JSRRIBRSHRR Sccurty [ Maintorance| Dagnostcs v |

Home = Device Settings > Auto Script Configuration
—— —

Auto Script Configuration

Script File Name: DSX2_QX594C00004.autoscript

D Enable Automatic Script Configuration via USB Stick

Enable Automatic Script Configuration via TFTP
TFTP Auto Script Settings
_~ Last Time Script Executed:

O Execute Script Only Once.

. Execute Script On Every Bootup If Script Has Changed.

® Retrieve TFTP IP Address via DHCP.
O Set TFTP IP Address Manually

TFTP Server IP Address/Host Name

L
— [Reset To Defaults | [ Cancel |

Prepare a USB Stick for an Auto Configuration File

Do the following in order to prepare your USB stick -
1. Plug the USB stick into a client machine.
2. Create an empty file named !automatic config.

3. Create afile named credential that contains the SX Il username
and password. Use the following syntax -

username=<user name>

password=<password>

Note: This is an Administrator user only. No other level user can use
this function.
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4. Create a script file named
<Device Type> <Serial Number Of Device>.autoscript
containing all of the scripts that need to be executed on the
appliance to configure it.

Copy all above files to the top directory of the USB stick.

6. Remove any file named
<Device Type> <Serial Number Of Device> result.txt.

7. Following are examples of the files you should have on your USB in
the end.

lautomatic config
credential
DSX2 QVY4C00007.autoscript

8. Add other script files for other devices on the same USB stick, if
needed.

9. Safely remove the USB stick from the client machine when done.

Execute Auto Configurations with a USB Stick

Following are steps to configure SX lIs using an auto configuration from
a USB stick.

Prepare the USB stick and put the auto configuration file on it. See and ,
if you have not already done so.

1. Make sure device is in working condition.

2. Plug the prepared USB stick in to a USB drive on either the front or
back of the SX Il you are configuring.

3. The script executes automatically after validating the username and
password credentials.

4. Once the script finishes, SX Il beeps twice and the
<Device Type> <Serial Number Of Device> result.txt

file is generated and saved at the top directory of the USB stick.

5. You can then unplug the USB stick.

Important - the script will stop executing if you unplug the USB stick prior
to its completion.
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Time & Session:
May 20, 2015 07-08:08

User: admin

State: 1 min idle

Your IP: 1682.183.32. 182

Last Login: May 19, 2015 104717

Devica Information:
Device Name: 5X2
IP Address:
102.168.60.137
Firrmware: 2.0.0.1.780
Device Model DEX2-48
Metwork: LANT LANZ
Powerini: on
Powerin2: an

Port States:

2 Puarts: up

46 Ports: down
48 Ports: idle

Connected Users:
admin (192.168.32.162)
1 min idle
admin (192.168.50.40)
11083 min idle

Online Help

Favarite Devices:

Chapter 6: SX Il Administration

Configure Device Settings from the Remote Console

Enable SSH Access (Optional)

SSH is enabled by default.

For information on required open ports and port protocols, see Port
Access Protocol Requirements (on page 249).

Note that SSH can be disabled or enabled via Remote Console or
command line interface (CLI). See Configure Device Settings Using
CLI (on page 217).

1. Select Device > Device Settings to open the Device Services page.

2. Check the Enable SSH Access checkbox and complete the SSH
Port. Click OK to save.

| Device settings| se aintenance | Diagnost

Home = Davica Satings = Devica Sandces

Enable TELNET Access
TELMET Port

( Enable 55H Access

E_]

HTTP Port *

3

S Pol

Discovery Port*

SHMP Agent Configuration

=
i

O Enable SNMP Dasmon

Systemn Name System Contact System Location
X2

i/ Enable SHMP w1hvae;

Community Coommunity Ty
Read-Only

Enable SNMP w2 Use Auth Passphrase
Security Name Auth Protocal Auth Passphrase Privacy Protocol  Privacy Passphrase
MDS I\I:ura :

Link to SNMP Trap Configuration
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Enable Telnet (Optional)

Due to the lack of security, the username, password and all traffic is in

clear-text on the wire.

Telnet must be enabled before it can be used; is disabled by default.

Note that Telnet can be disabled or enabled via Remote Console or
command line interface (CLI). See Configure Device Settings Using

CLI (on page 217).

For information on required open ports and port protocols, see Port
Access Protocol Requirements (on page 249).

1. Select Device Settings > Device Services to open the Device

Services page.

2. Change the default port, if needed.

3. Check the Enable Telnet Access checkbox and enter the Telnet Port.

Click OK to save.

Time & Session:
My 21, 2015 134807

Liser acimi

State: 232 min idle

Your IP: 192.108.32 102

Last Lagin: May 20, 2015 07-03:18

Device Infarmation:
Device Name: 502
I Address

162 16860137
Firmweare: 2.0.0.1.760
Device Model: DEX2-43
Nistwork: LANT LANZ
Fowerinl: on
Powerin2: on

Fort States

2 Ports: up

48 Ports: down
48 Ports: idie.

Connected Users:
acimin {182.168.32.162)

Grline Help

Favorite Devices.

Enabie |

Home = Devioe Seftings = Devios Senioes = - i

A Enable TELKET Access

TELNET Port
23

55H Port

]

HTTF Part *
]

HTTPS Part *
|4‘3 |

Discovery Port*
[000

[] Enable SNMP Daeman

System Hame System Contact System Locaton
=2
o Enable SNMP viivae:
Coemmunity Community T
|Fc:a Oty | w

Enable SNMP v3
Secusity Name

Use Auth Passphrase

Auth Protocel ___ Auth Passphrase  Privacy Protocol _Privacy Passphrase
| (3 = =3 =]

Lirk 5 SNMP Trap Configusation

Direct Port Access
& Enmable Direct Port Access
3 Enabie Direct Port Access wia URL

o Enabile Drect Port Acsess wia Usemame for SSHTelnet
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Change HTTP and HTTPS Port Settings

If needed, change HTTP and/or HTTPS ports used by SX Il. For
example, if you are using the default HTTP port 80 for another purpose,
changing the port ensures the appliance does not attempt to use it.

For information on required open ports and port protocols, see Port
Access Protocol Requirements (on page 249).

Note that HTTP/HTTPS can be disabled or enabled via Remote Console
or command line interface (CLI). See Configure Device Settings Using
CLI (on page 217).

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.

2. Enter the new ports in the HTTP Port and/or HTTPS Port fields.
3. Click OK.

Dominion® SX Il - - > >
Home * Device Settings > Device Services

Time & Session:
July 07, 2015 07.20:10

User. admin

State: 1 min idle

Your IP: 182.183.32.21

Last Login: Jul 07, 2015 06:15:21

Device Information:

Device Name: X2

IP Addrass:
102.168.60.137

Firmware: 2.0.0.1.780

Device Model: DEX2-48

Metwork: LAN1 LANZ

Powerin1: on

PowerinZ: on

Port States:
48 Ports: idle

Connected Users:

admin (102.168.32.22)
1 min idle

admin {102.163.60.40)
E0244 min idle

Online Help

Favorite Devices:

[7] Enable TELNET Access
TELNET Paort

]

Enable 55H Access
§5H Port

Diiscovery Port*
SNMF Agent Configuration

[[] Enable SNMP Daemon

System Name System Contact System Leocation
Sx2

v Enable SNMP vifvac;

Community ‘Community Type
IREad-DnIy .
Enable SNMF w3 Use Auth Passphrase
Security Mame Auth Protocal Auth Passphrase Privacy Protocol Privacy Passphrase
|u|35 - I\Ic1a .

Link to SMMF Trap Configuration
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Dominion® 5X I

Time & Session:
July 07, 2015 07:38:10

User. admin

State: 1 min idle

Your IP: 182.188.32.21

Last Login: Jul 07, 2015 06:15:21

Device Information:

Dewice Name: X2

IP Address:
102.168.80.137

Firmware: 2.0.0.1.780

Dewice Model: DEX2-48

Metwork: LAN1 LAN2

Powerin1: on

Powerin2: on

Port States:
45 Ports: idle

Connected Users:

admin (102.168.32.22)
1 min idle

admin {102.163.60.40)
E0244 min idle

Online Help

Favorite Devices:

124

Change the TCP Discovery Port

SX Il discovery occurs over a single, configurable TCP Port.

The default is Port 5000, but you can change it to use any TCP port
except 80 and 443.

To access SX Il from beyond a firewall, your firewall settings must
enable two-way communication through the default Port 5000 or a
non-default port configured on this page.

For information on required open ports and port protocols, see Port
Access Protocol Requirements (on page 249).

Note that TCP discovery port can be configured via Remote Console or
command line interface (CLI). See Configure Device Settings Using
CLI (on page 217).

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.

2. Enter the Discovery Port.
3. Click OK.

ser Wanagement [OBREBISERRRGR] secury | waitenance | Dizgnostis| o]

Home * Device Settings > Device Services

=] Enable TELMET Access

TELNET Port

I

Enable 55H Access

n

SH Port

m
5

T

TTP Port*

T

TTPS Port *

< 5000

SNMF Agent Configuration

=N =
=N
[ bl
8
2
H
]
o
="

[] Enable SNMP Daemon

System Name System Contact System Leocation
Bx2

v Enable SNMP vifvac;

Community ‘Community Type
IREad-DnIy .
Enable SNMF w3 Use Auth Passphrase
Security Mame Auth Protocal Auth Passphrase Privacy Protocol Privacy Passphrase
|u|35 - I\Ic1a .

Link to SMMP Trap Configuration
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Enable Direct Port Access

Direct Port Access allows users to bypass having to use the SX II's Login
dialog and Port Access page.

There are three methods to access ports directly.

Note that Direct Port Access can be configured via Remote Console or
command line interface (CLI). See Configure Direct Port Access
Using CLI (on page 218).

» "Enable Direct Port Access" and "Enable Direct Port Access via
URL":

o Direct Port Access via URL - This feature provides the ability to
directly access a port via HTTP/HTTPS by using one of following
syntax:

" https://IPaddress/dpa.asp?username=username&pass
word=password&port=port number

" https://IPaddress/dpa.asp?username=username&pass
word=password&portname=port name

This feature also provides the ability to enter a username and password
if the username and password is not contained in the URL.

1. To enable this feature, select Device Settings > Device Services.
The Device Service Settings page opens.

2. Inthe Direct Port Access section, select the "Enable Direct Port
Access" checkbox and "Enable Direct Port Access via URL"
checkbox.

3. Click OK to apply the settings.

Direct Port Access

|z| Enable Direct Port Access
|Z| Enable Direct Port Access via URL

|:| Enable Direct Port Access via Ugsername for S5HTelnet

> Enable Direct Port Access via SSH/Telnet Using a Unique TCP
Port or Unique IP Address

To use this feature, you must configure a unique IP address or a unique
TCP port for a server port that SSH/Telnet can use to access SX Il. The
address must be different from the SX Il IP address and TCP port.

1. Select Device Settings > Device Services.

2. Inthe Direct Port Access section, select the "Enable Direct Port
Access" checkbox.
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3. Locate the port in the table below the checkboxes, then enter the IP
address you want to assign to the port.

4. Click OK to apply the settings.

Direct Port Access

E Enable Direct Port Access *‘—

|:| Enable Direct Port Access via URL

|:| Enable Direct Port Access via Username for 55HiTelnet

1 Serial Port 1 [198.143.54.126 |

| 2 L |192.1a&an.zu1 |

» Enable Direct Port Access via Username for SSH/Telnet

This feature provides the ability to access DPA through a username and
port combination without requiring a unique IP address or TCP port.

Usage and syntax:
e ssh -1 name[:portname/number] SXIP
Example of access port-#1 as admin:

e ssh-ladmin:1192.168.51.101

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.

2. Inthe Direct Port Access section, select the "Enable Direct Port
Access" checkbox and "Enable Direct Port Access via Username for
SSH/Telnet" checkbox.

3. Click OK to apply the settings.

Direct Port Access

@ Enable Direct Port Access
|:| Enable Direct Port Access via URL

@ Enable Direct Port Access via Ugsername for 55HTelnet
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IP Forwarding and Static Routes

Enable IP forwarding, or create static routes if SX Il has two LAN ports or
is configured for modem access.

> To enable IP forwarding:

Select Device Settings > Static Routes. The Static Routes page
opens.

2. Go to the IP Forwarding panel and click the Enable IP Forwarding
checkbox, click OK.

2 Enable F Formarting
=y
T
& ertsca Destrumen s Gabwsny uTy g

[P2] (D] [Foem) [Desmiesinn]

» To add a static route:

1. Select Device Settings > Static Routes. The Static Routes page
opens.

2. Go to the Static Routes List and click Add.

48 Fos o
45 Port oo

Eonsecied Users

[ am——

Favoie D,

oy
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The Route fields are displayed.

U : Port Acce P anage De ting ena Diag
Home = Device Satings = 5130c Routes - Roule
Time & Session:
User: admin
State: active Interface:
Your IP: 192.168.55.13 LAN 1 W
Last Login: Jun 10, 2015 12:55:48 I
Destination:
Devic Information: ]
Dewice Mame: SX2 .
IP Address: Mask:
162.16E80.137 L ]
Firmware: 2.0.0.1.780
Device Modek DEX2-43 Gateway:
e A —
Poweerini: on
Powerin2: an MTL:
Port States: .
2 Parts: up Flags:
46 Parts: down | Hast
48 Ports: idle
Connected Users:
admin {192.168.55.13) Reset To Defaults
active
admin (192,163 60.40)
41737 min idle
Online Help
Favorite Devices:
!

3. Select the one you want to configure from the drop-down menu in
the Interface field.

= LAN1 =ethO
= LAN2 =ethl

4. Type the IP address, subnet mask, and gateway of the destination
host in the Destination, Mask, and Gateway fields.

5. Enter the maximum transmission unit (MTU) in bytes in the MTU
field.

6. Type the TCP windows size for connections over this route in bytes
in the Window field.

7. Select your route type from the Flags drop-down menu.
= Host means this route is for a host machine.
= Net means this route is for a subnet.

8. Click OK.

> To reset a static route:

Select Device Settings > Static Routes. The Static Routes page
opens.

2. Click Reset To Defaults to reset the route fields to the factory
defaults.
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> To delete a static route:

Select Device Settings > Static Routes. The Static Routes page
opens.

2. Go the Static Routes List and select the checkbox next to the route
you want to delete.

Click Delete. You are prompted to confirm the deletion.
Click OK. The route is deleted.

Enable Syslog Forwarding

This feature logs all system activities and forwards them via to a remote
Syslog server.

1. Choose Device Settings > Event Management. The Event
Management - Settings page opens.

2. Select Enable Syslog Forwarding to log the appliance's messages to
a remote Syslog server.

3. Type the IP Address/Hostname of your Syslog server in the IP
Address field.

4. Click OK.

Time & Session:
July D8, 2015 12:40:50

User. admin

State: active

Your IP: 102.183.55.14

Last Login: Jul 07, 2015 10:55:38

Device Information:

Device Nama: SX2

IP Address:
102.168.80.137

Firmware: 2.0.0.1.780

Device Model: DSX2-48

Metwork: LAN1 LANZ

Powerln1: on

PowerinZ: on

Port States:

1 Port: up

AT Ports: down
48 Ports: idle

Connected Users:

admin {102.168.55.14)
active

admin {102.163.60.40)
£1925 min idle

Online Help

Favorite Devices:

=&=Raritan.

Home * Device Seftings = Event Management - Settings

——
SNMP Traps Configuration
5NMF Logging Enabled SNMP viiv2c Trap Enabled SMMP w3 Trap Enabled
O

Link 2o SMMP Agent Configuration
Click here to view the Dominion SX2 SNMP MIE

Sys Log Configuration

W] Enable Syslog Forwarding
IP Address/Host Name

\ [192.183.80.137 |

E| SMTF Logging Enabled

Email Subscribers

O itemail@raritan.com

O raritanemail@raritan.com
O dev@raritan.com

MNew Email Subseriber Address

Link 22 SMTP server configuration
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Note: IPv6 addresses cannot exceed 80 characters in length for the host
name.

Click Reset to Defaults at the bottom of the page to remove the
setting.

Configure Date and Time Settings from the Remote Console

Use the Date/Time Settings page to specify the date and time for the SX
Il. There are two ways to do this:

130

Manually set the date and time.

Synchronize the date and time with a Network Time Protocol (NTP)
server.

To set the date and time:

Choose Device Settings > Date/Time. The Date/Time Settings page
opens.

Choose your time zone from the Time Zone drop-down list.

Adjust for daylight savings time by checking the "Adjust for daylight
savings time" checkbox.

Choose the method to use to set the date and time:

= User Specified Time - use this option to input the date and time
manually. For the User Specified Time option, enter the date and
time. For the time, use the hh:mm format (using a 24-hour clock).

= Synchronize with NTP Server - use this option to synchronize the
date and time with the Network Time Protocol (NTP) Server.

For the Synchronize with NTP Server option:
a. Enter the IP address of the Primary Time server.

b. Enter the IP address of the Secondary Time server. Optional

Note: If DHCP is selected for the Network Settings on the Network
page, the NTP server IP address is automatically retrieved from the
DHCP server by default. Manually enter the NTP server IP address
by selecting the Override DHCP checkbox.

]
i
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Time & Session:
June 30, 2015 14:42:34

User: admin

State: active

Your IP: 182.168.32.20

Last Login: Jun 30, 215 09:37:12

Device Infermation:
Device Name: 5X2
IP Address:
102.188.80.137
Firmware: 2.0.0.1.720
Device Model: DSX2-43
Network: LANT LAN2
Powerin1: on
Powerin2: on

Port States:

1 Port: up

4T Ports: down
43 Ports: idle

Connected Users:
admin (182_163.32.20)
active
admin (182 163.60.40)
70538 min idie
Online Help

Favorite Devices:

Home * Device Settings = Date/Time Settings

Da

e Settings

Time Zone

[iGHIT -05:00) US Easten

7| Adjust for daylight savings time
O User Specified Time

Date (Month, Day, Year)
[ Jun= 30 . 2015

Time [Hour, Minute)

14 : |42 :ag {hhzmm:ss)

@ Synchronize with NTP Server

Primary Time Server
Secondary Time Server
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==Raritan.
Dominion® SX I

Time & Session:
July 07, 2015 08:25:00

User: admin

State: 47 min idle

Your |P: 102.168.32.21

Last Login: Jul 07, 2045 06:15:21

Device Infermation:

Device Name: 5X2

IP Addrass:
102.188.80.137

Firmware: 2.0.0.1.720

Device Model: DSX2-48

Metwork: LAN1 LAN2

Powerin1: on

Powerin2: on

Port States:

1 Port: up

4T Ports: dovn
48 Ports: idle

Connected Users:

admin (182.168.32.22)
47 min idle

admin (182.168_60.40)
20290 min idie

Online Help

Favorite Devices:

Configure SNMP Agents from the Remote Console

SNMP-compliant devices, called agents, store data about themselves in
Management Information Bases (MIBs) and return this data to the SNMP
managers. See Viewing the SX Il MIB (on page 138) for information on
viewing the SX Il MIB.

SX Il supports SNMP logging for SNMP v1/v2c and/or v3. SNMP v1/v2c
defines message formats and protocol operations when SNMP logging is
enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

[ Por Access Power] User Mansgement [ BRBBISBHRGR] Securiy | Minterance | Disgnostcs| i

Hame = Devics Sattings = Device Senices

73| Enable TELNET Access

TELNET Port

=
i}

Enable 55H Access
S5H Port

=
%)

T

TTF Port*

HTTPS Port *

SNMFP Agent Configuration \

N
=2 E
=2 w
(=01
g
:

n
o
=5

Enable SMNMP Daemon

stem Name stem Contact stem Location
5X2 Admin DC

[7] Enable SNMP vilvic:

C ity Type
private Read-Write | |
v Enable SMMP v3 vj| Use Auth Passphrase

{’

Security Name Auth Protocol Auth Passphrase Privacy Protocol Privacy Passphrase
AuthUser MD3 [~ ] v ]

\tink to SNMP Trap Configuration j

1. Choose Device Settings > Device Services. The Device Service
Settings page opens.

2. Select the Enable SNMP Daemon checkbox to activate to the SNMP
section.

|

3. Provide the following SNMP agent identifier information for the MIB-II
System Group objects:

= System Name - the SNMP agent's name/appliance name
= System Contact - the contact name related to the appliance
= System Location - the location of the appliance

4. Select either or both Enable SNMP v1/v2c and Enable SNMP v3. At
least one option must be selected. Required

5. Complete the following fields for SNMP v1/v2c (if needed):

=i=Raritan.
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= Community - the appliance's community string

= Community Type - grant either Read-Only or Read-Write access
to the community users

Note: An SNMP community is the group to which appliances and
management stations running SNMP belong. It helps define where
information is sent. The community name is used to identify the
group. The SNMP device or agent may belong to more than one
SNMP community.

6. Complete the following fields for SNMP v3 (if needed):

= Select Use Auth Passphrase if one is needed. Select this option
if you want to use the same pass phrase for the authorization
pass phrase and privacy pass phrase without having to re-enter
it.

= Security Name - the username or service account name of the

entity communicating with the SNMP agent (up to 32
characters).

= Authentication Protocol - the MD5 or SHA authentication protocol
used by the SNMP v3 agent.

= Authentication Passphrase - the pass phrase required to access
the SNMP v3 agent (up to 64 characters).

= Privacy Protocol - if applicable, the AES or DES algorithm used
to encrypt PDU and context data.

= Privacy Passphrase - if applicable, the pass phrase used to
access the privacy protocol algorithm (up to 64 characters).

Next, configure SNMP traps. This is done on the Event Management -
Settings page, which can be quickly accessed by clicking the SNMP
Trap Configuration link at the bottom of the Device Services page. See
Configuring SNMP Traps for information on creating SNMP traps and
List of SX Il SNMP Traps for a list of available SX Il SNMP traps.

The events that are captured once an SNMP trap is configured are
selected on the Event Management - Destination page. See Configuring
Event Management - Destinations.
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Trap

Configure SNMP Traps from the Remote Console

Simple Network Management Protocol (SNMP) is a protocol governing
network management and the monitoring of network devices and their
functions. SNMP provides the ability to send traps, or notifications, over
a network to gather information. This information is used to advise an
administrator when one or more conditions have been met.

SNMP-compliant devices, called agents, store data about themselves in
Management Information Bases (MIBs) and respond to the SNMP trap.

SNMP agents are configured in SX Il on the Device Services page. See
Configure SNMP Agents (see "Configure SNMP Agents from the
Remote Console” on page 132) for information on configuring SNMP
agents and Viewing the SX Il MIB (on page 138) for information on
viewing the SX Il MIB.

Tip: Use the Link to SNMP Agent Configuration link to quickly navigate to
the Devices Services page from the Event Management - Settings page.

The traps are configured on the Event Management - Settings page.

The following table lists the SX Il SNMP traps:

Description

automaticScriptConfiguration  The device attempted an automatic configuration.

configBackup
configRestore

deviceUpdateFailed

The device configuration has been backed up.
The device configuration has been restored.

Device update has failed.

deviceUpgradeCompleted The SX Il has completed update via an RFP file.

deviceUpgradeStarted
ethernetFailover
factoryReset
firmwareFileDiscarded

firmwareUpdateFailed

The SX II has begun update via an RFP file.

When in failover mode, indicates a fail over has occurred.
The device has been reset to factory defaults.

Firmware file was discarded.

Firmware update failed.

firmwareValidationFailed Firmware validation failed.

groupAdded A group has been added to the SX Il system.
groupDeleted A group has been deleted from the system.
groupModified A group has been modified.

ipConflictDetected

ipConflictResolved

134

An IP Address conflict was detected.

An IP Address conflict was resolved.
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networkFailure

networkParameterChanged

networkParameterChangedv2

passwordSettingsChanged
pduConnected
pduDisconnected
portConnect

portConnectv2

portConnectionDenied
portDisconnect

portDisconnectv2

portStatusChange
powerNotification
powerOutletNotification
rebootCompleted

rebootStarted

securityBannerAction
securityBannerChanged
securityViolation
setDateTime
setFIPSMode
startCCManagement
stopCCManagement
sxPortAlert

userAdded

userAuthenticationFailure

userDisconnectedFromPort

;
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Description

An Ethernet interface of the product can no longer communicate
over the network.

A change has been made to the network parameters.

A change has been made to network parameters when working in
dual LAN isolation mode.

Strong password settings have changed.

A power strip was connected to SX II.

A power strip was disconnected from SX II.

A previously authenticated user has begun a session.

When in dual LAN isolation mode, a previously authenticated user
has begun a session using a separate IP address.

A connection to the target port was denied.
A user engaging in a session closes the session properly.

When in dual LAN isolation mode, a user engaging in a session
closes the session properly.

The port has become unavailable.

The power outlet status notification: 1=Active, O=Inactive.
Power strip device outlet status notification.

The SX Il has completed its reboot.

The SX Il has begun to reboot, either through cycling power to the
system or by a warm reboot from the OS.

Security banner was accepted or rejected.

A change has been made to the security banner.

Security violation.

The date and time for the device has been set.

FIPS mode has been enabled.

The device has been put under CommandCenter Management.
The device has been removed from CommandCenter Management.
An alert was triggered for the port.

A user has been added to the system.

A user attempted to log in without a correct username and/or
password.

A user disconnected from a target port properly.
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Trap
userConnectionLost

userDeleted
userForcedLogout

userLogin

userLogout
userModified

userPasswordChanged

userSessionTimeout

userUploadedCertificate

Time & Session:
July 07, 2015 12:01:27

Usar: admin

State: 13 min idle

Yeur IF:; 192.108.32.21

Last Login- Jul 07, 2015 0700:38

Device Information:

Device Name: 5X2

IP Address:
162.188.80.137

Firmware: 2.0.0.1.760

Device Model: DENI-4E

Network: LANT LAN2

Powerin1: on

Powerin2: on

Part States:

1 Post: up

47 Pons: dowm
4% Ponts: idle

Connected Users:

admin (102 168.32 21)
13 miin idle

admia (102.163.80.40)
50508 min idie

Online Help

Favorite Devices:

Description

A user with an active session has experienced an abnormal session

termination.
A user account has been deleted.
A user was forcibly logged out by Admin

A user has successfully logged into the SX Il and has been
authenticated.

A user has successfully logged out of the SX Il properly.

A user account has been modified.

This event is triggered if the password of any user of the device is

modified.

A user with an active session has experienced a session termination

due to timeout.

A user uploaded a SSL certificate.

Homne > Device Senings > Event Management - Settngs

——

smap Traps Configuration

[7i SNMF Logging Enabled (=] SMMP viivZe Trap Enabled =] SNMF v3 Trap Enabled

[= SNMP viivZ Trap
Destination IP/HostnamePort #
127.0.0.1 162
1682
182
182
182

Community
public

public

public

public
public

[ SHMF v3 Trap
Engine ID: 8000352003000d5d000285

Destination IP/HostnamePort # Secus
127002 162 Admin

102
102
162
162

Mame Auth Protocol

MD3

Privacy Passphrase

|
|
Il-qqu-e

INﬂre

[elle]i<ll<ll<
[Nl

Link ta SNMP Agent Configuration

\EI_»M here 1o view the Dominicn SX2 SNMF MIS

SysLog Configuration

[] Enable Sysiog Forwarding
IP Address/Host Name

To configure SNMP trap destinations, choose Device Settings >
Event Management - Settings or click the SNMP Trap Configuration
quick link at the bottom of the Device Services page. The Event
Management - Settings page opens.

Select the SNMP Logging Enabled checkbox to enable to remaining
checkboxes in the section. Required

Select SNMP v1/v2c Traps Enabled and/or SNMP Trap v3 Enabled.
At least one option must be selected.

Once selected, all related fields are enabled. Required
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Complete the following fields for SNMP v1/v2c (as needed):

= Destination IP/Hostname - the IP or hostname of the SNMP
destination. Up to five (5) SNMP trap destinations can be
created.

Note: IPv6 addresses cannot exceed 80 characters in length for the
host name.

= Port Number - the port number used by the SNMP manager.

= Community - the appliance's community string.

Note: An SNMP community is the group to which appliances and
management stations running SNMP belong. It helps define where
information is sent. The community name is used to identify the
group. The SNMP device or agent may belong to more than one
SNMP community.

Complete the following fields for SNMP v3 (as needed):

= Destination IP/Hosthame - the IP or hostname of the SNMP
destination. Up to five (5) SNMP destinations can be created.

Note: IPv6 addresses cannot exceed 80 characters in length for the
host name.

= Port Number - the port number used by the SNMP manager.

= Security Name - the username or service account name of the
entity communicating with the SNMP agent.

= Authentication Protocol - the MD5 or SHA authentication protocol
used by the SNMP v3 agent.

= Authentication Passphrase - the pass phrase required to access
the SNMP v3 agent.

= Privacy Protocol - if applicable, the AES or DES algorithm used
to encrypt PDU and context data.

= Privacy Passphrase - if applicable, the pass phrase used to
access the privacy protocol algorithm.

Click OK to create the SNMP trap destinations.
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Next, configure where the SNMP trap events are sent and logged.
Destinations are configured on the Event Management - Destination
page. See Configuring Event Management - Destinations.

SX Il supports SNMP logging for SNMP v1/v2c and/or v3. SNMP v1/v2c
defines message formats and protocol operations when SNMP logging is
enabled. SNMP v3 is a security extension of SNMP that provides user
authentication, password management and encryption.

> To edit existing SNMP traps:

Note: If you disable SNMP settings at any time, the SNMP information is
retained so you do not have to reenter if you re-enable the settings.

1. Choose Device Settings > Event Management - Settings. The Event
Management - Settings page opens.

2. Make changes as needed and click OK to save the changes.

> To delete SNMP traps:
e Clear all of the SNMP trap fields and save.

Viewing the SX Il MIB

1. Choose Device Settings > Event Management - Settings. The Event
Management - Settings page opens.

2. Click the 'Click here to view the 'SNMP MIB' link. The MIB file opens
in a browser window.

Configure Event Management - Destinations

If system events are enabled, SNMP notification events (traps) are
generated. The events can be logged to the syslog or audit log.

Events and where the event information is sent is configured on the
Event Management - Destinations page.

Note: SNMP, Syslog, and SMTP logging only works when enabled in the
Event Management - Settings page.

» To select events and their destinations:

1. Choose Device Settings > Event Management - Destinations. The
Event Management - Destinations page opens.

System events are categorized by Device Operation, Device
Management, Security, User Activity, and User Group Administration.

2. Select the checkboxes for those event line items you want to enable
or disable, and where you want to send the information.

=i=Raritan.
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Tip: Enable or disable entire categories by checking or clearing the
Category checkboxes, respectively.

3. Click OK.

> Toreset to factory defaults:
¢ Click Reset To Defaults.

WARNING: When using SNMP traps over UDP, it is possible for the
SX Il and the router that it is attached to fall out of synchronization
when the SX Il is rebooted, preventing the reboot completed SNMP
trap from being logged.

Note: SNMP traps
“Event Management - 5

Wil Graly e genrated if e “SAMP L
Nt - Seftings™ page on the Davice 5

Sgging Enabied” opnion (5 checked. Sysiog events will aniy Be genersled if the “Ensble Sysicg Forwarding” optian is cheche, Event destimation Seeings can be feund an the
.

Settings monu.

EAESESE | §
I

Powar Suppty Sttis Changes

Pruariri Dutet Sta Charged

CHSIEENENENIES | €
A IR S

Rl &

Hsbarort Earmrucss Crangedd
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Fon Gastus Changed

Pattwon Faire

Enene Frbawr

Aukamils Seipl Corfigurnation

[

enmger:

Fiemeeses aiston Mases
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Enable Email (SMTP) Notifications from the Remote Console

Enable email notifications for users on the Event Management - Settings
page.

Each person for whom SMTP is enabled receives notification when an
event is triggered. Up to ten (10) users can be added.

Configure SMTP server settings on the SMTP Settings page. Use the
"Link to SMTP server configuration" quick link at the bottom of the Event
Management - Settings page. See Configure and Test SMTP Server
Settings (on page 140).

» To enable SMTP Notifications:

1. Select Device Settings > Event Management - Settings to open the
Event Management - Settings page.
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D Enable Syslog Forwarding
IP Address/Host Name

2.

Go to the SMTP Settings panel and select the Enable SMTP Server
checkbox.

SyslLog Configuration

@ SMTP Logging Enabled
Email Subscribers

|:| itemail@raritan.com

(e comguaion R

k |:| raritanemail{@raritan.com

New Email Subscriber Address

Link to SMTP server configuration

4

3.

4.

Type the email address of the SMTP subscriber in the New Email
Subscriber Address field and then click Add.

Click OK.

Configure and Test SMTP Server Settings

Enter the information required for a connection to your SMTP server on
the SMTP Server Settings page.

Note that if the server requires STARTTLS, SX Il automatically uses it.

1.
2.

Select Device Settings > SMTP Settings.

Provide the server address, port and the email address used to send
SMTP notifications.

If the server requires a username and password authentication to
send emails, provide them in the User Account and Password fields,
respectively.

Click Apply.

=i=Raritan.



Chapter 6: SX Il Administration

[ Port Accoss [ Power  User Management [IDBUGBISBAGH] Sccurtty | Maintenance| Diagnostics [Hep] |

Home = Device Ssttings > SMTP Settings

SMTP Settings \ Test SMTP Settings

Server Testing will not save changes. Use the apply button when you are satisfied with your
fd07:2fa:6cf-2021: 3e4a:92fF sefiings.

Port Receiver Address

EI [supportg@raritan.com |[send |

Sender Email Address \_

|support@,narimn.mm |
@ SMTP server requires password authentication

User Account
Support

Password

J

|Appl3|I | | Reset To Defaults |

It is important that the SMTP server information be accurate so that the
SX Il appliance can send messages using that SMTP server.

This test sends an email using the settings displayed on the page in the
SMTP Settings pane. SX Il saves the settings once you click Apply.

1. Send atest email by entering a destination email address to receive
the test message

Note that the receiver email is not saved.

2. Verify the message was received by the intended email target. If
there are problems, contact your SMTP administrator to make sure
your SMTP server IP address and authorization information are
correct.

| Port Access | Power | User Management [BGige Setfings| security | Maintenance | Diagnostics [ Heip |

Home > Device Settings > SMTP Settings

SMTP Settings Test SMTP Settings

Server Testing will not save changes. Use the apply button when you are safisfied with your
[fdD7-2fa:6e . 2021:3e4a:92fF | seftings.

Port Receiver Address

|3upport@_raritan.mrn || send |

Sender Email Address
|support@rariiﬁn.mrn |

E SMTP server requires password authentication

User Account
| Support |

Password

[Apply | [Reset To Defaults |
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Configure Modem Settings from the Remote Console

Configure modem settings for SX Il models with internal, analog modems
on the Modem Settings page. You can also configure modem settings
via command line interface. See Configure a Modem Using CLI (on
page 213).

Note: SX Il models without internal modems do not have access to the
Modem Settings.

SX Il models with internal modems are indicated by an M in the model,
such as DSX2-4M. For a list of models. see SX Il Models (on page 9).
You model number is in Device Information in the left panel of the
Remote Console.

Device Information:
Device Name: DominionSX
IP Address:
182.188.81.144
fd07:2fa:8cff.2032:20d:5dff-fe00:255
Firmware: 2.0.0.1.820
Device Model: DSX2-48M
Network: LAN1
Powerin1: on
Powerin2: off

Connect to the Internal Modem via the Modem Port
¢ Use atelephony cable to connect to the Modem port on the SX II.

Configure the Internal Modem

1. Select Device Settings > Modem Settings to open the Modem
Settings page.
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Note: The Enable Broadband Modem feature is specific to use of an
external, wireless modem. See Connect and Enable Global
Access to an External Modem (see "Connect and Enable Global
Access to an External Broadband Modem" on page 145).

Select Enable Modem.
Select the Modem Access Mode.

= All - allows modem access through both PPP and console
access.

If a PPP signal is not detected, uses console access.
Modem Dial Back cannot be enabled in this mode.

= PPP_Only - allows only PPP connections that will access the SX
[l through the configured PPP server IP address.

= Console_Only - allow only Local Console connections, meaning
CLI access through a terminal emulation program such as
Hypertreminal.

If you selected All or PPP_Only as the modem access mode, enter
the IP address information.

= Enter the PPP server IP address.

This is address assigned to SX Il when a connection is
established via dial-up. Required

= Enter the PPP client IP address.

This is the internet address SX Il assigns to the Remote Client
when a connection is established via dial-up. Required

Note: The PPP server IP address and PPP Client IP address must
be different and cannot conflict with the network addresses used by
the server or the client.

If you selected PPP_Only as the modem access mode, the Enable
Modem Dial Back feature can be enabled by selecting its checkbox.

Dialback is only allowed when utilizing PPP_Only since direct
modem access would circumvent the security protection offered by
PPP_Only connections.

Only tone dial back is supported; pulse dial back is not supported.

Both Dial-in and Dialback must be enabled on the modem, and the
dialback number for a user must be configured in the authentication
service (local, RADIUS, LDAP, or TACACSH).

Users who belong to a user group with Modem Access permission
but who do not have a dial-in number cannot establish PPP
connection.
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Each user accessing the SX Il via modem must have a call-back
number defined in their profile. A Comma (,) character is supported
to enable a pause, such as in dialing a 9 before a phone number.

Dialback occurs when the originator of a call is immediately called
back in response to the first dial-in.

6. Click OK to commit your changes or click Reset to Defaults to return
the settings to their defaults.

=i=Raritan.

Port Access | Power | User Management |[DSWiSe SS8Ilings. Security | Maintenance | Diagnostics | Help

Dominion® 5X |

Homa > Device Settings > Modem Sattings.

Time & Session: e ———

July 09, 2015 00:04:03 Broadband Modem Settings
User: admin Enable Broadband Modem
State: 72 min idle a

Your IP: 182.188.32.212
Last Login: Jul 08, 2015 10:52:53

odem Settings —\
Device Information:
Device Name: DominionSx E Enable Modem
IP:‘::T;:LQM 144 Modem Access Mode
1d07:21e:0cM.2032:200:5d-1e00:255 |"""-°"'v ~]

Firmware: 2.0.0.1.820

PPP Server IP Address
Device Model: DSX2-48M

Network: LAN1 182.168.1.101

Fowesin1: on PPP Client IP Address

PowerinZ: off 102.188.1.102

[#] Enable Modem Dialback

Port States:

1 Port: up

47 Ports: down

48 Ports: idle [Reset To Defautts | [ Cancel /

Connected Users:

sdmin (192.108.32.212)
T3 min idle

admin (102.168.81.125) 4
250 min idle

Online Help

Favorite Devices:

Assign User Groups Modem Access Permissions
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Dominion® SX I

Time & Session
July 08, 2015 22:47:30

User: admin

State: active

Your IP: 192.168.32.212

Last Login: Jul 08, 2015 10:52:53

Device Information:

Device Nsme: DominionSX

IP Address
102.188.81.144
fd07:2fa:6¢ff:2032:20d-5dff-feD0-255

Fimware: 2.0.0.1.820

Device Model: DSX2-48M

Network: LAN1

Powerin1: on

Powerin2: off

Port States:

1 Port: up

47 Ports: down
48 Ports: idle

Connected Users:

admin (162.168.32.212)
sctive

admin (182.168.61.125)
174 min idle

Online Help

Favorite Devices
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e If needed, assign users to a group with Modem Access permissions.

Modem Access permission is assigned to a user group on the Group
page, and the user is then assigned to the group on the User page.
For more information, see Configure and Manage Users and
Groups from the Remote Console (on page 77).

Device Settings | Security | Maintenance | Diagnostics [ eip |

Port Access | Power

Home > User Mansgement > Group

Group Name *
{ModemAccessOK ‘

<@

[:| Device Access While Under CC-5G Management
U Device Settings
[:l Diagnostics

[

LT P Share
D Security
U User Management

» Port Permissions

I > 1P ACL

(K] [Ganeel]

Connect and Enable Global Access to an External Broadband Modem

All SX Il models support an external, 3G/4G wireless modem connection
via USB using a Sierra Wireless AirLink® GX440, GX450, or ES450
gateway modem.

Users who need access to SX Il via the Sierra Wireless modem must be
assigned to a user group with Modem Access permissions. This is a
security measure that helps control who can access SX Il via the modem.
For example, create a user group called Sierra Wireless Users and give
the group Modem Access permissions, then assign only users who need
access to the modem to that group.

The Enable Broadband Modem feature must be enabled in SX Il in order
for users to access SX Il via the Sierra Wireless modem. This is a
global-level feature, so it is disabled by default in order to prevent all
users from being able to access SX Il via the modem.

Sierra Wireless Software and Firmware Versions
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Sierra Wireless must have at least ALEOS Software Version 4.4.1.014

Raritan has tested this configuration with the Verizon Wireless MC7750
Radio Module using firmware version 3.05.10.13.

Connect the External, Wireless Modem
USB Connection

Use either a Micro A or Micro B to USB Type A cable to connect the
Sierra Wireless to the SX II.

e Connect the Sierra Wireless USB port to any of the three USB ports
on back of the SX Il or to the USB port on the front of the SX II.

B et

TETITTORY O MAGOAEER NAnNnNONRCT

Note: Only USB connections are supported.

Configure the Sierra Wireless Modem

Following are steps to configure the Sierra Wireless modem for use with
SX Il using these connections.

These settings are configured on the Sierra Wireless modem, not SX II.
Configure the Sierra Wireless Modem for a Cellular Connection

e A SIM card must be purchased from your service provider and
installed in the Sierra Wireless modem.

e Get a static IP address from our service provider, then assign it to
the Sierra Wireless modem.

e Sierra Wireless must be configured for Public mode.
e Host Connection Mode must be set to "USB Uses Public IP".
e USB Device Mode must be set to "USBNET".

Change Default Username

=i=Raritan.
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For security reasons, Raritan recommends you change the default
Admin account username to a new name before using the Sierra
Wireless .

Assign User Groups Modem Access Permissions
Following are settings applied in SX II.

e Modem Access permission is assigned to a user group on the Group
page, and the user is then assigned to the group on the User page.
For more information, see User Profiles and Groups (see
"Configure and Manage Users and Groups from the Remote
Console" on page 77).

Group Name ™
|GX440Access

vy Permissions

[[] Device Access While Under CC-SG Management
M Device Settings

Diagnostics

[] Maintenance

™ Modem Access

- are

[ security

User Management
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Enable Global Access and Failover Settings to External Broadband Modem

Use this feature to enable or disable access to an external Sierra
Wireless modem.

Cellular (broadband) access is disabled by default. Since this is a
global-level feature, it is disabled for all users.

Once it is enabled, only users who belong to a user group with Modem
Access permissions can access SX Il via the Sierra Wireless modem.

Broadband can be enabled from the Remote Client and via CLI.

» To enable broadband from the Remote Client:

Enable broadband by selecting Device Settings > Modem Settings
and selecting the Enable Broadband Modem checkbox.

2. Click OK to apply the change.
SX Il'is now accessible using the Sierra Wireless modem.

3. If you want your modem automatically enabled only when both LAN
ports go down, also select the Enable Broadband Modem Failover
checkbox.

Once either LAN port comes back up, the model will be automatically
disabled. All active sessions will be dropped.

4. Click OK to apply the change.

Broadband Modem Settings

Enable Broadband Modem
Enable Broadband Modem Failover

OK | | Reset To Defaults | | Cancel |

External Modem Connection Status and Checks
The connection event is logged in the SX Il audit log.

Once the devices are on and the connection is active, the gateway IP
address is displayed in the Remote Console in the left panel under the
Network section.

Additionally, the gateway IP address is displayed on the Network
Settings page in the IPv4 section's Default Gateway field.

As with other targets connected to SX Il, you can perform diagnostics,
ping and perform a trace of the Sierra Wireless modem using the SX I
Diagnostics tools.

= oo
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Power Supply Setup

SX Il provides dual power supplies, and can automatically detect and
provide notification regarding the status of these power supplies.

When both power supplies are used, SX Il automatically detects them
and notifies you of their status. Additionally, both the Powerln1 and
PowerIn2 Auto Detect checkboxes are automatically selected on the
Power Supply Setup page.

If you are using only one power supply, you can enable automatic
detection for only the power supply in use.

Proper configuration of power supplies ensures SX Il sends the
appropriate notifications should a power supply fail. For example, if
power supply number one fails, the power LED at the front of the unit will
turn red.

The Power LED on the front of the SX Il appliance is red when the
checkbox is selected for an unconnected power supply. The LED is blue
when the checkbox is not selected for an unconnected power supply.

> To enable automatic detection for the power supplies in use:

1. Choose Device Settings > Power Supply Setup. The Power Supply
Setup page opens.

Home > Device Settings > Power Supply Setup Page

Power Supply Setup Page

.@ Powerin1 Auto Detect

¥ Powerin2 Auto Detect

[Reset To Defaults | [ Cancel |
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2. If you are plugging power input into power supply number one
(left-most power supply at the back of the unit), then select the
PowerInl Auto Detect option.

3. If you are plugging power input into power supply number two
(right-most power supply at the back of the unit), then select the
Powerln2 Auto Detect option.

4. Click OK.

> To turn off the automatic detection:
o Deselect the checkbox for the appropriate power supply.

> To reset to factory defaults:
e Click Reset To Defaults.

Configure Local Port Settings from the Remote Console

Configure Local Console port settings on this page.

Some changes you make to the settings on the Local Port Settings page
restart the local terminals. If a local terminal restart occurs when a setting
is changed, it is noted here.

User Management ty | wai

\LHume = Device Settings = Local Port Settings

Enable Local Ports

Note: Some changes to the Local Port Settings will
restart the local terminal.

Enable DVI Local Port, Admin Port and Terminal Port

Terminal Port Settings

Baud Rate:

|115200 :
Local Port Settings

Keyboard Type
us

Local User Authentication
(@) LocallLDAP/RADIUS/TACACS+
Hone

lgnore CC managed mode on local port

OK | Reset To Defaults Cancel
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The "Enable DVI-D Local Port, Admin Port and Terminal Port"
checkbox is selected and the ports are enabled by default.
Deselecting the checkbox disables the ports.

The local terminal is restarted when this change is made.
In the Terminal Port Settings, choose the terminal port's Baud Rate.

Choose the appropriate keyboard type from among the options in the
drop-down list. These keyboard options apply only to the Remote
Console; they do not apply to the Local Console.

The local terminal is restarted when this change is made.

= US = Portuguese (Portugal)
= US/International = Norwegian (Norway)
= United Kingdom = Swedish (Sweden)

= French (France) = Danish (Denmark)

=  German (Germany) = Belgian (Belgium)

=  German (Switzerland) = Hungarian

= Simplified Chinese = Spanish

= Traditional Chinese = Jtalian

= Dubeolsik Hangul (Korean) = Slovenian

= JIS (Japanese Industry Standard)

Note: Keyboard use for Chinese, Japanese, and Korean is for
display only. Local language input is not supported at this time for SX
Il Local Console functions.

Choose the type of Local Console authentication.

= | ocal/lLDAP/RADIUS/TACACS+ - This is the recommended
option.

= None - There is no authentication for Local Console access.

Important - If local port authentication is set to None, users only
need to hit a character key on their keyboard and are
automatically logged in as admin user.

This option is recommended for secure environments only. For
default settings, users are required to login to the local port via
username and password.

Select the "Ignore CC managed mode on local port" checkbox if you
would like local user access to the SX Il even when the appliance is
under CC-SG management. Alternatively, use the direct device
access while under CC-SG management feature.

If you do not ignore CC manage mode on the local port now and
decide at a later time to remove the appliance from CC-SG
management, you must remove the device from within CC-SG and
then return to this page to deselect this checkbox.
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Changing the Default GUI Language Setting from the Remote
Console

The SX Il web-based interface defaults to English, but also supports the
following localized languages. These languages are not applied to the
Local Console.

e Japanese
e Simplified Chinese
e Traditional Chinese

> To change the GUI language:

1. Select Device Settings > Language. The Language Settings page
opens.

2. From the Language drop-down, select the language you want to
apply to the GUI.

3. Click Apply. Click Reset Defaults to change back to English.

Note: Once you apply a new language, the online help is also localized
to match your language selection.

Configure Port Logging Settings from the Remote Console

e Select Device Services > Port Logging Settings to access the Port
Logging - Settings page and configure the local log settings.

Timestamp and Update Frequency

]
i
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Timestamp represents the interval between two timestamp messages.
Enter a time in seconds between 0 — 99999. Note that entering O
disables timestamps for port logging.

The update frequency is the interval between each data push to the port
log file, port syslog and NFS port logging, if they are enabled. The default
value is 30 seconds.

Data is buffered in SX Il during the time between the intervals or until the
appliance buffer is full. This feature manages the logging traffic so it is
not pushed continuously.

Timastamp (Intarval)
(3

U Fraque seconds
5

Port Log Local File and Port Log Local Input File

=& Raritan. 159
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Enable the Port Log Local File to capture data for each port locally on SX
Il. To capture inputs for each port, enable the Port Log Local Input File.

Log files are stored on SX IlI's internal flash drive. 8 and 16 port models
have a 2GB internal flash drive. All other models have an 8GB flash
drive.

If needed, enter a maximum file size. Files that exceed the maximum are
not saved. To retrieve the files, see Manage Port Logging - Local Files
(see "Manage Port Logging - Local Files from the Remote Console"

on page 156).

[~ Port Log Local File

E Enable Port Log Local File

Enable Port Log Local Input File

Maximum File Size(bytes)
5000000

Port Sys Log

o =i=Raritan.
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This feature sends event log messages to a remote Syslog server. The
messages from the SX Il appliance are sent to the LOCALO channel of
the Syslog server for more efficient parsing.

Since all messages are sent from the LOCALO channel on the syslog
server, all port output resides in the same file. Please use NFS Port
Logging if you prefer separate files for each port's data.

1. Go to the System Logging panel and select the Enable Port Syslog
checkbox.

Port Syslog

" Enable Port Syslog

Syslog Primary IP / Hostname

Syslog Seco IP | Hostname

2. Type the IP address of the remote Syslog server in the Primary IP
Address field.

3. If you have a backup Syslog server, type its IP address in the
Secondary IP Address field.

Network File System (NFS) Logging

Network File System (NFS) logging allows you to log all port activity to
an NFS shared directory. All user activity and user port logins and
logouts are logged. There are two log files:

= Input: Records all input (keystrokes) from users.

= Qutput: Contains all the messages that come from the server into
the console server. This includes all user input that is echoed
back from the managed device/server.

=& Raritan. 19
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You must also enable port logging. For more information on port logging,
see Enable Port Logging.

Note: The NFS server must have the exported directory with write
permission for the port logging to work.

1. Select the Enable NFS checkbox to enable NFS logging.

2. Type the IP address or hostname of the NFS server in the Primary
IP/Hostname field, and then enter the path to the log file in the NFS
Primary Directory field.

3. If you have a backup NFS server, enter the same information for this
server in the Secondary IP/Hostname field and NFS Secondary
Directory fields. If the primary server fails, port logging is redirected
to the secondary server.

4. If needed, activate the Enable Input Port Logging feature and type a
directory for input in the In Directory field.. To turn this feature off,
deselect this checkbox.

5. Use Port Name in Filename: select to customize log file names with
the port name.

6. Select the Encryption checkbox to enable encryption of log files.
= Enter the RC4 key in the NFS Encryption Key (RC4) field.

~NFS Port Logging

Enable NFS Port Logging

HFS Primary IP | Hostname
NFS Secondary IP | Hostname
File Prefix

s¥_nfs

Out Directory

D Enable Input Port Logging

In Directory

HFS Primary Directory
NF S Secondary Directory

File Size (megabytes)
1

|:| Use Port Name in Filename

(Port name should be
unigque)

D Encryption
NF S Encryption Key (RC4)

Manage Port Logging - Local Files from the Remote Console
To delete log files:

1. Select checkbox for log files.

2. Click "Delete Log File".

]
i
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To retrieve a log file:
e Click the Download link for a log file's "OutputFile" or "InputFile".

Note that power string data is not saved in port log files.

For information on configuring local log files for ports, see Configure
Port Logging - Settings (see "Configure Port Logging Settings from
the Remote Console" on page 152).

SHEHFEACEERE

CupuiFie a Ersbied

Configure Ports from the Remote Console

The Port Configuration page displays a list of the SX Il ports.

Time & Session:
My 26, 2015 150624

User: aimin
State: 70 min i

Your IP- 162 188,52 160

Last Login: May 28 2015 10:51:42

Device Information:
Doavicss Namrss: 502

T min ide
B (102 9828040
20214 min idie

Oribise Help

Favorite Devices:

HoMma » DASe SHERGE » Bent Congueanon Logoa |

[

Port Configuration

AUTD
AUTO

AUTO
ALTO
ALTO
ALTO
AUTD
AUTO
AUTO
ALTO
ALTO

1. To access the Port Configuration page, choose Device Settings >
Port Configuration.

This page is initially displayed in port number order, but can be
sorted by Name or Type by clicking on the column heading.

2. To access a port's page to configure it, click the Port Name for the
port you want to configure.

Select the Type of target, either Serial or Powerstrip.

Provide a meaningful name for the serial target or power strip. Or,
click Auto Name Search to use the configured autoname search
settings to retrieve the System Name. Auto Name does not work for
power ports.
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Note: CommandCenter Secure Gateway does not recognize rack
PDU names containing spaces.

Configure Powerstrips

1. If you selected Power Strip, change the Power Strip Name and click
OK. If a power strip is detected, you are returned to the Port
Configuration page.

2. Select the port again to edit it and its outlet names, if desired. Outlet
names default to the outlet number.

Note: When a rack PDU is associated with a target device (port), the
outlet name is replaced by the target device name, even if you
assigned another name to the outlet.

3. Click OK.

UserManagement Securty | Maintenance | Diagnostos| el

Dominion® 5X Il

_H_ome > Device Settings > Port Configuration = Port
—
Time & Session:
D e B porta |
User: admin
. Type:
State: 47 min idle -
Your IP: 162.168.32.21 — > [Fover s [v]
Last Login: Jul 07, 2015 07:00:38 Name:
|F'cmerstrip |
Device Infermation:
Device Name: 5X2
182.188.80.137
Elggﬁﬁcsj%;gis Number Name Port Association
Newor:LANY LANG |
Powerini: on
FowerinZ: on
2
Port States: 3
1 Port: up
47 Forts: down 4
45 Ports: idle
5
admin (162.168.32.21)
admin (162.168.60.40)
Foass mn e 8
Online Help
q
Favorite Devices:

Configure Target Devices

If you selected a target device, there are various settings you can
configure.

Note: When a rack PDU is associated to a target device (port), the outlet
name is replaced by the target device name (even if you assigned
another name to the outlet).

1. Enter or update the Target Name.
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2. If an outlet is connected to the same server that the port is
connected to, a power association can be made with the target
device.

A port can have up to four associated outlets, and you can associate
a different rack PDU (power strip) with each. From this page, you can
define those associations so that you can power on, power off, and
power cycle the server from the Port Access page.

To use this feature, you need Raritan remote rack PDU(s).

3. Select the Power Strip Name and associate an name with each of
the power strip's outlets by selecting from the Outlet Name

drop-down.

4. Click OK. A confirmation message is displayed.

Power Association

Power Strip Mame

Powerstrip

| Powerstrip

Qutlet Name

New outleti : I

Powerstrip

Powerstrip

w
L
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5. To allow direct port access to the target's port, enter the port's IP
address, and the SSH port and Telnet port.

Direct Port Access

IP Address: SSH Port: Telnet Port:
(22201 | [333m1 |

Configure Port Settings
Configure the remaining port settings, as needed or required.
1. Select the terminal emulation type from the drop-down menu in the

Emulation field. This is the terminal emulation mode used to match
the serial targets connected to the ports. The choices are:

= VT100
= VT220
= VT320
= ANSI

==Raritan.
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Set Encoding if you want Raritan Serial Console (RSC) to always
use a specific character encoding for this port.

Encoding overrides the global RSC setting for the port to whatever
value you set.

The choices are: DEFAULT,US-ASCII,ISO8859-1,
1SO8859-15,UTF-8, Shift-JIS, EUC-JP, EUC-CN, EdUC-KR.

In the Detect field, indicate whether you want the SX Il to
automatically detect a physical connection to the target. The default
is Auto Detection.

Another option is to select Force DTE, in which case SX Il acts as a
piece of data terminal detection equipment to detect targets
connected to it.

Or, you can select Force DCE, in which case SX Il acts as a piece of
data communications equipment to detect equipment connected to it.

Note: If the target has the ability to autodetect either DTE or DCE,
you must select either Force DTE or Force DCE for the port. SX Il
does not support autodetection of both DCE and DTE on the same
port.

Select the value of Bits Per Second from the Bits Per Second
drop-down menu.

Select the Parity Bits from the Parity Bits drop-down menu.
Select the Flow Control from the Flow Control drop-down menu.

If you need to configure the delay between when individual
characters are sent via the port, enter the time in milliseconds in the
Char Delay field.

To configure the delay between when lines of text are sent via the
port, enter it in the Line Delay field.

Configure the sendbreak duration by entering the send break time in
the Send Break Duration field. The send break is configurable from
Oms - 1000ms.

Select Always Active if you want to log activities coming into a port
even if no user is connected.

The default option is to not maintain port access without a connected
user, which means ignore data coming into a port when no user is
connected.

This option is for port data logs.

Note: When no users are logged into a port session, port traffic, by
default, is discarded .

If you do not want messages displayed to users connecting to SX I
via Direct Port Access, select the Suppress Message checkbox.
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12. Alternatively, deselect this and all messages such as "Authentication
successful." These messages are displayed to users when they
connect via direct port access. The default is deselected.

The default is None.
13. Select the Escape Mode.

The escape sequence affects only the CLI. When entering the
escape mode, the user is given a menu of commands that can be
performed (for example, gethistory, power commands, and so forth),
a command to return to the port session, and a command to exit the
port connection.

The default is None.
Change as follows:

= Select control from the drop-down menu in the Escape Mode
field.

14. Type the character in the Escape Character field. The default for the
SX Il'is ] (closed bracket).

Raritan recommends that you do not use [ or Ctrl-[. Either of these
may cause unintended commands, such as invoking the Escape
Command unintentionally. This key sequence is also triggered by the
arrow keys on the keyboard.

15. Type an command in the Exit Command field, such as logout.

This is the command that is sent to your system when a user with
write permission disconnects from the port.

The main function of this command is to ensure that the user's
session on the target machine is closed; however, it is not imperative
to have an Exit command configured on a port.

Note: See Configuring Ports for details on port configuration
commands.

16. Select from the Multiple Writers drop-down if you want multiple
clients to be able to write to the port at the same time. The default
behavior is that only one user may have write access to the port at a
single time.
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17. Click OK.

Emulation: Encoding: Equipment Type:

I'n"T1IZIEII :l IDEI’aul :l IAuIao Detection .:I

BFS: Parity/Bits: Flow Control:
115200 None/S |N-:me -

Stop Bits:

Char Delay (ms): Line Delay (ms): Send Break Duration (ms):
o | B | 200
Multiple Writers:
Iginglevnier aliowed on 3 port at a time. |V |
| Suppress Messages %] Always Active

Escape Mode: Escape Character:
[eenllw] ]

Exit Command:

Apply Settings to Other Ports
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Once finished, you can apply the same port settings to other ports.

1. Select the ports from the Apply Serial Port Settings To Other Ports"
section of the page by selecting them individually or using the
selection buttons at the bottom of the page.

==Raritan.
_ B oo .~ ~——————— |

iDevies Setlings| Security | Maintenance | Diagnastics | Help |

Home > Devics Sattings > Port Configurssion > Port

Time & Session:

Vo 78 aran S
User: admin .
Seate: 31 min ide Jupe:

Your IP- 192.188.32.21 Sarial
Last Login: Jul 07, 2015 07-00:38

IF Address:
- 192.103.00 131T?
D‘::::D.;j unsxgﬂg Power Strip Mame Cutlet Name

g
- L4

Fower Association

Metwork: LAN1 LANZ Fowerstip |~ ] [Fiew cuten | ]
=ik Fowerstip_ |V Dutet 2] %
PewerinZ: cn
Fowerstrip (v Outhet 3w
Fowerstip | v Cutiet 4 v
Pert States ] 2
1 Pert wp
P

IF Address: 55H Port: Telnet Port:

Connected Users: 22201 3330

admin (102.188.32.21)

31 min idle
admin (102.188.80.40)

it
Emulation: Encoding: Equipment Type:
Online Help [vTioal=] [Defaur v ﬂ Ditgction | w
BPS: Parity/Bits: Flow Control:
Favorite Devices: [FEm=] [Nenea[] [Fere v
op Bits:
[Ensbie] e
Char Delay ims): Line Delay (ms):  Send Break Duration (ms):
[ G | [om
Multiple Writers:

| Simgie writer allowed on 2 port at a tima. [ ]
[ Suppress Messages [7] Always Active

Escape Mode: Escape Character:
[Cenrel~] 1

Exit Command:

Port Keywords:
test. help. keyd. keyd, keyS. keyS, bey10. key11, bey1Z. key13, key14,
keyls, key18

¥ Apply Serial Port Seitings To Other Poris

Apply Part Number Fort Name
7 1 Sesial Port 1
o 2 Lx
D 4 Serial Port 4

2. Click OK to apply the port configuration settings.
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Port Keyword List

Port keywords work as a filter. You can create port keywords and
associate them with -

e Events

e Local/remote syslog messages

e SNMP traps

If a keyword is detected -

e A corresponding message is logged in a local/NFS port log.
e A corresponding event is sent via SMTP (if configured).

e A corresponding trap is sent via SNMP (if configured).

This feature is useful for notifying administrators if a particular event
occurs on a port. Further, using port keywords to report events does not
impact the NFS log size.

In order for keywords to trigger when no users are connected to a port,
"Always Active" must be selected on the port's Port Configuration page.

Note that a list of port keywords existing, if any, is displayed on the Port
Configuration page, as well.
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Port Keywords:
test, help, key3, keyd, keys, keyl, key10, keyl!, keyiZ keyl3d, keyld,
key13, keyl€

The Serial Alert event is selected from the Event Management -
Destinations page.

1. Choose Device Settings > Port Keywords. The Port Keyword List
page opens.
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2. Click Add at the bottom of list on the page. The Keyword page
opens.

e W e -
==Raritan. - - — -
[PortAccess | Pomer] User Management JORBRSMERER] Securty | Naitenance | Disgnosies o

Dominion® 5X 1l -
ome > Device Settings = Port Keyword List > Keyword

Time & Session:

July 07, 2015 18:58:28 Add Keyword
User: admin "
State: active ﬁeyword. \
Your IP: 182.188.32.21 E:I
Last Login: Jul 07, 2015 07:00:38 l |-
Ports

Device Information: Available: Selected:
Device Name: 5X2
IP Address:

182.168.60.137
Firmware: 2.0.0.1.780 [ Add> |

Device Model: DSX2-45
Metwork: LAN1 LAN2
Powerin1: on
PowerinZ: on

Port States:

1 Piort: up
4T Ports: dovwn
45 Ports: idle \ j

Connected Users:
admin (182.168.32.21)

active
admin {182.168.60.40)
50985 min idie

Online Help

Favorite Devices:

3. Type a keyword in the Keyword field.

4. Select the Port(s) you want to associate with that keyword.
5. Click Add to add them to the Selected box.

6. Click OK.

Port Auto Name

Port Auto Name automatically detects a port's System Name from the
target output. You can configure when you want auto naming to run, and
select the trigger and matching string pattern pairs to assign to each port.
These pairs form the basis of the search. When the auto name process
begins, the trigger string is sent to a target and the time limit begins. As
data is returned, ANSI color codes are filtered out and the pattern match
strings are applied against the data to seek a match. When a matching
name is found, the port's name field is updated and saved. Names are
not unique in SX2. If a name is too long, it is rejected. If a name is not
found for a port, the name is set to default: Serial Port #

> To configure Port Auto Name:

1. Choose Device Settings > Auto Port Name.
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2. Select when Auto Name will run:

Port Auto Name Settings

Search on Port Down to Up Status

Minimum Down Time
10

Search at Boot Time

Once

Search Time Limit Per Port
20

_Ok |

= Search on Port Down to Up Status: Port name search will start
when a port changes from Down to Up status, if the port has
been down for the specified Minimum Down Time.

=  Minimum Down Time: Enter the time in minutes.

= Search at Boot Time: Port name search will start for all
configured ports as soon as the system starts.

= Select Once to allow the Port Auto Name search process to
happen once, and then the setting will be turned off when
search completes.

3. Search Time Limit Per Port: Enter the time in minutes to allow for
each port name search. If the search times out, the default port
name is saved.

4. Click OK to save.

Select the triggers and patterns you want to use in the search.
Triggers prompt a response from the target. Patterns are the strings
to match in a found name:
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= Available Triggers and Patterns: Select the checkbox of any
trigger or pattern you want to exclude and click Delete. Optional.

Available Triggers and Patterns

] wn ] (HosT)

Ry [[] (HOST) [Lijogin:

O] ¢ [l @(HOST) [~1.5%

] hostnameir ] root@(HOST)~
Delete

= Port Pairs: Click Add to open the Add Auto Name Pair dialog.
Select a common Trigger and Pattern, or type directly in the text
fields below the lists, then click Add. Select the ports to assign
these search terms, then Add to the Selected list. Click OK to
save.

= Supported special characters: /n, /r, *C, /xXX (an octet in
hexadecimal)

= \and ™ may be escaped as \\ and \* to negate their special
operation.

= (HOST) indicates the expected location of the host name.

Add Auto Name Pair

Trigger: Pattern:
\r | =] (HosT) [LNogin: B4
\r (HOST) [Lijogin: Add
Trigger Pattern
Ports
Available: Selected:
2: 102 168 61,142 = 1:192 168 61 142 »
4:192.168 61.142/=) 3192 168 61.142
6 Serial Port 6 Add > 5 m192.168.61 1
7: Serial Port 7 g

8: Serial Port 8

9: Serial Port 9 _<Remove |

10: Serial Port 10

11: Serial Port 11~ -

oK Cancel
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6. Your assigned Port Pairs display in the main page.

\r root@(HOST)~ 1 192 168.61.142
\r (HOST) [Lijogin: 1 102.168.61.142
\r root@(HOST)~ 2 102 168.61.142
\r (HOST) [Lijogin: 2 102 168.61.142

Configure Security Settings from the Remote Console
Login Limitations

Using login limitations, you can specify restrictions for single login,
password aging, and the logging out idle users.

Login limitations are configured on the Security Settings page.
e Select Security > Security Settings.

Home > Security > Security Settings

D Enable Single Login Limitation
O Enable Password Aging

Password Aging Interval (days)
60

D Log Out Idle Users

Idle Timeout (minutes)
5

O Anonymous Port Access

e Enable Single Login Limitation

When selected, only one login per user name is allowed at any time.
When deselected, a given user name/password combination can be
connected into the appliance from several client workstations
simultaneously.
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Enable Password Aging

When selected, all users are required to change their passwords
periodically based on the number of days specified in Password
Aging Interval field.

This field is enabled and required when the Enable Password Aging
checkbox is selected. Enter the number of days after which a
password change is required. The default is 60 days.

Log Out Idle Users, After (1-365 minutes)

Select the "Log off idle users" checkbox to automatically disconnect
users after the amount of time you specify in the "After (1-365
minutes)" field. If there is no activity from the user, all sessions and
all resources are logged out.

The Idle Timeout field is used to set the amount of time (in minutes)

after which an idle user will be logged out. This field is enabled when
the Log Out Idle Users option is selected. Up to 365 minutes can be

entered as the field value

Anonymous Port Access

When selected, users can access ports via Direct Port Access
without entering a password, so long as Direct Port Access is
enabled for the port.
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User Blocking

The User Blocking options specify the criteria by which users are blocked
from accessing the system after the specified number of unsuccessful
login attempts.

e Select Security > Security Settings.

User Blocking

@Disabled

(@) Timer Lockout
Attempts
3

Lockout Time
s

O Deactivate User-iD
Failed Attempts
3 |

The three options are mutually exclusive:
e Disabled

The default option. Users are not blocked regardless of the number
of times they fail authentication.

e Timer Lockout

Users are denied access to the system for the specified amount of
time after exceeding the specified number of unsuccessful login
attempts. When selected, the following fields are enabled:

= Attempts - The number of unsuccessful login attempts after
which the user will be locked out. The valid range is 1 - 10 and
the default is 3 attempts.

= Lockout Time - The amount of time for which the user will be
locked out. The valid range is 1 - 1440 minutes and the default is
5 minutes.

Note: Users in the role of Administrator are exempt from the timer
lockout settings.
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e Deactivate User-ID

When selected, this option specifies that the user will be locked out
of the system after the number of failed login attempts specified in
the Failed Attempts field:

Failed Attempts - The number of unsuccessful login attempts after
which the user's User-ID will be deactivated. This field is enabled
when the Deactivate User-ID option is selected. The valid range is 1 -
10.

When a user-ID is deactivated after the specified number of failed
attempts, the administrator must change the user password and
activate the user account by selecting the Active checkbox on the
User page.

Strong Passwords

Enable and configure strong passwords on the Security Settings page.
e Select Security > Security Settings to configure strong passwords.

Strong passwords provide more secure local authentication for the
system. Using strong passwords, you can specify the format of valid SX
Il local passwords such as minimum and maximum length, required
characters, and password history retention.

Users with passwords not meeting strong password criteria are
automatically required to change their password on their next login.

When not enabled, only the standard format validation is enforced.

The minimum, general requirements when strong passwords are
enabled are that -

e Passwords must be at least 8 characters long
e Have at least one alphabetical character

e Have at least one nonalphabetical character such as a punctuation
character or number

e The first four characters of the password and the user's username
cannot match

A password cannot begin with a space or end with a space
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To enforce this use of a special character, select "Enforce at least one
printable special character".

"Number of restricted passwords based on history" enforces the number
of prior passwords that cannot be repeated. The range is 1-12 and the
default is 5.

Strong Passwords

[[] Enable Strong Passwords
Minimum length of strong password
'8 |
Maximum length of strong p: rd
1.

& Enforce at least one lower case char:

v Enforce at least one upper case char
W) Enforce at least one numeric charact
%] Enforce at least one printable special

Number of restricted passwords based or
5 |

Configure Encryption & Share

Using the Encryption & Share settings you can specify the type of
encryption used, PC share modes, and the type of reset performed when
the SX Il Reset button is pressed.

WARNING: If you select an encryption mode that is not supported by
your browser, you will not be able to access the SX Il from your
browser.

1. Choose one of the options from the Encryption Mode drop-down list.

When an encryption mode is selected, a warning appears, stating
that if your browser does not support the selected mode, you will not
be able to connect to the SX II.

The warning states "When the Encryption Mode is specified please
ensure that your browser supports this encryption mode; otherwise
you will not be able to connect to the SX II."

= Auto - This is the recommended option. The SX Il autonegotiates
to the highest level of encryption possible.
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You must select Auto in order for the device and client to
successfully negotiate the use of FIPS compliant algorithms.

= AES - 128 - The Advanced Encryption Standard (AES) is a
National Institute of Standards and Technology specification for
the encryption of electronic data. 128 is the key length. When
AES - 128 is specified, be certain that your browser supports it,
otherwise you will not be able to connect. See Checking Your
Browser for AES Encryption (on page 176) for more
information.

= AES - 256 - The Advanced Encryption Standard (AES) is a
National Institute of Standards and Technology specification for
the encryption of electronic data. 256 is the key length. When
AES - 256 is specified, be certain that your browser supports it,
otherwise you will not be able to connect. See Checking Your
Browser for AES Encryption (on page 176) for more
information.

Note: If you are running Windows XP® operating system with Service
Pack 2, Internet Explorer® 7 cannot connect remotely to the SX I
using AES-128 encryption.

For government and other high security environments, enable FIPS
140-2 Mode by selecting the Enable FIPS 140-2 checkbox. See
Enabling FIPS 140-2 for information on enabling FIPS 140-2.

PC Share Mode - Determines global concurrent remote access,
enabling up to remote users to simultaneously log into one SX Il and
concurrently view and control the same target device through the
device. Click the drop-down list to select one of the following options:

= Private - No PC share. This is the default mode. Each target
device can be accessed exclusively by only one user at a time.

= PC-Share - targets can be accessed by up to ten users
(administrator or non-administrator) at one time. One user will
have write permission to the port and others will have read only,
unless this port is configured in multi-write mode.

If needed, select Local Device Reset Mode. This option specifies
which actions are taken when the hardware Reset button at the back
of the device is depressed. For more information, see Resetting the
SX Il Using the Reset Button. Choose one of the following options:

= Enable Local Factory Reset (default) - Returns the SX Il device
to the factory defaults.

= Enable Local Admin Password Reset - Resets the local
administrator password only. The password is reset to raritan.

= Disable All Local Resets - No reset action is taken. Resets the
local administrator password only. The password is reset to
raritan.
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5. Select the checkboxes of each TLS protocol version you want to
enable. All versions are enabled by default. Unchecked protocols are
not used. At least one protocol must be enabled.

Note: CommandCenter Secure Gateway only supports TLS v1.0.
SX2 will use TLS v1.0 to connect with CC-SG even if it is disabled
here in SX2.

6. Click OK to apply the settings.

Encryption & Share
Encryption Mode
IAUIO :

| Enable FIPS 140-2 Mode (Changes are activated on reboot only!)
Current FIPS status: Inactive
PC Share Mode

I PC-Share j

Local Device Reset Mode
[ Enable Local Factory Reset =]

Enable TLSv1.0

Enable TLSv1.1
Enable TLSv1.2

Checking Your Browser for AES Encryption

If you do not know if your browser uses AES, check with the browser
manufacturer or navigate to the https://www.fortify.net/sslcheck.html
website using the browser with the encryption method you want to check.
This website detects your browser's encryption method and displays a
report.

AES 256-bit encryption is supported on the following web browsers:
e Firefox®
e Internet Explorer®

In addition to browser support, AES 256-bit encryption requires the
installation of Java™ Cryptography Extension® (JCE®) Unlimited Strength
Jurisdiction Policy Files.

Jurisdiction files for various JREs™ are available at the “other downloads”
section the Java download website.
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FIPS 140-2 Support Requirements

The SX Il supports the use of FIPS 140-2 approved encryption
algorithms. This allows an SSL server and client to successfully
negotiate the cipher suite used for the encrypted session when a client is
configured for FIPS 140-2 only mode.

Following are the recommendations for using FIPS 140-2 with the SXII.
SX I

Set the Encryption & Share to Auto on the Security Settings page. See
Configure Encryption & Share (on page 174).

Microsoft Client

FIPS 140-2 should be enabled on the client computer and in Internet
Explorer®.

To enable FIPS 140-2 on a Windows® client:

1. Select Control Panel > Administrative Tools > Local Security Policy
to open the Local Security Settings dialog.

2. From the navigation tree, select Select Local Policies > Security
Options.

3. Enable "System Cryptography: Use FIPS compliant algorithms for
encryption, hashing and signing".

4. Reboot the client computer.
To enable FIPS 140-2 in Internet Explorer:

1. InInternet Explorer, select Tools > Internet Options and click on the
Advanced tab.

2. Select the Use TLS 1.0 checkbox.

3. Restart the browser.
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Enable FIPS 140-2

For government and other high security environments, enabling FIPS
140-2 mode may be required.

The SX Il uses an embedded FIPS 140-2-validated cryptographic
module running on a Linux® platform per FIPS 140-2 Implementation
Guidance section G.5 guidelines.

Once this mode is enabled, the private key used to generate the SSL
certificates must be internally generated; it cannot be downloaded or
exported.

Note that performance may be impacted once FIPS 140-2 mode is
enabled.

> To enable FIPS 140-2:
Access the Security Settings page.

2. Enable FIPS 140-2 Mode by selecting the Enable FIPS 140-2
checkbox in the Encryption & Share section of the Security Settings
page.

You will utilize FIPS 140-2 approved algorithms for external
communications once in FIPS 140-2 mode.

The FIPS cryptographic module is used for encryption of session
traffic.

3. Reboot the SX II. Required

Once FIPS mode is activated, 'FIPS Mode: Enabled’ will be displayed
in the Device Information section in the left panel of the screen.

For additional security, you can also create a new Certificate Signing
Request once FIPS mode is activated. This will be created using the
required key ciphers. Upload the certificate after it is signed or create
a self-signed certificate. The SSL Certificate status will update from
‘Not FIPS Mode Compliant' to 'FIPS Mode Compliant'.

When FIPS mode is activated, key files cannot be downloaded or
uploaded. The most recently created CSR will be associated
internally with the key file. Further, the SSL Certificate from the CA
and its private key are not included in the full restore of the
backed-up file. The key cannot be exported from SX 1.

]
i
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Firewall

The SX Il has a firewall function to provide protection for the IP network
and to control access between the internal router and LAN 1, LAN 2, and
the modem interfaces.

Disabling the firewall deletes your configured rules, but default rules will
return when the firewall is enabled again.

[Port Access | Powe  User Managemert] Devic Setings IR Meinterance | Disgnostcs] Hep]

Time & Session:
July 04, 2015 18:04:54

User: admin

State: 2 min idle

Your IP: 192.168.32.22

Last Login: Jul 02, 2015 18:46:48

Device Information:
Device Name: SX2
IP Address:

192.168 60137
Firmware: 2.0.0.1.780
Device Model: DSX2-48
Metwork: LAN1 LAN2
Powerin1: on
Powerin2: on

Port States:

1 Port up

47 Ports: down
47 Ports: idie

1 Port: connected

Connected Users:
admin (192.168.32.22)
2 min idle
admin (192.168.60.40)
TE550 min idle

Online Help

Favorite Devices:

Home = Security > Firewall

= Enable Firewall
Cancel

iptables/ip6tables Command:
Apply Cancel

IPTables/IP6Tables Rules

Chain INPOT (pelicy RCCEPT)
target Frot opt source destination
DROP icmp -—- anywhere anywhere icmp timestamp-request

Chain FORWARD (policy RCCERT

target pProt opt source destination

Chain OUTPUT (policy ACCEFT)

target prot opt source destination

oRoe iemp -- anywhere anywhere iemp timestamp-reply

Chain fw_input (0 references
target pPEGE opt source destination

Chain INFUT (pelicy RCCEFT] v
target prot opt sSource destination

1. Choose Security > Firewall. The Firewall page opens, displaying the
existing IPTables rules.

Select the Enable Firewall checkbox.

3. Click OK.

Note: When you enable IP forwarding for Dual LAN units, use
IPTables rules to create policies for traffic being forwarded between
LAN interfaces

Add IPTable rules as needed. When you enable IP forwarding for
Dual LAN units, use IPTables rules to create policies for traffic being
forwarded between LAN interfaces.

These rules take effect immediately but persist permanently only
after clicking the Save button. If there is a mistake in the rules and as
a result, the appliance becomes inaccessible, this allows you to
recover from the mistake. Reboot the system. If you do not Save the
rules, you lose them in the reboot.
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Rules are added using the IPTables command to the kernel.

4. Enter arule in the IPTables Rule field the click Apply. Add as many
rules as are needed.

5. Click Save. The rule is displayed on the screen.

6. You can delete some or all of the default rules if you choose to.

SSL Certificates

SX Il uses the Secure Socket Layer (SSL) protocol for any encrypted
network traffic between itself and a connected client.

When establishing a connection, SX Il has to identify itself to a client
using a cryptographic certificate.

SX Il can generate a Certificate Signing Request (CSR) or a self-signed
certificate using SHA-2.

The CA verifies the identity of the originator of the CSR.

The CA then returns a certificate containing its signature to the originator.
The certificate, bearing the signature of the well-known CA, is used to
vouch for the identity of the presenter of the certificate.

Important: Make sure your SX Il date/time is set correctly.

When a self-signed certificate is created, the SX Il date and time are
used to calculate the validity period. If the SX Il date and time are not
accurate, the certificate's valid from - to date range may be incorrect,
causing certificate validation to fail. See Configuring Date/Time Settings.

Note: The CSR must be generated on the SX II.

Note: When upgrading firmware, the active certificate and CSR are not
replaced.

> To create and install a SSL certificate:
Select Security > Certificate.
2. Complete the following fields:

a. Common name - The network name of the SX Il once it is
installed on your network (usually the fully qualified domain
name). The common name is identical to the name used to
access the SX Il with a web browser, but without the prefix
“http://”. In case the name given here and the actual network
name differ, the browser displays a security warning when the
SX Il is accessed using HTTPS.

b. Organizational unit - This field is used for specifying to which
department within an organization the SX Il belongs.
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Organization - The name of the organization to which the SX Il
belongs.

Locality/City - The city where the organization is located.

State/Province - The state or province where the organization is
located.

Country (ISO code) - The country where the organization is
located. This is the two-letter ISO code, e.g. DE for Germany, or
US for the U.S.

Challenge Password - Some certification authorities require a
challenge password to authorize later changes on the certificate
(e.g. revocation of the certificate). Applicable when generating a
CSR for CA Certification.

Confirm Challenge Password - Confirmation of the Challenge
Password. Applicable when generating a CSR for CA
Certification.

Email - The email address of a contact person that is responsible
for the SX Il and its security.

Key length - The length of the generated key in bits. 1024 is the
default. Up to 4096 is supported.

To generate, do one of the following:

a.

e.

To generate self-signed certificate, do the following:

Select the Create a Self-Signed Certificate checkbox if you need
to generate a self-signed certificate. When you select this option,
the SX Il generates the certificate based on your entries, and
acts as the signing certificate authority. The CSR does not need
to be exported and used to generate a signed certificate.

Specify the number of days for the validity range. Ensure the SX
Il date and time are correct. If the date and time are not correct,
the certificate's valid date range may not be calculated correctly.

Click Create.

A confirmation dialog is displayed. Click OK to close it.

Aself-signed certificate will be created for this device. Do you want to proceed with creating this cerificate?

Commaon Name: JLPRT
Organizational Unit: Unit A
Qrganization: Raritan
Locality/City: Somerset
State/Province: NJ

Country (IS0 Code): US
Email: admin

Key Length (pits): 1024
Valid From: Mon Mar 26 2012
Valid To: Tue Jul 24 2012

[ OK ] [ Cancel

Reboot the SX 11 to activate the self-signed certificate.
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= To generate a CSR to send to the CA for certification:
a. Click Create.

b. A message containing all of the information you entered

appears.
Certificate Signing Request (CSR) Certificate Upload

The following C5R is pending: §SL Certificate File
countrylame = T35 |[ B ]
statelfrProvincellame = DC OWEES ..
localityName = Washington Upload
organizationflame = ACME Corp. M
orgenizationalUnitName = Marketing Dept.
commoniame = John Doe
emailiddress = johndoe@acme.com

Download Delete

c. The CSR and the file containing the private key used when
generating it can be downloaded by clicking Download CSR.

d. Send the saved CSR to a CA for certification. You will get the
new certificate from the CA.

Note: The CSR and the private key file are a matched set and should
be treated accordingly. If the signed certificate is not matched with
the private key used to generate the original CSR, the certificate will
not be useful. This applies to uploading and downloading the CSR
and private key files.

= Once you get the certificate from the CA, upload it to the SX
Il by clicking Upload.

= Reboot the SX Il to activate the certificate.

After completing these steps the SX Il has its own certificate that is used
for identifying itself to its clients.

Important: If you destroy the CSR on the SX Il there is no way to get it
back! In case you deleted it by mistake, you have to repeat the three
steps as described above. To avoid this, use the download function so

you will have a copy of the CSR and its private key.
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Converting a Binary Certificate to a Base64-Encoded DER Certificate
(Optional)

SX Il requires an SSL certificate in either Base64-Encoded DER format
or PEM format.

If you are using an SSL certificate in binary format, you cannot install it.

However, you can convert your binary SSL certificate.

v3
Oce7ele5 1748 46 feBfes... |
shaIRSA

shal

DigiCert Assured ID Root CA, ...
Thursday, November 09, 2006...
Sunday, November 09, 20317...

Néni"art & A TN Bant Ca

Leamn more about certificate details

1. Locate the DEGHKVMO0O0O1.cer binary file on your Windows
machine.

Double-click on the DEGHKVMO0O0O01.cer file to open its Certificate
dialog.

2. Click the Detall tab.
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3. Click "Copy to File...".

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Certificates can be exported in a variety of file formats.

Select the format you want to use:
(©) DER encoded binary X.509 (.CER)
® ded X.509 (.CER)|
(©) Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 (.PFX)
| Indude all certificates in the certification path if possible
Delete the private key if the export is successful
| |Export all extended properties

Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

5. Select "Base-64 encoded X.509" in the second Wizard dialog.
6. Click Next to save the file as a Base-64 encoded X.509.

You can now install the certificate on your SX II.
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Security Banner

SX Il provides you with the ability to add a security banner to the SX II
login process. This feature requires users to either accept or decline a
security agreement before they can access the SX II. The information
provided in a security banner will be displayed in a Restricted Service
Agreement dialog after users access SX Il using their login credentials.

The security banner heading and wording can be customized, or the
default text can be used. Additionally, the security banner can be
configured to require that a user accepts the security agreement before
they are able to access the SX Il or it can just be displayed following the
login process. If the accept or decline feature is enabled, the user's
selection is logged in the audit log.

To configure a security banner:
Click Security > Banner to open the Banner page.

Select Display Restricted Service Banner to enable the feature.

w NP Y

If you want to require users to acknowledge the banner prior to
continuing the login process, select Require Acceptance of
Restricted Service Banner. In order to acknowledge the banner,
users will select a checkbox. If you do not enable this setting, the
security banner will only be displayed after the user logs in and will
not require users acknowledge it.

4. If needed, change the banner title. This information will be displayed
to users as part of the banner. Up to 64 characters can be used.

5. Edit the information in the Restricted Services Banner Message text
box. Up to 6000 characters can be entered or uploaded from a text
file. To do this, do one of the following:

a. Edit the text by manually typing in the text box. Click OK.
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b. Upload the information from .txt file by selecting the Restricted
Services Banner File radio button and using the Browse feature
to locate and upload the file. Click OK. Once the file is uploaded,
the text from the file will appear in the Restricted Services
Banner Message text box.

Home = Security > Banner

@ Digplay Restricted Service Banner

D Require Acceptance of Restricted Service Banner

Banner Title
| Resfricted Access

@ Resftricted Service Banner Message:

Unauthorized access prohibited, all
access and activities not explicitly
authorized by management are
unauthorized. A1l activities are
monitored and logged. There iz no
privacy on this system. Unauthorized
accezss and activities or any criminal
activity will be reported to
appropriate authorities.

O Restricted Service Banner File:

| oK | | Reset To Defaults | | Cancel

186 =i=Raritan.



Chapter 6: SX Il Administration

Configure Maintenance Settings from the Remote Console

Audit Log

A log is created of SX Il system events.

The audit log can contain up to approximately 2000 lines worth of data
before it starts overwriting the oldest entries.

To avoid losing audit log data, export the data to a syslog server or
SNMP manager. Configure the syslog server or SNMP manager from the
Device Settings > Event Management page.

[UIYSTTTRPr ) Eom——— S | g p—

Audit Log

[ Revesn I oucer |

[Tese———— 237 logged

User ‘admin’ from hos: ‘12 15832 12 lopged ost.

#1030 = e

Port Sesial Fom 1 dsoonrsecied by user sdmin from hast 162,908 32 27
Statas. of port Sarsal Prort 1 changed b racies

Galine Help

ansicn of usar achn from st 160 988 1 32

o

Statun of port Sersal Port 1 changed to ‘camected

Port Sesial Fos 1 daconrseied by user sdein from hast 162,908 32 27,

Favorite Deviews. T :
DTAOMZONS 1798588

Choose Maintenance > Audit Log. The Audit Log page opens.

The Audit Log page displays events by date and time (most recent
events listed first). The Audit Log provides the following information:

= Date - The date and time that the event occurred based on a

24-hour clock.

= Event - The event name as listed in the Event Management

page.

= Description - Detailed description of the event.

Click Save to File. A Save File dialog appears.

Choose the desired file name and location and click Save. The audit
log is saved locally on your client machine with the name and

location specified.

Click Refresh to refresh the list. Click Older to view older log entries.
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5. To page through the audit log, use the [Older] and [Newer] links.

Time & Semvion:
Juby U7, 2008 30

Unar mimin
State: 1 min e

Your 1P 1629683231

Last Lagin: Jul 07, 2015 070038

ST 104539 Accans Logn
C ] Acoens Logout Unr agmie’ o host 192 158 12,37 logged out
TTOTE0N5 048400 Sarson Tiwost Sasasen of s achren roem hast 10088 32 12ttt
TR0 700 Acoass Lgn Usar‘agiriel reen bt ‘192186 52 17 logged i
] Actass Ligat Ut adirie’ reen besit ‘192186 52 17 logged ot
STUTEON 30 Sennon Timeost Seamen of uper ‘peimn from hast 163 148 3337 Bmed ot
ST W30 s Ve pamis’ bom how 153 198 31.37 legaed ovt
TR0 0200 Session Timeost B350 o user T roem hast 16268 3137 Hmed out
RO 00952 Acoess Loghn Useer‘agimée’ g host 142198 32,22 kogged In
AR08 41503 Acouis Login Usaar ‘adimie fromm howt ‘192 186.52.27 kogged in.
TS0 131584 Acouis Logaut L ‘acimie’ from howt ‘132 126,52 21 logged oat
TS0 18136 Zaxacn Timeast Seasicn of user admn from hast 1621883 11 Gmed oat
Aooess Ligin U agmin hram host “ViZ 166.32.21" logged in
TN 192643 Acoess Logout User agmin’ o host TR 106.32.17 logged out.
[ 152543 Fort Disconresied Fort Seal Fort 1 dsooarected by user adevn fom hast 182,08 3227
ETAMA0N 192843 Fon Stata Cranged Statas of port Serial Por 1 changed i eciwe’
420 103kl Saunion Timacst Semnien of uset schvin rom hast 10248 11 32 e ot
BTz 1131 Port Crrnacted Fort Saral Pom 1 camrctad by user admn om heat 100 1803223
TG0 1131 Port Statu Cranged Statsn of g Sarai Pron | changed i carmacted.
TTOHEONE 179888 FonDatonremes Post Satal Pot 1" dsconroted by usar e from hast 62,988 1227

Time & Sensian:
Juby §T 2019 209621

Usar ggmn

Stam s
Vet IP: 192 18822 20
Last Logm ST, 2 GT R H

Usari
i (162.188.32.31)
active
wimn (102 180,80 40)
E1O24 min e

Deline Help

Fawarits Devices:

188

Siten of pori “Serial Port 1 changed o ‘macive’

Port Connesied Purt Sesal Paort ' connecied By sser ‘admin’ bom hosi 'WG2.988.32 27
BTOAE0TE 171137 Part Siates Cranges Staten o part Sanal Part | cranged fo manaecind

OTAZONE 128408 User Adced User ‘sqasia’ added by user ‘adminfrom kot 152 188,32 22"
TDALZOE 154358 Usar Adcied Usee ‘pecjen’ a5dad by s acever om Bost 150183 30 07
O7AIZONS 14:09:37 Aosess Lagin Uses ‘achmin o ot '152.183.12 22 ogged in

07022018 2003 hoeass Lageus Usee ‘ackmin e o ‘190 383.12 20 logged sut

TR0 S [Ty — Sanaion of user aekmirt from hewt 142 188 43 50 femmd 2ut
ATE01S 154048 Accens Lagn User ‘sdmin fom rowt 153 V05 13 20 ogged in

O7IE01E 50T Acceas Logeut Unee ‘ackrie e ot ‘100988 12 200 imgged out

Q7RE01S 084830 Accens Lagn Uz ‘sdmin’ from kot ‘153 193 12 200 ogped n

OO 152800

User ‘admin from hos: 1920312 22' pged ot

ATIE0E 1500

Sevvon of user ‘sdmen from howt 183 148 33 33 e ot

OO0 151800 Plort Disoonseced Fort Serad Port 1 discoanected by wser admin trom host '162.903.32 23"
071208 15:18:00 Plan States Changed States. of ot Sarial Penl 1 shanged 18 wasty
Part Connested Port Serad Port 1 cosnected By user ‘admin o hast 16290512 2
Plen States Changed States of o Saridl Fanl t shangd 1o eerectnl
0TI 154850 T Pert Saval Port 1 dacosnected by sner ‘sden dom fowt 160 180 3223
OO0 154880 Plart Status Changed States of port Serial Fort 1 ceanged tn wamve’
OTOU200E 154828 Pzt Comrected Pert Saval Port 1 cosnected ky sser e boem hast ‘7627881228

(=]
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Device Information

Selection Maintenance > Device Information to view information specific
to your SX Il. This is useful for support.

Port Access r | User Management

[SRERSRER] Dizgnostis | ep|

Time & Session:
July 07, 2015 20:51:10

User: admin

State: active

Your IP: 102.168.32.21

Last Login: Jul 07, 2015 07:00:38

Device Information:
Device Name: 8X2
IP Address:
102.188.80.137
Firmware: 2.0.0.1.720
Device Model: DSX2-48
Network: LAN1 LAN2
Powerin1: on
Powerin2: on

Port States:

1 Port: up

47 Ports: down
48 Ports: idle

Connected Users:

admin (182.168.32.21)
active

admin (182_163.60.40)
£1035 min idle

Online Help

Favorite Devices:

Home » Maintenance = Device Information

Device Information

Model: DSX2-48
Hardware Revision: 0x03
Firmware Version: 2.0.0.1.780

Serial Number: QXP4C00004
MAC Address: : 02:85

Backup and Restore

From the Backup/Restore page, you can backup and restore the settings
and configuration for your SX II.

In addition to using backup and restore for business continuity purposes,
you can use this feature as a time-saving mechanism.

For instance, you can quickly provide access to your team from another
SX II by backing up the user configuration settings from the SX Il in use
and restoring those configurations to the new SX .

You can also set up one SX Il and copy its configuration to multiple SX Il
devices.

Note: Backups are always complete system backups. Restores can be
complete or partial depending on your selection.

P> If you are using Internet Explorer 7 or later, to back up your SX
I

1. Choose Maintenance > Backup/Restore. The Backup/Restore page
opens.
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2. Click Backup. A File Download dialog appears that contains an Open

button. Do not click Open.

In IE 7 (and later), IE is used as the default application to open files,
so you are prompted to open the file versus save the file. To avoid
this, you must change the default application that is used to open
files to WordPad®.

Port Access | Power | User Management | Diet i Diagnostics | Help

Home = Maintenanee = Sackup | Restorz

Time & Session:
June 22, 2015 10:51:35

User: admin

State: active

Your IP: 182.183.22 161

Last Login: Jun 15, 2015 DB:53:41

Device Information:
Device Name: SX2
Address:
102.168.60.137
Firmmware: 2.0.0.1 780
Dewice Modet D
Metwork: LANT LANZ
Powerini: on
Poweerin: on

Backup / Restore

@ Full Restare

() Protected Restore

() Custom Restore
User and Group Restore
Device Settings Restore

Restore File
Erowse...

* Backup | | Cancel

Port States:

1 Port: up

47 Ports: down
48 Ports: idle

Connected Users:

admin (192.188.32.161)
active

admin (192.163.60.40)
SEE3T min idle

Online Help

Favorite Devices:

3. To do this:

a. Save the backup file. The backup file is saved locally on your
client machine with the name and location specified.

b. Once saved, locate the file and right-click on it. Select properties.

c. Ingeneral tab, click Change and select WordPad.

> To restore your SXII:

190

WARNING: Exercise caution when restoring your SX Il to an earlier
version. Usernames and password in place at the time of the backup
will be restored. If you do not remember the old administrative
usernames and passwords, you will be locked out of the SX II.

In addition, if you used a different IP address at the time of the
backup, that IP address will be restored as well. If the configuration
uses DHCP, you may want to perform this operation only when you
have access to the local port to check the IP address after the update.

1. Choose the type of restore you want to run:

=i=Raritan.
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= Full Restore - A complete restore of the entire system. Generally
used for traditional backup and restore purposes.

= Protected Restore - Everything is restored except
appliance-specific information such as IP address, name, and so
forth. With this option, you can setup one SX Il and copy the
configuration to multiple SX Il appliances.

= Custom Restore - With this option, you can select User and
Group Restore, Device Settings Restore, or both:

= User and Group Restore - This option includes only user and
group information. This option does not restore the certificate
and the private key files. Use this option to quickly set up users
on a different SX II.

= Device Settings Restore - This option includes only device
settings such as power associations and Port Group
assignments. Use this option to quickly copy the device
information.

Click Browse. A Choose File dialog appears.

3. Navigate to and select the appropriate backup file and click Open.
The selected file is listed in the Restore File field.

4. Click Restore. The configuration (based on the type of restore
selected) is restored.

Firmware Upgrade

Use the Firmware Upgrade page to upgrade the firmware for your SX I,
as well as upgrade from CC-SG if SX Il is under CC-SG management.

Important: Do not turn off your SX Il appliance or disconnect targets
while the upgrade is in progress - doing so will likely result in damage to

the appliance.
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1. Choose Maintenance > Firmware Upgrade. The Firmware Upgrade
page opens.

.
== Raritan. [ Port Access | Power] User Management] Device etings] Secuiy [ isgnosses el
L0 D S
Home = Maintenance = Firmwsare Upgrade
Time & Session:
User: admin
State: active Show Latest Firmware
Your IP: 192.168.32.25
Last Login: Aug 12, 2015 07:48:15 Browse...
Device Information: I:l
Device Name: SX2
IP Address:
192.168.60.137 [}
Firmware: 2.0.0.1.842
Device Model: D5X2-45
Metwork: LANT LANZ
Powerlni: on
Powerln2: on

2. Click the Show Latest Firmware link to locate the appropriate Raritan
firmware distribution file (*.RFP) on the Raritan website on the
Firmware Upgrades web page.

3. Unzip the file. Please read all instructions included in the firmware
ZIP files carefully before upgrading.

Note: Copy the firmware update file to a local PC before uploading.
Do not load the file from a network drive.

4. Click Browse to navigate to the directory where you unzipped the
upgrade file.

5. Click Upload from the Firmware Upgrade page.

Information about the upgrade and version numbers is displayed for
your confirmation (if you opted to review target information, that
information is displayed as well).

Note: At this point, connected users are logged out, and new login
attempts are blocked.

7. Click Upgrade.

Please wait for the upgrade to complete. Status information and
progress bars are displayed during the upgrade. Upon completion of
the upgrade, the appliance reboots (1 beep sounds to signal that the
reboot has completed).

8. As prompted, close the browser and wait approximately 5 minutes
before logging in to SX Il again.
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Upgrade History

The SX Il provides information about upgrades performed on the SX I
and attached devices.

e Choose Maintenance > Upgrade History to view the upgrade history.

Information is provided about the SX Il upgrade(s) that have been run,
the final status of the upgrade, the start and end times, and the previous
and current firmware versions. Information is also provided about the
targets, which can be obtained by clicking the show link for an upgrade.
The target information provided is:

e Type - The type of target

e User - The user who performed the upgrade
e |P - IP address firmware location

e Start Time - Start time of the upgrade

e End Time - end time of the upgrade

e Previous Version - Previous firmware version
e Upgrade Version - Current firmware version

e Result - The result of the upgrade (success or fail)

=r= =
Raritan. JF-;.- 1t Aezacs | Powss | User Mansgemant | Devics Setlings| Security DNGINSIENER| Caagnostics | Halp |
Dominian® 54 | —
Time & $eazion:
June I2 3015154400
sar: ml
Stete: 2 rin i
Yo IF: LI’ELO a porad
Last Logi: Jun 15 2015 08:5%:41 Ful Frmwiare Upgrata X ¥T]
Full Firmware Upgrade admin 102.188 2045 May 08, 20 ras Succasstel
D"“""""'“""’"‘ Ful Fimware Upgrata atmn 162,108 2045 May 07, 2018 172215 May 97, 012 17210 Eucoasstel
Pw‘:! Full Firmware Upgrade admin 162108 £0 45 May 03, 2013120520 Sutreaalsl
o 720 Full Furwars Lipgrads: amin 1821060045 Err=r)
Full Firmware Upgrado admin 152108 £0 45 Wy 04, I01 51300047 Suereccldl
jesseu Full Fraare Upgre s 1EL 1B B0 Feed
Fanailn: on Full Ferrare Upegie simn 1S BE045 N Bt
Ful Firmwvare Upgesde: admin 1521868 £0 45 Aprl 27, 2015 104511 Apeil 27. 2015 1047 50 Sucomssisl
A F il Firrrare Upgeesde mimin__ 1E2.1885135 Aol 24 25 172418 gl 24, 2015 172705 Sucemaid
47 Fons: deen Full Firmware Upgrade admn 152.188 £045 Agnil 17, 2015 10:30:17 Euccessial
o= Ful Firmware Ungeace aimn 1ELIBBED4S gl 16, 2015 Sucoesshal
Fal Firmmare Usgrade simn 1ELIEBELAS i 15, 2015 Sucosa
R ([Pl Firware Uggeme aimn_ 1ELIBBED4G e 14, 2015 Cucennsal
2 mmn idle Full Firmware Upgrade admin 162,108 045 Apm 1z, Eutoasstel
ERE Ful Firmware Uegrate :mn 1G2BEE0AR Bpninz, 20 Eueoazztal
Full Firmware Upgrada admin 1G2.188 048 April 10, 2018 Al ¥, 2018 10:15:20 Eutcasshal
Oriine Help Full Firmware Upgrade admin 182,108 80 45 Agiil D8, 2048 17:85:3T Buerssald
Full Firmware Upgrade. admin 182108 23111 el 07, 2018 0718011 Sucesastsl
Faverita Davke s Full Firmware Upgrade admin 182108 23 111 T Faied
Full Firmware Upgrade admin 182108 00 45 Bpii D0, 29 113801 il D, 209 11:80 00 Sucesastsl
Ful Firmwvare Upgesde: adrmin 152,186 402 Apdl I3, 205 105558 Ageil 03, 2015 10:58:57 Sucressfsl
F ol Firrrnenre Lrrmmrie. wirmin 1RZ AR 407 Bndl 11 205 AEASR Bareil T 2NM5 OR-41 25 Fusrrmanisl
Rebooting the SX I
The Reboot page provides a safe and controlled way to reboot your SX II.
This is the recommended method for rebooting.
Important: All connections will be closed and all users will be logged off.
—en Y ——
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> To reboot your SX I
1. Choose Maintenance > Reboot. The Reboot page opens.

Home = Maintenance = Reboot

Reboot

Thiz may take up to tvwo minutes.

2. Click Reboot. You are prompted to confirm the action. Click Yes to
proceed with the reboot.

Homg » Maintenanes * Rebost

Rebooting the system will logoff all users.
Do you want to proceed with the reboot?

(7] (]

This may take up o two mindes
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Reset the SX Il Using the Reset Button on the Appliance

On the back panel of the appliance, there is a Reset button. It is
recessed to prevent accidental resets, so you need a pointed object to
press this button.

The actions that are performed when the Reset button is pressed are
defined on the Encryption & Share page. See Configure Encryption &
Share (on page 174).

Note: It is recommended that you save the audit log prior to performing a
factory reset.

The audit log is deleted when a factory reset is performed and the reset
event is not logged in the audit log. For more information about saving
the audit log, see Audit Log (on page 187).

1. To ensure you are able to properly access and press in the Rest
button, remove the bottom USB cable that is closest to the Reset

button.
[ '“( _v MNE.&':%«T-,‘—,._ o w8 v u w . A m p m m m n m s 8 8 4 e u o
{ % J \-'":).Q/‘Z.\'T“““T R e ) e T e B R s v )

)
2. Power off SX 1.

mm‘a.&‘____mi———:_:____._: S S BN R ) T e e e L a8
\:;:::)...,;; S P ey T Yoty 0 T T R W R WM W W m w =
3. Use a pointed object such as a paperclip to press and hold the Reset

button.
f[ "‘llnv)mm;;‘;«—._:_____: A m p m m m n m s 8 8 4 8 4 o «
\:;221;‘ - & > & » = - > B ke Wl [ LN L SO ol O ol W o W ol WO e T ke B
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196

4. While continuing to hold the Reset button, power the SX Il device
back on. Continue holding the Reset button until you hear a beep
that is about one second long.

Once the device is successfully reset, two (2) beeps are emitted from the
appliance.

Configure Diagnostic Options from the Remote Console

Ping Host Page

Ping is a network tool used to test whether a particular host or IP
address is reachable across an IP network. Using the Ping Host page,
you can determine if a target server or another SX Il is accessible.

1. Choose Diagnostics > Ping Host. The Ping Host page appears.

2. Type either the hostname or IP address into the IP Address/Host
Name field.

Note: The host name cannot exceed 232 characters in length.

3. Click Ping. The results of the ping are displayed in the Result field.

]
i
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4. Select the interface in the Network Interface drop-down box to ping
on a specified interface. Optional

Home > Diagnostics = Ping Hist

Result

Ping Host

IP Address/Host Name:
[192.1688.60.137 |
Matwork Interface:
IN...'TD .

PIMNG 192.168.60.137 (192.1638.80.13T): 58 data bytes

G4 bytes from 192.188.80.137: seq=0 ttl=04 time=0.300 ms
G4 bytes from 192.188.80.137: seq=1 ti=04 time=0.138 ms
G4 bytes from 192.188.80.137: seq=2 t=04 time=0.130 ms
G4 bytes from 192.188.80.137: seq=3 ttl=04 time=0.150 ms

--- 182.163.60.137 ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
round-irip min'avg'max = 0.130/0.179/0.300 ms

Note: In Isolation mode, choose to ping on Auto, LAN1 only, or LAN2
only.

Trace Route to Host Page

Trace route is a network tool used to determine the route taken to the
provided hostname or IP address.

» To trace the route to the host:

1. Choose Diagnostics > Trace Route to Host. The Trace Route to Host
page opens.

2. Type either the IP address or host name into the IP Address/Host
Name field.

Note: The host name cannot exceed 232 characters in length.

3. Choose the maximum hops from the drop-down list (5 to 50 in
increments of 5).

4. Click Trace Route. The trace route command is executed for the
given hostname or IP address and the maximum hops. The output of
trace route is displayed in the Result field.
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5. Select the interface in the Network Interface drop-down box to trace
route on a specified interface. Optional

Port Access | Power | User Management

Home = Diagnostics = Trace Route to Host

Trace Route to Host

IP Address/Host Name:
[132.188.81.11 |

Metwork Interface:
IN...'TD .

Maximum Hops:

Result

traceroute started wait for 2mins....

traceroute to 182.168.681.11 (192.168.61.11). 10 hops max, 38 byte packets
1 182.168.60.5 (192.188.80.5) 2.222 ms 1.292 m=s 2.289 ms
2182.168.60.5 (192.182.80.5) 2149 mz 1H **

3 192.168.60.5 {192.168.80.5) 2.949 ms 'H * 1.508 ms 'H
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Dominlon® SX 1l

Time & Session:
July 0B, 2015 11:12:52

User: admin

State: active

Your [P: 182.183.55.14

Last Login: Jul 07, 2015 10:55:38

Device Information:
Device Name: X2
IP Address:
182.182.80.137
Firmware: 2.0.0.1.720
Device Model: DSX2-48
Memwvork: LANT LANZ
Powerln1: on
PowerlnZ: on

Chapter 6: SX Il Administration

Execute a Diagnostics Script and Create a Diagnostics File

Note: This page is for use by Raritan Field Engineers or when you are
directed by Raritan Technical Support.

Use this feature to download diagnostic information from the SX Il to the
client machine.

Three operations can be performed on this page:

Execute a special diagnostics script provided by Raritan Technical
Support during a critical error debugging session. The script is
uploaded to the appliance and executed. Once this script has been
executed, you can download the diagnostics messages using the
Save to File function.

Download the device diagnostic log for a snapshot of diagnostics
messages from the SX Il appliance to the client. This encrypted file is

then sent to Raritan Technical Support. Only Raritan can interpret
this file.

Export the configuration database in a readable text file. No
passwords are exported.

Note: This page is accessible only by users with administrative

privileges.

1. Choose Diagnostics > SX Il Diagnostics. The SX Il Diagnostics page
opens.

2. To execute a diagnostics script file emailed to you from Raritan
Technical Support, retrieve the diagnostics file supplied by Raritan
using the browse function.

3.

Click Run Script. Send this file to Raritan Technical Support.

Home = Diagnestics > Device Ciagnostics

—
Device Diagnostics

Diagnostics Scriprs:
Script File:
C:lUzersijenniferriDownle.  Browise...

[ 5| [Gameer]

Dominion §X2 Diagnostic Log:

Save To File
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4. To create a diagnostics file to send to Raritan Technical Support,
click Save to File and save the file locally from the Save As dialog.

=T=

=i= Ru rl 'un L P 5 s | Secunty | Mamienance IE Help

Dominion® 5

Time & Session:

July 08, D018 111802 Device Diagnostics
User adme
Vo B 0 188 8814
¥ 162.108.58. . . .
uO::anpn: Jul O7, 2018 10:08:30 Diagnostics Scripts:
Saript File:
Browze
Dievice infm.ation
I:;:mNaru gz
1P Adde N
82 "l;;:?n 137 Domimion 5X2 Diagnostic Log:
E':“m::n;.? °D'5>'¢§ﬁs ﬁ Save Ta File |
Metwork: LANT LANZ F
Port Stabes @O'l | » Current Projects » 5X2 » Diagnostics vl *y | | Search Diagnostics pe) |
1 Port
e
o Organize = Mew folder = - e
Connected Users. - - : ;
uan;n;es 55.14) - Favorites Name Date modified Type Size
admin {102.183.00.40)
E100 min ide | Desktop
= MNo items match your search.
Online Help la Downloads
<p Recent Places
Favorite Devices: N
Enabie | % Current Projects
). 5x2
). SX T Images
). dcTrack
| il | b
File name: diagnostics_save -
Save as type: | All Files v|
 Hide Folders e I Save ] [ Cancel
=

5. Emalil this file as directed by Raritan Technical Support.
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6. To export the configuration file, click Export Configuration, then save

the file.

Device Diagnostics

Diagnostics Scripts:

Script File:

No file selectel

Dominion SX2 Diagn

Save To File

Export Configuration |

-

Opening exportconfig_save u

You have chosen to open:

& exportconfig_save

What should Firefox do with this file?

which is: application/octet-stream (37.9 KB)
from: https://192.168.61.17

@) Save File

Do this automatically for files like this from now on.

Network Interface Page

The SX Il provides information about the status of your network interface.

>

To view information about your network interface:

Choose Diagnostics > Network Interface. The Network Interface
page opens.

The following information is displayed:

>

Whether the Ethernet interface is up or down.
Whether the gateway is pingable or not.
The LAN port that is currently active.

To refresh this information:
Click Refresh.

Network Statistics Page

The SX Il provides statistics about your network interface.

1.

2.

Choose Diagnostics > Network Statistics. The Network Statistics
page opens.

Choose the appropriate option from the Options drop-down list.
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3. Click Refresh. The relevant information is displayed in the Result
field.

Statistics - Produces a page similar to the one displayed here.

Home = Diagnostics = Network Statistics

202

Nebwork Statistics

Ip:

1807874 total packets received
0 forwarded

0 incoming packets discarded

TE293T reguests sent out

1534 reassemblies required
264 packets reassembled ok
lemp:

28027 ICMP messages received
0 input ICMP message failed.
ICMP input histogram:
destination unreachable: 4308

1179770 incoming packets delivered
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= Interfaces - Produces a page similar to the one displayed here.

Port Access | Power

Home = Diagnastics = Network Statistics

Hebtwork Statistics

Result

Kemel Interface table
Iface MTU Met R¥-0K RX-ERR R¥-DRF RX-0OWVR TX-OK TX-ERR TX-DRF TX-0WR Fig

ethd 1500 0 1821350 0 0 0 764800 00 0 AEMRL
ethi 1500 0 2433558 0004000 ABMRU
lo 16438 081310008131 000 LRU

= Route - Produces a page similar to the one displayed here.

Home = Diagnastics = Metwork Statistics

Hetwork Statistics

Result

Kemel IPvE routing table

Destination Mext Hop Flags Metric Ref Use lface

M8 cUDDi ke

Kemel IP routing table

Destination Gateway Genmask Flags M55 Window irtt ace
182.168.60.0 = 255.255.255.0 U 0 0 0 ethd
22400.0*240.0.0.0U 000 ethD

default 182.1568.60.126 0.0.0.0 WG 0 0 0 ethd
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Administering SX Il Using command line interface

This section is specific to tasks performed using command line interface.

For information on performing tasks in the SX Il Remote Console, see

Administering SX Il from the Remote Console (see "Administering
SX Il from the Remote Console and Admin-Only Interface" on page
72).

Change Your Password Using CLI

Note: This feature can also be configured from the Remote Console. See
Change Your Password from the Remote Console (on page 27).

Important: If the administrator password is forgotten, SX Il must be reset
to the factory default from the Reset button on the rear panel and the

initial configuration tasks must be performed again.

Enter admin > password to access the menu.

When creating a password via CLI, it cannot begin with a space or end
with a space. This does not apply to creating passwords in using the
Remote Console.

Command Description Parameters
password Create a new password, if needed. * new password

Configure Power Strips Using CLI

Note: These functions can also be managed from the Remote Console.
See Configure Power Strips from the Remote Console (on page
72).

The following power commands allow you to manage power strips
attached to SX II.

Enter admin > power to access the menu.

Command Description Parameters
associate Associate a power strip = <port number> - SX port number to associate
outlet to a SX Il port. = <powerstrip name> - Name of power strip to access

= <outlet number> - Outlet number on power strip to
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Command Description
cycle Power cycle specified
power strip.

Note: If you are connecting
aPXto SXIl itis
recommended you set the
power cycle time to 5

seconds.

off Power off a specified power
strip.

on Power off a specified power
strip.

powerdelay Configure global power
strip delays.

powerstatus Get the status of a specified
power strip.

powerstrip Get power strip information.

setpowerport  Configure an SX Il Port to

contain a power strip.

unassociate Remove a power outlet

association from a SX I
port.

unsetpowerpor Configure an SX Il Port to

t

;

remove a power strip.

Raritan.
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Parameters

associate
<port number> - SX port number to cycle
<powerstrip name> - Name of power strip to access

<outlet number> - Outlet number on power strip to
cycle

<port number> - SX port number to turn off
<powerstrip name> - Name of power strip to access

<outlet number> - Outlet number on power strip to
turn off

<port number> - SX port number to turn on
<powerstrip name> - Name of power strip to access

<outlet number> - Qutlet number on power strip to
turn on

<cycle value> - Delay between power off/on

<powerstrip name> - Name of power strip to access

<powerstrip name> - Name of power strip to access

<port number> - SX port number

<port number> - SX port number to unassociate
<powerstrip name> - Name of power strip to access

<outlet number> - Outlet number on power strip to
unassociate

<port number> - SX port number
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Command
addgroup

Configure and Manage Users and User Groups Using CLI

Note: These functions can also be performed from the Remote Client.
See Configure and Manage Users and Groups from the Remote

Console (on page 77).

SX Il stores an internal list of all user profiles and user groups.

User profiles and groups are used to determine access authorization and
permissions. This information is stored internally. User passwords are
stored in an encrypted format.

SX Il allows the administrator to define groups with common permissions
and attributes. They can then add users to the groups, and each user
takes the attributes and permissions of that group.

Since the group permissions are applied to each individual in the group,
permissions do not have to be applied to each user separately. This
reduces the time to configure users.

For example, create a group called Modem Access that has permission
to manage modems. Each user assigned to the Modem Access group
can then manage the modem function; you do not have to assign each

user a separate permission.

Enter admin > Config > Users to access the menu.

Description Parameters
Creates a group with group <groupname> - Group name

common permissions.

control <number | range | *> - Port(s) the user group
has full control permissions to (users assigned to
this group have read and write access to the listed
ports). Control must be assigned to the group if
power control access will also be granted. Applies
to a single port or range of ports (1-n or 1,3,4 or *
for all ports).

power <number | range | *> - Port(s) the user group
has full power control permission to. Permitted
(true), denied (false).

pcshare <true | false> PC-Share Access - Indicate
whether users in the group are allowed to access a
port that already has users connected to it if the port
access mode is set to Share. Permitted (true),
denied (false).

viewonly settings <number range *> <true or
false><true | false> - User group has view only
permissions to the port. Permitted (true), denied
(false).

cc <true | false> - Allow access under CC-SG

—_—
—_ S
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Command Description Parameters

management commands. Permitted (true), denied
(false).

diagnostics <true | false> - Permission to access
diagnostics commands. Permitted (true), denied
(false).

maintenance <true | false> - Permission to access
maintenance commands, backup and restore the
database, firmware upgrade, factory reset, and
reboot. Permitted (true), denied (false).

security <true | false> - Permission to access
security commands. SSL certificate, security
settings, IP ACL. Permitted (true), denied (false).

manage user <true | false> - Permission to access
user management commands. User and group
management, remote, authentication, login settings.
Permitted (true), denied (false).

Important: manage user allows the members of the
group to change the permissions of all users, including
their own. Carefully consider granting these
permissions.

editgroup Command to edit an existing *®
user group.
showgroup Shows the details of existing *®

user groups.

If there is no group specified,
the command displays all
groups in the system.

deletegroup Deletes an existing user =
group.

;

Raritan.

modem <true | false> - Permission to access the
modem. Displayed on the page when a built-in
modem is connected to SX Il. Select this option if
you want the group to have access to the external
modem. If broadband access is enabled for a
modem, this permission allows the group to access
SX Il via the wireless modem, as well. Permitted
(true), denied (false).

deny <number | range | *> - Deny permissions to
listed ports.

powerdeny <number | range | *> - Deny power
permissions to listed ports.

<group name> - Group to display.

<group name> - Group to delete.
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Command

adduser

addsshkey

viewsshkey

deletesshkey

edituser

deleteuser

showuser

insertgroupacl

Description

Add an individual user to SX
I.

The addsshkey command
adds SSH key data for the
user. This data is the
rsa_id.pub key generated for
your client. The user must
exist in SX Il before you can
add an SSH key for them.

The key data should be used
for authentication and users
should not have to enter a
password.

Linux users should delete
"name@Iocal host" that
appears at the end of the
key when adding non-default
public keys. This is not
necessary if using the
corresponding private key.

Windows users must always
include "name@local host".

Displays the SSH key data
for the specified user.

Delete the SSH key for a
specified user.

Update information for a
specified user.

Delete a specified user.

Displays the details for an
existing user.

Insert Group ACL Rule

Parameters
= user <loginname> - User's login name
= full name <user's fullname> - User's full name

= group <groupname > - The group the user us
associated with

= password <password> - User's password. When
creating a password via CLlI, it cannot begin with a
space or end with a space. This does not apply to
creating passwords in using the Remote Console.

= active <true | false> - Activate (true) or deactivate
(false) the user account

= <dialback> - User's dialback phone number
= user <loginname> - User's login name
= Kkey <value> - User's SSH key

= user <loginname> - User's login name

= index <index> - View the index of the SSH key
= user <loginname> - User's login name

= index <index> - Delete the SSH key index

= See addgroup parameters.

= user <loginname> - User to delete

= user <loginname> - User to display

NA

—— 8
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Command Description Parameters
replacegroupacl  Replace Group ACL Rule NA
deletegroupacl Delete Group ACL Rule NA

showgroupacl

Command

authmode

;

Raritan.

Display Group ACL Rules NA

Configure User Authorization and Authentication Services Using
CLI

Note: These functions can also be performed from the Remote Console.
See Configure User Authentication from the Remote Console (on
page 92).

SX Il requires users be authenticated to access the appliance.

Authentication is the process of verifying that a user is who he says he is.
Once a user is authenticated, the user's group is used to determine his
system and port permissions. The user's assigned privileges determine
what type of access is allowed. This is called authorization.

Users can be authenticated via SX Il locally or remotely.

By default, users are authenticated locally; you must enable remote
authentication.

When the SX Il is configured for remote authentication, the external
authentication server is used primarily for the purposes of authentication,
not authorization.

SX |l provides several options to remotely authenticate users -

e LDAP/LDAPS
e RADIUS
e TACACS+

Enter admin > Config > Authentication to access the menu.

Authentication Method

Description Parameters
Set the authentication mode. * mode <local|ldap|radius|tacacs>

LDAP Configuration

The LDAP configuration menu offers commands to set up LDAP and
LDAPS.

Enter admin > Config >Authentication > ldap to access the menu.
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Command
ldap

ldaps

ldapscert

testldap

210

Description

Configure secure LDAP
authentication mode.

Set/Get secure LDAP
authentication mode.

Retrieve a LDAPS certificate.

Used to test LDAP settings.

RADIUS Configuration

Parameters

primip <ipaddress | hostname> - Primary server
IP address

secip <ipaddress | hosthame> - Secondary server
IP address

port <value> - LDAP port

basedn <Base DN> - Admin user DN

secret <value> - Admin user authentication secret
search <value> - User search DN

dialback <value> - Dialback search query

domain <Active Directory Domain> - Active
Directory domain

referral <true | false> - LDAP search referrals

server <generic | ads> - Server type, Active
Directory or Generic

port <value> - Secure LDAP port

enable <true | false> - Secure LDAP enable
(true), disable (false)

verify <true | false> - LDAPS certificate validation
enable (true), disable (false)

address <ipaddress | hosthame> - FTP server
address

port <FTP port>- FTP server port (default 21)
path <path to file> - Path to FTP certificate
user <FTP username> - FTP username

password <FTP password> - FTP password
(prompted if missing)

login <LDAP user> - LDAP login to test
password <LDAP users password>

]
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The RADIUS menu provides access to commands used to configure
access to a RADIUS server.

The dictionary file must be created at the following location.

/user/share/freeradius/

# —-*— text —-*-

#

# dictionary.raritan
#

# Version: $Id$

#

VENDOR Raritan 8267

#

# Standard attribute

#

BEGIN-VENDOR Raritan

ATTRIBUTE Raritan-Vendor-Specific 26 string

END-VENDOR Raritan

Update RADIUS users to use the new attribute in the users file, which is
usually located at /etc/raddb/.

Raritan-Vendor-Specific = "G{Administrator}"

Note: If a filter ID and a vendor specific attribute are present, the vendor
specific attribute is used.

Enter admin > Config > Authentication > RADIUS to access the
menu

211
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Parameters

ip <ipaddress | hostname> - IP Address

secret <value> - RADIUS authentication
secret

authport <value> - RADIUS
authentication port

acctport <value> -
port

timeout <value> - RADIUS timeout (in
seconds)

retries <value> - RADIUS retries

chap <true | false> - CHAP
enable/disable (true/false)

RADIUS accounting

ip <ipaddress | hosthname> - IP Address

secret <value> - RADIUS authentication
secret

authport <value> - RADIUS
authentication port

acctport <value> - RADIUS accounting
port

timeout
seconds)

retries <value> - RADIUS retries

chap <true | false> - CHAP enable (true),
disable (false)

<value> - RADIUS timeout (in

The TACACS+ menu offers commands used to configure access to a

Enter admin > Config > Authentication > TACACS+ to access the

Command Description
primaryradius Access to configure the primary
RADIUS settings.
secondaryradi Access to configure the secondary
us RADIUS settings.
TACACS+ Configuration
TACACS+.
menu.
Command Description
primarytacacs Used to configure the primary
TACACS+ settings.
212

Parameters

ip <ipaddress | hosthname> - IP Address

secret <value> - TACACS+ authentication
secret

port <value> - TACACS+ port

timeout <value> - TACACS+ timeout (in
seconds)

retries <value> - TACACS+ retries

==
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Command Description Parameters
secondarytacac Used to configure the secondary = ip <ipaddress | hostname> - IP Address
s TACACS+ settings. = secret <value>- TACACS+
authentication secret
= port <value> - TACACS+ port
= timeout <value>- TACACS+ timeout (in
seconds)
= retries <value> - TACACSH+ retries
Configure a Modem Using CLI
Note: You can also configure modems from the Remote Console. See
Configure Date and Time Settings from the Remote Console (on
page 130).
Enter admin > Config > Modem to access the menu.
Command Description Parameters
dialback Enable dialback. = enable <true | false> - enable or disable
dialback, enable (true), disable (false)
dialin Configure dialin settings. = enable <true | false> - Enable or disable
modem, enable (true), disable (false)
= mode <All/PPP_Only/Console_Only>
Modem access mode
= serverip PPP <IPv4 address> - PPP server
IP address
= clientip PPP <IPv4 address> - PPP client IP
address
bmodem Enable/Disable broadband modem. = enable <true | false> - enable or disable

bmodemfailove Enable/Disable broadband modem
r failover

= The command is available if
bmodem is enabled.

broadband modem access, enable (true),
disable (false)

enable <true | false> - enable or disable
broadband modem failover, enable (true),
disable (false)

Assign User Groups Modem Access Permissions

;

Raritan.
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If needed, assign users to a group with Modem Access permissions.

Modem Access permission is assigned to a user group on the Group
page, and the user is then assigned to the group on the User page.

For more information, see Configure and Manage Users and User
Groups Using CLI (on page 206) or Configure and Manage Users and
Groups from the Remote Console (on page 77).

Server Settings to Support Modems
Primary (or/and Secondary) RADIUS Server Settings should be
configured correctly and enabled on SX II.

e On the Remote RADIUS Server, the user's configuration should
contain the following line.

Filter-Id = "raritan:G{<local user group>}:D{<number for
dialback>}"

The LDAP server user's configuration should contain the dialback
number in the attribute that is configured as the 'dialback search
string' on SX II.

Dialback with remote LDAP user (OpenLdap v.2 & v.3)
e Dialback with remote TACACS+ user (TACACS++ v.4.0.3a)

Dial-in and Dialback should be enabled on SX Il used for modem
communication. Primary (or/and Secondary) TACACS+ Server
Settings should be configured correctly and enabled on SX lls.

On the Remote TACACS+Server user's configuration should own the
following line .

user—-dialback='129"

Run an Autoconfiguration Script Using CLI

Note: These functions can also be configured from the Remote Console.
See Auto Script Configuration from the Remote Console (see
"Enable Auto Script from the Remote Console for Use with TFTP or
a USB Stick" on page 115).

Enter admin > config > to access the menu.

Command Description Parameters
autoconfig Set and get Automatic Script = enable <true/false> - enable (true), disable
Configuration. (false)
= run <once/every>- Run script once or at
every boot

= source <manual/dhcp> - Use TFTP address
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Command Des

autoconfigusb Set/Get Automatic Script via USB

cription

Configuration.
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Parameters

provided by DHCP or manually set

tftp address <ipaddress | hostname> - TFTP
server address

enable <true/false> - enable (true), disable
(false)

Enter admin > to access the menu.

Command Description

scriptget Retrieves the remote configuration

script.

scriptrun Runs the autoconfiguration script.

Command

dns

;

Raritan.

Parameters

NA

address <ipaddress | hosthame> - Address
of FTP server

port <FTP port> - Port of FTP server
(1..65535)

path <path to file> - FTP server path for
config file. e.g. /ftphome/config.txt

user <FTP username> - Optional FTP server
user name

password <FTP password> - Optional FTP
server password. Will prompt if missing and
user name given.

Configure Network Settings Using CLI

Note: This feature can also be managed from the SX Il Remote Console.
See Configure SX Il Network Settings from the Remote Console.

The network menu commands allow you to configure SX Il network

settings.

Enter admin > config > network to access the menu.

Description Parameters

Get and configure the =
DNS parameters for the
network.

mode <auto/manual> - DNS server IP mode

primary <ipaddress> - Primary DNS server IP
address

secondary <ipaddress> - Secondary DNS server IP
address
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Command

ethernetfailover

interface

IPv6 _interface

name

staticroute

216

Description

Used to enable and
disable the ability to
failover from one LAN
to another.

Configure network
settings for dual-LAN
failover.

By default, dual LAN
failover mode is
disabled.

Set IPv6 network

parameters and retrieve

existing IPv6
parameters.

Name the SX Il
appliance.

Configure static routes.

Parameters

enable <true/false> - Ethernet failover enable
(true), disable (false)

ipauto <none | dhcp> - Enable DHCP as ip
configuration

<lanl | lan2> - Select LAN interface you are
configuring.

ip <IPv4 address> - IP Address of SX Il assigned for
access from the IP network

mask <subnetmask> - Subnet Mask obtained from
the IP administrator

gw ipaddress <IPv4 address> - Gateway IP
Address obtained from the IP administrator
mode <auto | 10hdx | 10fdx | 100hdx | 100fdx |
1000fdx> - Set Ethernet Mode to auto detect or
force a specified mode.

ipauto <none | routerdisc> - Enable IPV6 auto
configuration

if <lanl | lan2> - Select LAN interface you are
configuring.

ip ipaddress <ipaddress> - IPv6 address of SX Il
assigned for access from the IP network.

prefixlen <prefix length> - IPV6 Address prefix
length (is the number of bits in the prefix, in range of
0-128 (decimal))

gw ipaddress <IPv6 address> - Gateway IP
Address obtained from the IP administrator.

mode <enable or disable> - IPV6 network
operational mode, enable (true), disable (false)

devicename <value> - name assigned to SX Il

hostname <value> - Preferred host name (DHCP
only)

enable <enable> - enable (true), disable (false)

]
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Command Description Parameters

staticrouteadd  Add a static route. * dest <dest>- Destination
= jf<lanl | lan2> - Interface (lanl/lan2)
= prefix <prefix> - IPv6 prefix length
= mask <mask> - IPv4 mask
= gateway <gateway> - Gateway
= mtu <mtu> - MTU (64..65536)
= flags <host|net> - Flags (host/net)

staticrouteshow  Show a list of static NA
routes.

staticroutedelet Usedtoremove aroute ® id<id> -id number or all
e from the kernel routing
table.

Configure Device Settings Using CLI

Note: These functions can also be configured from the Remote Console.
See Configure Device Settings from the Remote Console (on page
121).

These commands provide the ability to configure SX Il server services.

Enter admin > config > services to access the menu.

Command Description Parameters
discovery Configure the discovery = port <value> - Discovery TCP listen port
port.
http Used to control http access ® port <value> - HTTP server default listen port (tcp)

and define the port.

https Used to control https = port <value> - HTTPS server default listen port (tcp)
access and define the port.
ssh Enable or disable SSH = enable <true | false> - Enable or disable SSH

access. access, enable (true), disable (false)
= port <value> - SSH server tcp listen port

217
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Command
telnet

Command
dpa

dpaport

Description Parameters
Enable or disable Telnet = enable <true | false> - Enable or disable Telnet
access. access, enable (true), disable (false)

Due to the lack of security, * Port<value> - Telnet server tcp listen port

the username, password
and all traffic is in clear-text
on the wire.

Telnet must be enabled
before it can be used; it is
disabled by default.

By default, the telnet port is
set to 23 but can be
changed by issuing the
following command.

Configure Direct Port Access Using CLI

The permitted TCP Port Range is 1024-64510. When run without the
mode parameter, the system displays the current dpa type.

Enter admin > Config > Services > to access this menu.

Description Parameters

Enable direct port access = enable <true | false> - DPA access, enable (true),

disable (false)

= url <true | false> - DPA via URL, enable (true),
disable (false)

= loginstring <true | false> - Allow specifying DPA
port in username when logging in, enable (true),
disable (false)

Configure the IP/SSH/telnet  * port <number | range | *> - Port(s) to view/modify
DPA ports for specified serial (Single port or range of ports (1-n or 1,3,4 or * for

ports. all ports))

= dpaip <ipaddress>- |P Address assigned for
direct port access. 0.0.0.0 clears the setting.

= telnet <port number> - TCP Port assigned for

direct port access via Telnet. O clears the setting.
= ssh <port number> - TCP Port assigned for direct

port access via SSH. 0 clears the setting.

Anonymous Connections

==
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You can establish an anonymous Direct Port Access connection via
Telnet by typing anonymous, or pressing Enter at the username prompt.
The anonymous connection is established without prompting for a
password.

When establishing a Direct Port Access connection via SSH, entering the
username anonymous Is required. Once the username is entered, the
password promptis displayed. Press Enter.

Use the suppress parameter to configure the following messages to
display or not display the first time SX Il is accessed via anonymous
Direct Port Access -

Escape Sequence 1s : <escape string> <true\false>
"You have read-only access to this port." OR "You are now master for the port."

If suppress is true, the above messages are not displayed and
connected directly to the target prompt.

If suppress is false, the above messages are displayed.

Configure SNMP Traps and Alerts Using CLI

Note: SNMP traps can also be configured from the Remote Console.
See Configure SNMP Traps from the Remote Console (on page 134).

SX Il supports sending SNMP alerts to a predefined SNMP server. The
Raritan SNMP MIB can be found in Viewing the SX Il MIB (on page
138).

Enter admin > config > snmp to access the menu.

Command Description Parameters
add Add trap recipients. = dest <ipaddress | hostname> - Destination
A recipient is an IP address with an IP/hostname
optional space- separated port = port <port number> - Destination port
number. = community <community> - SNMP
community

Traps may be sent to multiple ports
with the same IP address.
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Command Description Parameters
addv3 Add trap recipients. = dest <ipaddress | hostname>- Destination
L . IP/hostname
A recipient is an IP address with an o
optional space- separated port = port <port number> - Destination port
number. = name <name> - Security name
Traps may be sent to multiple ports = authproto <MD5 | SHA> - SNMP auth
with the same IP address. protocol
= authpass <authpass> - SNMP auth
passphrase

= privproto <None | DES | AES>- SNMP
privacy protocol

= privpass <privacy password> - SNMP
privacy passphrase

viewtraps Display existing SNMP traps. NA

del Delete SNMP traps. = dest <ipaddress | hostname>- Destination
IP/hostname

= port <port number> - Destination port

delv3 Delete SNMPv3 traps. = dest <ipaddress | hostname>- Destination
IP/hostname
= port <port number> - Destination port
snmpagent Configure SNMP daemon. = enable <true|false> - SNMP Daemon,
enable (true), disable (false)

= contact Contact Sunbird Professional
Services and Support via the Support site at
http://support.sunbirddcim.com or via email
(tech@sunbirddcim.com ) - SNMP contact

= |ocation <location> - SNMP location

= community <community> - SNMP
community

= type <read_only | read_write> - SNMP
community type

= vl2enable <true | false> - SNMP v1/2
agent, enable (true), disable (false)

snmptrap Enable or disable an SNMP trap. = enable <true | false> - SNMP traps, enable
(true), disable (false)

= vl2enable <true | false> - SNMP v1/v2c
traps, enable (true), disable (false)

= v3enable <true | false> - SNMP v3 traps,
enable (true), disable (false)
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snmpv3agent

Command

clock

;
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Description Parameters
Configure an SNMPv3 agent. = enable <true|false> - SNMP V3 Agent,
enable (true), disable (false)
= name <security name> - Security name

= authproto <MDS5 | SHA> - SNMP auth
protocol

= authpass <auth password> - SNMP auth
passphrase

= privproto <None | DES | AES> - SNMP
privacy protocol

= privpass <privacy password> - SNMP
privacy passphrase

= useauthforpriv <true | false> - Use auth

passphrase for privacy, enable (true),
disable (false)

Configure Date and Time Settings Using CLI

Note: These settings can also be configured from the Remote Console.
See Configure Date and Time Settings from the Remote Console (on
page 130)

Enter admin > config > time to access the menu.

Description Parameters

It is important to set the date * tz timezone - Timezone index is a number
and time correctly to ensure corresponding to the desired time zone.

that log entries and events  « st <true | false> - Apply DST settings, enable
qontam the correct (true), disable (false)

timestamp.

Use this to set the time and
date on the server.
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Command Description Parameters
timezonelist Used to find the number NA
code that corresponds to
your time zone.
ntp Use this command if you are = enable <true | false> - enable or disable the use of
synchronizing SX Il with an NTP, enable (true), disable (false)
NTP server. = primip <primarylP> - Primary NTP server to use
first.
= secip <secondaryip> - Secondary NTP server if the
first is not available.
= enable <true/false>- Enable/Disable NTP,
enable (true), disable (false)
= override <true/false> - Override DHCP settings for
NTP server (true/false)
Change the Default GUI Language Setting Using CLI
Note: This setting can also be configured from the Remote Console.
See Changing the Default GUI Language Setting from the Remote
Console (on page 152).
Enter admin > config > language to access the menu.
Command Description Parameters
language Language settings only apply to the Remote = set <en|ja]|zhs|zht>- GUI
Console web interface; they do not apply to the language code
Local Console interface.
The SX Il GUI defaults to English, but also
supports the following localized languages:
e English (default)
e Japanese
e Simplified Chinese
= Traditional Chinese
222
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Configure SMTP Events and Notifications Using CLI

Note: This setting can also
See Enable SMTP Notificat

be configured from the Remote Console.
ions from the Remote Console (see

"Enable Email (SMTP) Notifications from the Remote Console" on

page 139).

Use the 1og > smtp menu

to access to the options that can be used to

configure the SMTP server and destination email addresses.

Enter admin configure > log > smtp to access the menu.

smtp Configure the SMTP server. =

addemailsub Add a mail subscriber. Upto *
ten subscribers can be
added.

delemailsub Delete an email subscriber. =

testsmtp Test email notification -
settings.
viewemailsub View a list of email NA

subscribers.

;

Raritan.

Parameters

enable <true|false> - SMTP server, enable (true),
disable (false)

ip <ipaddress | hostname> - SMTP server IP
address

port <port number> - SMTP server port (1..65535)

auth <true | false> - SMTP auth required, enable
(true), disable (false)

user <username> - SMTP user account
pass <password> - SMTP user password
source <source> - SMTP source address
email <email>- Email address to add

email <email> - Email address to delete

dest <destination email> - Destination email
address
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Configure Port Logging Settings Using CLI

Note: These settings can also be configured from the Remote Console.
See Configure Port Logging Settings from the Remote Console (on
page 152).

As part of its security capabilities, SX Il logs data and to provide alerts
based on activities between the users, SX Il, and the target device.

Audit trail that allows authorities to review what has happened in the
system, determine who implemented what action and when is captured
as part of this function.

Event logging and SNMP traps are also available. Events can be logged
locally using Syslog. Local events are maintained in a 512K per port
buffer and can be stored, reviewed, cleared, or sent periodically to an
FTP server.

Configuration log commands allow you to manage the logging features of
the SX Il server.

Enter admin > Config > Log to access the menu.

Command Description Parameters

eventlogfile Use this command to = eventlogfile enable<true | false> - System event log
control and configure the logging.
logging of events to the local «  sjze <value> - Maximum size of local log file (in
log. bytes).

If the event log file size exceeds the available flash
memory on your SX Il model, the event is not saved.

To avoid this, Raritan recommends you set the file size
to greater than 1024 but less than 10000000.

Note: Each SX Il has a different amount of available
flash memory.

= style <wrap or flat. - Specifies what action to take
when the maximum size is reached:

wrap will cause the log to circle around when end is
reached.

flat will cause logging to stop when the end is
reached.
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Command Description
eventdest Event configuration.
eventlist Display an indexed list of all
configurable events.
syslog Configure the syslog server.
portsyslog Configure portsyslog server.
=&Rari
— ¢ -
=i=Raritan.
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Parameters

event <index of event> - Event Index, use 'eventlist'
to see index and current configurations

audit <true | false> - Audit Logging, enable (true),
disable (false)

snmp <true | false> - SNMP Logging, enable (true),
disable (false)

syslog <true | false> - Syslog Logging, enable
(true), disable (false)

smtp <true | false> - SMTP Logging, enable (true),
disable (false)

enable <true | false> - System event log logging,
enable (true), disable (false)

ip <ip address> - syslog server address.

enable <true | false> - Port logging data to a remote
NFS server and also to the Syslog server, enable
(true), disable (false)

primaryip <primaryip> - Primary Portlog Syslog
server address

secondaryip <secondip> - Secondary Portlog
Syslog server address
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Parameters

enable <true|false> - Logging of port data to remote
NFS server, enable (true), disable (false)

primaryip <primaryip> - Primary Portlog Syslog
Server

secondaryip <secondip> - Secondary Portlog
Syslog Server

primarydir <mountpath. - Primary NFS Server's
mount directory. Eg., /nfslog

secondarydir <mountpath> - Secondary NFS
Server's mount directory. Eg., /nfslog

prefix <name> - Prefix for log file name

size <value> - Maximum Size (in bytes) for the log
file

inputlogging <truelfalse> - Enable/Disable logging

of user input data on the port. This refers to input
via keystroke from the user.

indir <name> - Directory name for storing input log

outdir <name> - Directory name for storing output
log. Output implies data sent from target to the SX
port.

block <truelfalse> -
failure

Block port access upon NFS

enable <true|false> - SMTP Server, enable (true),
disable (false)

key <string> - Provide RC4 key string to be used for
encryption

timestamp - Time interval (in seconds) between two
timestamps in the log file. A value of 0 will disable
timestamp logging. The default value is 20. The
max value is 99999.

update <update> - Time interval (in seconds)
between two updates to the remote log file The
default interval is 20. The max value is 99999.

Enter admin > config > log > local to access the menu.

Command Description
nfsportlog Configure the logging of port =

data.
nfsencrypt Set the encryption key to be =

used for encrypting port log.
portlogtime Use to configure the Port -

Log Time of the NFS server.
Command Description
serialportlog Configure serial port log file. =

226

Parameters

size <value> - Maximum File Size (bytes)
= update <value> - Update Frequency (sec)
= port <name> - Ports to modify

= enable <true|false> - Serial Port Log File,

==
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Command Description Parameters
enable (true), disable (false)
= input <true|false> - Enable logging of all
input keystrokes to file.
serialportlogdel  Delete serial port log file. = port<number> - Ports to delete log of
serialportlogview View serial port log file. = port <number>- Ports to modify
Decrypt Encrypted Log on Linux-based NFS Server
To decrypt nfs encryption on Linux® platform, follow these steps:
1. Retrieve the current nfs encryption key
admin > Config > Log > nfsencrypt
2. Cut and paste the key printed after the Key: in the command
response into a file.
3. Retrieve decryption application and either place it on the Linux
machine or compile its source.
4. Save the encryption key file (dsx-encrypt.key) in the same directory
where the decryption application is stored.
Copy the encrypted portlog file to the same directory.
6. Decrypt the file using the command:
./decrypt -f <portlogfile> -e <keyfilename> -o <outputfile>
7. The decrypted file should be saved in <outputfile>.
Configure Ports Using CLI
Note: These settings can also be configured from the Remote Console.
See Configure Ports from the Remote Console (on page 157).
Enter admin > to access the menu.
Command Description Parameters
listports List accessible ports NA
Enter admin > config > port to access the menu.
Command Description Parameters
keywordlist Display all configured keywords. NA
==R 1 227
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Command
keywordadd

keyworddelete Delete an existing keyword from the

config port

Description
Add a keyword to the port.

port.

Parameters

port <number | range | *> - Single port or
range of ports (1-n or 1,3,4 or * for all ports)

keyword <value> - When keyword is
detected on target, notification is sent.

port <number | range | *> - Single port or
range of ports (1-n or 1,3,4 or * for all ports)

keyword <value> - When keyword is
detected on target, notification is sent.

port <number | range | *> - Single port or
range of ports (1-n or 1,3,4 or * for all ports)

name <port name> - Port name

bps <1200 | 1800 | 2400 | 4800 | 9600 |
19200 | 28800 | 38400 | 57600 | 115200 |
230400> - Port speed in bits-per-second

parity <none|even|odd> - Port parity type

flowcontrol <none|hw|sw> - Port flowcontrol
type hw = hardware flow control sw =X on/X
off)

eqtype <auto|dte|dce> - Equipment type
(auto=>AUTO Detection, dte=>Force DTE,
dce=>Force DCE)

Note: If the target has the ability to
autodetect either DTE or DCE, you must
select either Force DTE or Force DCE for
the port. SX 1l does not support
autodetection of both DCE and DTE on the
same port.

escapemode <none|control> - Use Ctrl-key
(escapemode=control) or single key
(escapemode=none) as escape sequence;
for example, Ctrl- =>
escapemode=control, escapechar=
escapechar char-Escape character

Raritan recommends that you do not use or
Ctrl- as the Escape command. Either of
these may cause unintended commands,
such as opening a menu, instead of
invoking the Escape Command.

emulation <vt100 | vt220 | vt320 | ansi> -
Target Emulation type

sendbreak <duration> - Duration of the
sendbreak signal in milliseconds.

exitstring <cmd #delay; > - Execute exit

—— 8
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Command Description

;
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Parameters
string when port session closes, for
example, config port 1 exitstring logout
(execute logout on exit) config port 1
exitstring #0 (disable exit string for the port).
The delay is the amount of time to wait after
writing the command to the target. Number
in seconds up to 60.

= dpaip <ipaddress> - IP Address assigned
for direct port access

= ssh <tcp port> - TCP Port assigned for
direct port access via ssh

= alwaysactive <true | false> - Determine
whether data coming into a port is logged,
for example, config port 1 alwaysactive true
(always log activities coming into a port
even if no user is connected) config port 1
alwaysactive false (ignore data coming into
a port when no user is connected)

= suppress - Determine whether none or all
messages should be displayed during a
DPA connection, such as "Authentication
successful"

= encoding - Target Encoding type
(DEFAULT|US-ASCII|ISO-8859-1|ISO-8859
-15|UTF-8|Shift-JIS|IEUC-JP|EUC-CN|EUC-
KR)

= multiwrite - Port set in Multiple Writer Mode.

= chardelay delay - Delay inserted between
writing characters (0-9999ms)

= linedelay delay - Delay inserted between
writing lines (0-9999ms)

= stopbits - Number of bits used to signal the
end of a character (usually 1) (1/2)

= telnet - TCP Port assigned for direct port
access via Telnet. O clears the setting.
(TCP/UDP Port) (0..65535)

= ssh - TCP Port assigned for direct port
access via SSH. 0 clears the setting.
(TCP/UDP Port) (0..65535)

= stopbits <1/2> -Number of bits used to
signal the end of a character

= chardelay - Delay inserted between
characters (0-9999) in ms

= linedelay - Delay inserted between lines
(0-9999) in ms
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Command Description Parameters
= escapechar - Escape character

= encoding -
<DEFAULT/US-ASCII/ISO-8859-1/ISO-885
9-15/UTF-8/Shift-JIS/EUC-JP/EUC-CN/EU
C-KR> - Target encoding type

= telnet - TCP port assigned for DPA via
Telnet (1..65535)

=  multiwrite <true/false> - Port set in multiple
writer mode

= suppress <true/false> - Suppress SX
messages when connecting to this
target(true/false)

= sendbreak - Duration of sendbreak signal in
ms

DPA Mode Port Config Command Example

The following example configures Direct Port Access. The following port
command sets an IP address for DPA access to the port which is not the
same as DPA by URL. The DPA IP address is just an address that goes
directly to the port.

admin > Config > Port > config port 1 dpaip10.0.13.1

admin > Config > Services > dpa enable true

e dpaenable true - enables IP and port DPA methods for configured
ports

After entering the password, you have direct access to port 1, using the
newly assigned IP specifically for port 1.

admin@l10.0.13.1"'s password:

Escape Sequence is: Control-

You are now master for the port.

The following example configures DPA port settings for DPAIP for range
of ports.

admin > Config > Port > config port 1-32 dpaip 10.0.13.200

or

admin > Config > Port > config port * dpaip 10.0.13.200
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config

;
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In both cases above, port 1 will have an IP assigned as 10.0.13.200,
while port 2 will have 10.0.13.201, port 3 10.0.13.203, and so on.

The following example configures DPA port settings for SSH and Telnet
by TCP port.

admin > Config > Port > config port 1 ssh 7000 telnet 8000

DPA Telnet and SSH port changes are available immediately without
rebooting.

ssh -1 sx user -p 7000 10.0.13.13 or telnet -1 sx user 10.0.13.13
8000

admin@10.0.13.13's password:

Escape Sequence is: Control-

You are now master for the port.

After entering the password, you have direct access to port 1, using the
newly assigned TCP Ports(either ssh or telnet), specifically for port 1.

The following example configures DPA port settings for a group of ports
(make sure no TCP Ports have been assigned, and a free range of TCP
Ports are available for dpa TCP Port mode usage).

admin > Config > Port > config port 1-32 ssh 7000 telnet 8000

or

admin > Config > Port > config port * ssh 7000 telnet 8000

Raritan.

In both cases above, port 1 will have ssh port 7000 and telnet port 8000
assigned for direct port access, port 2 will have ssh port 7001 and telnet
port 8001, and so on.

To configure all ports using a block of contiguous port numbers, use the
<port *> command. If port_range is specified, a block of contiguous port
numbers are used. The given value of base_tcpport is used as starting
value. For individual port configuration, the <port number> command can
be used.

Configure the Local Port Using CLI

Note: These settings can also be configured from the Remote Console.
See Configure Local Port Settings from the Remote Console (on
page 150).

Enter admin > config > localport toaccessthe menu.

Description Parameters
Configure local ports. = enable <true/false> - Standard Local Port, enable

(true), disable (false)
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Command

Command

banner

bannerget

Description Parameters

= auth <common|none> - Local User Authentication:
common-(Local/LDAP/RADIUS/TACACS+);
none-(No authentication) (common/none)

= ignorecc <true/false> - Ignore CC managed mode
on local port, enable (true), disable (false)

= kbd - Keyboard Type
= config baud <9600|19200|38400|57600|115200>

Configure Security Settings Using CLI

Note: These settings can also be configured from the Remote Console.
See Configure Security Settings from the Remote Console (on page

170).

There are various settings configured from the security menu.

Enter admin > Security to access the menu.

Description Parameters

SX Il optionally supports a = enable <true | false> - Banner
customizable welcome banner that is display, enable (true), disable (false)
displayed after login. Up to 6000 = audit <true | false> - Audit for the

characters can be entered.

When you loginto SX llviaaGUl,a =
banner with a fixed width typeface and

a common dimension, such as 80x25,
appears. If the banner is very large,

that is, over 9000 lines, the banner
displayed on the GUI does not

increase the overall page size because

it is contained within a scrollable text
area.

The banner identifies the location to
which the user has logged in. You can
also add a consent banner that forces
the user to accept stated conditions
prior to advancing into operation of the
console server.

The banner command controls the
display of a security banner
immediately after login.

Directs SX Il to go to this site to "
retrieve the welcome banner. The

banner, enable (true), disable (false)

title <value> - Title of the security
banner

address <ipaddress | hosthame> -
FTP Server Address

—_—
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Command

pcshare

resetmode

encryption

Command

firewall

viewtables

iptables

;

Description

welcome banner and the audit
statement can be configured using the
above command maintained on an
external FTP site.

Simultaneous access to the same
target by multiple users.

Configure Local Factory Reset Mode

Sets the encryption type and FIPS
mode of SX II.

Chapter 6: SX Il Administration

Parameters

mode <shared/private> -

port <FTP port> - FTP Server Port
(default 21)

path <path to file> - Path to Banner
file to retrieve

user <FTP username> - FTP
Username

password <FTP password> - FTP
Password (prompted if missing)

Set PC-Share

mode to shared or private
(shared/private)

mode full <full|password|disabled> -
full factory reset | password - only
admin password reset | disabled -
disable factory reset
(full/password/disabled)

mode <auto | aes128 | aes256 | rc4>
- Set the encryption mode of the
device

fips <true | false> - Enable/disable
FIPS 140-2 mode, enable (true),
disable (false). This option requires a
reboot of the device to take effect.

Enter admin > Security > firewall to access the menu and menu

options.

Description
Enable the firewall.

Rules are deleted upon disable.
View current iptables/ip6tables.

Some rules exist by default and
cannot be deleted.

Administration tool for IPv4
packet filtering and NAT. SX2
supports most modules.

Firewall must be enabled.

Raritan.

NA

Parameters and examples

enable <true | false> - Enable/Disable
firewall

Example - to block icmp packets
iptables -A INPUT -p icmp -3j DROP
iptables —-A OUTPUT -p icmp —j DROP
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Command
ipétables

iptables-save

Description

Administration tool for IPv6
packet filtering and NAT.

Firewall must be enabled.

Save IP Tables (v4 and v6) to
make firewall rules persistent.

Parameters and examples
Example -

A INPUT -p icmpvé6 —--icmpvo-type
128 -j DROP

ip6tables -A OUTPUT -p icmpvé6
-—-icmpvé6-type 128 -3j DROP

NA

Enter admin > Security > loginsettings to access the menu and
menu options.

Command

idletimeout

passwordaging

singleloginperuser

Strongpassword

234

Description

Specify the amount of idle time
allowed before the system
disconnects the user.

Control when a password
expires.

Restrict to a single login session
per user.

Configure strong password rules.

When creating a password via
CLlI, it cannot begin with a space
or end with a space. This does
not apply to creating passwords
in using the Remote Console.

Parameters

enable <true | false> - Enable/Disable
password aging

time - Idle Timeout Period in Minutes
enable <true | false>

days <value> - Number of days in
Password Aging Interval

enable <true/false> - Enable/Disable
system wide single login session per user

enable <true|false> - Enable/Disable
strong password rules for local users

minlength <value> - Minimum password
length

maxlength <value> - Maximum password
length

history <value> - Number of passwords to
store in password history

uppercase <truelfalse> - true => force
uppercase characters in password

lowercase <truel|false> - true => force
lowercase characters in password

numeric  <truelfalse>- true => force
numeric characters in password

other <true|false> - true => force special
characters in password
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Command Description Parameters
Unauthorizedportacc Enable/Disable unauthorized enable <true/false> - Enable/Disable
ess access to a set of ports assigned anonymous access to a set of ports
to "Anonymous' group. assigned to the 'Anonymous' group
userblocking Configure user lockout mode -
parameters. <disabled/timer_lockout/deactivate_userid

;

>  Set User Blocking mode
(disabled/timer_lockout/deactivate_userid)

timerattempts <timerattempts> - Timer
Lockout Attempts

lockouttime <lockouttime> - Timer Lockout
Time

deactivateattempts <value> - Deactivate
UserlD Attempts

Enter admin > security > certificate to access the menu and
menu options.

SSL Security certificates are used in browser access to ensure that you
are connecting to an authorized appliance.

Note: If SX Il is not used to generate the certificate signing request and
an external certificate is used instead, encryption needs to be removed
from the private key before installing it on SX Il. If this is the case, to
remove the encryption from the key, a command such as openssl rsa -in
server.key -out server2.key and server2.key should be used. Encrypted
private keys are used to prevent the web server from being started by
unauthorized users. Since SX Il does not allow users to access the web
server directly, encrypted private keys are not required and does not
compromise security.

Note: When SX Il is used to generate the certificate signing request, the
private key is not required since SX Il keeps the private key exclusive.

Raritan.
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Command

generatecsr

getcert

getkey

viewcert

Description

Generate certificate signing
request.

Get the certificate from a specific
location.

Get certificate key.

View the current certificate.

Parameters

bits <1024 | 2048> - Bit Strength of
Certificate Key

name <name> - Common Name (CN)

country <code> - 2 Character ISO
Country Code (C)

state <state> - State/Province (ST)
locality <locality> - Locality/City (L)
org <organization> - Organization (O)
unit <unit> - Organizational Unit (OU)
email <email> - Email

challenge <challenge> - Challenge
Password

selfsign <true | false> - Create a Self
Signed Certificate (true/false)

days <days> - Days certificate will be
valid

address <ipaddress | hosthname> - FTP
Server Address

port <FTP port> - FTP Server Port
(default 21)

path <path to file> - Path to Certificate
file to retrieve

user <FTP username> - FTP Username

password <FTP password> - FTP
Password (prompted if missing)

address <ipaddress | hosthame> - FTP
Server Address

port <FTP port> - FTP Server Port
(default 21)

path <path to file> - Path to Certificate
Key file to retrieve

user <FTP username> - FTP Username

password <FTP password> - FTP
Password (prompted if missing)

NA
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Command

viewcsr

viewcsrkey

deletecsr

;

Raritan.

Chapter 6: SX Il Administration

Description Parameters
View the certificate signing NA

request.

View the certificate signing request NA

key.

Delete the current certificate NA

signing request.

Enter admin > Security > tls to access the menu and menu options.

Command Description Parameters
tls Configure TLS settings. v1.0 Enable/Disable TLS v1.C
At least one protocol must be false>
enabled. v1.1 Enable/Disable TLS v1.C
false>
v1.2 Enable/Disable TLS v1.C
false>

Addressing Security Issues

Consider doing the following in order to enhance security for console
servers.

SX Il supports each of these, but they must be configured prior to
general use.

o Encrypt the data traffic sent between the operator console and SX Il
appliance.

¢ Provide authentication and authorization for users.

e Log data relevant to the operation for later viewing and auditing
purposes. In some cases, this data is required for compliance with
governmental or company regulations.

e Create a security profile.

Security Notes

Encryption of traffic between the operator console and SX Il appliance is
determined by the access methodology being used.

SSH and encrypted browser access (HTTPS) are enabled by default.

To accept unencrypted connections, you must manually enable the
Telnet services. HTTP automatically redirects users to HTTPS, if
applicable.
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Configure Maintenance Settings Using CLI

Note: These settings can also be configured from the Remote Console.
See Configure Maintenance Settings from the Remote Console (on
page 187).

The maintenance commands allow you to perform maintenance-related
tasks on the SX Il firmware.

Enter admin >maintenance to access the menu.

Raritan.

U
i



Command

deviceinfo

userlist

upgrade

upgradehistory

backup

auditlog

i

Description

Provides information about the SX
Il appliance such as build and so
on.

Displays a list of all users who are
logged in, as well as their source
IP addresses and any ports to
which they are connected.

Also found under the command
root menu.

Upgrade device from file on FTP
server.

Get information about the last time
you upgraded the system.

Back up appliance settings and
store on the FTP server.

View the appliance audit log.

Raritan.
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Parameters
NA

NA

= address <ipaddress | hosthame> -
Address of FTP Server

= port <FTP port> - Port of FTP server
(1..65535)

= path <path name> - FTP server path for
upgrade file.

= user <FTP username> - Optional FTP
server user name

= password <FTP password> - Optional
FTP server password. Will prompt if
missing and user name given.

NA

= address <ipaddress | hosthname> -
Address of FTP Server

= port <FTP port> Port of FTP server
(1..65535)

= path <path name> - FTP server path for
backup file.

= file <file name> - Optional destination file
name. Default: backup.rfp

= user <FTP username> - Optional FTP
server user name

= password <FTP password> - Optional
FTP server password. Will prompt if
missing and user name given.

NA
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Command Description

auditlogftp Get the audit log and store on FTP
server.

factoryreset Returns the SX Il console server to

its default factory settings.

Important: If you choose to revert
to the factory settings, you will
erase all your custom settings and
will lose your connection to SX I
because, upon rebooting, the IP
address of the appliance is reset to
the factory default IP address of
192.168.0.192.

reboot Reboots SX Il from the CLI
interface.
restore Restore device settings from

backup file on FTP server.

240

Parameters

NA

address <ipaddress | hosthame> -
Address of FTP Server

port <FTP port> - Port of FTP server
(1..65535)

path <path name> - FTP server path for
audit log file.

file <file name> - Optional destination file
name. Default: audit.log

user <FTP username> - Optional FTP
server user name

password <FTP password> - Optional
FTP server password. Will prompt if
missing and user name given.

mode <full|network> - Type of factory
reset to perform

mode <full | protected | user | device |
userdevice> - Type of restore to perform.

address <ipaddress | hosthame> -
Address of FTP Server

port <FTP port> - Port of FTP server
(1..65535)

path <path name> - FTP server path for
backup file.

user <FTP username> - Optional FTP
server user name

password <FTP password> - Optional
FTP server password. Will prompt if
missing and user name given.

]
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Command Description Parameters
logoff Log a user off SX Il (terminate their = user <loginname> - Close all sessions
session). for the specified user by name.

;

Raritan.

= session <id | all> - Close the session by
identifier number or all sessions (ID/all)

= port <port name | port number> - Close
sessions on the specified port by name or
number.

= address <ipaddress> - Close all sessions
from the specified remote address.

Configure Diagnostic Settings Using CLI

Note: These settings can also be configured from the Remote Console.
See Configure Diagnostic Options from the Remote Console (on
page 196).

The diagnostic commands allow you to gather information for
troubleshooting.

Enter admin > Diagnostics to access the menu.
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Command

netif

netstat

ping

traceroute

diagscript

diaglogput

Command
setlog

242

Description
Network Interface Info

Get Network Statistics

Ping a remote system to
ensure it is reachable.

Trace the network route to a
host.

Get and execute diagnostic
script from a FTP server.

Take diagnostic snapshot and
store on FTP server.

Parameters

NA

type <stats | interfaces | route> - stats interfaces
route

ip <ipaddress | hostname> - IP Address/Hostname
to Ping

if <auto | lanl | lan2 | usb0> - Network interface
(default: auto)

ip <ipaddress | hostname> - IP Address/Hostname
to trace to

maxhops <5[10]15]20|25|30|35]40]|45|
50> - Maximum hop limit (default: 10)

if <auto | lanl | lan2 | usb0> - Network interface
(default: auto)

address <ipaddress | hosthname> - Address of
FTP Server

port <FTP port> - Port of FTP server (1..65535)

path <path name> - FTP server path for diagnostic
script file.

user <FTP username> - Optional FTP server user
name

password <FTP password> - Optional FTP server
password.

address <ipaddress | hostname> - Address of
FTP Server

port <FTP port> - Port of FTP server (1..65535)

path <path name> - FTP server path for diagnostic
script file.

user <FTP username> - Optional FTP server user
name

password <FTP password> - Optional FTP server
password.

Enter admin > diagnostics > debug to access the menu.

Description
Set/get diagnostics log.

Parameters

= module <module>- Module name

= level <level>- Diagnostics log level
(err/warn/info/debug/trace)

==
—— 8
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Command

viewstats

Description

View module status

Chapter 6: SX Il Administration

Parameters

= vilag <vflag> - Verbose flag
(timestamp/module/thread/fileline)

= verbose <on|off> -
(on/off)

= module <module> -

Verbose control

Module name
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Connect a Rack PDU to SX Il and
Configure Power Control Options

SX Il provides the following options when connecting a PX2 to a SX II:

e Connect SX Il to the PX2 Serial port.

In this configuration, access to the PX2 is done through the PX2
command line interface (CLI).

e Connect the SX Il to the Feature port on the PX2.

In this configuration, the PX2 is managed from the SX Il interface like
any other power strip.

See the PX2 Help for information on using the PX2 appliance.

In This Chapter

Connecting the SX Il to the PX2 Serial Port.............cooooeeiieiiiieeeee, 244
Connecting the SX Il to the PX2 FEATURE Port.............oooooeeieeiieee, 245

Connecting the SX Il to the PX2 Serial Port

i
i

Raritan.

In this configuration, after the PX is connected to the SX Il, access the
PX using the PX CLI.

Note that the appliances used in the diagram may not match your
specific models. However, the connections and ports used are the same
across models.

» To connect the SX Il to the PX:

1. Connect an ASCSDB9F adapter to the PX2 DB9 console/modem
port.

Note: The adapter is purchased from Raritan. It does not come with
PX or SX Il appliances.

2. Plug a Cat5 cable into the ASCSDBYF adapter, then plug the other
end of the cable in to the port on the SX II.
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3. Power on the PX2 (if it is not already). The command line interface
(CLI) interface appears.

G PX appliance

e SX1

Connecting the SX Il to the PX2 FEATURE Port

In this configuration, the PX is managed from the SX Il interface like any
other powerstrip. See Power Control.

Note that the appliances used in the diagram may not match your
specific models. However, the connections and ports used are the same
across models.

> To connect the SX Il to the Feature port on the PX:

Connect the gray end of the CSCSPCS crossover Cat5 cable into
the Feature port on the PX.

2. Connect the yellow end of the CSCSPCS crossover Catb cable into
a port on the SX II.

3. Power on the PX (if it is not already).

245
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Chapter 7: Connect a Rack PDU to SX Il and Configure Power Control Options

You can now add the PX as a managed power strip to the SX Il. See
Configure Power Strips from the Remote Console (on page 72)
or Configure Power Strips Using CLI (on page 204).

Q PX appliance
@ SX I
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Specifications

In This Chapter

SX Il Dimensions and Physical Specifications ............ccccccvveiiiiieeennnn 247
Supported Remote CONNECHIONS ....vvvieeiiiciiiiiiiiee e et e e 247
Supported Number of Ports and Remote Users per SX Il Model.......... 248
Maximum Number of USers SeSSION .........ccevviiiiiiiiiiieiiiiee e 248
Maximum Number of Support Users Per Port........cccccceeeeviiiiivieiieeennin, 248
Port Access Protocol REQUIFEMENTS.........uuviveeiiiiiiiiiieee e e i e e e e 249
SXITPOIM PINS ottt e e 251
SX2 POM RANGES ...ttt 252
Network Speed SettiNgS ......coovuviiiiiiiiie e 252
Default User SeSSIioN TIMEOULS .......coiiiviiiiiiee e eeciiiieee et e e 253
SX Il Supported Local Port DVI ReSOIUtioNS ..........ccvvvvevieeeeiiiiiiiiieeen, 254
SX Il Appliance LED Status INdiCators ..........cooccuvveiiieieiiiiiee i 254
Target Cable Connection Distances and Rates ............cccccceveeeeevinnnnee, 255

SX Il Dimensions and Physical Specifications

Form factor

Dimensions

Weight

Power

Max power
consumption

Temperatures

Humidity

Altitude

1U, rack mountable

17.3"W x 13.15" D x 1.73'H "; (440mm x 334mm x 44mm)

9.08 Ibs; (4.12 kg)

100/240VAC auto-switching: 50-60 Hz, .35A, 36-72VDC auto-switching

4-Port SX: 21W | 8-port SX: 21W | 16-port SX: 22W | 32-port SX:
23W | 48-port SX: 25W

Operating: 0°C — 50°C. Non-Operating: 0°C — 55°C

Operating: 20% — 85%. Non-Operating: 10% — 90%

Operates properly at any altitude from 0 to 2,000 meters

Supported Remote Connections

;

Raritan.
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10BASE-T
100BASE-T
1000BASE-T (Gigabit) Ethernet

Protocols

TCP/IP

HTTP

HTTPS
RADIUS
LDAP/LDAPS
SSH

Telnet
TACACS+
UDP

SNTP

Supported Number of Ports and Remote Users per SX Il Model

Model
SX2-04 and SX2-04M

SX2-08 and SX2-08M
SX2-16 and SX2-16M
SX2-32 and SX2-32M
SX2-48 and SX2-48M

Number of ports
4

8

16
32
48

Maximum Number of Users Session

A maximum of 200 users can access a single SX Il at the same time.

This applies to the Remote Console access, Direct Port Access and
command line interface access via SSH/Telnet.

Maximum Number of Support Users Per Port

248

A maximum of 10 users can access the same port and the same time.

This applies to the Remote Console access, Direct Port Access and
command line interface access via SSH/Telnet.

== Raritan.
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Port Access Protocol Requirements

Protocol

HTTP

HTTPS SSL only

SSH

Telnet

TACACS+

;

Raritan.

Port Communication
direction

Ports 80, 443 and 5000 must be open in the firewall for the  Both
appliance to operate.

Port 80

This port can be configured as needed. See HTTP and
HTTPS Port Settings.

By default, all requests received by the SX Il via HTTP (port
80) are automatically forwarded to HTTPS for complete
security.

The SX Il responds to Port 80 for user convenience,
relieving users from having to explicitly type in the URL field
to access the SX Il, while still preserving complete security.

Port 443

This port can be configured as needed. See HTTP and
HTTPS Port Settings.

By default, this port is used for multiple purposes, including
the web server for the HTML client, the download of client
software onto the client's host, and the transfer of data
streams to the client.

Port 5000

This port is used to discover other Dominion devices and for
communication between Raritan devices and systems,
including CC-SG for devices that CC-SG management is
available.

By default, this is set to Port 5000, but you may configure it
to use any TCP port not currently in use. For details on how
to configure this setting, see Network Settings.

Port 443 Both
TCP port 443 must be open.

Port 80 can be closed.

Port 22 Both
TCP port 22 must be open.

Port 22 is used for the SX || command line interface (CLI).

Port 23 Both
TCP port 23 must be open.

Port 49 Outgoing
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Protocol Port Communication
direction

Port 49 must be open.
RADIUS Port 1812 Outgoing

If SX Il is configured to remotely authenticate user logins via
the RADIUS protocol, port 1812 is used and must be open.

However, but the system can also be configured to use any
port of your designation. Optional

Port 1813

If the SX Il is configured to remotely authenticate user logins
via the RADIUS protocol, and it also employs RADIUS
accounting for event logging, port 1813 or an additional port
of your designation is used to transfer log notifications.

LDAP Ports 389 and 636 Outgoing
Port 389 or 636 must be open.

If the SX Il is configured to remotely authenticate user logins
via the LDAP/LDAPS protocol, ports 389 or 636 will be
used, but the system can also be configured to use any port
of your designation. Optional

SNMP Ports 161 and 162 Both (Port 161)
Port 161 is used for inbound/outbound read/write SNMP Outgoing (Port
access. 162)

Port 162 must be open. Port 162 is used for outbound traffic
for SNMP traps.

For FTP upgrades Port 21 Outgoing
Port 21 must be open.

SYSLOG on Port 514 Outgoing

Configurable UDP

Port UDP port 514 must be open.

If SX Il is configured to send messages to a Syslog server,
UDP Port 514 is used for communication.

SNTP (Time Server) Port 123 Both

on Configurable UDP The SX Il offers the optional capability to synchronize its

internal clock to a central time server.

This function requires the use of UDP Port 123 (the
standard for SNTP), but can also be configured to use any
port of your designation. Optional

250
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You may have to open additional ports when NFS logging, using LDAP
servers, and so forth.

These ports may vary from installation-to-installation depending on
network topologies, virtual Local Area Networks (VLANS), and firewall
configurations.

Contact your network administrator for site-specific information and
settings.

SX Il Port Pins

Local Terminal Port

pin

pin 1
pin 2
pin 3
pin 4
pin 5
pin 6
pin 7
pin 8

Definition
RTS

N/A

TXD
Ground
Ground
RXD

N/A

CTS

Direction

Output

Output

Input

Input

DTE Mode on Server Port

pin
pin 1
pin 2
pin 3
pin 4
pin 5
pin 6
pin 7
pin 8

Definition
RTS
DTR
TXD
Ground
Ground
RXD
DSR
CTS

Direction
Output
Output
Output

Input
Input
Input

DCE Mode on Server Port

Definition
CTS

Direction

Input
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DCE Mode on Server Port
pin 2 DSR Input

pin 3 RXD Input
pin 4 Ground
pin 5 Ground

pin 6 TXD Output
pin 7 DTR Output
pin 8 RTS Output

SX2 Port Ranges

The port range for internal port configuration - CSC, HTTP, HTTPS, SSH,
Telnet, DPA SSH , DPA Telnet - is 1 to 64510. The configurable port
range for socket creation is limited to 1024 to 64510.

External port configuration - LDAP, RADIUS, TACACS+ and SNMP - is
not affected by a port range limitation.

Network Speed Settings

SX Il network speed setting

Network Auto 1000/Full 100/Full 100/Half 10/Full 10/Half
switch port 100/Half 10/Half
setting Auto
No No No No
1000/Full Communica | Communicat| Communica | Communicat
tion ion tion ion
No No
100/Full Communica | Communicat
tion ion
100/Half 100/Half No No
100/Half Communica | Communicat
tion ion
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SX Il network speed setting

No No No

10/Full Communica | Communica | Communicat
tion tion ion
10/Half No No No

10/Half Communica | Communica | Communicat
tion tion ion

Legend:

Does not function as expected

Functions; not recommended

NOT supported by Ethernet specification; product will
communicate, but collisions will occur

Per Ethernet specification, these should be “no
communication,” however, note that the SX Il behavior
deviates from expected behavior

Note: For reliable network communication, configure the SX Il and the
LAN switch to the same LAN Interface Speed and Duplex. For example,
configure the SX Il and LAN Switch to Autodetect (recommended), or set
both to a fixed speed/duplex such as 100MB/s/Full.

Default User Session Timeouts

e SX Il interface - 5 minutes (to change this, select Security > Settings
and update the "Idle Timeout (minutes)" field)

e SSH - 16 minutes
e Telnet - 2 hours
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SX Il Supported Local Port DVI Resolutions

Following are the resolutions supported when connecting to a DVI
monitor from the SX Il local port.

1920x1080@60Hz
1280x720@60Hz
1024x768@60Hz (default)
1024x768@75Hz
1280x1024@60Hz
1280x1024@75Hz
1600x1200@60Hz
800x480@60Hz
1280x768@60Hz
1366x768@60Hz
1360x768@60Hz
1680x1050@60Hz
1440x900@60Hz

SX Il Appliance LED Status Indicators

LEDs are used to indicate power status, appliance status and target
connection status.

There are LEDs located on the front panel and rear panel of the SX
Il. Front Panel LED Status Indicators

254

When SX Il boots up, only the Power LED turns on. The power LED
turns both red and blue.

Port Channel LEDs are off the whole time SX Il boots up.

Once SX Il is fully powered on, the Power LED remains on.

= |f a single power supply is plugged in, the Power LED is Red.
= If both power supplies are plugged in, the Power LED is Blue.

When you physically connect a powered-on target to a port on SX Il
via a CATS5 cable, the Port channel's LED turns on.

The LED remains on until the target is disconnected.

uj
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Note: The target must be powered on in order for the SX Il Port channel
LED to turn on and the SX Il to detect the target.

e When you physically disconnect a target from a port on an SX Il, the
port channel's LED turns off.

e When you log in to SX Il and connect to a target via either Raritan
Serial Console (RSC), SSH or the Local Console, the port channel's
LED blinks.

The LED blinks until you end the your connection to the target.

If you are connected to more than one target at the same time, all
LEDs blink in unison.

e When you press the SX II's Reset button to reset the appliance or
when you perform a reboot from the SX Il GUI, the Power LED(S)
blinks as the appliance powers down and turns off.

While the appliance powers back up, the Power LED(S) continue to
blink.

Once the appliance is powered on, the Power LED(s) stop blinking
and the LED remains on.

Target Cable Connection Distances and Rates

SX Il supports the following connection distances using a CAT5 cable
between its Serial port and a target.

Distance Bits per second
300ft/91m 1,200
300ft/91m 1,800
300ft/91m 2,400
200ft/60m 4,800
100ft/30m 9,600
50ft/15m 19,200
25ft/7.5m 28,800
25ft/7.5m 38,400
16ft/5m 57,600
8ft/2.5m 115,200
4ft/1.2m 230,400

255
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Updating the LDAP Schema

In This Chapter

Returning User Group INfOrmMation .............coooeeeieiiiiieniiiiee e 256
Setting the Registry to Permit Write Operations to the Schema............ 257
Creating a New ALHDULE ... 257
Adding Attributes t0 the ClassS ........cccvvveveeeei i 258
Updating the Schema Cache...........ccocviiiiiiie e 260
Editing rciusergroup Attributes for User Members ...........ccccvvvvveeennins 260

Returning User Group Information

;

Raritan.

Use the information in this section to return User Group information (and
assist with authorization) once authentication is successful.

From LDAP/LDAPS

When an LDAP/LDAPS authentication is successful, the SX Il
determines the permissions for a given user based on the permissions of
the user's . Your remote LDAP server can provide these user names by
returning an attribute named as follows:

rciusergroup attribute type: string

This may require a schema extension on your LDAP/LDAPS server.
Consult your authentication server administrator to enable this attribute.

In addition, for Microsoft® Active Directory®, the standard LDAP
memberOf is used.

From Microsoft Active Directory

Note: This should be attempted only by an experienced Active Directory®
administrator.

Returning user information from Microsoft's® Active Directory for
Windows 2000° operating system server requires updating the
LDAP/LDAPS schema. See your Microsoft documentation for details.

1. Install the schema plug-in for Active Directory. See Microsoft Active
Directory documentation for instructions.

2. Run Active Directory Console and select Active Directory Schema.
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Setting the Registry to Permit Write Operations to the Schema

To allow a domain controller to write to the schema, you must set a
registry entry that permits schema updates.

> To permit write operations to the schema:

1. Right-click the Active Directory® Schema root node in the left pane of
the window and then click Operations Master. The Change Schema
Master dialog appears.

Change Schema Master ed |

The zchema master manages modifications to the schema. Only one
gerver in the enterprise performs this role.

Current schema maszster [online]:

rei-gofdj2nzmet. mypec. mydomain. com

To tranzfer the schema master role ko the targeted
domain controller below, click Change.

rei-gofdi2nzmet. mypc. mydamain. com

Cloze

2. Select the "Schema can be modified on this Domain Controller"
checkbox. Optional

3. Click OK.

Creating a New Attribute

P> To create new attributes for the rciusergroup class:

1. Click the + symbol before Active Directory® Schema in the left pane
of the window.

2. Right-click Attributes in the left pane.

;
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3. Click New and then choose Attribute. When the warning message
appears, click Continue and the Create New Attribute dialog
appears.

Create Mew Attribute ed |

* Create a Mew Attnbute Object

— |dentifization

Comrman Marme: IrDiusergrDup

LDAF Display M ame: Irciusergrnup

IJnigue #500 Object 1D I'I 3.6.1.41.1374250

Diescriptiorn: IHaritan's LDAP attribute

— Syntax and R ange

Suntas: IEase [nzenzitive String j
B iirnarn: |'|
B Iz‘ﬂ

[ Multivalued Ok I Cancel

Type rciusergroup in the Common Name field.

Type rciusergroup in the LDAP Display Name field.
Type 1.3.6.1.4.1.13742.50 in the Unique x5000 Object ID field.

Type a meaningful description in the Description field.

© N o o &

Click the Syntax drop-down arrow and choose Case Insensitive
String from the list.

9. Type 1 in the Minimum field.
10. Type 24 in the Maximum field.
11. Click OK to create the new attribute.

Adding Attributes to the Class

» To add attributes to the class:

1. Click Classes in the left pane of the window.

258

]
i

==Raritan.



;

2. Scroll to the user class in the right pane and right-click it.

Appendix B: Updating the LDAP Schema

"Hi Consolel - [Console Root'Active Directory Schema [rei-gef4jZnzmzt.myn =10l =|
T Fie  Action  View  Favorites  Widow  Halp _ =] =
- 0n 2B 2
L_:I Coracle Rook flarre | Tupe | Stabus | Cizsca
[=I-Wg Active Directory Schema | B serviceConnechonPoint— Struckural Active Zervi
ED Classes B2 servicelnstarce Skructural Ackive Servi
—1 Atriutes B2 sirrpleSecurityobieck anlizry Ackive The ¢
B3 sk Shruckural Active Sike
W3 dteLink Strigctural Sikive Site-L
B2 siteLinkBridge Sheuctural fckive Sike-l
B citesContainer Sbruckural Aitive Sites-
B3 storage Structural Active Skors
B8 bt Skrockural Ackive Subn
B2 o bretCantainer Shrockural Ackive Subn
B subSchema Shkruckural Arckive SubS
B3 op Abstract Brtive Top
B by stscdDomain Skruckural Bickive Trsk
B bypelibraey Sheuckoral Artive Tvne
i M \Wirdow Fram Here
B obme Bickive Volun-
4 | | ﬂ d | Refrash | b
| Properties |
Help

Raritan.

3. Choose Properties from the menu. The user Properties dialog

appears.

4. Click the Attributes tab to open it.

Click Add.
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6. Choose rciusergroup from the Select Schema Object list.

Select Schema Dbject ' 3x

Select a schema obgect

ocuctiode
rtieP ot = e |
peoeas0 bt ame c "

T
peosqiGeree staonk nabled
peosnLibeling
b ey Py
paportadt earch
peedntond ength

pvclL kel
peciPropertin:

b5 ervace

cquengF ler

st

queryPokcyliL
queryPolcplibect
rangnl. oue

icasengroupl
ONAMD ]

7.
8.

Click OK in the Select Schema Object dialog.
Click OK in the User Properties dialog.

Updating the Schema Cache

>

To update the schema cache:

Right-click Active Directory® Schema in the left pane of the window
and select Reload the Schema.

Minimize the Active Directory Schema MMC (Microsoft®
Management Console) console.

260

Editing rciusergroup Attributes for User Members

To run the Active Directory® script on a Windows 2003° server, use the
script provided by Microsoft® (available on the Windows 2003 server
installation CD). These scripts are loaded onto your system with a
Microsoft® Windows 2003 installation. ADSI (Active Directory Service
Interface) acts as a low-level editor for Active Directory, allowing you to
perform common administrative tasks such as adding, deleting, and
moving objects with a directory service.

>

To edit the individual user attributes within the group
rciusergroup:

From the installation CD, choose Support > Tools.
Double-click SUPTOOLS.MSI to install the support tools.

="
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3. Go to the directory where the support tools were installed. Run
adsiedit.msc. The ADSI Edit window opens.

4%, RDST Edit

=01 xi
SIS

b Pt Acton Wies  Wndos  Hep

i BOSLEdE
B 3 Diommain [rigef o) 22 met . e, Tﬂnun[ru-gfﬁ%md.mypc... domanlis
#-H] Corfiguration [rcrgefiZramzt.m | ] Configoration [regef4izrame. .. configurstion
] Scherna [ra-geAERENGE MUBEM | ] Sohema [roig Migremet myp. . dHD

.1| ] il i =

4. Open the Domain.

5. In the left pane of the window, select the CN=Users folder.

oy

=&=Raritan.

4 Pl Acton Wew  Mindow el (SIS

o lEmxEE®e
= DL EdE Harm= | e [ Ditimuised Hene

B j Ciomain [roocf | 2z ek, migc, e | 2B h=hedministrskor user Chi=homiristrakor, H=Users,0C=mypc, DC=nydomamn,C

HJ C=mype o =mrpdamain, (L] | L) Ch=Cert Fublishers group Chi=Cert Pubishers, Th=Lsers, DC=nyoc DO =mydomen

-1_'- L..i l:l'l-B_ui:h _.:'_.']CH:Dm.ﬁdrlrs group CH=Crshdmrs /D= lsers, C=nyvpr, Dl =myd oman, [2:

E: E S:I-kwpllin:nwlws _.:'_.']CH:DmLIpdd.lemer group CH=Crelpdatebrosy, =W sers, D C=mypc, DC=nydome

= =D A ol CH=Comesin Adnirs group CH=Comein Admirs, Dh=Users, DC=nepn, DC=medomen

fﬁ a:ﬁ;ﬂ'ﬁﬁﬁ#hpl’l‘ﬂ :.:iJCH:Dumi'lCurlpubets- group CH=Comen Compubsrs, CN=Users, D=, D =mydor

1 o cnl:NTl:E f‘]CH:D\:\mai'l Comtrolers grop CH=Domain Controlers, CH=Users, D C=mpe, DC=mydor

T4 o — _a'_.']i:rl:D\:nTﬂ'l EuEshs group CH=Comein Gussts, Chi=_esrs, D =mppc, D =mmedomesin

+|J m=5ﬂim = ohi=Cromein Uzers group ChI=Coomein Users, hi=Users, Do =mype, Do =mydoman, L

i- =3 ﬁlcu-a-urprm.qdm aroup =i rmetes o i D=l ser s, DoCe= ey p s, Do =rrepdam

- CorFlguration [rc koI ETamEt. ﬁltN-Gm.dew Creabor Cwy,.,  group CH=Croum Polioy Crastor Cumers, e Lssis, D=, L

w1 schema [rd-gfEname. my e me __'._'JCM-Guest user Chle=Etimst, Chle s, O iR, D =nivsdomein, D=

_Il:H-l-Eb\Scmn:sGm.p aroup CH=HelpServicesGroup, CN=Users, D C=mrpe, D C=myudar

%Icu-krhtqt usEf 1 hletirbmt, T | i, O i, OO P PV P, DO it

CCh=RAS and 185 Saresrs aroup CH=RAS and 185 Seresss Mi=Users,DC=mupc, DC=nyc

;Icu-ichuna.ﬂ\dwr: group Chl=Schema dnnin, Chl=liser 5, D =mype, DC=nydomsr

ZHCH-s PPOAT_3EE995a0 uzar CH=F_FPORT_ 32659530, Rl ey s D =rpe, D =t

Sl =Tl narerks group Chl=TedneoC benks, Chl= Liasis, D =mnigpe, - =mvydomain, C

4 j 2l i |




Appendix B: Updating the LDAP Schema

6. Locate the user name whose properties you want to adjust in the
right pane. Right-click the user name and select Properties.

7. Click the Attribute Editor tab if it is not already open. Choose
rciusergroup from the Attributes list.

CN=Administrator Properkties d |

Atribute Editor | Secuity |

¥ Show mandatory attibutes
¥ Show optional attributes

[~ Show only atibutes that have values

Attributes;
Attribute | S yntax | " alue :I
prospdddresses Unicode Sting <Moot Sets
pindlasts et Large Integer/...  128299285243033603
querPolicyBL <Maot Setx

ICiLISErgroup
registereddddress <Mat Set»
replPropertpbdetallata Octet Stiing Q=01 0=00 0x00 Ow00 w0

replUpT ol ateectar Octet Sting <Maot Setx

repsFrom Cctet Sting Mot Set»

repzl o Octet String <Mat Set» e
revizion |nteger <Maot Set:

rid |nteger <Maot Setx

roomMumber Unicode Stiing <Moot Setr
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Click Edit. The String Attribute Editor dialog appears.

9. Type the user (created in the SX Il) in the Edit Attribute field. Click
OK.
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Dominion SX Il Overview

What is the Dominion SX II?

How is SX Il different from the
current SX?

What are the SX II's new
features?

Does the SX Il have all of the
current SX's features?

What is the pricing for SX II?

What are the end-of-life plans
(lifecycle) for the current SX?

264

The Dominion SX Il is Raritan's next-generation
Serial Console Server that provides IP access
and control of serial devices, anytime,
anywhere. The new SX Il is the most powerful,
secure, reliable, easy-to-use and manageable
serial-over-IP console server on the market.

SX Il provides convenient and productive
access to networking devices, servers, PDUSs,
telecommunications and other serial devices.

The SX Il is the next-generation version of the
current SX. SX Il has an entirely new
hardware and software design that is
substantially more powerful and capable than
the current SX. The SX Il provides virtually all
of the features of the SX, plus exciting new
capabilities. Unlike the current SX, all SX
models come with dual power supplies, dual
LAN connections and multiple local connection
options. The SX Il comesin 4, 8, 16, 32 and
48 models, available with and without an
internal telephone modem. Many of the
management features are the same as those on
the Dominion KX IlI.

New features include: Gigabit Ethernet, IPv6
networking, direct connection to Cisco devices
with no rollover cables, FIPS 140-2 encryption,
automatic configuration via USB stick or TFTP,
3G/4G cellular modem support, up to 8
gigabytes of flash space, multiple at the rack
access options and Dominion compatible user
interfaces and management.

Virtually all of the current SX's features are
included in the SX Il. Several features
(firmware update, fixed user groups have been
replaced by more powerful Dominion style
features and a few infrequently used features
have been removed.

While you might expect a significant price
increase for the SX Il, it is priced similarly to the
current SX. The exact price difference varies
model by model. Some SX Il models are even
less expensive than the current SX models!

The Dominion SX Il will replace the current
Dominion SX. In the 4th quarter of 2015,
Raritan will announce the end-of-sales for the
current SX models, with opportunities for

—_—
—_ S
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Is there a trade-in program for

the SX 11?
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last-time-buys for a few months. Raritan will
continue software support for the current SX for
two years from the end-of-sales announcement
date; after that there will be no more firmware
releases for the current SX. CommandCenter
support will likely continue past the
end-of-support date. Existing hardware
warrantees will be honored.

Yes, you will have the opportunity to trade in the
current SX and/or competitor serial console
servers.

Dominion SX Il Hardware Platform
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What are some of the hardware
improvements?

How does the SX II's
performance compared to the
current SX?

What type of network
connections does the SX Il have?

Are all SX Il models 1U? Even
the 48 port model?

How much flash space is
available for logs?

Does the SX Il support remote
power control?

What is the pin definition for the
SX II's local admin port?

Does Dominion SXinclude a 19"
rack mount kit?

There are many: more powerful CPU,

memory and flash space, dual power supplies
(AC & DC), dual gigabit LAN ports, port status
LED's, 4 USB ports, autosensing DTE/DCE
ports, USB laptop access, DVI/USB access, and
modem option for all models.

The SX Il hardware platform is substantially
more powerful with a 1GHz CPU, an 8-fold
increase RAM, and up to 8 Gb of flash space.
SX Il supports up to 10 sessions per port and up
to 200 total serial sessions. Port configuration
is 15 to 23 times faster, with order of magnitude
improvements in simultaneous connections,
connection speed and serial processing.

The SX II has two Gigabit Ethernet LAN ports
that are auto-sensing to support 10/100/1000
Megabit connections. These LAN ports can be
configured for (1) single LAN connection, or (2)
dual LAN connections; the latter with (a) failover
or (b) simultaneous operation.  Both IPv4 and
IPv6 are supported.

Yes, all models are 1U and include a rackmount
kit. Like, the current SX, the 48 port model has
48 ports on the back panel; to make room for
this, the dual power outlets are on the front
panel.

More than you could ever possibly use!! Four
and eight port SX II's have 2 Gigabits of flash
space. The other models have 8 Gigabits of
flash space.

Yes, the SX Il supports remote power control for
serial devices via connection to Raritan PX
intelligent rack PDU's.

The SX Il local admin port is an RJ-45 port with
the following DTE pinout (Pin/ Signal): 1/RTS,
3/TXD, 4/GND, 5/GND, 6/RXD, 8/CTS. You
can connect to a DB9 port on a laptop using the
Raritan ASCSDB9F RJ-45(female) to DB9
(female) adapter with a Cat5 cable.

Yes. Dominion SX Il comes standard with a
complete ready-to-install 19" rack mount Kit.

Serial-over-IP Sessions and Access

uj
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Serial-over-IP Sessions and Access

What types of serial access are
available?

What is Direct Port Access ?

Does the SX Il support TELNET?

What about emergency access
via modem?

How can | secure the Sierra
Wireless modem?

How can | access the SX Il when |
am in the data center?

How can | get consolidated
access to the local ports of
multiple SX II's?

The SX Il has the widest variety of serial
access. This includes: SSH, Telnet and web
browser serial connections. Web browser
access is available via the Raritan Serial Client
and through Raritan CommandCenter.
Convenient Direct Port Access (DPA) methods
are available. At-the-rack access is available
via serial cable, USB and via a KVM console.
Emergency modem access is available via
optional internal modem or external 3G/4G
cellular modem.

Direct Port Access provides direct and
convenient access to a specific serial device
connected to the SX Il. Multiple Direct Port
Access (DPA) methods are available via SSH,
Telnet and HTTP/URL.

TELNET is supported, but is disabled by default
for security reasons as TELNET does not
support encrypted sessions. We recommend
that SSH is used instead of TELNET.

There are two types of modem access
supported. First, an internal telephone modem
is optional for each SX Il model (DSX2-...M
models). Second, for 3G/4G cellular modem
access, Yyou can connect one of the supported
Sierra Wireless modems to the SX II's USB port
and access the SX Il via the modem's IP
address.

You can use the SX II's Firewall feature to
create Linux-style "iptable" rules to secure the
connection to the wireless modem. In addition
the modem itself has a firewall capability.

The Dominion SX Il provides multiple types of
at-the-rack access. To connect to a laptop or
PC you can connect to its RJ45 serial port or
USB mini-B port. You can connect a crash cart
or rackmount keyboard tray to the SX II's DVI
and USB KVM ports. To access the SX II's
web-based user interface, connect a crossover
Ethernet cable to the SX II's LAN port.

There are two ways to do this. First you can
connect the serial admin ports of multiple SX II's
to another SX Il with straight Cat5 cables.
Second you can connect the DVI/USB local
ports of the SX II's to a KVM switch like the
Dominion KX Ill.  This can give you access to
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Serial-over-IP Sessions and Access

What baud rates are supported?

What code-sets does the terminal
emulator in Dominion SX Il
support?

How many serial devices can be
simultaneously accessed
through a given SX 11?

How many users can
simultaneously access a single
serial device connected to a SX Il

Is the Dominion SX unit SUN®
"break-safe"

Connecting to Serial Devices

multiple SX II's in and around the data center.

Multiple baud rates are supported: 1200,
1800, 2400, 4800, 9600 (default), 19200,
28800, 38400, 57600, 115200, and 230400 bits
per second. Can set this on a per port basis
from the Port Configuration page or CLI.

Dominion SX release 3.0 or higher supports
VT100/VT220/VT320 and ANSI with the
following code-sets: default, US-ASCII,
ISO-8859-1, 1ISO-8859-15, UTF-8, Shift-JIS,
EUC-JP, EUC-CN, and EUC-KR.

A group of users can simultaneously access all
the serial devices connected to a SX Il. For
example, with a 48 port SX Il, users can
simultaneously connect to and access all 48
serial devices connected to it!

Up to ten users can access a single serial
device at the same time, up to a limit of two
hundred simultaneous accesses per SX Il.  For
example, on a 32 port SX Il, six users could
each simultaneous access each of the 32 serial
devices connected to it for a total of 192 user
sessions. This would not be a typical user
scenario, but illustrates the powerful serial
processing capacity of the SX .

All Dominion SX units are SUN "break-safe" for
use with SUN Solaris.

uj
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Connecting to Serial Devices

What type of devices can the SX
Il connect to?

Are rollover cables required?

What is DTE/DCE and why is it
important?

Are adapters required?

What is the maximum distance
from the SX Il to a serial device?

What are some sample
connections to serial devices?

Appendix C: FAQs

The SX Il can connect to a wide variety of serial
devices including network routers, Ethernet
switches, firewalls, UNIX/LINUX servers,
Windows Servers, virtual hosts, rack PDU's,
UPS systems and telecom/wireless gear.  The
SX Il connects via Cat5 cable to these device's
RJ-45, DB9 or DB25 serial console ports.

No. SX Il serial connections are auto-sensing,
so that they can connect to both DTE (data
terminal equipment) and DCE (data
communications equipment) console ports
without rollover cables. The SX Il can connect
to Cisco and other compatible devices with
RJ-45 console ports without rollover cables.

An RS-232 serial port is either DTE or DCE.
DTE ports are typically used on a computer or
terminal, i.e. male DB9 COM port. And DCE is
used on a modem, CSU/DSU, multiplexer or
peripheral. A DTE port is typically cabled to a
DCE port. Connections between like ports
must be connected by a specific rollover cable.
Since SX Il is auto-sensing, it can connect to
either DTE or DCE ports.

To connect to RJ45 console ports, a regular
Cat5 cable can be used with no adapter.
Raritan also sells male and female DB9 and
DB25 adapters for devices with these types of
serial ports. Adapters are also available to
connect to Raritan PX intelligent Rack PDU's.
See the SX Il User Guide or online help for
more information on adapters and pinouts.

The distance varies according to the baud rate
that is used. This can range from 4 feet for
230K baud to over 300 feet for 2.4K baud.

The below table shows how to connect the SX II
to standard networking and computer
equipment. This is based on the type of serial
port (RJ45, DB9 & DB25) and its gender (male
or female). The required Raritan adapter is
shown.
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Vendor Models Serial Port | How to Connect

CEco Catalyst RIA5 Cat5 cable

Csco Catabyst DB25F ASCSDB25M adapter and CATS cable
Cisco Router R145 Cat5 cable

Ceoo Router DB25F ASCSDB25M adapter arwd CATS cable
Cisco ucs RI45 Cat5 cable

Cico PIX Firewall DBSM ASCSDBOF adapter and CATS cable
HP Senvers DBoM ASCSDBOF adapter and CATS cable
Dl Servers DROM ASCSDRIF adapter and CATS cable
IBEM servers RIAS Cat5s cable

Checkpoint Firewall DEOM ASCSDBAF adapter and CATS cable
Silicon Graphics | Orgin DEOM ASCSDBOF adapter and CATS cable
Sun SPARCStation |DB25F ASCSDBE25M adapter ard CATS cable
Sun Metra T1 RI15 Cat5 cable

Sun Cobalt DBEOM ASCSDBIF adapter and CATS cable
Varos Windows DBO9M ASCSDB9F adapter and CATS cable
Raritan PX RI45 CSCSPCS-1 or CSCSPOS-10 cable

Installation, Management & Configuration
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Installation, Management & Configuration

How do I initially configure the
SX 11?

Can the SX Il be completely
managed by CLI? Where is the
CLI defined?

Tell me more about the automatic
configuration options.

Does the SX Il require a FTP
Server for firmware upgrades like
the current SX?

Can | copy my current SX
configuration to the new SX I1?"

Where can | get a copy of the
SNMP MIB for Dominion SX?

Does the SX Il work with
Raritan's Command Center?

Security

Initial configuration can be done manually from
the SX Il local console or automatically via USB
stick or TFTP server. Manual configuration can
be done via CLI by connecting your laptop via (1)
USB, (2) serial cable, or (3) by connecting a KVM
console. You can also (4) use the web GUI
connecting a laptop via a crossover cable. A
Quick Setup Guide (QSG) is included.

Yes, the SX Il can be completely managed via CLI
commands. The CLI is defined in the on-line
help, user guide and available from the CLI itself.

There are two ways to automatically configure the
SXII. First, it can be configured by a script of
CLI commands, plugged into a USB port on the
SX . Second, a script of CLI commands can be
stored on a TFTP server available via DHCP
Server or configured into the SX. For security,
both of these automatic configuration methods
must be enabled by the administrator.

No, the SX Il firmware upgrade process is like that
of the KX Ill.  No FTP server is required. The
user browses to an encrypted firmware file
downloaded from the Raritan website. Many of
the management functions are the same as with
the KX llIl.  Note that the FTP option still exists
via CLI to upgrade the device in this manner.

With the extensive software and hardware
changes, the configuration backups of the current
SX are unfortunately not compatible with the new
SX L.

The SX Il SNMP MIB is available from the
Dominion SX Il Support Page on raritan.com. It
is also available from the Event Management -
Settings page on the web GUI.

Yes. The Dominion SX Il requires
CommandCenter Secure Gateway Release 6.1
and above, available in September 2015. Using
CommandCenter, users can connect to thousands
of serial (and KVM) devices, connected to the
Dominion SX, SX I, KX Il and other Raritan
devices.
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Security

Is the Dominion SX Il secure?

Is the Dominion SX Il FIPS 140-2
certified?

Is ActiveDirectory authentication
supported?

Which ports need to be open for
SX Il connections?

What type of logging is available?

Is the serial port data logged?

What is the default login and
default password?

I have lost the Admin password to
the Dominion SX. What can 1 do?

User Interface & Documentation

Yes, the Dominion SX Il has rock-solid security
with military grade security features such as 256
bit AES encryption with a FIPS 140-2 mode and
encryption module. The SX Il has a long list of
security features and each release is tested with
a vulnerability scanner.  Security patches will
be made available from the Raritan website.

The Dominion SX Il uses an embedded FIPS
140-2 validated cryptographic module running on
a Linux platform per FIPS 140-2 implementation
guidelines. This cryptographic module is used for
encryption of serial sessions when using the
Raritan Serial Client (RSC).

Yes, ActiveDirectory, LDAP, Radius and
TACACS authentication are supported. In
addition the SX Il administrator can create local
users with their passwords.

Port 443 (for https); optionally port 80 (http) for
user sessions. When using SSH, port 22 needs
to be open. The TCP ports for HTTP, HTTPS,
Telnet, SSH are all user configurable. These
user configured ports will need to be open for
access. Also, TCP port 5000.

The SX Il supports many types of events
generated for user access, security events as
well as administrative actions. Multiple logging
methods are available including SNMP, Syslog,
Email, NFS and internal log file.

Yes, data from the serial devices can be logged
to a local file on the SX II, Syslog or NFS server.

The default login is "admin" and the default
password is "raritan”. You are forced to change
the password when you first log in to the SX II.
We recommend that you also change the default
"admin" name for security reasons. Also
recommended is strong passwords for your local
accounts, which can be enabled on the Security
Settings panel.

You can restore the unit to its factory default
settings. A factory reset function to restore the
unit to factory default settings is provided. This
reset function has several configurable options.

== Raritan.
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User Interface & Documentation

What type of web-based user
interface does the Dominion SX I
have?

Does the SX Il require Java?

Where can | get documentation
(user guide, etc.) for the Dominion
SX 11?

Appendix C: FAQs

The Dominion SX Il Graphical User Interface is
similar to the other Dominion products, providing
a common look-and-feel across the Dominion SX
II, KX, KSX and KX2-101-V2. In addition,
similar management features are available
including firmware update, backup and restore,
security options and diagnostics.

For web browser access by the Raritan Serial
Console software, Java is required. Java is not
required for CLI access to the SX Il via SSH,
Telnet or an at-the-rack connection.

The Data Sheet, available on the SX Il Product
Page, provides a good overview of the SX
showing the available models, adapters and
features. The Features and Benefits document,
also available on the SX Il Product Page,
provides a list of the SX Il features. The SX II
Support Page provides detailed technical
information including the Release Notes, User
Manual, On-line Help, SX Il MIB and firmware
releases.
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In addition to Raritan Technical Support and Customer Support, the
following resources are available.

In This Chapter

SX Il Release Notes and Help ... 274
Contact the Documentation Team with Feedback ............cccccoeeeeeeeennnis 275

SX Il Release Notes and Help
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SX Il Release Notes

Release notes come with the SX Il appliance and are available on the
Support page of Raritan's website
(http://lwww.raritan.com/support/firmware-and-documentation).

Review the release notes for important information before you begin
using the appliance.

SX Il Quick Setup Guide

Online help is accompanied by the SX Il Quick Setup Guide, which is
included with your SX Il and can be found on the Support page of
Raritan's website
(http://lwww.raritan.com/support/firmware-and-documentation).

SX Il Online Help
SX Il online help is considered your primary help resource.

Raritan Serial Console (RSC) help is provided as part of SX Il online
help.

To use online help, Active Content must be enabled in your browser.

SX Il Users Guide and Administrators Guide

A PDF version of help topics specific to end users is contained in the SX
Il User Guide and topics specific to SX Il administrators are contained in
the SX Administrators Guide.

Both PDFs are available on the Support page of Raritan's website
(http://www.raritan.com/support/firmware-and-documentation).
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Contact the Documentation Team with Feedback

Contact the Documentation directly with any questions or feedback
related to the online help or user guides .

Email us at documentation@raritan.com, or directly from online help
by doing one of the following -

> Usethe "Send Feedback" feature in online help:

e Open online help and click the "Send Feedback" icon in the toolbar.
An email addressed to the team opens in your default email client.

LS
Dominion SX II Online Help —
ﬂ @ @ : = a Search

Send feedback

[] Welcome Welcome
[5) Capyright Page
|| Rack Mount Safety Guidelines
I+ %@ Introduction

- %@ Getting Started

Dominion” SX Il Online Help

> Email the Documentation Team a specific topic from the online
help:

e Open to the topic in online help, then click on the "Email this Page"

icon in the toolbar in online help.
%
Dominion SX II Online Help
i~ NONO]
Contents:

An email addressed to the team opens in your default emalil client.

| £ [IMatch partial words

<
[] Welcoma Welcome
Eﬁmzxm Guidelines '
BT Dominion' SX Il Online Help

Note: Feedback via this method is for online help content only and not for
technical support, sales, website or product information. See the Contact
Us page on Raritan's website for additional contact information.
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